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Abstract

Quorum systems, like replicated state machines, are essential in distributed sys-

tems, but building correct and high-performance systems is challenging due to

the asynchronous environments they operate in. Gorums is a novel framework

that simplifies the creation of quorum-based systems, alleviating developers of

the complexities associatedwith building fault-tolerant services. However, it cur-

rently lacks support for all-to-all communication, which is crucial for robust inter-

node communication and is often used in consensus algorithms like Practical

Byzantine Fault Tolerance (PBFT) and Paxos.

This thesis analyzes the design requirements needed to facilitate all-to-all com-

munication in quorum-based systems. We extend Gorums with a new broad-

casting framework, introducing an easy-to-use abstraction named BroadcastCall.

BroadcastCall is an RPC invocation to a group of servers communicating in an all-

to-all pattern. Furthermore, it relates individualmessages sent by the servers to a

single abstraction called broadcast request. To evaluate the broadcasting frame-

work, we implement both PBFT and Paxos using the framework and compare

them to baseline implementations. The results demonstrate that the framework

delivers performance comparable to the baseline implementationswithout incur-

ring significant overhead.
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Nomenclature

broadcast framework The new functionality extended from the current version of Gorums.

user The user implementing a protocol or algorithm using Gorums.

client A process initiating and sending requests to a set of servers.

server A process responsible for handling and replying to requests.

node Either a server or a client.

replica Mainly a server but can also act as a client.

Gorums configuration An object representing a client.

Gorums client Synonym for Gorums configuration.

Gorums server The server generated by Gorums.

view A Gorums configuration that is used by a server.

o Origin: A node issuing broadcast requests.

B Broadcast request: A request sent from an origin that spans several servers

and handlers.

m Message: a single request sent between a client-server or server-server pair.

Messages are always related to a unique broadcast request.

P Broadcast processor.

θ The state corresponding to a broadcast processor.

C The set of clients in a system.
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CONTENTS ix

S The set of servers in a system.

π A subset of the servers in a system.

A The set of actions that can be performed on the broadcast processor.

ν A specific action, e.g. Broadcast.

H The set of all RPC methods defined in the proto specification.

HB The set of all RPC methods defined in the proto specification that uses the

broadcasting functionality.

h A single RPC method that is defined in the proto specification.

ψ The order index that is used to facilitate execution ordering.

M The set of all messages sent between servers and clients.

MB The set of all messages related to a specific broadcast request.



Chapter 1

Introduction

1.1 Background and Motivation

Historically, distributed computingwas expensive, complex, and difficult toman-

age. Today, distributed computing is used in diverse fields, from database man-

agement to video games, and is essential for modern technologies like cryptocur-

rency systems, scientific simulations, blockchain, and AI platforms. Distributed

systems handle workloads too large for a single device and adapt to changing

demands, such as surges in e-commerce traffic. They enable advanced features

like off-site backups and power everyday tasks like sending emails and brows-

ing the web [1]. Distributed computing is offered as high-availability services or

as part of cloud infrastructure solutions like Kubernetes [2], Docker Swarm [3],

Apache Kafka [4], RabbitMQ [5], Azure Service Bus [6], and AWS Simple Queue

Service [7]. These services typically include a control plane that uses consensus

mechanisms to replicate nodes and create clusters, ensuring reliability and scal-

ability [8].

Designing andbuilding distributed systems that are fault-tolerant and strongly

consistent is inherently challenging [9][10]. Achieving high availability often ne-

cessitates replacing failed servers without disruption, adding to the complexity of

development andmaintenance [11, p. 17][12, p. 1]. Thus, it is vital to equip devel-

opers with tools that provide higher-level abstractions tomitigate this complexity

and streamline the development process. Quorum systems, like replicated state

machines, are essential but challenging due to non-deterministic state changes

and complex protocols [13]. Synchronizing activities amid partial failures and ad-

1



CHAPTER 1. INTRODUCTION 2

versarial attacks is difficult due to asynchronous processes and possible commu-

nication failures [12, p. 1]. Replication ensures data availability despite failures,

but maintaining consistency and robustness in such systems remains a signifi-

cant challenge due to the asynchronous, heterogeneous, and failure-prone nature

of the environment [14, p. 1][15].

Gorums is aGo-based frameworkdesigned to simplify the creation of quorum-

based systems, though it currently lacks support for all-to-all communication be-

tween processes [16]. While Go [17] provides robust concurrency primitives, the

combination of traditional locking and channel-based message passing can lead

to specific bugs, notably communication deadlocks, which account for over 50%

of deadlock bugs in Go applications [18][19]. Distributed system algorithms of-

ten rely on consensus for correct execution, built on abstractions like reliable

message delivery and node connectivity [20]. However, modern systems face

errors and failures, necessitating timeouts, retries, proper TCP connection han-

dling, and cleanup of stale data to prevent memory errors [21]. Asynchronous

coding, requiring advanced concurrency mechanisms to prevent race conditions,

can potentially cause performance issues under load [22]. Thus, careful design is

essential for scalability and performance, considering protocol abstractions such

as timeouts, message ordering, and delivery guarantees. [23][24]

In parallel or distributed computing systems, processes often need to commu-

nicate with each other [25]. Many systems and algorithms, such as graph algo-

rithms like PageRank [26] and graph partitioning [27], or parallel sorting algo-

rithms [28], rely on the ability to send and receive messages among all processes.

Open-source applications like Apache Spark [29] also utilize all-to-all communi-

cation, as seen in the shuffle phase in Fig. 1.1. All-to-all communication is crucial

because it allows robust communication among distributed processes, enabling

each node to communicate with every other node. This pattern is essential for

consensus algorithms such as Practical Byzantine Fault Tolerance (PBFT) [20]

and Paxos [30].
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Figure 1.1: An example DAG created by Apache Spark. The data processing work-
flow is defined as reading the data source, applying a set of transformations, and
materializing it into the final result. The DAG utilizes the all-to-all communica-
tion pattern in some of the stages. Photo retrieved from [31].

1.2 Objectives

The objectives of this thesis are encapsulated in two research questions:

• Research question 1: Is it possible to create an easy-to-use framework

for quorum-based systems that enables the all-to-all communication pat-

tern?

• Research question 2: Is it possible tomake it reliable and secure without

creating too much overhead?

1.3 Approach and Contributions

The contributions of this thesis are as follows:

• We conducted an analysis of various algorithms that utilize the all-to-all

communication pattern and developed amodule specification based on this

analysis.
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• We developed a framework named broadcast framework to facilitate the

all-to-all communication pattern, integrating it with Gorums and extending

Gorums with additional functionality.

• We introduced an abstraction called BroadcastCall, analogous to Quorum-

Call in Gorums, but enabling all-to-all communication.

• We conducted a security analysis of the broadcast framework, providedmit-

igation strategies, and highlighted its shortcomings.

• We implemented both process-centric and data-centric versions of Paxos

using the broadcast framework.

• We implemented PBFT using the broadcast framework.

• We implemented Eager Reliable Broadcast using the broadcast framework.

• We evaluated the broadcast framework by using the implementations of

Paxos and PBFT and comparing them to baseline implementations in terms

of common case operations and throughput versus latency.

1.4 Outline

The structure of the remainder of this thesis is as follows:

Chapter 2 introduces relevant background material, including Gorums, Paxos,

and PBFT.

Chapter 3 presents related work, covering systems that assist in building dis-

tributed applications, algorithms for implementing quorum-based systems,

and frameworks for enabling all-to-all communication.

Chapter 4 provides an extensive analysis identifying the challenges and design

requirements of implementing abstractions for all-to-all communication.

It also outlines the design decisions and creates a module specification. Fi-

nally, the architecture of the new framework is presented.

Chapter 5 describes the implementation and its integration with Gorums. It

offers an in-depth description of how the implementation adheres to the

module specification created in Chapter 4.



CHAPTER 1. INTRODUCTION 5

Chapter 6 demonstrates a practical implementation of a broadcasting algorithm

using the new framework.

Chapter 7 provides an experimental evaluation of the new framework compared

to baseline implementations of Paxos and PBFT. It assesses the overhead in

common case operations and compares the relative throughput and latency

of each algorithm.

Chapter8 concludes the thesis, discussing limitations and areas for furtherwork.



Chapter 2

Background

This chapter provides the background material relevant to this thesis. We begin

by introducing the core concepts in distributed systems, followed by a presen-

tation of Gorums. The chapter concludes with descriptions of both PBFT and

Paxos.

2.1 Distributed systems

Distributed systems involve algorithms designed for a set of processes working

together to achieve a common goal. These processes operate concurrently and

may experience partial failures, such as crashes or disconnections, while others

continue to function. This very notion of partial failures distinguishes distributed

systems from concurrent systems. The primary challenge is ensuring that the

remaining active processes can synchronize their activities in a consistent way

despite failures and potential adversarial attacks. Distributed computing encom-

passes both client-server and multiparty interactions, where multiple processes

must coordinate to achieve robust, reliable communication and task execution.

This complexity makes distributed computing a challenging yet essential aspect

of modern applications like web browsing [11, p. 17].

2.1.1 SystemModel

We focus on distributed systems used in blockchains or for state machine repli-

cation (SMR), requiring a fault-tolerant message-passing system that executes

6
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requests. We assume a system where processes can be clients or servers, with

clients and servers sending requests and servers processing them. The system

must be quorum-based, with processes being correct, faulty, or Byzantine, and

operating in a partially synchronous environment. Additionally, we assume the

adversary is computationally bounded and unable to break cryptographic tech-

niques such as digital signatures or transport layer security (TLS).

2.1.2 Quorum Systems

Quorum systems, such as replicated state machines, are essential abstractions in

distributed fault-tolerant computing. They capture trust assumptions and form

the backbone of many algorithms for reliable broadcasts, shared memory, and

consensus [13][16][32]. Progress is allowed as long as at least one quorum is

available. Majority quorums, where only a minority of processes can fail, ensure

system consistency by requiring that no two partitions can each contain a quo-

rum and make progress. Various types of quorums exist, including read-write

quorums and grid quorums for distributed storage, and Byzantine quorum sys-

tems for tolerating arbitrary failures [16]. Byzantine quorum systems are essen-

tial for constructing resilient distributed systems from untrusted components, as

they handle potentially malicious nodes and colluding groups of nodes. Tradi-

tionally, these systems assume symmetric trust, with a global assumption about

which nodes may fail. However, trust is subjective and can vary, necessitating

models that accommodate asymmetric trust assumptions [32].

2.1.3 Consensus

Consensus is a critical concept in distributed computing, serving as a fundamen-

tal abstraction that addresses the challenge of achieving agreement among mul-

tiple processes on a common value, despite unreliable communication and faulty

processes [11, p. 274][33]. Consensus protocols typically assume a limited num-

ber of faulty processes and a shared, symmetric trust assumption among all pro-

cesses. However, with the rise of blockchain systems like Ripple [34] and Stel-

lar [35], more flexible trust models have emerged. These models allow each pro-

cess to specify its own trusted processes, providing greater flexibility than tradi-

tional assumptions that only limit the number of faulty processes [33].
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At its core, consensus can be described as processes agreeing on a common

value out of values they initially propose [11, p. 274]. Consider a group of pro-

cesses that can propose values. A consensus algorithm ensures that only one of

the proposed values is chosen, and if no value is proposed, then no value should

be chosen. Once a value is chosen, processes must be able to learn the chosen

value. The safety requirements for consensus are as follows [11, p. 275][30]:

• Validity: Only a proposed value can be chosen.

• Agreement: No two processes should decide on different values.

• Termination: Every correct process eventually decides on a value.

• Integrity: No process decides twice.

2.1.4 Group Communication

In a parallel or distributed computing system, processes frequently need to com-

municate with one another [25]. A group is a collection of interconnected pro-

cesses with an abstraction layer that hides the underlying message passing be-

tween them, making the communication appear as a normal procedure call to a

single, non-replicated remote server object [36][23]. View-oriented group com-

munication is a crucial and widely used component in many distributed appli-

cations. Several proposals address this by extending distributed objects into dis-

tributed object groups [23][37]. Depending on the number of processes involved,

communication can take several forms: one-to-one, one-to-many, one-to-all, and

all-to-all [25].

Unicast is a one-to-one type of communication between processes [25][36].

Fig. 2.1 shows an example of unicast communication between two processes in a

system. It also illustrates an example of one-to-many communication, known as

multicast, where a process communicates with a subset of processes [25][36].
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S1
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Figure 2.1: Left: Unicast (one-to-one) communication: S1 is communicatingwith
a single process in the system. Right: Multicast (one-to-many) communication:
S1 is communicating with a subset of processes in the system.

Broadcast communication is useful when a process attempts to communicate

with all processes in a distributed system simultaneously [36]. Fig. 2.2 shows an

example of one-to-all broadcast and all-to-all broadcast. In all-to-all broadcast,

every process in a group sends a message to all the other processes [25].

S1

S4

S3

S2

S5

S1

S4

S3

S2

S5

S4

S3

S2

S5

S1

Figure 2.2: Left: Broadcast (one-to-all) communication: S1 is communicating
with all processes in the system. Right: Broadcast (all-to-all) communication:
all processes are communicating with all processes in the system.
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2.2 Gorums

Gorums is a framework designed to simplify the design and implementation of

fault-tolerant quorum-based systems and is built atop the Remote Procedure Call

(RPC) framework gRPCandusing theGoprogramming language. It allows group-

ing replicas into one ormore configurations. This enables programmers to invoke

remote procedure calls (RPCs) on the replicas within a configuration and wait for

responses from a quorum [16].

2.2.1 Technology

Gorums is built using the Go programming language [17] and the Remote Proce-

dure Call (RPC) framework gRPC [38]. Go is an open-source language designed

with concurrency inmind,making it easy towrite programs thatmaximize the use

of multicore and networked machines. It is expressive, concise, clean, efficient,

statically typed, and compiled. Additionally, Go features a fast garbage collec-

tor and run-time reflection [17]. Go includes two built-in concurrency constructs

called goroutines and channels [39]. Goroutines are lightweight threadsmanaged

by theGo runtime, while channels provide CSP-style [40]message-passingmech-

anisms for communication between goroutines. Furthermore, Go offers a suite

of concurrency primitives such as mutexes, condition variables, and atomic op-

erations, facilitating both shared-memory andmessage-passing concurrency [18,

p. 187-188].

The gRPC framework is an open-source, high-performance RPC framework

designed to operate in any environment. It efficiently connects services within

and across data centers, offering pluggable support for load balancing, tracing,

health checking, and authentication. Additionally, gRPC is well-suited for the

lastmile of distributed computing, enabling connections between devices, mobile

applications, and browsers to backend services [38].

2.2.2 Communication

As mentioned at the start of this section, Gorums introduces the concept of con-

figurations, allowing developers to invoke RPCs on groups of servers that share

a common RPC interface. Multiple configurations, representing any subset of

servers in a cluster, can be created and managed by a Gorums manager. This
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struct stores the underlying data structures related to the connections and gRPC

streams created between a particular client and the servers in the configurations.

Creating several configurations with overlapping sets of servers will not create

duplicate sets of data structures and connections.

Regarding the underlying data structures of a configuration, each server in

a configuration has a corresponding node struct and a persistent, reliable chan-

nel struct, which includes retry and back-off mechanisms in case of failures. Go-

rums creates a gRPC stream for communication, even for single RPCs between a

client and a server, which is managed by the channel. The channel tries to keep

the stream open and alive for the entire lifetime of the nodes. To achieve this,

the channels are equipped with reconnection capabilities that leverage a backoff

configuration. The default configuration used is the one provided by gRPC [41].

The gRPC framework uses protocol buffers [42] for serializing messages in

RPCs. These messages are defined in separate protocol buffer files by the devel-

oper and compiled into Go code [43]. Gorums has a custom protoc compiler that

generates its specific functionality, including wrapping the original proto mes-

sages with additional metadata. This metadata contains the message ID, the

gRPC method being called, and a gRPC error status field, and is used to route

messages to the correct handlers. This metadata is extended to enable the addi-

tional functionality presented later in this thesis.

2.2.3 Quorum Call

A QuorumCall is a method on the Gorums configuration struct responsible for

sending requests to all the servers in the configuration and collecting the responses.

This provides a unified interface for RPCs on a group of servers. Every method

with the QuorumCall option provided in the proto specification will be generated

as a method on the Gorums configuration with the same signature [16][9].

2.2.4 Quorum Function

In a QuorumCall, an identical request is transmitted to all the servers in the con-

figuration but it can accept different responses from the servers. However, the

QuorumCall only returns a single response masking the fact that it has received

multiple responses [16]. Hence, the user must implement a Quorum Function

to collect these responses which determines when and what to return. Fig. 2.3
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visualizes how Gorums transparently invokes an RPC with the same request on

all servers in configuration and collects different responses into a single response

which is returned by the QuorumCall.

Figure 2.3: A QuorumCall invokes an RPC on all the servers in the configuration
with an identical request. Each servermay return a unique response, represented
in different colors. All responses are processed by the quorum function which
unifies them and decides when and what to return.

The user of Gorumsmust implement a quorum function for each RPCmethod

on the Gorums configuration. Based on the RPCs in the proto specification, Go-

rums will generate an interface named QuorumSpec containing all the methods.

An example is shown inAlgorithm 1, where only a singlemethodnamed “Method”

is defined on the configuration. The user is responsible for creating a struct that

implements the QuorumSpec interface.

Algorithm 1 Example QuorumSpec Interface

type QuorumSpec interface {

gorums.ConfigOption

MethodQF(in *Request, repliesmap[uint32]*Response) (*Response, bool)

}

The concrete implementation of QuorumSpec is responsible for collecting the

responses from all servers specified in the configuration. Algorithm 2 shows an
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example implementation of a quorum function that implements the interface shown

in Algorithm 1. Note the naming of the method on the QSpec struct: MethodQF.

Each method in the QuorumSpec will have the letters QF, abbreviated fromQuo-

rumFunction, appended to the originalmethod name. Furthermore, the quorum

function takes the request and a slice of replies as arguments and returns a single

response and a bool. This method is run once for each reply from the servers, and

the execution is considered complete when the function returns a response and

true. The quorum function is quite flexible because the implementer can decide

what the quorum size is and how to aggregate the responses. In this example,

only one quorum size is used, but the implementer can freely choose to create

and use several quorum sizes, such as in Copilot [44, p. 587-588], within the

same quorum function.

Algorithm 2 Example Quorum Function

1: func (qs QSpec) MethodQF(in *Request, repliesmap[uint32]*Response) (*Response, bool)

2: if len(replies) < qs.quorumSize then

3: return nil, false

4: for reply := range replies do

5: return reply, true ▷ Return the first reply in replies

A QuorumCall can be invoked on the configuration as shown in Eq. (2.1), and

the reply will be the same as the reply returned from the quorum function. The

error returned is generated by Gorums and is determined based on how many

replies have been received. If enough servers are either faulty or have returned

an error such that a quorum of replies is never reached, an IncompleteError will

be returned. Otherwise, the error will be nil [16].

reply, err := configuration.Method(args) (2.1)

2.3 Practical Byzantine Fault Tolerance (PBFT)

The Practical Byzantine Fault Tolerance (PBFT) is a replication algorithm de-

signed to tolerate Byzantine faults [20]. It ensures both liveness and safety, pro-

vided that at most f out of 3f + 1 replicas are faulty. The algorithm guarantees

safety in asynchronous systems and does not rely on any synchrony assumptions.
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PBFT operates as a state machine replicated across multiple nodes, where each

replica maintains the service state and executes service operations. Clients send

requests to the replicas, and PBFT ensures that all non-faulty replicas execute

these operations in the same order. Since the replicas are deterministic and start

from the same state, all non-faulty replicas produce identical results for each op-

eration. The client waits for f + 1 replies from different replicas with the same

result. Since at least one of these replicas is non-faulty, this result is considered

correct [45, p. 404-405].

ThePBFTalgorithmconsists of three phases: pre-prepare, prepare, and com-

mit, as illustrated in Fig. 2.4. In each view, one of the replicas acts as the leader,

known as the primary, while the other nodes serve as backups. The pre-prepare

and prepare phases ensure total ordering of requests within the same view, even if

the primary is faulty. The prepare and commit phases guarantee that committed

requests are totally ordered across different views [45, p. 405-407].

Figure 2.4: Common case operation: replica S1 (primary) assigns sequence num-
ber n to request m in its current view v and multicasts a preprepare message to
the other replicas (backups). If a backup replica agrees, it multicasts a matching
prepare message. When a quorum of prepares is received at a replica, it sends
a commit message. Replicas execute m after receiving commit messages from a
quorum, followed by sending a reply to the client [45, p. 408].

Each replica’s state includes the service state, a message log of accepted or

sentmessages, and an integer indicating the current view of the replica. This state
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can be maintained in volatile memory and does not require stability [45, p. 407].

PBFT ensures liveness even if the primary fails by enabling the system to install

newviews. It also employs symmetric cryptography to authenticatemessages [45,

p. 410].

2.4 Paxos

Paxos [30] is a well-known consensus protocol used to implement fault-tolerant

distributed systems. Paxos involves three agents: proposers, acceptors, and learn-

ers, allowing a single process to act asmore than one role. It is assumed that these

roles can communicate with each other by sending messages. Proposers are re-

sponsible for proposing new values to acceptors, who are responsible for accept-

ing these proposed values. A value is said to be chosen if the acceptors reach

an agreement on a proposal. Learners then learn the chosen values. To ensure

progress, Paxos designates a leader to act as the proposer. The Paxos protocol is

illustrated in Fig. 2.5 and is divided into two phases, each with two steps [30, p.

5-6]:

Phase 1a) A proposer chooses a proposal number n and sends a preparemessage with

this number to a majority of the acceptors.

Phase 1b) When an acceptor receives a preparemessagewith a numbern that is higher

than any previous prepare messages it has responded to, it replies with a

promise not to accept any proposals numbered less than n. It also includes

the highest-numbered proposal it has accepted, if any.

Phase 2a) Upon receiving responses to its preparemessage from a majority of accep-

tors, the proposer sends an acceptmessage to those acceptors for a proposal

numbered n with a value v. The value v is either the value of the highest-

numbered proposal among the responses or any value if no proposals were

reported.

Phase 2b) An acceptor receiving an acceptmessage for a proposal numbered nwill ac-

cept the proposal unless it has already responded to a preparemessage with

a number greater than n. When accepting a value, the acceptors broadcast

a learnmessage to the learners. Once a majority of learnmessages are re-

ceived, the value is considered chosen.
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L1

S2

S3

Prepare Promise Accept Learn Reply

Client
Request

Phase 1a Phase 1b Phase 2a Phase 2b

Figure 2.5: Process-centric version of Paxos: Upon receiving a request from a
client, the leader sends a prepare message to the other replicas, which respond
with a promise. The leader then sends an acceptmessagewith the proposed value.
The replicas then broadcast a learn message before replying to the client [30].

T. C. Frausing adapted a data-centric version of Paxos in his master’s the-

sis [46] and implemented it in Gorums, inspired by Disk Paxos [47] and Active

Disk Paxos [48]. Fig. 2.6 shows the adaptation of the Paxos protocol into a data-

centric version, in contrast to the process-centric version depicted in Fig. 2.5,

which uses server-to-server communication. Because the learners do not receive

a quorumof learns, a third phase is introduced: Commit. In this phase, the leader

broadcasts a commit message with the chosen value to all learners after receiving

a majority of learns from the acceptors. This version is based on the approach

where the acceptors respond with their acceptances to a distinguished leader, as

described in [30, p. 6].
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L1

S2

S3

Prepare Promise Accept Learn Commit

Client
Request

Phase 1a Phase 1b Phase 2a Phase 2b Phase 3

Reply

Figure 2.6: Data-centric version of Paxos: Upon receiving a request, the leader
sends a prepare message to the other replicas, which respond with a promise.
The leader then sends an accept message with the proposed value. The replicas
respond to the leader with a learn message. Finally, the leader broadcasts a com-
mit message before the replicas respond to the client [46].



Chapter 3

RelatedWork

This thesis builds upon previous work presented in [16] and [9], extending ex-

isting functionality to accommodate all-to-all communication in Gorums while

ensuring compatibility with its current features.

Various systems aim to mitigate challenges in distributed systems, often pro-

viding high-level abstractions for application development. As discussed in Sec-

tion 1.1, these systems are offered as services for user applications. In contrast,

this thesis focuses on creating an abstraction for all-to-all communication in quorum-

based systems,making these systems potential users of the developed framework.

MapReduce [49] and scatter-gather [50] involve distributing requests tomul-

tiple targets, either as tasks or messages, and then aggregating the results. This

approach is similar to how a QuorumCall in Gorums operates. However, MapRe-

duce and scatter-gather are designed for general-purpose data processing rather

than quorum-based consensus protocols.

The actor model is another approach that aids in building distributed systems

by providing powerful abstractions to address some of their challenges [51][52].

It supports asynchronous message passing and enforces encapsulation without

using locks [53]. Various implementations of the actor model exist in different

languages, for example Erlang [54], Scala [52], and Golang [55]. However, these

implementations do not support a unified abstraction for invocations that en-

able all-to-all communication patterns and relate multiple sub-requests to a sin-

gle client request.

Open MPI [56], an open-source Message Passing Interface, is primarily used

in high-performance computing (HPC) applications where efficient communi-

18
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cation between parallel processes is essential. It offers the collective operation

MPI_Alltoall, where all processes exchange data equally [57]. While Open MPI

can support high-performance quorum-based systems, it requires careful design

as it is geared towards HPC. Conversely, Gorums and the framework developed

in this thesis are specifically designed for fault-tolerant quorum-based systems,

aiming to simplify their development.

Dependably Fast (DepFast) [13] is an expressive framework for developing

quorum systems, introducing a QuorumEvent abstraction for building such sys-

tems in a synchronous style. DepFast facilitates the implementation of complex

quorum systems with high performance, using coroutines, whereas Gorums uti-

lizes goroutines. The QuorumEvent abstraction in DepFast allows developers to

write synchronous-style code, similar to the QuorumCall and quorum function

in Gorums. However, unlike the quorum function, which processes individual

messages separately from the invocation and returns only a single reply, Quo-

rumEvent returns messages based on a waiting criterion without first processing

them. The framework presented in this thesis extends the QuorumCall function-

ality by enabling all-to-all communication within a single invocation, a feature

not directly supported by DepFast.



Chapter 4

Design

This chapter first highlights different requirements and challenges related to cre-

ating a quorum-based framework that enables all-to-all communication. These

create the foundation for what features the framework offers and how it is de-

signed. For the rest of this thesis, the new framework is named broadcast frame-

work to distinguish the new functionality from the existing already provided by

Gorums. In the last part of the chapter, we will present the system specification

and architecture of the proposed broadcast framework.

4.1 Analysis

In this section, we will present various issues and design requirements related to

building a framework that enables the all-to-all communication pattern.

4.1.1 Practical Systems

A range of algorithms and systems using all-to-all communication to some ex-

tent have been analyzed. A goal in this study has been to make the broadcast

framework as generic as possible, hence accommodating most quorum-based al-

gorithms. The algorithms analyzed will be presented as a bullet list in short here.

The goal is to set a common interface for all algorithms and only focus on how

the all-to-all communication is used. We thus try to limit the surface when ex-

plaining the design decisions further in this chapter. I.e. we will present what

the algorithms share in common and only use PBFT and Paxos when explaining

20
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design choices later. Only when an algorithm has unique specifications will the

ideas be presented at later points.

• Gossip protocols (e.g. Eager Probabilistic Broadcast [11, p. 141]): Requires

being able to broadcast to a subset of nodes with an arbitrary amount of

steps.

• Broadcasting algorithms (e.g. FIFO and Casual Broadcast [11, p. 149]):

Allows nodes to disseminate information from one or more nodes to all

other nodes. Furthermore, All-Ack Uniform Reliable Broadcast allows for

delivering a message outside of the function receiving the broadcast mes-

sages [11, p. 127].

• Paxos: Can use the all-to-all pattern when sending learn messages as ex-

plained in Section 2.4. Replicas include themselves in the broadcast.

• PBFT: Uses the all-to-all pattern in the prepare and commit phases. The

primary and the backups do not include themselves in the broadcast. Also,

the primary does not send prepare messages meaning the sequence of exe-

cution is different on the primary and the backups.

• Tendermint: Uses the all-to-all communication pattern during the block

proposal and validation stages. The proposer initially broadcasts the block

proposal to all validators, who then broadcast in three phases: pre-vote,

pre-commit, and commit. They wait for 2/3 of the messages in each phase

before progressing. The block is finalized in the commit phase [58]. Nodes

only broadcast to each other anddonot followa traditional request-response

pattern.

• Stellar Consensus Protocol: This is a construction of the Federated Byzan-

tine Agreement with multiple rounds of all-to-all communication among

quorum slices [59]. This protocol does not directly use all-to-all communi-

cation where every node communicates directly to all other nodes. Instead,

nodes communicate with a subset called quorum slices, which further in-

teract with their slices. Each step involves multiple nodes communicating

without being directly connected with the initiating node.
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4.1.2 Gorums

The broadcast framework extends the current functionality of Gorums, mean-

ing most of the underlying infrastructure is used such as configurations, nodes,

channels, and encoding (serialization/deserialization). Gorums provide recon-

nection and back-off strategies making connections reliable. However, Gorums

is currently limited to a request-response pattern that does not allow for requests

to be involved in several execution steps involving different handlers and servers.

Therefore, the functionality of Gorums needs to be extended to address these lim-

itations.

4.1.3 Communication

Several design alternatives exist for client-server cluster communication, illus-

trated in Fig. 4.1 and Fig. 4.2. One approach is for the client to broadcast to all

servers and collect a quorum of responses shown in the first scenario in Fig. 4.1.

Alternatively, the client can communicate solely with the cluster leader, receiv-

ing responses only from the leader as illustrated in the bottom left scenario in

the figure. Another pattern involves the client sending a broadcast request to

the leader and then collecting results from all servers, either after a predefined

time t or upon receiving the leader’s response. All methods eliminate the need

for client-side response handlers. Furthermore, the client can send requests to a

subset of servers, as shown in Fig. 4.2, but requires a handler to collect responses

from all servers. The client can initially receive responses from the requested

servers, as depicted in the second scenario in the figure, and subsequently receive

responses from all servers. The first scenario in Fig. 4.2 closely resembles PBFT

and is, therefore, the preferred communication pattern. This also implicitly sup-

ports the first and third communication patterns shown in Fig. 4.1. This design

requires the client to run a server, which imposes overhead on the client side and

blurs the separation between a client and a server. Therefore, the client-server

should be as minimal as possible.
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The requested servers reply with its own view and 
instruct the client to ask for results.

Figure 4.1: Communication alternatives that do not require implementing a
client-side handler to collect responses.

Client
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Client includes an address in the request. Servers reply 
to this address. The client must implement a handler.

Request Reply Client

S1

S2

S3

Request Reply

Accept Learn Accept Learn

Reply

Client includes an address in the request. Servers reply 
to the initial request and send the result to the 
address. The client must implement a handler.

Figure 4.2: Communication alternatives that do require implementing a client-
side handler to collect responses.

In Tendermint, no client is issuing a request but instead, a proposer initi-

ates a request handled by validators, as detailed in Section 4.1.1. The validator

set, which includes the proposer and the validators, can be considered as servers.

These servers communicate exclusively through broadcasting. Fig. 4.3 illustrates

a scenario where a server initiates a request, and each server concludes the re-
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quest after a broadcast step without replying to the initiating server.

S0

S1

S2

S3

Servers only communicate by broadcasting

m

m

m

Validation stagesProposal

m

Figure 4.3: Communication alternatives, special case where servers only commu-
nicate by broadcasting to each other.

4.1.4 Request

A request needs to encompass a broader scope and should no longer be confined

to a single request-response between a client-server or server-server pair. The

lifespan of a request should start when the client initiates it and end when the

client receives a response from the servers. Behind the scenes, the request may

involve several sub-requests spanning different handlers and servers. For exam-

ple, a write request sent to replicas running Paxos could be initiated by a client,

starting a round of Paxos that concludes only when the round has ended and a

response is received by the client. In this case, the messages sent between the

servers during the prepare, accept, and learn phases would all be related to the

original client request.

Defining the lifetime of such client requests is essential to prevent issues re-

lated to stale or old data. Client requests should have a short lifespan and be

garbage collected eventually, without interfering with the protocols running. Re-

moving client requests too early could potentially violate safety properties in pro-

tocols. For instance, in PBFT, if removing a client request marks the end of the

execution, it could prevent a backup from broadcasting. Consequently, a correct

backup could end up committing a value without broadcasting this to the other



CHAPTER 4. DESIGN 25

backups due to the premature removal of the client request. Therefore, a client

request should be considered handled if it has been successfully executed or can-

celed. Successful execution occurs when the server sends a response to the client,

while cancellation depends on the user’s implementation. After the client request

has been successfully terminated, data related to it should be properly garbage

collected on each server.

4.1.5 Broadcasting Context

Requests can be added to a queue to be processed later by the servers, meaning

they are temporarily stored and transmitted upon meeting certain criteria. For

example, in Paxos, when the leader sends a prepare message, the replicas reply

with a promise containing accepted messages. These accepted messages once

belonged to client requests. Since there is no guarantee that the leader has seen

these messages, it must be able to send an accept for all missing slots. The leader

is a server, so itmust be possible to broadcastmessages outside the server handler

context.

4.1.6 Cancellations

A timeout specifies a set number of seconds during which the client is unwill-

ing to wait for a response from a server. This is a simple yet important concept in

building robust distributed systems, allowing clients to avoid unnecessarywaiting

and enabling servers to stop processing, thereby improving resource utilization

and system latency [60]. Extending this idea, systems can be designed to send

cancellations for operations, improving performance by reducing the amount of

work needed [61]. However, implementing cancellations is not trivial and re-

quires careful design. Some protocol specifications, such as Paxos and PBFT, do

not inherently support the cancellation of requests, as these can occur at any time

during execution. Cancellations can be intentional or caused by factors such as

server or client failures, impatient clients, malicious actors, or slow networks.

We will highlight different scenarios where cancellations could interfere with

protocol correctness, using PBFT as an example. Although PBFT inherently ad-

dresses many issues, we will make some assumptions to explore the impact of

cancellations: canceling a request means servers stop accepting new messages

and revert the state related to the client request, treating it as if it were never
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sent. Additionally, clients act as the source of truth, meaning a client request is

only considered failed if it actually fails. To simplify the examples, we will use

three servers, meaning none can fail according to PBFT. A fourth server will be

introduced only when illustrating a failure scenario. Our goal is to demonstrate

whether cancellations can be supported by the framework by verifying the pre-

sented strategies against the correctness of PBFT. We start with the two assump-

tions illustrated in Fig. 4.4:

1. A client can cancel a request: This is done by either disconnecting or cancel-

ing the context provided with the request. In both cases,← ctx.Done() re-

turns, causing the servers to propagate the cancellation to the other servers.

2. Servers are configured with a deadline, after which they cancel the request

internally but do not send cancellations to other servers.

Reply (error)

Reply (error) 

Client

S1

S2

S3

PrePrepare

Write (val 1) ctx.Done()

log: val 1

log: val 1

log: val 1

Client disconnects

Cancel

Client

S1

S2

S3

PrePrepare

Write (val 1)

log: val 1

log: val 1

log: val 1

Deadline exceeded

Cancel

Cancel

Cancel

Reply (error)

Figure 4.4: Case 1: A client can cancel a request by either disconnecting or can-
celing the context. Case 2: Servers can cancel a request internally after a given
deadline.

Fig. 4.5, Fig. 4.6, and Fig. 4.7 illustrate three examples, respectively, where

this approach could cause ambiguity and either lead to safety violations or impede

progress:

1. Deadline: The first example shows a scenario where the deadline is set too

short, causing S3 to time out before receiving the last commits. Although

the execution is correct according to PBFT, S3 is prevented from making

progress due to the deadline.

2. ServerFailure: In the second example, the client knows only about S1 and

sends the request to S1, but then S1 crashes. Should the client regard this as
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a failed request, or should itwait in case it receives replies fromother servers

it does not know about? If it considers the request failed immediately when

S1 crashes, it will not know about a successful execution without checking

later. If it waits, it could be stuck indefinitely without using a timeout.

3. Client and Server Failure: The third example shows a scenario where

both S1 and the client crash. Since S1 crashes before the client, it cannot

propagate the cancellation. According to our assumptions, S2, S3, and S4

should have canceled the request and reverted the state.

Client
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S2

S3

Reply (success)

Reply (error)

Write (val 1)

log: val 1

log: val 1

log: val 1

Deadline exceeded
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Prepare
log: val 1*

log: val 1*

log: val 1*

PrePrepare Commit

Reply (success)

log: val 1**

log: val 1**

xx

S4 x x x x

Figure 4.5: Deadline: S3 cancels the request even though the execution was cor-
rect.
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Figure 4.6: Server Failure: S1 fails and the client does not know about the other
servers.
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Figure 4.7: Client and Server Failure: The client fails after S1 without the other
servers knowing.

To address the issues mentioned above, we could instead say that servers

should broadcast cancellations when the deadline is exceeded. We will require

that servers invoke the last method in response to receiving cancellations. How-

ever, if a server receives a quorum of cancellations, it will revert the state and
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broadcast a cancellation. Additionally, we assume that the client uses a timeout

for requests but does not send cancellations when the deadline is exceeded. This

scenario is displayed in Fig. 4.8 and Fig. 4.9:

1. Deadline: S1 and S2 respond with the last value, correctly executing the

commit and consequently replying to the client. When S3 broadcasts a

cancellation, both S1 and S2 reply with the commits that previously failed,

bringing S3 to the correct state. However, if the client uses a timeout that is

too short, it would still regard the request as failed because it did not receive

enough replies within the deadline.

2. Performance: S1 successfully executes the request, but the other servers

fail to do so. Hence, a majority of cancellations would be broadcast, and all

servers would revert their state. This could cause ambiguity for the client,

which received a successful reply from the only server it sent the request to,

S1. It might be worthwhile for the client to reset the timeout and wait for

more replies, but this could lead to poor performance.
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Figure 4.8: Deadline: The servers manage to arrive at a correct state after S3
broadcasts cancellations, but the client has timed out.
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Figure 4.9: Performance: The client receives a reply from S1, but the servers
agree on canceling the request.

Building on the previous scenarios, we could allow the client to broadcast can-

cellations when the deadline is exceeded. The client would send cancellations to

all servers it knows about and to all servers that have sent a reply. This is illus-

trated in Fig. 4.10 and Fig. 4.11. Additionally, servers would not broadcast can-

cellations when their deadlines are exceeded. Based on the figures, we have these

cases:

1. Cancellation: The client successfully cancels a request where all servers

revert the state.

2. Inconsistency: If the client fails after S2 has sent a response, S2 will not

revert its state. This is because the client only sent the request to S1, and

therefore, S2 will not know whether the client is still running or not.
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Figure 4.10: Cancellation: The client successfully cancels the request.
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Figure 4.11: Inconsistency: The state is inconsistent across the servers due to S2
not knowing about the client failure.

Another solution could be for the client to send acknowledgments to success-

ful replies from servers, as shown in Fig. 4.12 and Fig. 4.13. Furthermore, servers

would cancel a request if they have not received an acknowledgment from the

client within the deadline. However, this approach is susceptible to the same is-

sue where the client fails after S2 has sent a successful reply, as shown in Fig. 4.11.

Additionally, it can beproblematic, as illustrated in Fig. 4.13, where the reply from

S3 fails in transit and the request is canceled. The other two servers receive an ac-

knowledgment within the deadline, assuming the request is successful, and thus

the state across the servers becomes inconsistent.
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Figure 4.12: Cancellation: Servers cancel the request if they have not received
acknowledgements within the deadline.
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Figure 4.13: Inconsistency: S3 does not receive an acknowledgement within the
deadline, while the other servers do.

In a final effort to propose a cancellationmechanism that couldwork for PBFT,

we provide the scenario in Fig. 4.14 and Fig. 4.15. Only clients are allowed to send

cancellations, and this happenswhen the deadline is exceeded or if the client fails.

The client will then send cancellations to servers that it knows about and to all

servers that have sent a reply to it. Servers are not permitted to cancel a request

on their own and regard a request as successful if they have sent a reply to the

client and the client has not sent a cancellation for the request. We then present

the two cases in the figures:

1. Cancellation: The request is successfully reverted after the deadline is



CHAPTER 4. DESIGN 33

exceeded, and all relevant servers receive the cancellation.

2. Inconsistency: The reply from S3 is not received by the client, and S3

regards the request as successful because it does not receive a cancellation.

This leads to an inconsistent state since S3 believes the request succeeded

while the other servers have reverted it.

Client

S1

S2

S3

Write (val 1)

log: val 1

log: val 1

log: val 1

Deadline exceeded

Prepare

log: val 1*

log: val 1*

log: val 1*

PrePrepare Commit
log: val 1**

log: val 1**

x
x

Reply (success)

Reply (success)

Cancel

Reply (cancel)

Figure 4.14: Cancellation: The request is successfully canceled.

Client

S1

S2

S3

Write (val 1)

log: val 1

log: val 1

log: val 1

Deadline exceeded

Prepare

log: val 1*

log: val 1*

log: val 1*

PrePrepare Commit
log: val 1**

log: val 1**

Reply (success)

log: val 1**

x

Reply (success)

Reply (success)

Cancel

Reply (cancel)

Figure 4.15: Inconsistency: S3 failed to send the reply but regarded the request
as successful because it did not receive a cancellation from the client.

In any case, a cleanup function would need to be implemented by the user,

diminishing much of the benefit of using a framework for cancellations. We will

therefore conclude by offering only aweak cancellation guarantee. A client should
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be able to send cancellations to servers, but it is up to the user and each particular

protocol to decide whether or not to handle the cancellations. The framework

should provide functionality for propagating cancellations and listening for such

messages, but it should not enforce their use.

4.1.7 Ordering

The order in which messages arrive is a well-known issue in distributed systems,

with several protocols proposed to address these problems, such as FIFO and

Causal Broadcast [11, p. 149]. However, enforcing these algorithms can create

significant overhead if message ordering is not required. A simple remedy to pro-

vide some level of ordering could be to constrain each server or client to guarantee

that they only send messages in order. This could be achieved by using an inter-

nal queue and only proceeding to send the next message if the previous one was

successful. However, as illustrated in Fig. 4.16 and Fig. 4.17, this method would

not guarantee ordering in scenarios where all-to-all communication is allowed.

In the first figure, S1 is enforced to send messages in order, so the learn message

is always sent after the accept message from S1. However, S2 is allowed to send

the learn message before S3 receives the accept message from S1. In Fig. 4.16, a

similar problem occurs if the client fails to send m1 but the other servers manage

to do so.
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Client

S1

S2

S3

Reply

ReplyAccept
m1

Learn

Learn Accept Learn

Figure 4.16: Example of messages arriving out of order: Servers are only allowed
to send messages in order. If the accept message arrives late to S3 from S1, then
S2 could manage to send a learn message before the accept message arrives.

Client

S1

S2

S3

Reply

ReplyCommit

m1

m1

m2

m2

m2

x

m1

m1

Figure 4.17: Example ofmessages arriving out of order: The client is only allowed
to send messages to the servers. If m1 fails to be sent from the client, S3 can
receive m2 before m1.
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An ordering-related problem can also arise in scenarios where it is not di-

rectly expected. For example, PBFT specifies that messages may arrive out of

order [20]. However, poor implementation of the protocol can lead to scenarios

where the servers do not make progress. Fig. 4.18 illustrates an ordering issue

related to PBFT. If all commit messages arrive before the prepare messages, the

primary would not evaluate the state as being prepared when receiving any of the

commit messages. When it eventually receives the prepare messages, it will need

to run the commit logic again. This means that the commit messages should have

been cached when they first arrived. The order in which handlers are executed,

or simply the execution ordering, is crucial for PBFT and should be managed by

the framework.

Client

S1

S2

S3

S4

Request PrePrepare Prepare Commit Reply

Figure 4.18: Example of messages arriving out of order: If messages are not
cached on the servers, then S1 would not make progress due to receiving all com-
mit messages before the prepare messages.

Another ordering issue can occur if a server relies on receiving a client request

to respond to it. For example, in Paxos, a replica might finish a round before

receiving the original request from the client. This can happen if the client is

slow and the request is received by the leader before reaching the other replicas

as illustrated in Fig. 4.19. Therefore, the response should be cached until the

replica can respond to the client request.
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m1

Client

S1

S2

S3

Reply

ReplyAccept Learn

m1

m1

x
Reply failed

Figure 4.19: An example ofmessages arriving out of order at one of the replicas in
Paxos. In this scenario, replicas require a request from the client to be able to re-
ply. If responses are not cached on the servers, then S3will fail to send a response
because it has not seen the request from the client before trying to respond.

4.1.8 Message Duplication

Broadcasting should be constrained to prevent flooding the network and poten-

tially causing denial of service. The all-to-all communication pattern inherently

produces O(n2) messages. Ideally, each broadcast to a specific method should

only happen once per client request. Broadcasting from a server handler can lead

to multiple invocations of the broadcast method if many messages are received

by that handler. Therefore, the framework should account for this and guarantee

that each broadcast only occurs once.

4.1.9 Authentication

In a Byzantine process abstraction, each client request must be validated using

cryptographic algorithms. It is important that messages are not only encrypted

in transit but that the sender is also authenticated. Since requests can originate

from a client and be processed by an intermediary server, the origin must also be
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properly authenticated. This process induces overhead and should be optional

for the user to enable.

4.2 Specification

Based on the analysis performed in the previous section, we can create a module

specification inspired by the format used in [11]. Module 3 outlines the events

and properties required to develop a framework that enables all-to-all communi-

cation. Tomaintain consistency with the broadcast framework’s naming conven-

tions, we introduce the broadcast request which essentially corresponds to the

client request defined in the previous section. A more thorough explanation of

the broadcast request will be provided in Section 5.2.
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Module 3 Specification for the all-to-all Framework
Module:

Name: Broadcast Framework, instance bf.

Events:

Request: ⟨ bf, SetView | π ⟩: Requests the broadcast framework to install the view repre-

senting the set of servers π.

Request: ⟨ bf,Broadcast | π, message ⟩: Requests the broadcast framework to execute a
broadcast to the set of servers π with the givenmessage.

Indication: ⟨ bf,QuorumFunction | response ⟩: Indicates that the client has processed all
received responses with output response.

Request: ⟨ bf,Cancel | π, cancellation ⟩: Requests the broadcast framework to execute a
cancellation to the set of servers π.

Request: ⟨ bf, SendToClient | c, response ⟩: Requests the broadcast framework to execute
a unicast to the client c with the given response.

Properties:

BF1: Termination: Abroadcast requestB sent froma client cwith upper bound twill return

a response within t time units.

BF2: Retries: If a server s fails to send amessagem, thenmwill be retried later with upper

limit x.

BF3: Execution ordering: A messagem corresponding to handler Hn will be cached until

the order ψ ≥ n if execution order is enforced.

BF4: Uniqueness: If a server s process broadcast request B1 and a server p process broad-

cast request B2 such that B1.id = B2.id, then B1 = B2.

BF5: Relation: If a message m related to broadcast request B is processed by a server s,

then B /∈ ϕ.

BF6: Independence: Amessagem1 related to broadcast requestB1 andmessagem2 related

to broadcast request B2 will be processed asynchronously and separately on a server s.

BF7: No duplication: No message is broadcast more than once.

BF8: Validity: Nomessagem related to a broadcast requestB such thatB.finished = true

will be processed by a server s.

BF9: Authenticity: If a messagem related to broadcast request B with origin c and sender

p is processed by server s, then B was initiated by c andm previously sent to s by p.

BF10: Origin: If a broadcast requestB with origin c is processed by server s and c receives

a response from s, then c is a client.

BF11: Communication: If a broadcast request B with origin s is processed by server p and

p does not send a response related toB, then both s and p are servers and only communicate

by broadcasting.

BF12: Weak Cancellation: If a cancellation cancel is processed by server s, then s is either

directly connected to origin o or all intermediary servers have propagated cancel.

BF13: Garbage Collection: If a broadcast requestB is processed by server s, thenB should

eventually be cleaned up and removed.
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4.3 Architecture

Based on the specification introduced in the previous section, we have decided

to extend the QuorumCall to accommodate the all-to-all communication pattern.

We have thus created a new call named BroadcastCall, illustrated in Fig. 4.20.

TheBroadcastCall is invoked by a client initiating a broadcast request. The broad-

cast request can be sent to all or a subset of the servers, and the servers support

forwarding messages. As illustrated in the figure, servers are allowed to broad-

cast unique messages to all servers. The BroadcastCall culminates in sending a

response back to the client, which processes the responses in a quorum function.

This quorum function returns a single response to the BroadcastCall, making it

transparent to the client. To facilitate server-to-server communication only, an

alternative to BroadcastCall is provided for servers. This will be explained in Sec-

tion 5.2.1.

Broadcast Call

Request

S1

S2

S3

Request

Request

Msg1

Quorum Function

S1

S2

S3

Response

Response

Response

Response

S1

S2

S3

Msg2

Msg2

Msg2

Msg1

Msg1

Msg1

Msg2Msg2Msg2

Msg2Msg2Msg2

Msg2Msg2Msg2

Request ResponseResponseResponse

Figure 4.20: BroadcastCall extends the functionality of QuorumCall while main-
taining similar semantics. The client sends an identical request to two servers.
S1 is the leader and broadcasts a message to the others. S2 is not the leader and
forwards the request to the leader. Since the leader has already seen the request,
it does nothing. Each server then proceeds to the next stage by processing the
message from the leader and broadcasting a new unique message to the others.
Finally, the servers process all receivedmessages and send a response back to the
client. These responses are then processed by the quorum function.

Fig. 4.21 shows the overall architecture of the newly implemented compo-

nents that facilitate a BroadcastCall. First, the broadcast request is sent by a client

and can comprise several individual messages. Each message is processed sep-

arately by the servers through a custom broadcast handler, which hands it off

to the broadcast manager, an internal component of each server. The broadcast
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manager uses shards to store state related to the broadcast requests and enables

parallel processing of multiple requests.

For every broadcast request, a broadcast processor is created, which handles

the main logic of the broadcast framework. After being processed by the broad-

cast processor, the message is sent to the user-implemented server handler. De-

pending on the user implementation, the processor then either broadcasts a new

message to the servers or sends a response back to the client, thus completing the

broadcast request.

Shard 1

Shard 2

Shard 16

Server- side user 
logic

Servers

Broadcast 
Request Msg2Msg2Msg2

Msg2Msg2Msg1

Msg2Msg2Msg3

Msg3

Client

S3
SendToClient

Broadcast

Broadcast 
Manager

BroadcastHandler

Processor

Router

Figure 4.21: Architecture of the broadcast framework.
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Implementation

In this chapter, we will present the implementation of the broadcast framework

designed to address the issues discussed in the previous chapter. Wewill begin by

explaining how to enable the broadcast framework features in the proto specifi-

cation. Following that, we will introduce the broadcast application programming

interface (API) before delving into the components of the broadcast architecture

described in Section 4.3. Additionally, the user of Gorums is referred to as either

the user or the implementer in this chapter.

5.1 Proto Message

The proto specification in Listing 5.1 illustrates how the broadcast functionality

can be enabled for a Paxos implementation. Two proto options are provided to

fine-tune the behavior of broadcast requests: broadcast and broadcastcall. The

broadcast option creates internal handlers for servers and can be used alone or

in conjunction with other call options, such as quorumcall. The broadcastcall

option, on the other hand, creates a client-side server handler in gRPC, allowing

servers in the cluster to send responses to a broadcast request. Methods with the

broadcastcall option enabled also act as entry points and are meant to be called

only from clients.

For nomenclature purposes, all methods in the proto specification are defined

as the setH, and we will use this notation for the remainder of this chapter. The
broadcast-enabled handlers,HB , are defined as the RPCmethods with either the

broadcastcall option or the broadcast option.

42
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Listing 5.1 : An example proto specification for Paxos.

1 service Paxos {
2 rpc Write(PaxosValue) returns (PaxosResponse) {
3 option (gorums.broadcastcall) = true;
4 }
5

6 rpc Prepare(PrepareMsg) returns (PromiseMsg) {
7 option (gorums.quorumcall) = true;
8 }
9

10 rpc Accept(AcceptMsg) returns (Empty) {
11 option (gorums.broadcast) = true;
12 }
13

14 rpc Learn(LearnMsg) returns (Empty) {
15 option (gorums.broadcast) = true;
16 }
17 }

5.1.1 Broadcast Call

A method with the broadcastcall option will be generated on the Gorums con-

figuration and is intended to be invoked by Gorums clients. These methods are

referred to as BroadcastCalls. A BroadcastCall first broadcasts to all the servers in

its configuration and collects the responses as they arrive at the client, as shown

in Fig. 4.20. Similar to a QuorumCall, it is necessary to define a quorum function

to collect the responses. Algorithm 4 shows the signature of a quorum function

used for BroadcastCalls.

Algorithm 4 Function Signature of a Quorum Function for a BroadcastCall

1: func (qs QuorumSpec) MethodQF(req *Request, replies []*Resonse) (*Response, bool)

5.1.2 Broadcast Option

The broadcast option can be used alone to enable servers with broadcasting func-

tionality or in conjunction with the quorumcall option, creating what we call a

QuorumCall with broadcasting enabled. The broadcast framework provides pow-

erful abstractions for requests that need to be persisted across several handlers

and servers and need to be related to each other. Therefore, even without all-to-
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all communication, the broadcast framework can simplify development for the

user.

5.2 Broadcast API

Thebroadcast frameworkprovides new functionality accessible through the broad-

cast API, which we will highlight in this section. As a baseline when presenting

the API, we will assume we have an arbitrary number of clients C and servers S.
A node represents either a client c ∈ C or a server s ∈ S. The broadcast API
is primarily targeted towards the server implementation. The client side remains

mostly unchanged, with the exception of a few additionalmanager options, which

we will explain in further detail in Section 5.2.2. First, we will introduce the con-

cept of a broadcast request and examine the new server signature. This will be

followed by an explanation of how to interact with the broadcast framework and

the new functionality it offers.

Broadcast Request

Before delving into the functionality of the broadcast framework, we need to in-

troduce the concept of a broadcast request. Rather than treating a client request

as a single interaction between a client and a server, we redefine individual re-

quests as messages. This eliminates the traditional request-response pattern and

allows nodes to only transmit messages. However, we still adhere to the overall

request-response pattern through the notion of broadcast request. A client sends

a broadcast request to a server cluster and receives a response from the cluster,

as explained in Section 4.3. Consequently, a broadcast request B comprises a set

of messagesMB , creating a single request that spans several servers and server

handlers. A broadcast request is not limited to the request-response pattern; in

some cases, a client or server may only need to broadcast messages without re-

quiring a response. The definition of a broadcast request is thus:

Definition. A broadcast request B is a request comprising a set of messages

MB processed by a set of servers π ⊆ S, originating from either a client c ∈ C
or a server s ∈ S.
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Signature

The first notable change is in the server handler implementation. The signature

for both a BroadcastCall and a QuorumCall with broadcasting enabled will be the

same. In Go, a regular gRPC server handler is a function that takes in a request

and returns a response and an error. However, we modified the signature to in-

clude an extra argument and remove the return values, as shown in Algorithm 5.

While we could have retained the return values and allowed a server to re-

ply directly to the last hop (i.e., the calling server or client) as in a regular gRPC

invocation, this approach would have turned each broadcast into a QuorumCall,

facilitating a one-to-all-to-one pattern for each message. We chose not to do this

to maintain the simplicity of the broadcasting functionality and to align it with

the group communication specifications explained in Section 2.1.4. Additionally,

waiting for replies to a broadcast inside a server handler could easily introduce

deadlocks, as using a single lock formultiple handlers would block all subsequent

operations until the handler returns.

Algorithm 5 Function Signature of the Broadcast Enabled Server Handlers

1: func (srv *Server) Method(ctx ServerCtx, req *Request, broadcast *Broadcast)

5.2.1 Broadcast Struct

As brieflymentioned in the previous section, we have introduced a new argument

to the server handler signature named Broadcast. This struct, generated by Go-

rums in the proto files, will be referred to as broadcast struct to avoid overloading

the term “broadcast”.

The broadcast struct represents the current broadcast request that the incom-

ing message is related to and serves as the main interface for interacting with the

broadcast framework. By concentrating most of the functionality into this single

broadcast struct, we believe it makes the broadcast framework easy and straight-

forward to use. A new broadcast struct is generated for each incoming message,

with fields populated from the broadcast request and the incoming message, as

explained in further detail in Section 5.3.2. These structs are safe for concurrent

use and can be stored for later use, which is particularly useful for algorithms

with a separate run loop processing messages, such as All-Ack Uniform Reliable
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Broadcast [11, p. 126].

Additionally, the broadcast struct contains methods that can be used to per-

form broadcast actions A provided by the broadcast framework. A broadcast ac-
tion ν ∈ A is defined as one of the invocations performed on the broadcast struct.
We will introduce these actions in the following sections.

Broadcasting

The broadcast struct enables broadcasting to other servers, which is one of the

broadcast actions ν1 ∈ A provided by the broadcast framework. All methods

with the broadcast option defined in the proto specification will become gener-

ated methods on the broadcast struct, similar to how methods are generated on

the configuration in Gorums. Using the proto specification shown in Listing 5.1,

we obtain the following generated methods on the broadcast struct:

• broadcast.Accept(args)

• broadcast.Learn(args)

Similarly, these methods will be generated on the Gorums configuration, as

explained in Section 2.2.4:

• configuration.Write(args)

• configuration.Prepare(args)

We have removed the arguments and return types for brevity. Notice that we

generate theWritemethod on the configuration and not on the broadcast struct.

This is because a BroadcastCall is intended to be called only by Gorums clients.

Furthermore, BroadcastCall initiates new broadcast requests, whereas the broad-

cast struct is always related to an existing broadcast request. Invoking a method

on the broadcast struct will broadcast the given message to the server’s view.

To accommodate initiating broadcast requests from servers, we also generate

the methods with the broadcast option on the Gorums server itself, prepending

the term “Broadcast”:

• server.BroadcastAccept(args)
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• server.BroadcastLearn(args)

As presented in Section 4.1.5, the proposer must be able to send accept mes-

sages for missing slots. Using the broadcast struct in this case would be incorrect

because: 1. The proposermay not have received a broadcast struct corresponding

to the broadcast request in the given slot, and 2. A broadcast request is supposed

to have a short lifetime and should not be used after it has finished, as explained

in Section 5.4.4. Therefore, in these scenarios, the server can use the broadcast

methods defined on the server itself. It is important to note that these invocations

are broadcast-only and will not accept replies as a regular BroadcastCall would,

aligning with the design requirements in Section 4.1.3. As a general rule, servers

should use the APIs provided by the broadcast struct. The broadcast methods

defined on the Gorums server should only be used when a server needs to create

a new, unique broadcast request.

Sending Response

The next broadcast action ν2 ∈ A provided by the broadcast framework is sending
a response to the client. This is a straightforward method that encapsulates the

responses for allmethods in the proto specificationwith theBroadcastCall option.

Only a single generic method is generated on the broadcast struct:

• broadcast.SendToClient(args)

It accepts a proto message but does not offer type safety. The type is inferred

from the response type of the BroadcastCall method the client invoked. For ex-

ample, if a client called Write in Listing 5.1, then invoking SendToClient() on a

server would send a proto message of type PaxosResponse.

Additional Functionality

We have added extra functionality to the broadcast framework to make it more

flexible and to facilitatemore protocols. For example, PBFT specifies that a server

can forward a client request to the leader [20]. To support this, a few additional

methods have been added to the broadcast struct:

• broadcast.Forward(args)
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• broadcast.To(args)

• broadcast.GetMetadata()

• broadcast.Cancel()

• broadcast.Done()

The first method, Forward(), takes an address as its only argument. It does

exactly what its name suggests: forwards a request to the given address. There

are a few constraints: a server can only forward to an address of a server already

added to its view, it can only forward messages from clients, and it cannot alter

the message. Forwarding is only supported when using a BroadcastCall. These

rules are enforced by the broadcast framework, and violations will prevent the

message from being forwarded. When these rules are followed, the message will

be forwarded to the same gRPC method at the given address, and the broadcast

request will be treated as if it was sent directly from the user.

The secondmethod, To(), is meant to be used in conjunction with some of the

broadcast methods, such as the accept method in Listing 5.1:

broadcast.To(args).Accept(args) (5.1)

It takes a range of addresses as arguments and lets a user broadcast to specific

addresses. These addresses must correspond to servers that have already been

added to its view.

The GetMetadata() method returns the metadata related to a broadcast re-

quest. These fields are presented in greater detail in Section 5.3.2.

It can be useful to cancel broadcast requests to create latency tail-tolerant sys-

tems [61]. Hence, the broadcast framework provides a method named Cancel()

that allows the user to broadcast cancellation messages. This is the third broad-

cast action ν3 ∈ A.
Lastly, the fourth broadcast action ν4 ∈ A, allows the user to signal the end

of a broadcast request. This can be used when it is not necessary to return a re-

sponse to the client. The broadcast framework allocates data structures for each

broadcast request, and invoking Done() signals to the broadcast framework that

the broadcast request is finished, allowing cleanup to be performed.
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5.2.2 Options

The broadcast framework introduces a set of options designed to make it as ex-

tensible and flexible as possible. These options are grouped into three categories:

• Manager Options: A set of options that enable the user to customize the

Gorums client.

• Server Options: A set of options that enable the user to customize the Go-

rums server.

• Broadcast Options: A set of options that enable the user to customize the

broadcasting functionality of the broadcast framework.

The current version ofGorums alreadyprovidesManagerOptions andServerOp-

tions, but several new options have been added. Only the new options will be

briefly presented in this section. When presenting the options, we will include

the return type to clearly indicate which category they belong to. We will also re-

move argument types for brevity. Some options refer to data structures that are

presented in greater detail later in this chapter, and thus this list can serve as a

reference to the actual implementation of the ideas presented.

Broadcast Server

• WithShardBuffer(shardBuffer)ServerOption: Enables the user to spec-

ify the buffer size of each shard. A shard stores amap of broadcast requests.

A higher buffer sizemay increase throughput but at the cost of highermem-

ory consumption. The default is 200 broadcast requests.

• WithSendBuffer(sendBuffer) ServerOption: Enables the user to spec-

ify the buffer size of the communication channels to the broadcast proces-

sor. A higher buffer size may increase throughput but at the cost of higher

memory consumption. The default is 30 messages.

• WithBroadcastReqTTL(ttl) ServerOption: Configures the time-to-live

(TTL) a broadcast request should be stored on a server, setting the lifetime

of a broadcast processor. The default is 5 minutes.
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Broadcasting

• WithSubset(srvAddrs) BroadcastOption: Allows the user to specify a

subset of servers to broadcast to. The server addresses givenmust be a sub-

set of the addresses in the server view.

• WithoutSelf() BroadcastOption: Prevents the server from broadcasting

to itself.

• AllowDuplication() BroadcastOption: Allows the user to broadcast to

the same RPC method more than once for a particular broadcast request.

Identification

• WithMachineID(id) ManagerOption: Enables the user to set a unique

ID for the client. This ID will be embedded in broadcast requests sent from

the client, making the requests trackable by the whole cluster. A random

ID will be generated if not set, which can cause collisions if there are many

clients. The ID is bounded between 0 and 4095.

• WithSrvID(id) ServerOption: Enables the user to set a unique ID on the

broadcast server. This ID is used to generate BroadcastIDs.

• WithListenAddr(addr) ServerOption: Sets the IP address of the broad-

cast server, which will be used in messages sent by the server. The network

of the address must be a TCP network name.

Connection

• WithSendRetries(maxRetries)ManagerOption: Allows the user to spec-

ify how many times the node will try to send a message. The message will

be dropped if it fails to send more than the specified number of times. Pro-

vidingmaxRetries = −1 will retry indefinitely.

• WithConnRetries(maxRetries)ManagerOption: Allows the user to spec-

ify how many times the node will try to reconnect to a node. The default is

no limit, but it will follow a backoff strategy.
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• WithClientDialTimeout(timeout) ServerOption: Enables the user to

set a dial timeout for servers when sending replies back to the client in a

BroadcastCall. The default is 10 seconds.

• WithServerGrpcDialOptions(opts)ServerOption: Enables the user to

set gRPC dial options that the Broadcast Router uses when connecting to a

client.

Logging

• WithLogger(logger)ManagerOption: Enables the user to provide a struc-

tured logger for the Manager. This will log events regarding the creation of

nodes and the transmission of messages.

• WithSLogger(logger) ServerOption: Enables the user to set a struc-

tured logger for the Server. This will log internal events regarding broadcast

requests.

Authentication

• WithAllowList(allowed) ServerOption: Enables the user to provide a

list of (address, publicKey) pairs which will be used to validate messages.

Only nodes on the allow list are permitted to send messages to the server,

and the server is only allowed to send replies to nodes on the allow list.

• EnforceAuthentication()ServerOption: Requires thatmessages are signed

and validated; otherwise, the server will drop them.

• WithAuthentication() ManagerOption: Enables digital signatures for

messages.

Execution Ordering

• WithOrder(method1, ...,methodn) ServerOption: Enables the user to

specify the order in which methods should be executed. This option does

not order messages but caches messages meant for processing at a later

stage. For example, in PBFT, it caches all commit messages if the state is

not prepared yet.
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• ProgressTo(methodi)BroadcastOption: Allows the server to acceptmes-

sages for the given method or for methods prior in the execution order.

5.3 Broadcast Server

The gRPC framework specifies a client and a server for communication between

nodes. In replicated state machine protocols like PBFT [20] and Paxos [30],

nodes function both as clients and servers, meaning they can both initiate and

handle requests. Thus, a node needs to act as both a client and server in the gRPC

framework.

Each client c ∈ C and server s ∈ S can create a Gorums configuration config
with any set of servers such that config ⊆ S. This config object functions as a
Gorums client. To support server-to-server communication, we have extended

the Gorums server to accept a Gorums configuration config. To distinguish it

from the Gorums client, we have opted to name the config as view when used on

the server. Similarly, a lightweight server is created on the client side to accept

responses from the servers. The client-side server will be explained inmore detail

in Section 5.5, while this section and the followingwill shed light on themain logic

implemented in the broadcast framework.

The broadcast server manages the entire chain of messages resulting from a

broadcast request and is capable of handling client-to-server, server-to-server,

and server-to-client communication. It tracks broadcast requests, validates and

handles incoming messages, and is responsible for routing responses back to

clients.

5.3.1 View

The view is a crucial component of the broadcast server, and the broadcast frame-

work enables the user to set and change views on the server. This can be done by

providing a Gorums configuration to the SetView() method on the server gener-

ated by Gorums. Broadcasts initiated by a server are constrained to the config-

ured view, giving control to the user and ensuring that messages are not incor-

rectly routed.

Installing a new view on the server is a significant action because it clears all

the current broadcast state to prevent stale data on the server. Additionally, this
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helps avoid unwanted behavior, such as broadcasting messages related to an old

view.

5.3.2 Broadcast Metadata

Eachmessage is taggedwithmetadata, with some fields remaining constant across

all servers and handlers while others change based on the sender. The most im-

portant field in themetadata is the BroadcastID, which relates differentmessages

from different servers to the same broadcast request. This field is set by the orig-

inator o ∈ C ∪ S of the broadcast request.
We have enabled two types of broadcast options in the proto specification:

broadcastcall and broadcast, as explained in Section 5.1. Two fields in the meta-

data differentiate these types. The first field is IsBroadcastClient, indicatingwhether

themessage is sent by a client or a server. The second field isOriginAddr, which is

the listening address of the client or server that issued the broadcast request. Us-

ing these two fields helps differentiate the scenarios where a client either directly

connects to all servers, maintaining an established connection for the entire dura-

tion of the broadcast request, or sends a message to one server and listens for re-

sponses from multiple servers. The former follows the regular request-response

pattern in gRPC [62] between the client and all servers andwill not contain an ad-

dress in theOriginAddr field. The latter scenario involves a broadcast to a subset

of the servers, with the client implementing a client-side server to listen for re-

sponses, requiring the OriginAddr to be populated in these broadcast requests.

The IsBroadcastClient field informs the individual servers whether the broadcast

request is directly from a client or another server. Wewill explain how the routing

works for both cases in Section 5.4.5.

Lastly, the broadcast metadata contains two additional fields: SenderAddr

and OriginMethod. The SenderAddr is the listening address of the last hop or

the sender of a message, filled by servers but not clients. The OriginMethod field

trackswhichmethod the client called and is used only formethodswith the broad-

castcall option. This field is primarily used to discard malformed messages not

related to a client handler.

Fig. 5.1 shows all the fields of the metadata sent with each message. The Go-

rums metadata is specific to each message (hence inconsistent MsgIDs on each

message) and is part of the existing functionality of Gorums, as explained in Sec-
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tion 2.2.2. The broadcast metadata has been added to accommodate all-to-all

communication. In the figure, blue fields indicate which fields a particular server

can change (this is managed by the broadcast framework and not left to the user),

and red fields show examples of what the fields can be.

Note that the metadata sent by a client is more scarce than the metadata be-

tween servers; for example, the OriginMethod and SenderAddr fields are not

filled by the client. The OriginMethod field is set by a server to correspond to

theMethod field in the Gorums metadata if the message is from a client and the

OriginMethod field is empty. As shown in the figure, server 2 does not change the

OriginMethod field because it is non-emptywhen received from the previous hop,

server 1. The OriginAddr and BroadcastID fields remain the same throughout

the broadcast request, while each server sets the SenderAddr field to its listening

address.

1 2client
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OriginAddr
OriginMethod
SenderAddr
IsBroadcastClient

Broadcast Metadata

1001
127.0.0.1:8080

true

BroadcastID
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Gorums Metadata
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Figure 5.1: The figure illustrates the fields in the metadata sent in a broadcast
request. The Gorums metadata changes for each message and is part of the ex-
isting Gorums functionality. The broadcast metadata has been added to support
all-to-all communication. In the figure, the blue fields indicate which fields the
servers can change, while the red fields show examples of potential values.

5.4 Broadcast Manager

The broadcast manager contains themain logic of the broadcasting functionality.

It serves as the core of the broadcast server, maintaining the state and routing
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of broadcast requests. The following sections will delve into the responsibilities

of the manager, starting with how asynchronous messaging is enabled and han-

dled. Next, we will introduce the concept of BroadcastID and then explain how

sharding is implemented. Following that, we will provide a detailed overview of

the broadcast processor and, finally, present the broadcast router.

5.4.1 Asynchronous Messaging

All messages received from a single client c are run synchronously by default in

Gorums to ensure the correct ordering of messages. This approach also has the

benefit of potentially not requiring a mutex in the implementation. However, it

can significantly slow down broadcast requests, as these can theoretically be pro-

cessed in parallel. To address this, a broadcast handler has been implemented

that wraps the server handler and runs it asynchronously. Each message is pro-

cessed in a separate goroutine, and the Gorums server mutex is released imme-

diately to allow the server to process the next message.

Several considerations are taken into account when designing and enabling

asynchronous messaging. By not being careful it is easy to create deadlocks or

goroutine leaks. A simple solution to prevent race conditions is to use a single

mutex in each server handler, ensuring synchrony between handlers. However,

if implemented incorrectly, a deadlock could occur if a server from one handler

is broadcasting to another handler on itself. This could cause the first handler

to block until it has processed the broadcast, while subsequent messages would

have to wait for the handler to return before being processed. Consequently, all

handlers and broadcasts run asynchronously by default. The drawback of this

approach is that themessage ordering is notmaintained as they are in the current

version of Gorums.

5.4.2 BroadcastID

The BroadcastIDs have been carefully designed, inspired by SnowflakeIDs cre-

ated by X (formerly known as Twitter) [63], to maximize concurrency and par-

allelism. Initially, we experimented with using UUIDs for BroadcastIDs because

each BroadcastID must be unique. UUIDs, based on RFC 4122 [64], are sortable

by time and can be used as keys in maps for direct comparison. However, at 128

bits, these IDs are unnecessarily long for our use case. Therefore, we opted to
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Figure 5.2: Structure of the BroadcastID

create a custom version of SnowflakeIDs, providing a 64-bit unique identifier for

each broadcast request.

A broadcast request is intended to be short-lived, as further explained in Sec-

tion 5.4.4, making a 64-bit identifier sufficient. Fig. 5.2 illustrates the structure

of the ID: 30 bits for the timestamp in seconds since January 1st, 2024, 4 bits

for the ShardID, 12 bits for the MachineID, and 18 bits for the SequenceNumber.

The MachineID is unique to each client and can be provided by using the With-

MachineID() manager option. Otherwise, a random MachineID will be gener-

ated. The ShardID specifies which shard should handle the request, as explained

in Section 5.4.3. The SequenceNumber increments with each broadcast request

sent by the client, indicating the number of messages sent. It rolls over upon

reaching its maximum value and restarts at zero, meaning it facilitates a large

number of broadcast requests per second. Currently, a single client can send up

to about a quarter million unique broadcast requests per second per shard.
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5.4.3 Sharding

Module 6 Interface and Properties of the Broadcast Shard
Module:

Name: Broadcast Shard, instance bs.

Events:

Request: ⟨ bs,Process | id, p, message ⟩: Requests the shard to send the incoming

message from client or server p to broadcast processor P with P.id = id.

Indication: ⟨ bs,Deliver | response ⟩: Indicates that the shard has handled amessage with
output response.

Request: ⟨ bs, Send | id, ν, π, message ⟩: Requests the shard to send the incoming action
ν and themessage to broadcast processor P with P.id = id.

Properties:

BS1: Independence: Amessagem1 related to broadcast requestB1 andmessagem2 related

to broadcast request B2 will be processed asynchronously and separately on a server s.

Inspired by database technology [65], we have implemented shards to dis-

tribute the work performed by the servers and enable horizontal scaling to some

extent. Shards are responsible for caching, managing, and tracking broadcast

processors throughout their lifetime. TheShardID is included in theBroadcastID,

as described in the previous section, allowing multiple shards to run on each

server. Each shard uses an RWMutex for concurrency, as there are usually many

more reads compared towrites. Furthermore, each shard operates independently

and can run in parallel, thereby improving performance. The number of shards

is configurable and can vary for each server, within the range of 1 to 16.

Incoming messages to a server srv are routed by the broadcast manager to

the appropriate shard. The Process event is then called on the shard, which ei-

ther creates a broadcast processor P if one does not exist or passes the message

along to P if it does. Broadcast processors will be explained in detail in the next

section; for now, it suffices to say they are the compute units that handle incom-

ing messages. Communication between the shard and P occurs through two Go

channels: one for forwarding incoming messages from clients C or servers S to P
and the other for forwarding actions invoked by the user-defined logic on srv.
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5.4.4 Broadcast Processor

The broadcast processor is the most fundamental component of the broadcast

framework, encompassing most of its logic. It is responsible for fulfilling most

of the requirements outlined in the broadcast specification shown in Module 3.

The broadcast processor allows the user to perform broadcasts, send cancella-

tions, and respond to the client. Additionally, it tracks which methods a server

has broadcast to and manages the execution order of incoming messages.
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Module 7 Interface and Properties of the Broadcast Processor
Module:

Name: Broadcast Processor, instance bp.

Events:

Request: ⟨ bp,Process | p, message ⟩: Requests the broadcast processor to handle the
incomingmessage from client or server p.

Indication: ⟨ bp,Deliver | response ⟩: Indicates that the broadcast processor has handled
a message with output response.

Request: ⟨ bp,Broadcast | h, π, message ⟩: Requests the broadcast processor to execute
a broadcast to handler h on the set of servers π with the givenmessage.

Request: ⟨ bp,Cancel | π, cancellation ⟩: Requests the broadcast processor to broadcast a
cancellation to the set of servers π.

Request: ⟨ bp, SendToClient | c, response ⟩: Requests the broadcast processor to execute
a unicast to the client c with the given response.

Request: ⟨ bp,Done | cancellation ⟩: Requests the broadcast processor to stop and finish
the execution.

Properties:

BP1: Termination: Amessagem processed by broadcast processorP will eventually return

a response.

BP2: Execution ordering: A messagem corresponding to handler Hn will be cached until

the order ψ ≥ n if execution order is enforced.

BP3: Uniqueness: If a broadcast processor P1 is created for broadcast request B1 and a

broadcast processor P2 is created for broadcast request B2, then B1 ̸= B2.

BP4: Relation: If a broadcast requestB is processed by broadcast processorP , thenP.id =

B.id.

BP5: Consistency: If a messagem related to broadcast requestB is processed by broadcast

processor P1 and broadcast processor P2, then P1 = P2.

BP6: No duplication: No message is broadcast more than once.

BP7: Validity: Nomessagem related to a broadcast requestB with broadcast processor P

such that B.finished = true will be processed by P .

Whenever a new broadcast request B arrives at a server srv, a broadcast pro-

cessorP is createdwithP.id = B.id and lifetime ϵ such thatP.ϵ = B.ϵ. P is initial-

izedwith state θ, which includes information such asOriginAddr and SenderAddr
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related to B. Furthermore, θ tracks the methods P has broadcast to and whether

P has sent a cancellation for B. After P is created, the message m related to B

will be processed by P using the Process event. As B comprise a set of messages

MB , an incoming messagem ∈MB where srv has not yet seen B does not need

to be sent directly from the origin o ∈ C ∪S nor be the first message in the broad-
cast request. This facilitates the broadcast request spanning several handlers and

servers, allowing individual servers to participate in algorithms without receiving

the original message from the client. Furthermore, P is responsible for process-

ing all incoming messagesMB and returning an indication Deliver. P processes

m before the user implemented server handler h is run, enabling P to dropm if it

is not valid or if B is finished, therefore preventing h to be wrongfully executed.

This is done by returning an error as response in the indication. Otherwise, P

will return a cancellation context for B and a function that can be used to per-

form broadcast actions. A broadcast action ν is an invocation on the broadcast

struct as described in Section 5.2.1 and can be categorized as either a Broadcast,

Cancel, Done, or a SendToClient event.

Amore detailed description ofwhat each event does is outlined inAlgorithm8.

The broadcast event enables sending m to server p ∈ π ⊆ S, hence enabling the
all-to-all communication pattern by letting each server send a one-to-all broad-

cast. It also provides additional flexibility by enabling a server to broadcast to only

a subset of the servers in the view. Each server can decide to broadcast a unique

message m for all broadcast enabled handlers HB = {h ∈ H : h.broadcast =

true} where H are all methods defined in the proto specification as described in

Section 5.1.

The Cancel event broadcasts a special cancellation message to servers π, sig-

nifying that the broadcast request may be finished. However, it is up to the user

implementation to decide how to handle cancellations. When a cancellation is re-

ceived, the ServerCtx provided in the server handler will be canceled. This allows

the user to ignore the context if desired, meaning cancellations will not affect the

system beyond the overhead of transmitting a few extra messages.

The SendToClient event first establishes a connection to the client and then

sends the response. This marks the termination of the broadcast request, and

consequently, the corresponding broadcast processor is stopped. Each broadcast

processor has an assigned context, which is canceled when the broadcast proces-

sor stops. It is important to note that this context is different from the cancellation



CHAPTER 5. IMPLEMENTATION 61

context. This allows the shard to use the context to determine whether it should

still accept new messages related to the broadcast request.

Running a separate broadcast processor for each broadcast request enables si-

multaneous processing of multiple messages and actions, reducing unnecessary

waiting and promoting parallelism. When ordering is not needed, only the first

message of a newbroadcast request and the client’smessage need to be processed,

significantly cutting down on processing time. Meaning, that for most incoming

messages, the shard only needs to verify the existence and if the broadcast pro-

cessor is still running. The broadcast processor abstracts many intricate imple-

mentation details, contributing tomaking the broadcast framework user-friendly

and transparent.
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Algorithm 8 Broadcast Processor Implementation
1: Implements:

2: BroadcastProcessor, instance bp.

3: Uses:

4: Router, instance r;

5: on ⟨ rsm, Init ⟩
6: state← Initial state

7: state.sentCancellation← false

8: state.cache← ∅

9: on ⟨ bp,Process | p,m ⟩
10: if ¬isValid(m) then

11: return

12: if typeOf(m) = cancellation then

13: cancelServerCtx() ▷ Cancels the ServerCtx that is used in the server handlers

14: return

15: if ¬isInOrder(m) then

16: state.cache← state.cache ∪m ▷ Caches the message until later

17: return

18: (newstate, response)← update(m, state)

19: state← newstate

20: trigger ⟨ bp,Deliver | response ⟩

21: on ⟨ bp,Broadcast | h, π,m ⟩
22: if alreadyBroadcasted(h) then

23: return

24: trigger ⟨ r,Broadcast | π,m,bp.id ⟩
25: if state.cache ̸= ∅ then

26: handleOutOfOrder(state.cache, h) ▷ Dispatch out of order msgs corresponding to h

27: on ⟨ bp,Cancel | π ⟩
28: if state.sentCancellation then

29: return

30: state.sentCancellation← true

31: trigger ⟨ r,Cancel | π,bp.id ⟩

32: on ⟨ bp, SendToClient | c, resp ⟩
33: trigger ⟨ r, Send | c, resp,bp.id ⟩
34: state← ∅
35: exit() ▷ Stops the processor and marks it ready to be garbage collected

36: on ⟨ bp,Done ⟩
37: state← ∅
38: exit() ▷ Stops the processor and marks it ready to be garbage collected
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Execution Ordering

The broadcast framework can be configured to guarantee the execution ordering

of messages, meaning it is possible to specify which handler should be run and

in what order. This can be helpful in algorithms that require the acquisition of a

specific message before executing the next step in the algorithm such as in PBFT.

The execution order can be specified when creating the server using theWith-

Order() option. In PBFT the execution order would be as follows: PrePrepare,

Prepare, Commit. The framework will then guarantee that a server will not run

the prepare handler before the pre-prepare handler has run, and similarly, the

commit handler will not run before the prepare handler. A server will only pro-

ceed to the next stage by either using the broadcast option ProgressTo() or by

invoking a method that is later in the execution order. More generally, we can

define a system where there is a specific sequence of handlers that need to be

executed. We can denote this sequence of handlers H̄ , which is defined as:

H̄ = {h0, h1, . . . , hn} ⊆ HB (5.2)

where HB is the set of all broadcast enabled handlers. We use an order index ψ,

initialized at ψ = 0, to determine which handler in the sequence is allowed to be

executed. Also, H̄ is arranged in ascending order, meaning hi will be executed

before hj if i < j. Following the notation from the previous section,MB is the

set of messages related to broadcast request B. Any message m′ ∈ MB with

execution order m′.ψ > ψ will be temporarily stored until the server invokes a

handler hx : x ≥ m′.ψ. Messages to handlers H ′ ̸⊂ H̄ will always be executed

immediately.

Cancellations

Cancellations can improve performance [61] by reducing the amount of work

needed. Due to the nature of unreliable servers and communication, only a weak

guarantee is provided for cancellations. This means that a client can cancel a re-

quest by broadcasting a cancellation, but there are no consensus mechanisms or

additional measures to ensure delivery of the cancellation to all nodes. For in-

stance, a client might only know a single server, such as the leader, and send a

broadcast request only to this server. If the leader fails mid-execution, the other



CHAPTER 5. IMPLEMENTATION 64

servers have no way of knowing if the client cancels the request because the client

communicates solely with the leader. Guaranteeing a cancellation would require

all nodes to agree on whether to cancel the request, which is not feasible in this

particular scenario. It is thus left to the user to enforce and handle cancella-

tions, meaning cancellations are not enabled by default. To enable client-side

cancellations, the user must provide the cancelOnTimeout option when invoking

a BroadcastCall. On the server side, the user must listen to the ServerCtx and use

broadcast.Cancel() to propagate cancellations.

Request lifetime

A broadcast request is considered finished based on the following criteria:

• SendToClient event: The user can invoke the SendToClient event when the

broadcast request is complete, sending a response back to the client.

• Done event: The user can invoke the Done event when a broadcast request

is finished, but sending a response to the client is not necessary.

• The broadcast processor’s TTL has expired: The user can specify a TTL

for a broadcast request and its broadcast processor. This ensures that the

broadcast processor will stop within the specified time limit. The default

TTL is set to 5 minutes.

Garbage Collection

Since the lifetime of a broadcast request spans several handlers and servers, it

is necessary to cache data temporarily. This means that state is stored on each

server, which could lead to stale data if implemented poorly. To manage this,

most of the temporary data is stored and managed by a struct named state. The

state is responsible for creating shards and cleaning upwhen the server is stopped

or if a view change occurs, as described in Section 5.3.1.

To keep track of incoming and handled requests, the broadcast processors

are persisted even after they are stopped. To prevent out-of-memory errors, a

garbage collectionmechanism has been implemented. A broadcast processor can

only be removed after the TTL, regardless of whether it finished early. This en-

sures that subsequent messages with a previously removed BroadcastID are not
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added to servers again. To reduce the memory footprint of the broadcast proces-

sor after it has stopped, most of the data structures are removed and cleaned up

by the Go garbage collector when the broadcast processor stops. After the TTL,

the broadcast processor is removed from the shard map and fully cleaned up.

5.4.5 Router

Algorithm 9 Broadcast Router Implementation
1: Implements:

2: Router, instance r.

3: Uses:

4: GorumsChannel, instance ch;

5: on ⟨ r, Init ⟩
6: clientConns← ∅

7: on ⟨ r,Broadcast | π,m, id ⟩
8: for all p ∈ π
9: trigger ⟨ ch, Send | p,m, id ⟩

10: on ⟨ bp,Cancel | π, id ⟩
11: for all p ∈ π
12: trigger ⟨ ch, Send | p, cancel, id ⟩

13: on ⟨ bp, SendToClient | c, resp, id ⟩
14: clientConn← clientConns[c] ▷ A clientConn is a GorumsChannel instance

15: if ¬clientConn then
16: clientConn← createConn(c)

17: clientConns← clientConns ∪ clientConn
18: trigger ⟨ clientConn, Send | c, resp, id ⟩

The router is responsible for sending messages to nodes and the correct han-

dlers, routing outgoing broadcast messages, cancellations, and client responses.

A client can either connect directly to a server or tag themetadatawith its address,

as explained in Section 5.3.2. The fields IsBroadcastClient andOriginAddr in the

broadcastmetadata determine how to route themessage. IfOriginAddr is empty,

the client must have connected directly to the server for a response, indicating

that QuorumCall with the broadcast option is used. In this case, servers that the

client does not connect to directly (e.g. if the client only sends a message to the
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leader) will drop the response message while still considering the broadcast re-

quest successful. IfOriginAddr is non-empty, each serverwill create a connection

to the client-side server and send the response back to the client. Connections to

clients are persisted to increase performance. Algorithm9 shows the logic behind

the router.

Retries

There are several reasons why a message in transit might be dropped or not de-

livered, such as network partitions, congestion, crashes, or timeouts [12][20]. To

achieve reliable messaging, protocols must implement retry mechanisms or ac-

count for these issues at the algorithm level, for example, by allowing failures.

TCP [66], used by Gorums, guarantees delivery, so lost messages are typically

due to server crashes or timeouts caused by network issues. By default, a node in

Gorums will only attempt to send a message once to another node and will drop

it on failure. Nodes maintain connections to each other while online and have

reconnection capabilities if a node goes offline, ensuring message delivery when

nodes are available. Messages are not stored for later delivery to prevent net-

work flooding and because of their short lifespan, reducing the need for cleanup

compared to storing them. This reliability implementation is already provided by

the current version of Gorums and is utilized in the broadcast framework. This

is reflected in Algorithm 9, where a Gorums channel is used to send messages.

However, some protocols may require that messages are eventually delivered or

have bounded delivery times. For this, a manager option WithRetries() has been

implemented, allowing the specification of the number of retry attempts for a

message. If the limit is exceeded, the message is dropped. Setting WithRetries(-

1) will cause the application to attempt to sendmessages indefinitely. It is config-

ured with the same backoff strategy as the reconnection functionality described

in Section 2.2.2.

5.5 Client Server

The client-side server enables a client to collect responses for a broadcast request

without needing to know the addresses of all servers in a view. The client-server

registers a handler for each method with the broadcastcall option in the proto
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specification. Incoming messages specify which handler should process them by

using theMethod field in the metadata sent with the message, similar to how the

Gorums server operates. The client-server requires the user to provide a listener

and an address. This address is used in theOriginAddr field in themetadata sent

in broadcast requests by the client.

The client-server primarily contains two methods:

• AddRequest()

• AddResponse()

The AddRequest() method creates a broadcast request and prepares the client-

server to handle responses from the server cluster. To facilitate running several

broadcast requests asynchronously, themethod starts a goroutine for each broad-

cast request. Responses from the servers are sent to and processed by the corre-

sponding goroutine. The AddResponse() method is responsible for routing the

responses to the appropriate goroutine. It is invoked each time a handler on the

client-server is run, and it ensures that outdated responses and those not belong-

ing to a broadcast request are dropped.

5.6 Security Analysis

One of our goals is to make the broadcast framework as secure as possible, so

it has been designed with security in mind. In this section, we will perform a

security analysis of the broadcast framework, identify potential attack surfaces,

and explain how the broadcast framework can be configured to mitigate these

attacks.

In some server configurations, it is possible for a client to only know a subset

of the servers, but BroadcastCall allows all servers in the cluster to respond to the

client. If some of the intermediate servers are Byzantine, they can forge requests

from the client and broadcast them to the other servers. To counter this, digital

signatures are an option in the configuration, where the originalmessage is signed

with the client’s private key. The client’s public key and a hash of the original

message are then added to the metadata of the broadcast message, allowing all

downstream servers to validate the original message.
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A client can cause a Server-Side Request Forgery attack by sending an arbi-

trary origin address. To mitigate this, a whitelist of IP addresses can be provided

to the servers by using the WithAllowList() server option, ensuring that servers

only reply to these allowed addresses.

The OriginMethod field in the broadcast metadata indicates which handler

the client sent a message to, as explained in Section 5.3.2. Modifying this field

could prevent servers fromsending a response back to the client, enabling a denial

of service attack. To prevent this, the entire message, including all metadata, is

included in the signature. This way, all servers can validate the OriginMethod

field when checking the signature of a message.

Enabling cancellations introduces another attack surface. A server can issue

a cancellation, and there is no way for the other servers to fully trust that the

broadcast request was indeed canceled by a client. This is because the client can

choose to send the initial broadcast request to only one server, such as the leader,

and not to all servers. There is no simple solution to prevent this type of attack,

so cancellations only notify that a broadcast request can be canceled. It is up to

the user to decide whether to adhere to the cancellation.

Each broadcast request is required to have a unique identifier called Broad-

castID, as explained in Section 5.4.2. A Byzantine node can send messages with

BroadcastIDs belonging to other broadcast requests. Consequently, servers can

end up with different metadata for a single broadcast request, causing replies to

be routed incorrectly. To mitigate this issue, the metadata could be based on

a quorum of messages or a prioritization list. This would require temporarily

storing all messages related to a broadcast request on each server. Currently, the

broadcast framework does not implement this functionality, which is a shortcom-

ing. This task is left for future work, where server handlers can be designed to act

as quorum functions, allowing for a reevaluation and potential patching of this

attack vector.

A server can receive messages from any source. It is not possible for a server

to differentiate between a server and a client other than by checking the IsBroad-

castClient field in the metadata, which can be altered in a forged message. Also,

a server will accept messages regardless of whether the sending server is partic-

ipating in a specific protocol. Therefore, it is essential to define a set of trusted

nodes on a server and only trust messages from this set. The broadcast frame-

work allows the user to provide a whitelist to the servers and the client-servers,
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which will only allow messages from the specified nodes.

Another attack is man-in-the-middle attacks. Since servers can act as inter-

mediaries, they can alter messages in transit or pretend to be the owner of an-

other server’s address. To mitigate this, the addresses of the servers are included

in the signaturewhen signingmessages. gRPC also supports TLS encryption [67],

which helps prevent man-in-the-middle attacks aimed at intercepting traffic.

There are two attack surfaces in the broadcast framework that have not been

addressed: rate limiting and nodes refusing to forward or send messages, which

can lead to denial-of-service and prevent progress in algorithms, respectively.

Rate limiting is thus identified as an area for further work. While the broad-

cast framework cannot directly solve the problem of reluctant nodes, developing

primitives to address such scenarios could be considered.



Chapter 6

Practical Application

In this chapter, we will outline how the broadcast framework can be used to im-

plement algorithms with the all-to-all communication pattern through a simple

example.

6.1 Eager Reliable Broadcast

In this section, we will demonstrate how to implement a server and a client that

use the broadcast functionality provided by the broadcast framework. We will

implement the Eager Reliable Broadcast algorithm given in [11, p. 124]. Fig. 6.1

provides an overview of our goal: a client broadcasts a request to the servers,

which in turn broadcastDeliver to all servers in their view, and finally, all servers

respond to the client. The proto specification used in the example implementa-

tion is shown in Listing 6.1.

70
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Figure 6.1: Overview of the Eager Reliable Broadcast [11, p. 124] implementation.

Listing 6.1 : The proto specification used in the example implementation.

1 service ReliableBroadcast {
2 rpc Broadcast(Message) returns (Message) {
3 option (gorums.broadcastcall) = true;
4 }
5 rpc Deliver(Message) returns (Empty) {
6 option (gorums.broadcast) = true;
7 }
8 }
9

10 message Message {
11 string Data = 1;
12 }
13

14 message Empty {}

6.1.1 Client

The creation of a client using the broadcast framework is almost identical to how

it is done in the current version of Gorums. Listing 6.2 shows a complete code

snippet on how to create the client, with errors ignored for brevity. To create the

client, we need to create a GorumsManager, a Gorums configuration, and a Quo-

rumSpec. The implementation of the QuorumSpec is shown in Listing 6.3. This

process is the same as in the current version of Gorums. However, the broadcast

framework introduces anewmethodon theGorumsManager: AddClientServer().

This method creates and starts the client-side server needed to collect responses.

It takes two arguments: a listener and an address. The implementer must cre-
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ate the listener, providing flexibility and not hiding important implementation

details such as which addresses and ports a client is listening to. The address is

used in the metadata, as explained in Section 5.5, and the listener is used by the

underlying gRPC server.

Listing 6.2 : How to create a client.

1 type Client struct {
2 mgr *pb.Manager
3 config *pb.Configuration
4 }
5

6 func New(addr string, srvAddresses []string, qSize int) *Client {
7 mgr := pb.NewManager(
8 gorums.WithGrpcDialOptions(
9 grpc.WithTransportCredentials(insecure.NewCredentials()),
10 ),
11 )
12 lis, _ := net.Listen("tcp", addr)
13 mgr.AddClientServer(lis, lis.Addr())
14 config, _ := mgr.NewConfiguration(
15 NewQSpec(qSize),
16 gorums.WithNodeList(srvAddresses),
17 )
18 return &Client{
19 mgr: mgr,
20 config: config,
21 }
22 }
23

24 func (c *Client) Broadcast(ctx context.Context, value string) (*pb.Message,
error) {

25 req := &pb.Message{
26 Data: value,
27 }
28 return c.config.Broadcast(ctx, req)
29 }

Listing 6.3 : How to create a QuorumSpec.

1 type QSpec struct {
2 quorumSize int
3 }
4

5 func NewQSpec(qSize int) pb.QuorumSpec {
6 return &QSpec{
7 quorumSize: qSize,
8 }
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9 }
10

11 func (qs *QSpec) BroadcastQF(in *pb.Message, replies []*pb.Message) (*pb.Message
, bool) {

12 if len(replies) < qs.quorumSize {
13 return nil, false
14 }
15 return replies[0], true
16 }

With the prerequisites implemented, it is possible to send a broadcast request.

This request will be sent to all the servers in the Gorums configuration, and the

replies will be processed by the quorum function BroadcastQF, which returns a

single reply from the BroadcastCall.

6.1.2 Server

Creating a server is relatively simple and closely follows the process in the cur-

rent version of Gorums. Listing 6.4 shows all the steps involved in creating a

server. First, we need to embed the generated Gorums server implementation.

Although it is possible to define it as a property, embedding the server makes it

easier to use and more readable. To use the functionality provided by the broad-

cast framework, we need to provide the server option WithListenAddr() when

creating the server. This option populates the SenderAddr field in the metadata,

as described in Section 5.3.2. Next, we need to assign a view to the server using

the SetView() method, which accepts a Gorums configuration. The addresses of

the other servers are the only required parameters to facilitate communication

between the servers.

Listing 6.4 : How to create a server.

1 type Server struct {
2 *pb.Server
3 mut sync.Mutex
4 delivered []*pb.Message
5 mgr *pb.Manager
6 srvAddrs []string
7 }
8

9 func New(lis net.Listener, srvAddrs []string) *Server {
10 srv := Server{
11 Server: pb.NewServer(gorums.WithListenAddr(lis.Addr())),
12 srvAddrs: srvAddrs,
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13 delivered: make([]*pb.Message, 0),
14 }
15 srv.configureView()
16 pb.RegisterReliableBroadcastServer(srv.Server, &srv)
17 go srv.Serve(lis)
18 return &srv
19 }
20

21 func (srv *Server) configureView() {
22 srv.mgr = pb.NewManager(
23 gorums.WithGrpcDialOptions(
24 grpc.WithTransportCredentials(insecure.NewCredentials()),
25 ),
26 )
27 view, _ := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.srvAddrs))
28 srv.SetView(view)
29 }

Listing 6.5 shows how to define the handlers on the server and the actual im-

plementation of the Eager Reliable Broadcast algorithm. Following the proto

specification shown in Listing 6.1, we must implement the methods Broadcast

and Deliver. The server handler Broadcast will run when the client invokes the

BroadcastCall. The server will then proceed to broadcast Deliver to the other

servers. In the Deliver handler, the server will first check if it has already de-

livered the message. If not, it will broadcast Deliver again and then reply to the

client. It is important to note that the broadcast framework prohibits the servers

from broadcasting Delivermore than once for each broadcast request.

Listing 6.5 : How the server handlers are defined.

1 func (s *Server) Broadcast(ctx gorums.ServerCtx, request *pb.Message, broadcast
*pb.Broadcast) {

2 broadcast.Deliver(request)
3 }
4

5 func (s *Server) Deliver(ctx gorums.ServerCtx, request *pb.Message, broadcast *
pb.Broadcast) {

6 s.mut.Lock()
7 defer s.mut.Unlock()
8 if !s.isDelivered(request) {
9 s.delivered = append(s.delivered, request)
10 broadcast.Deliver(request)
11 broadcast.SendToClient(request, nil)
12 }
13 }
14
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15 func (s *Server) isDelivered(message *pb.Message) bool {
16 for _, msg := range s.delivered {
17 if msg.Data == message.Data {
18 return true
19 }
20 }
21 return false
22 }

6.1.3 Best Practices

The broadcast functions should be placed at the end of a server handler. This

is because the broadcast invocation will block until it has queued a message for

transmission, potentially allowing the next handler to be processed before re-

turning from the current handler. Furthermore, it is bad practice to broadcast

more than once in the same handler. While it is acceptable to define several

paths and outcomes, broadcasting multiple times from one handler can lead to

unwanted side effects, as using broadcast.To() can slightly mutate the broadcast

struct. However, broadcasting to a method and sending a reply to the client can

be done within the same method. Since SendToClient() stops execution, it is rec-

ommended that this is always run last.



Chapter 7

Experimental Evaluation

Providing tools that simplify the implementation of distributed algorithms and

reduce errors can lead to overhead and performance trade-offs. In this chapter,

we benchmark two algorithms, Paxos and PBFT, comparing their performance

to baseline implementations. First, we discuss the experimental setup and the

dataset used. Next, we present the benchmark results and analyze their implica-

tions. We also highlight a design choice made to optimize the performance of the

broadcast framework.

7.1 Experimental Setup and Data Set

All tests are conducted on virtual machines provided by the Azure cloud comput-

ing platform [68]. These virtual machines are collocated within the same data

center (Norway East), but by utilizing availability zones, we ensure they run on

separate physical hardware [69]. Throughout all experiments, we use a single vir-

tual machine running 10 Gorums clients and between 3-4 servers each running

on a separate virtual machine. Table 7.1 details the types of virtual machines we

use for clients and servers. The Dsv3 family, known for their balanced CPU-to-

memory ratio, is ideal for both testing and production workloads [70].

During all benchmarks, we monitor the resource utilization of the client ma-

chine, ensuring that memory and CPU usage remain well below the 32 GiB max-

imum and CPU limit, respectively. This guarantees that the client machine is not

a bottleneck in the benchmarks. To minimize IO operations, we only store data

in-memory, avoiding disk writes on the servers. Additionally, the Go garbage col-

76
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lector is enabled throughout all benchmarks.

Type Instance vCPU Memory (GiB)

Client Standard D8s v3 8 32

Server Standard D4s v3 4 16

Table 7.1: The client machine is configured with a standard D8s v3 while
the servers are configured with standard D4s v4 virtual machines offered by
Azure[70].

To measure the latency versus the throughput of the systems, we configure

the clients to send a target throughput of requests per second to the servers. Each

request corresponds to a full write operation, and the latency is measured as the

round-trip time of a request from the client and back. All benchmarks are run

five times, and the average of all runs is used to produce the results.

Additionally, we run benchmarks to measure performance under normal op-

eration. In these tests, each client is configured to send 100 requests, and the

processing times for each request aremeasured. These tests are run 10 times, and

the average processing times from these runs are used to generate the results.

The algorithms Paxos and PBFT are used to evaluate the broadcast frame-

work. All tests are implemented without leader election to minimize overhead.

A leader is selected at the start of the tests and remains unchanged throughout

the benchmarks. Therefore, in Paxos, only the accept, learn, and commit phases

are executed. In PBFT, all three phases—pre-prepare, prepare, and commit—are

executed, but the view change and garbage collection logic are disabled. Addition-

ally, authentication and TLS are not implemented in any of the tests, as the extra

overhead from these protocols would be consistent across implementations and

thus does not affect the relative performance comparison between the baselines

and the implementations using the broadcast framework.

The data-centric version of Paxos has been implemented using QuorumCall

and serves as a baseline.1 It has been carefully designed to minimize locking

and maximize request processing speed by handling them in parallel if possi-

ble. Although this version does not utilize the all-to-all pattern, the broadcast

framework can still simplify the development of the Paxos protocol. In this case,

1This implementation is taken froma private Github repository (https://github.com/dat520/
dat520/tree/main/lab5/gorumspaxos) and is developed by Hein Meling and Hanish Gogada.

https://github.com/dat520/dat520/tree/main/lab5/gorumspaxos
https://github.com/dat520/dat520/tree/main/lab5/gorumspaxos
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the broadcast framework assists in managing the lifetime of requests and alle-

viates issues related to delayed message deliveries and deadlocks. Additionally,

a process-centric version has been implemented using the broadcast framework

and is compared to the two data-centric versions.

Implementing PBFT without modifications in the current versions of Gorums

has not been possible, so a version using only Go and gRPC is implemented and

tested against a version using the broadcast framework. The first is called the

plain version and the latter version is simply called Gorums. The goal for the

plain version is to create a straightforward, naive implementation without com-

plex optimizations, thus prioritizing simplicity. However, to ensure a more fair

comparison, some optimizations were included such as reusing connections be-

tween nodes, locking resources only when necessary, and running network calls

in separate goroutines.

Lastly, we benchmarked different design choices for communication between

shards and broadcast processors. We evaluated four configurations: running

shards and broadcast processors in goroutines using channels or only using mu-

texes to handle concurrency. To test these choices, we implement the shard and

broadcast processor by replacing the logic with a brief sleep to isolate the im-

pact of using mutexes versus channels and goroutines. Benchmarks were run

using Go’s built-in tool [71] on a machine with an Intel Core i7 8700K CPU and

32GB RAM. Tests were named based on the concurrency mechanisms used, such

as Lock-Lock (LL) for using locks for both shard and broadcast processor. The

benchmarks simulate loads resembling those in Paxos based on preliminary test-

ing. This includes processing 10,000 unique broadcast requests, each comprising

20 messages. These tests were run for all design alternatives: Lock-Lock, Lock-

Channel, Channel-Lock, and Channel-Channel.

7.2 Experimental Results

Table 7.2 shows the latency of requests under normal operation. The data indi-

cates that the systems are not overloaded and can process requests quickly. Both

data-centric versions of the Paxos protocol perform similarly, suggesting that the

overhead incurred by the broadcast framework is negligible under normal op-

erations. The mean and median times of the Paxos implementation using the
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broadcast framework are comparable to those of the data-centric versions. How-

ever, the variance and maximum latency are higher, likely due to the client-side

server implementation. The nodes need to establish a connection to the client-

side server, which incurs overhead and extra latency during connection estab-

lishment. This trend is also evident in the PBFT implementations, where both

versions create client connections when sending a reply. Despite this, the broad-

cast framework offers some optimizations, such as sharding, that make it slightly

faster than the plain version. Although both versions use a single lock for the

message log, the Gorums version benefits from parallelization techniques imple-

mented in the broadcast framework, such as handling broadcast requests entirely

asynchronously and separately.

Implementation Mean Median Stdev Min Max

Paxos BC 1.93 1.53 1.94 0.89 23.21

Paxos QC 2.08 1.83 0.86 1.05 7.14

Paxos QCB 2.16 1.93 0.81 1.13 6.49

PBFT Plain 5.06 4.65 1.86 1.97 13.52

PBFT Gorums 3.30 2.66 2.09 1.49 23.44

Table 7.2: BC = BroadcastCall, QC = QuorumCall, QCB = QuorumCall using the
broadcast framework. Ten clients send requests to the servers. Numbers are
given in ms and represent the time taken from the moment the request is sent
from a client until a response is received by the client.

Fig. 7.1 shows the throughput versus latency graph for the two implementa-

tions of PBFT. As the throughput increases, so does the latency, indicating linear-

ity in the graphs. This linearity results from the use of a single lock when append-

ing messages to the log, causing messages to wait for one another. Additionally,

it is evident that both implementations could be further optimized, as they can

only handle about 6,000 requests per second.
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Figure 7.1: PBFT implemented using Gorums (Gorums) and PBFT implemented
without using Gorums (Plain).

ThePaxos implementations have very similar performances, as shown inFig. 7.2.

Theprocess-centric versionusingBroadcastCall achieves higher throughput, likely

due to not requiring the commit phase that its data-centric counterpart does.

The data-centric Paxos implementation using the broadcast framework performs

slightlyworsewhen the number of client requests exceeds themaximum through-

put of the servers. This decline in performancemay be attributed to the overhead

of creating a broadcast processor for each broadcast request. However, this over-

head is almost negligible when the number of client requests is below the maxi-

mum throughput of the servers.
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Figure 7.2: Paxos using QuorumCall (QC), QuroumCall with BroadcastOption
(QCB), and BroadcastCall (BC).

The histograms in Fig. 7.3 and Fig. 7.4 show the latency distribution of the

Paxos and PBFT implementations, respectively, close to theirmaximum through-

put. These histograms corroborate the results in Table 7.2, demonstrating that

the broadcast framework exhibits similar latencies to the baselines and does not

negatively affect performance.
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Figure 7.3: Performance comparison histogram displaying the three implemen-
tations of Paxos. The average latency is given in ms.
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Figure 7.4: Performance comparison histogramdisplaying both implementations
of PBFT. The average latency is given in ms.
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There is a trade-off between writing performant, optimized code and main-

taining clean, readable code. This project focuses on achieving high performance

without compromising readability. Go’s concurrency model, based on channels

and goroutines [39], enables clear execution paths and data flows, enhancing

code readability by adhering to language design patterns. The Go standard li-

brary’s sync package [72] provides traditional locking mechanisms. The broad-

cast framework relies heavily on cached data like client connections and broad-

cast requests, which are well-suited for mutexes [72]. On the other hand, mes-

sages from clients or servers are passed to their respective broadcast processors

using channels. While channels in Go also use mutexes, the tests conducted aim

to determine if Go’s runtime scheduler can optimize communication when using

channels [73]. Table 7.3 indicates a performance edge when using mutexes for

shards and channels for broadcast requests. Although using channels for both

shards and broadcast requests is more idiomatic and readable [72], it incurs a

high performance penalty. Therefore,mutexes are used as the concurrencymech-

anism for the shards.

Metric CC LC CL LL

sec/op (ms) 196.1± 2% 67.62± 1% 263.8± 2% 70.73± 0%

B/op (MiB) 37.91± 1% 35.12± 0% 67.61± 2% 38.18± 0%

allocs/op 630.7K ± 1% 600.3K ± 0% 1.055M ± 1% 800.4K ± 0%

Table 7.3: Benchmarks run using the built-in benchmarking tool in Go [71]. Tests
are run on Intel Core i7 8700K CPU and 32GB RAM.
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Conclusions

8.1 Conclusion

In this thesis, we have examined and extended Gorums [16] to enable all-to-

all communication in quorum-based systems. The objectives were to determine

whether it was possible to integrate all-to-all communication for quorum-based

systems with an easy-to-use API and to evaluate whether the framework would

incur too much overhead when reliability and security were prioritized.

We began with an extensive analysis identifying the challenges of implement-

ing abstractions for all-to-all communication. This analysis covered practical sys-

tems using all-to-all communication, various communication patterns, issues re-

lated to out-of-order messages, message duplication, cancellations, request life-

times, broadcasting context, and authentication. We then developed a module

specification for the framework, aiming to make it as extensible and flexible as

possible. The analysis revealed that many algorithms share a common ground

for the all-to-all communication pattern, making it feasible to create an abstrac-

tion for it. However, some tweaking is required for individual algorithms, so the

abstraction must support customization to accommodate various protocols.

We demonstrated that all-to-all communication could be integrated with the

Gorums framework by creating an abstraction named BroadcastCall. This is a

transparent RPC invocation on a group of servers using the all-to-all communi-

cation pattern in all or parts of the implementation, addressing some of the prob-

lems related to distributed systems. The BroadcastCall uses semantics similar

to the QuorumCall, making the API user-friendly for those with prior knowledge

84
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of Gorums. Furthermore, we introduced a broadcast struct in the server han-

dlers, which contains most of the functionality related to the broadcast frame-

work. Concentratingmost of the functionality in this struct helpsmake the broad-

cast framework easy to use.

Using the metadata to relate messages to broadcast requests made it possible

to enable the all-to-all communication pattern. We also introduced a version of

Snowflake IDs [63] and sharding [65] to speed up processing and facilitate paral-

lel processing. Additionally, the client-side server was crucial for enabling all-to-

all communication, despite imposing extra overhead and processing on the client

side. Given the constraints, it was not possible to accept replies from servers in

other ways.

The broadcast framework is feature-rich, providing options for structured log-

ging, authentication, execution ordering, connections between nodes, identifi-

cation, broadcasting, and broadcast server configuration, making it extensible

and flexible. These options enable the broadcast framework to facilitate proto-

cols such as PBFT [20], Paxos [30], various broadcasting and gossiping proto-

cols [11], and all-to-all specific consensus protocols used in blockchains [58][59].

Additionally, we implemented simple cancellation mechanisms, which can help

improve performance in tail-tolerant systems. Authenticationwas also integrated

to enhance the security of BroadcastCalls. Although several attack vectors exist,

most can bemitigated using the authentication options provided by the broadcast

framework. However, some attack surfaces related to rate limiting still need to

be addressed, which we leave as further work.

Experimental evaluation shows that the broadcast framework can perform on

par with baseline implementations of Paxos and PBFT. We implemented both

process-centric anddata-centric versions of Paxos and an implementation of PBFT

using the broadcast framework. The experiments demonstrate that the broadcast

framework provides good performance compared to baseline implementations

without incurring excessive overhead. Compared to a simple, naive implemen-

tation using a single lock, the broadcast framework outperformed the baseline

PBFT implementation.
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8.2 Limitations and Further Work

This section provides insights into the limitations of the broadcast framework and

proposes areas for future work related to the broadcast framework presented in

this thesis.

Evaluation: The experiments used in the evaluation are limited and do not cover

all aspects of the new broadcast framework. Hence, more tests, experi-

ments, and benchmarks should be performed against state-of-the-art im-

plementations of PBFT [20] and Paxos [30] as well as various other algo-

rithms. It would also be beneficial to test the broadcast framework in adver-

sarial scenarios, such as failing nodes, slow nodes, network partitions, and

different server configurationswith varyingmemory sizes, CPU speeds, and

numbers of servers.

Ordering: We examined issues related to the ordering of messages but decided

not to implement specific ordering techniques. Instead, we implemented

a solution for setting the execution order of handlers. As further work, we

could implement different ordering strategies such as FIFO, total order, and

causal order [11].

Batching: Batching is an optimization strategy that can significantly improve

performance in certain scenarios [74]. Implementing batching using the

broadcast framework can be challenging because the framework itself han-

dles the routing of messages. As further work, we could include batching

as an option, which would also route client requests automatically after a

batch is processed by the servers.

All-to-all PersonalizedBroadcast: Currently, a client sends an identical broad-

cast request to all servers. However, we could add support for custom re-

quests to each server, facilitating all-to-all personalized broadcasts.

Testing: Concurrency bugs can be hard to spot and debug; thus, integrating tool-

ing such as Gobench [18] to test the user application for concurrency bugs

would be beneficial.

RateLimiting: Denial-of-service attacks canbe executed on the broadcast frame-

work by sending an extensive number of requests. Therefore, implementing
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rate-limiting options could be crucial in production systems, particularly

those exposed to the public [75].

Better Error Handling: The current version of the broadcast framework does

not support servers replying with an error to the client. Presently, errors

are ignored because it is not possible to implicitly deduce howmany replies

are expected in a BroadcastCall. This is due to the client’s ability to send

a broadcast request to only a subset of servers. Therefore, implementing

error handling would require changing the signature of the quorum func-

tion to accept a slice of errors, breaking the uniform semantics used in both

QuorumCall and BroadcastCall. Evaluating this change is an area of future

work, as providing good abstractions for handling errors could be highly

beneficial.

Extensibility: The focus of this thesis has been on quorum-based systems uti-

lizing all-to-all communication. However, it remains to be evaluated if Go-

rums can be effectively applied to other types of systems, such as Apache

Spark [29], Kubernetes[2], and others beyond quorum-based systems.

Several Views: Currently, a server can only have a single view for communica-

tion. However, some implementations or configurations could benefit from

supporting multiple views on each server. For example, using one view for

acceptors and another for learners in Paxos.

Optimization: The focus of this thesis has been on supporting the all-to-all com-

munication pattern, so the metadata has not been optimized. For example,

IPv4 addresses could be represented as 4 bytes instead of UTF-8 encoded

strings [76], and method names could be represented as unsigned integers

instead of strings. Furthermore, we could explore the possibility of serial-

izing messages once when broadcasting, instead of serializing messages for

every node.

Middleware: The broadcast frameworkperforms someprocessing before ames-

sage is handled by the server implementation provided by the user. There-

fore, it could be beneficial for users to specify middleware that runs imme-

diately uponmessage arrival. This middleware could be used for tasks such

as validation or logging. Providing this functionality as an option would al-
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low users to specify middleware for each handler, enhancing flexibility and

control.

DataStructures: The broadcast framework could support creating internal data

structures to speed up operations, such as storing to a map and creating

an optimized list for concurrency. This would be useful in PBFT for the

message log. Such enhancements could significantly improve performance

compared to using a single lock. Additionally, it would mitigate the risk

of concurrency bugs related to checking whether a variable exists before

adding an element. If two handlers run concurrently, we could end up

adding an element to the list in both handlers if the checking and adding

operation is not protected by the same lock at the same time.

Server-SideQuorumFunctions: Each server handler in the broadcast frame-

work currently accepts a single request message. This could be extended to

function similarly to the quorum function, where all currently receivedmes-

sages are provided to the server handler each time a new message arrives.

Such an extension could simplify the logic in the server handlers, allow-

ing the processing to be done once instead of multiple times. This feature

could be provided as an option, as it may introduce some overhead due to

the need for caching messages. Furthermore, it would enhance the security

of the broadcast framework by enabling the use of a quorum of messages to

determine the broadcast metadata in case of a Byzantine node.

Type Safety: Using SendToClient() as the sole method for client replies has its

advantages and disadvantages. It simplifies the code by reducing methods

to a single unified call, enhancing readability in complex branching scenar-

ios. However, it compromises type safety by accepting any proto message,

potentially causing the application to panic if thewrongmessage type is pro-

vided. Additionally, SendToClient() does not clarify which execution path

it concludes, whereas method names like Path1Reply() and Path2Reply()

could improve readability. The current implementation’s naming conven-

tion avoids ambiguity about the reply recipient, as servers do not receive

replies like clients. Improving the server’s ability to initiate requests and re-

ceive replies is an area for further work that could be evaluated. Therefore,

a logical next step would be to provide type safety when sending replies.
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Appendix A

Attachments

This appendix contains all the code developed and used in this thesis. The code

can be found in the following repository or in the embedded zip file:

• Repository: https://github.com/aleksander-vedvik/Master

• Zip file: code.zip

The repository contains the benchmarking code, the Paxos and PBFT imple-

mentations used in the evaluation, the example used in the thesis, and the com-

plete codebase ofGorums, including the broadcasting framework. It also contains

instructions on how to run the benchmarks.

The Gorums repository is open-source, and the broadcasting framework de-

veloped in this thesis has been integrated into a branch on the Gorums reposi-

tory. All changesmade are available in the draft pull request added to the GitHub

repository. For access to the full code, including the broadcasting framework,

please refer to the following GitHub repository:

• Gorums repository: https://github.com/relab/gorums

• Branch: https://github.com/relab/gorums/tree/multiparty

• Draft pull request: https://github.com/relab/gorums/pull/176
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MasterLab/example/reliablebroadcast/client/client.go

package client

import (
	"context"
	"net"

	pb "reliablebroadcast/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type Client struct {
	mgr    *pb.Manager
	config *pb.Configuration
}

func New(addr string, srvAddresses []string, qSize int) *Client {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	lis, _ := net.Listen("tcp", addr)
	mgr.AddClientServer(lis, lis.Addr())
	config, _ := mgr.NewConfiguration(
		NewQSpec(qSize),
		gorums.WithNodeList(srvAddresses),
	)
	return &Client{
		mgr:    mgr,
		config: config,
	}
}

func (c *Client) Broadcast(ctx context.Context, value string) (*pb.Message, error) {
	req := &pb.Message{
		Data: value,
	}
	return c.config.Broadcast(ctx, req)
}







MasterLab/example/reliablebroadcast/client/qspec.go

package client

import (
	pb "reliablebroadcast/proto"
)

type QSpec struct {
	quorumSize int
}

func NewQSpec(qSize int) pb.QuorumSpec {
	return &QSpec{
		quorumSize: qSize,
	}
}

func (qs *QSpec) BroadcastQF(in *pb.Message, replies []*pb.Message) (*pb.Message, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	return replies[0], true
}







MasterLab/example/reliablebroadcast/go.mod

module reliablebroadcast

go 1.22.1

toolchain go1.22.4

replace github.com/relab/gorums v0.7.0 => ./gorums

require (
	github.com/relab/gorums v0.7.0
	google.golang.org/grpc v1.62.1
	google.golang.org/protobuf v1.33.0
)

require (
	github.com/golang/protobuf v1.5.4 // indirect
	golang.org/x/net v0.22.0 // indirect
	golang.org/x/sys v0.18.0 // indirect
	golang.org/x/text v0.14.0 // indirect
	golang.org/x/tools v0.19.0 // indirect
	google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 // indirect
	google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 // indirect
)







MasterLab/example/reliablebroadcast/gorums/encoding.go

package gorums

import (
	"fmt"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/encoding/protowire"
	"google.golang.org/protobuf/proto"
	"google.golang.org/protobuf/reflect/protoreflect"
	"google.golang.org/protobuf/reflect/protoregistry"
)

// ContentSubtype is the subtype used by gorums when sending messages via gRPC.
const ContentSubtype = "gorums"

type gorumsMsgType uint8

const (
	requestType gorumsMsgType = iota + 1
	responseType
)

// Message encapsulates a protobuf message and metadata.
//
// This struct should be used by generated code only.
type Message struct {
	Metadata *ordering.Metadata
	Message  protoreflect.ProtoMessage
	msgType  gorumsMsgType
}

// newMessage creates a new Message struct for unmarshaling.
// msgType specifies the message type to be unmarshaled.
func newMessage(msgType gorumsMsgType) *Message {
	return &Message{Metadata: &ordering.Metadata{}, msgType: msgType}
}

// Codec is the gRPC codec used by gorums.
type Codec struct {
	marshaler   proto.MarshalOptions
	unmarshaler proto.UnmarshalOptions
}

// NewCodec returns a new Codec.
func NewCodec() *Codec {
	return &Codec{
		marshaler:   proto.MarshalOptions{AllowPartial: true},
		unmarshaler: proto.UnmarshalOptions{AllowPartial: true},
	}
}

// Name returns the name of the Codec.
func (c Codec) Name() string {
	return ContentSubtype
}

func (c Codec) String() string {
	return ContentSubtype
}

// Marshal marshals the message m into a byte slice.
func (c Codec) Marshal(m interface{}) (b []byte, err error) {
	switch msg := m.(type) {
	case *Message:
		return c.gorumsMarshal(msg)
	case protoreflect.ProtoMessage:
		return c.marshaler.Marshal(msg)
	default:
		return nil, fmt.Errorf("gorums: cannot marshal message of type '%T'", m)
	}
}

// gorumsMarshal marshals a metadata and a data message into a single byte slice.
func (c Codec) gorumsMarshal(msg *Message) (b []byte, err error) {
	mdSize := c.marshaler.Size(msg.Metadata)
	b = protowire.AppendVarint(b, uint64(mdSize))
	b, err = c.marshaler.MarshalAppend(b, msg.Metadata)
	if err != nil {
		return nil, err
	}

	msgSize := c.marshaler.Size(msg.Message)
	b = protowire.AppendVarint(b, uint64(msgSize))
	b, err = c.marshaler.MarshalAppend(b, msg.Message)
	if err != nil {
		return nil, err
	}
	return b, nil
}

// Unmarshal unmarshals a byte slice into m.
func (c Codec) Unmarshal(b []byte, m interface{}) (err error) {
	switch msg := m.(type) {
	case *Message:
		return c.gorumsUnmarshal(b, msg)
	case protoreflect.ProtoMessage:
		return c.unmarshaler.Unmarshal(b, msg)
	default:
		return fmt.Errorf("gorums: cannot unmarshal message of type '%T'", m)
	}
}

// gorumsUnmarshal extracts metadata and message data from b and places the result in msg.
func (c Codec) gorumsUnmarshal(b []byte, msg *Message) (err error) {
	// unmarshal metadata
	mdBuf, mdLen := protowire.ConsumeBytes(b)
	err = c.unmarshaler.Unmarshal(mdBuf, msg.Metadata)
	if err != nil {
		return err
	}

	// get method descriptor from registry
	desc, err := protoregistry.GlobalFiles.FindDescriptorByName(protoreflect.FullName(msg.Metadata.Method))
	if err != nil {
		// Cancellation is a special method that is not specified in the proto file.
		// it is used by the broadcast server to cancel a broadcast request and is
		// the msg.Message is empty and does not need marshalling.
		if msg.Metadata.Method == Cancellation {
			return nil
		}
		return err
	}
	methodDesc := desc.(protoreflect.MethodDescriptor)

	// get message name depending on whether we are creating a request or response message
	var messageName protoreflect.FullName
	switch msg.msgType {
	case requestType:
		messageName = methodDesc.Input().FullName()
	case responseType:
		messageName = methodDesc.Output().FullName()
	default:
		return fmt.Errorf("gorums: unknown message type %d", msg.msgType)
	}

	// now get the message type from the types registry
	msgType, err := protoregistry.GlobalTypes.FindMessageByName(messageName)
	if err != nil {
		return err
	}
	msg.Message = msgType.New().Interface()

	// unmarshal message
	msgBuf, _ := protowire.ConsumeBytes(b[mdLen:])
	return c.unmarshaler.Unmarshal(msgBuf, msg.Message)
}







MasterLab/example/reliablebroadcast/gorums/authentication/authentication_test.go

package authentication

import (
	"crypto/elliptic"
	"errors"
	"reflect"
	"testing"
)

func TestAuthentication(t *testing.T) {
	ec := New(elliptic.P256())
	_ = ec.GenerateKeys()
	err := ec.test()
	if err != nil {
		t.Error(err)
	}
}

func TestSignAndVerify(t *testing.T) {
	ec1 := New(elliptic.P256())
	err := ec1.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	ec2 := New(elliptic.P256())
	err = ec2.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	message := "This is a message"

	encodedMsg1, err := ec1.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	signature, err := ec1.Sign(encodedMsg1)
	if err != nil {
		t.Error(err)
	}
	pemEncodedPub, err := ec1.EncodePublic()
	if err != nil {
		t.Error(err)
	}

	encodedMsg2, err := ec2.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	ok, err := ec2.VerifySignature(pemEncodedPub, encodedMsg2, signature)
	if err != nil {
		t.Error(err)
	}
	if !ok {
		t.Error("signature not ok!")
	}
}

func TestVerifyWithWrongPubKey(t *testing.T) {
	ec1 := New(elliptic.P256())
	err := ec1.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	ec2 := New(elliptic.P256())
	err = ec2.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	message := "This is a message"
	encodedMsg1, err := ec1.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	signature, err := ec1.Sign(encodedMsg1)
	if err != nil {
		t.Error(err)
	}

	// encoding ec2 public key instead of ec1 (which was used in signing)
	pemEncodedPub, err := ec2.EncodePublic()
	if err != nil {
		t.Error(err)
	}

	encodedMsg2, err := ec2.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	ok, err := ec2.VerifySignature(pemEncodedPub, encodedMsg2, signature)
	if err != nil {
		t.Error(err)
	}
	if ok {
		t.Error("signature should not be ok!")
	}
}

// Can be used in _test.go
// Test encode, decode and test it with deep equal
func (ec *EllipticCurve) test() error {
	encPriv, err := ec.EncodePrivate()
	if err != nil {
		return err
	}
	encPub, err := ec.EncodePublic()
	if err != nil {
		return err
	}
	priv2, err := ec.DecodePrivate(encPriv)
	if err != nil {
		return err
	}
	pub2, err := ec.DecodePublic(encPub)
	if err != nil {
		return err
	}
	if !reflect.DeepEqual(ec.privateKey, priv2) {
		return errors.New("private keys do not match")
	}
	if !reflect.DeepEqual(ec.publicKey, pub2) {
		return errors.New("public keys do not match")
	}
	return nil
}







MasterLab/example/reliablebroadcast/gorums/authentication/authentication.go

package authentication

import (
	"bytes"
	"crypto/ecdsa"
	"crypto/elliptic"
	"crypto/rand"
	"crypto/sha256"
	"crypto/x509"
	"encoding/pem"
	"fmt"
	"net"
)

// Elliptic Curve Cryptography (ECC) is a key-based technique for encrypting data.
// ECC focuses on pairs of public and private keys for decryption and encryption of web traffic.
// ECC is frequently discussed in the context of the Rivest–Shamir–Adleman (RSA) cryptographic algorithm.
//
// https://pkg.go.dev/github.com/katzenpost/core/crypto/eddsa
type EllipticCurve struct {
	addr        net.Addr       // used to identify self
	pubKeyCurve elliptic.Curve // http://golang.org/pkg/crypto/elliptic/#P256
	privateKey  *ecdsa.PrivateKey
	publicKey   *ecdsa.PublicKey
}

// New EllipticCurve instance
func New(curve elliptic.Curve) *EllipticCurve {
	return &EllipticCurve{
		pubKeyCurve: curve,
		privateKey:  new(ecdsa.PrivateKey),
	}
}

// GenerateKeys EllipticCurve public and private keys
func (ec *EllipticCurve) GenerateKeys() error {
	privKey, err := ecdsa.GenerateKey(ec.pubKeyCurve, rand.Reader)
	if err != nil {
		return err
	}
	ec.privateKey = privKey
	ec.publicKey = &privKey.PublicKey
	return nil
}

// RegisterKeys EllipticCurve public and private keys
func (ec *EllipticCurve) RegisterKeys(addr net.Addr, privKey *ecdsa.PrivateKey, pubKey *ecdsa.PublicKey) {
	ec.addr = addr
	ec.privateKey = privKey
	ec.publicKey = pubKey
}

// Returns the EllipticCurve public and private keys
func (ec *EllipticCurve) Keys() (*ecdsa.PrivateKey, *ecdsa.PublicKey) {
	return ec.privateKey, ec.publicKey
}

// Returns the address
func (ec *EllipticCurve) Addr() string {
	return ec.addr.String()
}

// EncodePrivate private key
func (ec *EllipticCurve) EncodePrivate() (string, error) {
	encoded, err := x509.MarshalECPrivateKey(ec.privateKey)
	if err != nil {
		return "", err
	}
	pemEncoded := pem.EncodeToMemory(&pem.Block{Type: "EC PRIVATE KEY", Bytes: encoded})
	key := string(pemEncoded)
	return key, nil
}

// EncodePublic public key
func (ec *EllipticCurve) EncodePublic() (string, error) {
	encoded, err := x509.MarshalPKIXPublicKey(ec.publicKey)
	if err != nil {
		return "", err
	}
	pemEncodedPub := pem.EncodeToMemory(&pem.Block{Type: "PUBLIC KEY", Bytes: encoded})
	key := string(pemEncodedPub)
	return key, nil
}

// DecodePrivate private key
func (ec *EllipticCurve) DecodePrivate(pemEncodedPriv string) (*ecdsa.PrivateKey, error) {
	blockPriv, _ := pem.Decode([]byte(pemEncodedPriv))
	x509EncodedPriv := blockPriv.Bytes
	return x509.ParseECPrivateKey(x509EncodedPriv)
}

// DecodePublic public key
func (ec *EllipticCurve) DecodePublic(pemEncodedPub string) (*ecdsa.PublicKey, error) {
	blockPub, _ := pem.Decode([]byte(pemEncodedPub))
	if blockPub == nil {
		return nil, fmt.Errorf("invalid publicKey")
	}
	x509EncodedPub := blockPub.Bytes
	genericPublicKey, err := x509.ParsePKIXPublicKey(x509EncodedPub)
	publicKey := genericPublicKey.(*ecdsa.PublicKey)
	return publicKey, err
}

func (ec *EllipticCurve) Sign(msg []byte) ([]byte, error) {
	h := sha256.Sum256(msg)
	hash := h[:]
	signature, err := ecdsa.SignASN1(rand.Reader, ec.privateKey, hash)
	if err != nil {
		return nil, err
	}
	return signature, nil
}

func (ec *EllipticCurve) Hash(msg []byte) []byte {
	h := sha256.Sum256(msg)
	hash := h[:]
	return hash
}

// VerifySignature sign ecdsa style and verify signature
func (ec *EllipticCurve) VerifySignature(pemEncodedPub string, msg, signature []byte) (bool, error) {
	h := sha256.Sum256(msg)
	hash := h[:]
	pubKey, err := ec.DecodePublic(pemEncodedPub)
	if err != nil {
		return false, err
	}
	ok := ecdsa.VerifyASN1(pubKey, hash, signature)
	return ok, nil
}

// VerifySignature sign ecdsa style and verify signature
func (ec *EllipticCurve) SignAndVerify(privKey *ecdsa.PrivateKey, pubKey *ecdsa.PublicKey) ([]byte, bool, error) {
	h := sha256.Sum256([]byte("test"))
	hash := h[:]
	signature, err := ecdsa.SignASN1(rand.Reader, privKey, hash)
	if err != nil {
		return nil, false, err
	}
	ok := ecdsa.VerifyASN1(pubKey, hash, signature)
	return signature, ok, nil
}

func (ec *EllipticCurve) EncodeMsg(msg any) ([]byte, error) {
	return []byte(fmt.Sprintf("%v", msg)), nil
	/*var encodedMsg bytes.Buffer
	gob.Register(msg)
	enc := gob.NewEncoder(&encodedMsg)
	err := enc.Encode(msg)
	if err != nil {
		return nil, err
	}
	return encodedMsg.Bytes(), nil*/
}

func encodeMsg(msg any) ([]byte, error) {
	return []byte(fmt.Sprintf("%v", msg)), nil
}

func Verify(pemEncodedPub string, signature, digest []byte, msg any) (bool, error) {
	encodedMsg, err := encodeMsg(msg)
	if err != nil {
		return false, err
	}
	ec := New(elliptic.P256())
	h := sha256.Sum256(encodedMsg)
	hash := h[:]
	if !bytes.Equal(hash, digest) {
		return false, fmt.Errorf("wrong digest")
	}
	pubKey, err := ec.DecodePublic(pemEncodedPub)
	if err != nil {
		return false, err
	}
	ok := ecdsa.VerifyASN1(pubKey, hash, signature)
	return ok, nil
}







MasterLab/example/reliablebroadcast/gorums/go.mod

module github.com/relab/gorums

go 1.22.1

require (
	github.com/golang/protobuf v1.5.4
	github.com/google/go-cmp v0.6.0
	golang.org/x/sync v0.6.0
	golang.org/x/tools v0.19.0
	google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237
	google.golang.org/grpc v1.62.1
	google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0
	google.golang.org/protobuf v1.33.0
)

require (
	golang.org/x/mod v0.16.0 // indirect
	golang.org/x/net v0.22.0 // indirect
	golang.org/x/sys v0.18.0 // indirect
	golang.org/x/text v0.14.0 // indirect
)







MasterLab/example/reliablebroadcast/gorums/errors_test.go

package gorums

import (
	"context"
	"errors"
	"testing"
)

func TestQuorumCallErrorIs(t *testing.T) {
	tests := []struct {
		name   string
		err    error
		target error
		want   bool
	}{
		{
			name:   "SameCauseError",
			err:    QuorumCallError{cause: Incomplete},
			target: Incomplete,
			want:   true,
		},
		{
			name:   "SameCauseQCError",
			err:    QuorumCallError{cause: Incomplete},
			target: QuorumCallError{cause: Incomplete},
			want:   true,
		},
		{
			name:   "DifferentError",
			err:    QuorumCallError{cause: Incomplete},
			target: errors.New("incomplete call"),
			want:   false,
		},
		{
			name:   "DifferentQCError",
			err:    QuorumCallError{cause: Incomplete},
			target: QuorumCallError{cause: errors.New("incomplete call")},
			want:   false,
		},
		{
			name:   "ContextCanceled",
			err:    QuorumCallError{cause: context.Canceled},
			target: context.Canceled,
			want:   true,
		},
		{
			name:   "ContextCanceledQC",
			err:    QuorumCallError{cause: context.Canceled},
			target: QuorumCallError{cause: context.Canceled},
			want:   true,
		},
	}
	for _, tt := range tests {
		t.Run(tt.name, func(t *testing.T) {
			if got := errors.Is(tt.err, tt.target); got != tt.want {
				t.Errorf("QuorumCallError.Is(%v, %v) = %v, want %v", tt.err, tt.target, got, tt.want)
			}
		})
	}
}







MasterLab/example/reliablebroadcast/gorums/correctable.go

package gorums

import (
	"context"
	"sync"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// LevelNotSet is the zero value level used to indicate that no level (and
// thereby no reply) has been set for a correctable quorum call.
const LevelNotSet = -1

type watcher struct {
	level int
	ch    chan struct{}
}

// Correctable encapsulates the state of a correctable quorum call.
//
// This struct should be used by generated code only.
type Correctable struct {
	mu       sync.Mutex
	reply    protoreflect.ProtoMessage
	level    int
	err      error
	done     bool
	watchers []*watcher
	donech   chan struct{}
}

// Get returns the latest response, the current level, and the last error.
func (c *Correctable) Get() (protoreflect.ProtoMessage, int, error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.reply, c.level, c.err
}

// Done returns a channel that will close when the correctable call is completed.
func (c *Correctable) Done() <-chan struct{} {
	return c.donech
}

// Watch returns a channel that will close when the correctable call has reached a specified level.
func (c *Correctable) Watch(level int) <-chan struct{} {
	ch := make(chan struct{})
	c.mu.Lock()
	defer c.mu.Unlock()
	if level <= c.level {
		close(ch)
		return ch
	}
	c.watchers = append(c.watchers, &watcher{level, ch})
	return ch
}

func (c *Correctable) set(reply protoreflect.ProtoMessage, level int, err error, done bool) {
	c.mu.Lock()
	defer c.mu.Unlock()
	if c.done {
		panic("set(...) called on a done correctable")
	}
	c.reply, c.level, c.err, c.done = reply, level, err, done
	if done {
		close(c.donech)
		for _, watcher := range c.watchers {
			if watcher != nil {
				close(watcher.ch)
			}
		}
		return
	}
	for i := range c.watchers {
		if c.watchers[i] != nil && c.watchers[i].level <= level {
			close(c.watchers[i].ch)
			c.watchers[i] = nil
		}
	}
}

// CorrectableCallData contains data for making a correctable quorum call.
//
// This struct should only be used by generated code.
type CorrectableCallData struct {
	Message        protoreflect.ProtoMessage
	Method         string
	PerNodeArgFn   func(protoreflect.ProtoMessage, uint32) protoreflect.ProtoMessage
	QuorumFunction func(protoreflect.ProtoMessage, map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool)
	ServerStream   bool
}

type correctableCallState struct {
	md              *ordering.Metadata
	data            CorrectableCallData
	replyChan       <-chan response
	expectedReplies int
}

// CorrectableCall starts a new correctable quorum call and returns a new Correctable object.
//
// This method should only be used by generated code.
func (c RawConfiguration) CorrectableCall(ctx context.Context, d CorrectableCallData) *Correctable {
	expectedReplies := len(c)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method}

	replyChan := make(chan response, expectedReplies)
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				expectedReplies--
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}}, replyChan, d.ServerStream)
	}

	corr := &Correctable{donech: make(chan struct{}, 1)}

	go c.handleCorrectableCall(ctx, corr, correctableCallState{
		md:              md,
		data:            d,
		replyChan:       replyChan,
		expectedReplies: expectedReplies,
	})

	return corr
}

func (c RawConfiguration) handleCorrectableCall(ctx context.Context, corr *Correctable, state correctableCallState) {
	var (
		resp    protoreflect.ProtoMessage
		errs    []nodeError
		rlevel  int
		clevel  = LevelNotSet
		quorum  bool
		replies = make(map[uint32]protoreflect.ProtoMessage)
	)

	if state.data.ServerStream {
		for _, n := range c {
			defer n.channel.deleteRouter(state.md.MessageID)
		}
	}

	for {
		select {
		case r := <-state.replyChan:
			if r.err != nil {
				errs = append(errs, nodeError{nodeID: r.nid, cause: r.err})
				break
			}
			replies[r.nid] = r.msg
			if resp, rlevel, quorum = state.data.QuorumFunction(state.data.Message, replies); quorum {
				if quorum {
					corr.set(r.msg, rlevel, nil, true)
					return
				}
				if rlevel > clevel {
					clevel = rlevel
					corr.set(r.msg, rlevel, nil, false)
				}
			}
		case <-ctx.Done():
			corr.set(resp, clevel, QuorumCallError{cause: ctx.Err(), errors: errs, replies: len(replies)}, true)
			return
		}
		if (state.data.ServerStream && len(errs) == state.expectedReplies) ||
			(!state.data.ServerStream && len(errs)+len(replies) == state.expectedReplies) {
			corr.set(resp, clevel, QuorumCallError{cause: Incomplete, errors: errs, replies: len(replies)}, true)
			return
		}
	}
}







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/msgs/msgs.proto

syntax = "proto3";

package gorums.testprotos.msgs;
option go_package = "github.com/relab/gorums/internal/testprotos/msgs";

message Request { string Value = 1; }
message Response { int64 Result = 1; }
message MyResponse { string Value = 1; }







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/failing/reservednames/reserved.proto

// Test that Gorums will stop code generation if one of the
// reserved Gorums types are used as a message type.

syntax = "proto3";
package gorums.testprotos.failing.reservednames;
option go_package = "github.com/relab/gorums/internal/testprotos/failing/reservednames";

import "gorums.proto";

service Reserved {
  rpc ConfTest(Configuration) returns (Manager) {}
  rpc QuorumCall(Configuration) returns (Manager) {
    option (gorums.quorumcall) = true;
  }
}

message Configuration { string Conf = 1; }
message Manager { string Mgr = 1; }







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/failing_test.go

package testprotos_test

import (
	"testing"

	"github.com/relab/gorums/internal/protoc"
)

func TestFailingProtoFiles(t *testing.T) {
	out, err := protoc.Run("sourceRelative", "failing/reservednames/reserved.proto")
	if err == nil {
		t.Fatalf("expected protoc to fail with:\n%s", out)
	}
}







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/calltypes/zorums/stability_test.go

package zorums_test

import (
	"io"
	"os"
	"os/exec"
	"path/filepath"
	"testing"

	"github.com/relab/gorums/internal/protoc"
)

// TestGorumsStability runs protoc twice on the same proto file that captures all
// variations of Gorums specific code generation. The test objective is to discover
// if the output changes between runs over the same proto file.
func TestGorumsStability(t *testing.T) {
	_, err := protoc.Run("sourceRelative", "zorums.proto")
	if err != nil {
		t.Fatal(err)
	}
	dir1 := t.TempDir()
	moveFiles(t, "zorums*.pb.go", dir1)

	_, err = protoc.Run("sourceRelative", "zorums.proto")
	if err != nil {
		t.Fatal(err)
	}
	dir2 := t.TempDir()
	moveFiles(t, "zorums*.pb.go", dir2)

	out, _ := exec.Command("diff", dir1, dir2).CombinedOutput()
	// checking only 'out' here; err would only show exit status 1 if output is different
	if string(out) != "" {
		t.Errorf("unexpected instability; observed changes between protoc runs:\n%s", string(out))
	}
}

// moveFiles moves files matching glob to toDir.
func moveFiles(t *testing.T, glob, toDir string) {
	t.Helper()
	matches, err := filepath.Glob(glob)
	if err != nil {
		t.Fatal(err)
	}
	for _, m := range matches {
		moveFile(t, m, filepath.Join(toDir, m))
	}
}

func moveFile(t *testing.T, from, to string) {
	t.Helper()
	err := os.Rename(from, to)
	if err != nil {
		// Rename may fail if renaming across devices, so try copy instead
		s, err := os.Stat(from)
		if err != nil {
			t.Fatal(err)
		}
		fromFile, err := os.Open(from)
		if err != nil {
			t.Fatal(err)
		}
		toFile, err := os.OpenFile(to, os.O_CREATE|os.O_TRUNC|os.O_WRONLY, s.Mode())
		if err != nil {
			t.Fatal(err)
		}
		_, err = io.Copy(toFile, fromFile)
		if err != nil {
			t.Fatal(err)
		}
		err = os.Remove(from)
		if err != nil {
			t.Fatal(err)
		}
	}
}







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/calltypes/zorums/zorums.proto

// Copy of dev/zorums.proto

syntax = "proto3";
package gorums.testprotos.calltypes.zorums;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/zorums";

import "gorums.proto";
import "google/protobuf/empty.proto";

message Request { string Value = 1; }
message Response { int64 Result = 1; }
message MyResponse { string Value = 1; }

// ZorumsService is not meant to be implemented.
// The zorums generated code is placed alongside Gorums static code files
// (without the zorums prefix) because they depend on the generated code.
// The generated code must pass compilation, but no further tests are performed.
// Other tests are provided to test the actual generated code.
// The RPCs in this service aims to test various uses of Gorums's
// options and call types, including imported message types and
// multiple RPCs reusing the same input and output types.
service ZorumsService {

  // GRPCCall plain gRPC call; testing that Gorums can ignore these, but that
  // they are added to the _grpc.pb.go generated file.
  rpc GRPCCall(Request) returns (Response) {}

  // ---------------------------------------------------------------
  // QuorumCall variants
  // ---------------------------------------------------------------

  // QuorumCall plain.
  rpc QuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCall with per_node_arg option.
  rpc QuorumCallPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCall with custom_return_type option.
  rpc QuorumCallCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallCombo with all supported options.
  rpc QuorumCallCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallEmpty for testing imported message type.
  rpc QuorumCallEmpty(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCallEmpty2 for testing imported message type.
  rpc QuorumCallEmpty2(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
  }

  // ------------------------------------------------------------------
  // Multicast variants
  // The multicast call type does not support the 'custom_return_type'
  // option since multicast is one-way and so it doesn't make sense to
  // operate on response types.
  // ------------------------------------------------------------------

  // Multicast plain. Response type is not needed here.
  rpc Multicast(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // MulticastPerNodeArg with per_node_arg option.
  rpc MulticastPerNodeArg(Request) returns (Response) {
    option (gorums.multicast) = true;
    option (gorums.per_node_arg) = true;
  }
  // Multicast2 is testing whether multiple streams work.
  rpc Multicast2(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // Multicast3 is testing imported message type.
  rpc Multicast3(Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
  // Multicast4 is testing imported message type.
  rpc Multicast4(google.protobuf.Empty) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }

  // ---------------------------------------------------------------
  // Async variants
  // ---------------------------------------------------------------

  // QuorumCallAsync plain.
  rpc QuorumCallAsync(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncPerNodeArg with per_node_arg option.
  rpc QuorumCallAsyncPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCallAsyncCustomReturnType with custom_return_type option.
  rpc QuorumCallAsyncCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsyncCombo with all supported options.
  rpc QuorumCallAsyncCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsync2 plain; with same return type: Response.
  rpc QuorumCallAsync2(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty for testing imported message type.
  rpc QuorumCallAsyncEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty2 for testing imported message type; with same return
  // type as QuorumCallAsync: Response.
  rpc QuorumCallAsyncEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  // ---------------------------------------------------------------
  // Correctable variants
  // ---------------------------------------------------------------

  // Correctable plain.
  rpc Correctable(Request) returns (Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectablePerNodeArg(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableCustomReturnType(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableCombo(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // CorrectableStream variants
  // ---------------------------------------------------------------

  // CorrectableStream plain.
  rpc CorrectableStream(Request) returns (stream Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectableStreamPerNodeArg(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableStreamCustomReturnType(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableStreamCombo(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableStreamEmpty(Request) returns (stream google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableStreamEmpty2(google.protobuf.Empty) returns (stream Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // Unicast
  // ---------------------------------------------------------------

  rpc Unicast(Request) returns (Response) { option (gorums.unicast) = true; }

  rpc Unicast2(Request) returns (google.protobuf.Empty) {
    option (gorums.unicast) = true;
  }
}







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/calltypes/async/async.proto

// Test that Gorums can generate a single asynchronous quorum call method.

syntax = "proto3";
package gorums.testprotos.calltypes.async;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/async";

import "gorums.proto";

service AsyncQuorumCall {
  rpc AsyncQuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
}

message Request { string Value = 1; }
message Response { int64 Result = 1; }







MasterLab/example/reliablebroadcast/gorums/internal/testprotos/calltypes/importmsgs/importmsgs.proto

// Test that Gorums can generate a single quorum call method.

syntax = "proto3";
package gorums.testprotos.calltypes.quorumcall;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/quorumcall";

import "gorums.proto";
import "internal/testprotos/msgs/msgs.proto";

service QuorumCall {
  rpc QuorumCall(msgs.Request) returns (msgs.Response) {
    option (gorums.quorumcall) = true;
  }
}
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// Test that Gorums can generate a single quorum call method.

syntax = "proto3";
package gorums.testprotos.calltypes.quorumcall;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/quorumcall";

import "gorums.proto";

service QuorumCall {
  rpc QuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
}

message Request { string Value = 1; }
message Response { int64 Result = 1; }
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// Test that Gorums can generate a single multicast method.

syntax = "proto3";
package gorums.testprotos.calltypes.multicast;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/multicast";

import "gorums.proto";
import "google/protobuf/empty.proto";

service Multicast {
  rpc Multicast(stream Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // MulticastEmpty is testing imported message type.
  rpc MulticastEmpty(stream Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
}

message Request { string Value = 1; }
message Response { int64 Result = 1; }
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package testprotos_test

import (
	"os"
	"os/exec"
	"path/filepath"
	"strings"
	"testing"

	"github.com/relab/gorums/internal/protoc"
)

var skipDirs = map[string]struct{}{
	"failing": {},
	"zorums":  {},
}

// TestGenerateProtoFiles generates single RPC calls for different call types.
func TestGenerateProtoFiles(t *testing.T) {
	taskFn := func(suffix string, task func(path string) error) func(string, os.FileInfo, error) error {
		return func(path string, info os.FileInfo, err error) error {
			if err != nil {
				return err
			}
			if _, ok := skipDirs[info.Name()]; ok && info.IsDir() {
				return filepath.SkipDir
			}
			if !info.IsDir() && strings.HasSuffix(info.Name(), suffix) {
				return task(path)
			}
			return nil
		}
	}
	err := filepath.Walk(".",
		taskFn(".pb.go", func(path string) error {
			return os.Remove(path)
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}

	err = filepath.Walk(".",
		taskFn(".proto", func(path string) error {
			_, err := protoc.Run("sourceRelative", path)
			return err
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}

	// build the packages with .pb.go files to check they compile
	alreadyBuilt := make(map[string]struct{})
	err = filepath.Walk(".",
		taskFn(".pb.go", func(path string) error {
			dir := filepath.Dir(path)
			if _, ok := alreadyBuilt[dir]; ok {
				return nil
			}
			alreadyBuilt[dir] = struct{}{}
			return build(t, dir)
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}

	err = filepath.Walk(".",
		taskFn(".pb.go", func(path string) error {
			return os.Remove(path)
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}
}

func build(t *testing.T, path string) error {
	t.Helper()
	cmd := exec.Command("go", "build")
	cmd.Dir = path
	out, err := cmd.CombinedOutput()
	if string(out) != "" {
		t.Log(strings.TrimSpace(string(out)))
	}
	if err != nil {
		return err
	}
	return nil
}
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package protoc

import (
	"os/exec"
	"strings"
)

// Run runs the protoc generator, using either sourceRelative or module compileType,
// with additional arguments, the last of which should be the proto filename.
func Run(compileType string, args ...string) (string, error) {
	cmd := exec.Command("protoc", "-I.:"+repoRoot())
	cmd.Args = append(cmd.Args, protoArgs[compileType]...)
	cmd.Args = append(cmd.Args, args...)
	out, err := cmd.CombinedOutput()
	return string(out), err
}

var protoArgs = map[string][]string{
	"sourceRelative": {
		"--go_out=paths=source_relative:.",
		"--gorums_out=paths=source_relative:.",
	},
	"module": {
		"--go_out=.",
		"--go_opt=module=" + modulePath(),
		"--gorums_out=.",
		"--gorums_opt=module=" + modulePath(),
	},
}

// repoRoot returns the repository root.
func repoRoot() string {
	out, err := exec.Command("git", "rev-parse", "--show-toplevel").CombinedOutput()
	check(err)
	return strings.TrimSpace(string(out))
}

// modulePath return the module's path.
func modulePath() string {
	cmd := exec.Command("go", "list", "-m", "-f", "{{.Path}}")
	cmd.Dir = repoRoot()
	out, err := cmd.CombinedOutput()
	check(err)
	return strings.TrimSpace(string(out))
}

func check(err error) {
	if err != nil {
		panic(err)
	}
}
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syntax = "proto3";

package correctable;
option go_package = "github.com/relab/gorums/internal/correctable";

import "google/protobuf/descriptor.proto";

// These fields are used by the gorums plugin to describe
// correctable types. They are not meant to be used elsewhere.
extend google.protobuf.MethodOptions {
  bool correctable = 6200;
  bool correctable_stream = 6201;
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: internal/correctable/opts.proto

package correctable

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	descriptorpb "google.golang.org/protobuf/types/descriptorpb"
	reflect "reflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

var file_internal_correctable_opts_proto_extTypes = []protoimpl.ExtensionInfo{
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         6200,
		Name:          "correctable.correctable",
		Tag:           "varint,6200,opt,name=correctable",
		Filename:      "internal/correctable/opts.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         6201,
		Name:          "correctable.correctable_stream",
		Tag:           "varint,6201,opt,name=correctable_stream",
		Filename:      "internal/correctable/opts.proto",
	},
}

// Extension fields to descriptorpb.MethodOptions.
var (
	// optional bool correctable = 6200;
	E_Correctable = &file_internal_correctable_opts_proto_extTypes[0]
	// optional bool correctable_stream = 6201;
	E_CorrectableStream = &file_internal_correctable_opts_proto_extTypes[1]
)

var File_internal_correctable_opts_proto protoreflect.FileDescriptor

var file_internal_correctable_opts_proto_rawDesc = []byte{
	0x0a, 0x1f, 0x69, 0x6e, 0x74, 0x65, 0x72, 0x6e, 0x61, 0x6c, 0x2f, 0x63, 0x6f, 0x72, 0x72, 0x65,
	0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2f, 0x6f, 0x70, 0x74, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x12, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x1a, 0x20,
	0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f,
	0x64, 0x65, 0x73, 0x63, 0x72, 0x69, 0x70, 0x74, 0x6f, 0x72, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x3a, 0x41, 0x0a, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xb8, 0x30, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61,
	0x62, 0x6c, 0x65, 0x3a, 0x4e, 0x0a, 0x12, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62,
	0x6c, 0x65, 0x5f, 0x73, 0x74, 0x72, 0x65, 0x61, 0x6d, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67,
	0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68,
	0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xb9, 0x30, 0x20, 0x01, 0x28, 0x08,
	0x52, 0x11, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53, 0x74, 0x72,
	0x65, 0x61, 0x6d, 0x42, 0x2e, 0x5a, 0x2c, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f,
	0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x69,
	0x6e, 0x74, 0x65, 0x72, 0x6e, 0x61, 0x6c, 0x2f, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61,
	0x62, 0x6c, 0x65, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var file_internal_correctable_opts_proto_goTypes = []interface{}{
	(*descriptorpb.MethodOptions)(nil), // 0: google.protobuf.MethodOptions
}
var file_internal_correctable_opts_proto_depIdxs = []int32{
	0, // 0: correctable.correctable:extendee -> google.protobuf.MethodOptions
	0, // 1: correctable.correctable_stream:extendee -> google.protobuf.MethodOptions
	2, // [2:2] is the sub-list for method output_type
	2, // [2:2] is the sub-list for method input_type
	2, // [2:2] is the sub-list for extension type_name
	0, // [0:2] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_internal_correctable_opts_proto_init() }
func file_internal_correctable_opts_proto_init() {
	if File_internal_correctable_opts_proto != nil {
		return
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_internal_correctable_opts_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   0,
			NumExtensions: 2,
			NumServices:   0,
		},
		GoTypes:           file_internal_correctable_opts_proto_goTypes,
		DependencyIndexes: file_internal_correctable_opts_proto_depIdxs,
		ExtensionInfos:    file_internal_correctable_opts_proto_extTypes,
	}.Build()
	File_internal_correctable_opts_proto = out.File
	file_internal_correctable_opts_proto_rawDesc = nil
	file_internal_correctable_opts_proto_goTypes = nil
	file_internal_correctable_opts_proto_depIdxs = nil
}
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// Package version records versioning information about this module.
package version

import (
	"fmt"
	"strings"
)

// These constants determine the current version of this module.
//
// Steps for cutting a new release is described in doc/release-guide.md.
const (
	Major      = 0
	Minor      = 7
	Patch      = 0
	PreRelease = "devel"
)

// String formats the version string for this module in semver format.
//
// Examples:
//	v1.20.1
//	v1.21.0-rc.1
func String() string {
	v := fmt.Sprintf("v%d.%d.%d", Major, Minor, Patch)
	if PreRelease != "" {
		v += "-" + PreRelease

		// TODO: Add metadata about the commit or build hash.
		// See https://golang.org/issue/29814
		// See https://golang.org/issue/33533
		// See https://github.com/golang/go/issues/37475
		var metadata string
		if strings.Contains(PreRelease, "devel") && metadata != "" {
			v += "+" + metadata
		}
	}
	return v
}
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/*
 *
 * Copyright 2017 gRPC authors.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 *     http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 *
 */

package leakcheck

import (
	"fmt"
	"strings"
	"testing"
	"time"
)

type testErrorfer struct {
	errorCount int
	errors     []string
}

func (e *testErrorfer) Errorf(format string, args ...interface{}) {
	e.errors = append(e.errors, fmt.Sprintf(format, args...))
	e.errorCount++
}

func TestCheck(t *testing.T) {
	const leakCount = 3
	for i := 0; i < leakCount; i++ {
		go func() { time.Sleep(2 * time.Second) }()
	}
	if ig := interestingGoroutines(); len(ig) == 0 {
		t.Error("blah")
	}
	e := &testErrorfer{}
	check(e, time.Second)
	if e.errorCount != leakCount {
		t.Errorf("check found %v leaks, want %v leaks", e.errorCount, leakCount)
		t.Logf("leaked goroutines:\n%v", strings.Join(e.errors, "\n"))
	}
	check(t, 3*time.Second)
}

func ignoredTestingLeak(d time.Duration) {
	time.Sleep(d)
}

func TestCheckRegisterIgnore(t *testing.T) {
	RegisterIgnoreGoroutine("ignoredTestingLeak")
	const leakCount = 3
	for i := 0; i < leakCount; i++ {
		go func() { time.Sleep(2 * time.Second) }()
	}
	go func() { ignoredTestingLeak(3 * time.Second) }()
	if ig := interestingGoroutines(); len(ig) == 0 {
		t.Error("blah")
	}
	e := &testErrorfer{}
	check(e, time.Second)
	if e.errorCount != leakCount {
		t.Errorf("check found %v leaks, want %v leaks", e.errorCount, leakCount)
		t.Logf("leaked goroutines:\n%v", strings.Join(e.errors, "\n"))
	}
	check(t, 3*time.Second)
}
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/*
 *
 * Copyright 2017 gRPC authors.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 *     http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 *
 */

// Package leakcheck contains functions to check leaked goroutines.
//
// Call "defer leakcheck.Check(t)" at the beginning of tests.
package leakcheck

import (
	"runtime"
	"sort"
	"strings"
	"time"
)

var goroutinesToIgnore = []string{
	"testing.Main(",
	"testing.tRunner(",
	"testing.(*M).",
	"runtime.goexit",
	"created by runtime.gc",
	"created by runtime/trace.Start",
	"interestingGoroutines",
	"runtime.MHeap_Scavenger",
	"signal.signal_recv",
	"sigterm.handler",
	"runtime_mcall",
	"(*loggingT).flushDaemon",
	"goroutine in C code",
}

// RegisterIgnoreGoroutine appends s into the ignore goroutine list. The
// goroutines whose stack trace contains s will not be identified as leaked
// goroutines. Not thread-safe, only call this function in init().
func RegisterIgnoreGoroutine(s string) {
	goroutinesToIgnore = append(goroutinesToIgnore, s)
}

func ignore(g string) bool {
	sl := strings.SplitN(g, "\n", 2)
	if len(sl) != 2 {
		return true
	}
	stack := strings.TrimSpace(sl[1])
	if strings.HasPrefix(stack, "testing.RunTests") {
		return true
	}

	if stack == "" {
		return true
	}

	for _, s := range goroutinesToIgnore {
		if strings.Contains(stack, s) {
			return true
		}
	}

	return false
}

// interestingGoroutines returns all goroutines we care about for the purpose of
// leak checking. It excludes testing or runtime ones.
func interestingGoroutines() (gs []string) {
	buf := make([]byte, 2<<20)
	buf = buf[:runtime.Stack(buf, true)]
	for _, g := range strings.Split(string(buf), "\n\n") {
		if !ignore(g) {
			gs = append(gs, g)
		}
	}
	sort.Strings(gs)
	return
}

// Errorfer is the interface that wraps the Errorf method. It's a subset of
// testing.TB to make it easy to use Check.
type Errorfer interface {
	Errorf(format string, args ...interface{})
}

func check(efer Errorfer, timeout time.Duration) {
	// Loop, waiting for goroutines to shut down.
	// Wait up to timeout, but finish as quickly as possible.
	deadline := time.Now().Add(timeout)
	var leaked []string
	for time.Now().Before(deadline) {
		if leaked = interestingGoroutines(); len(leaked) == 0 {
			return
		}
		time.Sleep(50 * time.Millisecond)
	}
	for _, g := range leaked {
		efer.Errorf("Leaked goroutine: %v", g)
	}
}

// Check looks at the currently-running goroutines and checks if there are any
// interestring (created by gRPC) goroutines leaked. It waits up to 10 seconds
// in the error cases.
func Check(efer Errorfer) {
	check(efer, 10*time.Second)
}
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package benchmark

import (
	context "context"
	"regexp"
	"runtime"
	"sort"
	"sync/atomic"
	"time"

	"golang.org/x/sync/errgroup"
)

// Options controls different options for the benchmarks
type Options struct {
	Concurrent int           // Number of concurrent calls
	Duration   time.Duration // Duration of benchmark
	MaxAsync   int           // Max async calls at once
	NumNodes   int           // Number of nodes to include in configuration
	Payload    int           // Size of message payload
	QuorumSize int           // Number of messages to wait for
	Warmup     time.Duration // Warmup time
	Remote     bool          // Whether the servers are remote (true) or local (false)
}

// Bench is a Benchmark with a name and description
type Bench struct {
	Name        string
	Description string
	runBench    benchFunc
}

type (
	benchFunc   func(Options) (*Result, error)
	qcFunc      func(context.Context, *Echo) (*Echo, error)
	asyncQCFunc func(context.Context, *Echo) *AsyncEcho
	serverFunc  func(context.Context, *TimedMsg)
)

func runQCBenchmark(opts Options, cfg *Configuration, f qcFunc) (*Result, error) {
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	msg := &Echo{Payload: make([]byte, opts.Payload)}
	s := &Stats{}
	var g errgroup.Group

	for n := 0; n < opts.Concurrent; n++ {
		g.Go(func() error {
			warmupEnd := time.Now().Add(opts.Warmup)
			for !time.Now().After(warmupEnd) {
				_, err := f(ctx, msg)
				if err != nil {
					return err
				}
			}
			return nil
		})
	}

	err := g.Wait()
	if err != nil {
		return nil, err
	}

	if opts.Remote {
		_, err := cfg.StartBenchmark(ctx, &StartRequest{})
		if err != nil {
			return nil, err
		}
	}

	s.Start()
	for n := 0; n < opts.Concurrent; n++ {
		g.Go(func() error {
			endTime := time.Now().Add(opts.Duration)
			for !time.Now().After(endTime) {
				start := time.Now()
				_, err := f(ctx, msg)
				if err != nil {
					return err
				}
				s.AddLatency(time.Since(start))
			}
			return nil
		})
	}

	err = g.Wait()
	s.End()
	if err != nil {
		return nil, err
	}

	result := s.GetResult()
	if opts.Remote {
		memStats, err := cfg.StopBenchmark(ctx, &StopRequest{})
		if err != nil {
			return nil, err
		}
		result.ServerStats = memStats.MemoryStats
	}

	return result, nil
}

func runAsyncQCBenchmark(opts Options, cfg *Configuration, f asyncQCFunc) (*Result, error) {
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	msg := &Echo{Payload: make([]byte, opts.Payload)}
	s := &Stats{}
	var g errgroup.Group

	warmupEnd := time.Now().Add(opts.Warmup)
	var async uint64

	var warmupFunc func() error
	warmupFunc = func() error {
		for ; !time.Now().After(warmupEnd) && atomic.LoadUint64(&async) < uint64(opts.MaxAsync); atomic.AddUint64(&async, 1) {
			fut := f(ctx, msg)
			g.Go(func() error {
				_, err := fut.Get()
				if err != nil {
					return err
				}
				atomic.AddUint64(&async, ^uint64(0))
				_ = warmupFunc()
				return nil
			})
		}
		return nil
	}

	for n := 0; n < opts.Concurrent; n++ {
		g.Go(warmupFunc)
	}
	err := g.Wait()
	if err != nil {
		return nil, err
	}

	if opts.Remote {
		_, err := cfg.StartBenchmark(ctx, &StartRequest{})
		if err != nil {
			return nil, err
		}
	}

	endTime := time.Now().Add(opts.Duration)
	var benchmarkFunc func() error
	benchmarkFunc = func() error {
		for ; !time.Now().After(endTime) && atomic.LoadUint64(&async) < uint64(opts.MaxAsync); atomic.AddUint64(&async, 1) {
			start := time.Now()
			fut := f(ctx, msg)
			g.Go(func() error {
				_, err := fut.Get()
				if err != nil {
					return err
				}
				s.AddLatency(time.Since(start))
				atomic.AddUint64(&async, ^uint64(0))
				_ = benchmarkFunc()
				return nil
			})
		}
		return nil
	}

	s.Start()
	for n := 0; n < opts.Concurrent; n++ {
		g.Go(benchmarkFunc)
	}
	err = g.Wait()
	s.End()
	if err != nil {
		return nil, err
	}

	result := s.GetResult()
	if opts.Remote {
		memStats, err := cfg.StopBenchmark(ctx, &StopRequest{})
		if err != nil {
			return nil, err
		}
		result.ServerStats = memStats.MemoryStats
	}

	return result, nil
}

func runServerBenchmark(opts Options, cfg *Configuration, f serverFunc) (*Result, error) {
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	payload := make([]byte, opts.Payload)
	var g errgroup.Group
	var start runtime.MemStats
	var end runtime.MemStats

	benchmarkFunc := func(stopTime time.Time) {
		for !time.Now().After(stopTime) {
			msg := &TimedMsg{SendTime: time.Now().UnixNano(), Payload: payload}
			f(ctx, msg)
		}
	}

	warmupEnd := time.Now().Add(opts.Warmup)
	for n := 0; n < opts.Concurrent; n++ {
		go benchmarkFunc(warmupEnd)
	}
	err := g.Wait()
	if err != nil {
		return nil, err
	}

	_, err = cfg.StartServerBenchmark(ctx, &StartRequest{})
	if err != nil {
		return nil, err
	}

	runtime.ReadMemStats(&start)
	endTime := time.Now().Add(opts.Duration)
	for n := 0; n < opts.Concurrent; n++ {
		benchmarkFunc(endTime)
	}
	err = g.Wait()
	if err != nil {
		return nil, err
	}
	runtime.ReadMemStats(&end)

	resp, err := cfg.StopServerBenchmark(ctx, &StopRequest{})
	if err != nil {
		return nil, err
	}

	clientAllocs := (end.Mallocs - start.Mallocs) / resp.TotalOps
	clientMem := (end.TotalAlloc - start.TotalAlloc) / resp.TotalOps

	resp.AllocsPerOp = clientAllocs
	resp.MemPerOp = clientMem
	return resp, nil
}

// GetBenchmarks returns a list of Benchmarks that can be performed on the configuration
func GetBenchmarks(cfg *Configuration) []Bench {
	m := []Bench{
		{
			Name:        "QuorumCall",
			Description: "NodeStream based quorum call implementation with FIFO ordering",
			runBench:    func(opts Options) (*Result, error) { return runQCBenchmark(opts, cfg, cfg.QuorumCall) },
		},
		{
			Name:        "AsyncQuorumCall",
			Description: "NodeStream based async quorum call implementation with FIFO ordering",
			runBench:    func(opts Options) (*Result, error) { return runAsyncQCBenchmark(opts, cfg, cfg.AsyncQuorumCall) },
		},
		{
			Name:        "SlowServer",
			Description: "Quorum Call with a 10s processing time on the server",
			runBench:    func(opts Options) (*Result, error) { return runQCBenchmark(opts, cfg, cfg.SlowServer) },
		},
		{
			Name:        "Multicast",
			Description: "NodeStream based multicast implementation (servers measure latency and throughput)",
			runBench: func(opts Options) (*Result, error) {
				return runServerBenchmark(opts, cfg, func(ctx context.Context, msg *TimedMsg) { cfg.Multicast(ctx, msg) })
			},
		},
	}
	return m
}

// RunBenchmarks runs all the benchmarks that match the given regex with the given options
func RunBenchmarks(benchRegex *regexp.Regexp, options Options, cfg *Configuration) ([]*Result, error) {
	benchmarks := GetBenchmarks(cfg)
	var results []*Result
	for _, b := range benchmarks {
		if benchRegex.MatchString(b.Name) {
			result, err := b.runBench(options)
			if err != nil {
				return nil, err
			}
			result.Name = b.Name
			i := sort.Search(len(results), func(i int) bool {
				return results[i].Name >= result.Name
			})
			results = append(results, nil)
			copy(results[i+1:], results[i:])
			results[i] = result
		}
	}
	return results, nil
}







MasterLab/example/reliablebroadcast/gorums/benchmark/benchmark.proto

syntax = "proto3";

package benchmark;

option go_package = "github.com/relab/gorums/benchmark";

import "google/protobuf/empty.proto";

import "gorums.proto";

message Echo { bytes payload = 1; }

message TimedMsg {
  int64 SendTime = 1;
  bytes payload = 2;
}

message StartRequest {}

message StartResponse {}

message StopRequest {}

message Result {
  string Name = 1;
  uint64 TotalOps = 2;
  int64 TotalTime = 3;
  double Throughput = 4;
  double LatencyAvg = 5;
  double LatencyVar = 6;
  uint64 AllocsPerOp = 7;
  uint64 MemPerOp = 8;
  repeated MemoryStat ServerStats = 9;
}

message MemoryStat {
  uint64 Allocs = 1;
  uint64 Memory = 2;
}

message MemoryStatList { repeated MemoryStat MemoryStats = 1; }

service Benchmark {
  rpc StartServerBenchmark(StartRequest) returns (StartResponse) {
    option (gorums.quorumcall) = true;
  }

  rpc StopServerBenchmark(StopRequest) returns (Result) {
    option (gorums.quorumcall) = true;
  }

  rpc StartBenchmark(StartRequest) returns (StartResponse) {
    option (gorums.quorumcall) = true;
  }

  rpc StopBenchmark(StopRequest) returns (MemoryStat) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MemoryStatList";
  }

  // benchmarks
  rpc QuorumCall(Echo) returns (Echo) { option (gorums.quorumcall) = true; }

  rpc AsyncQuorumCall(Echo) returns (Echo) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  rpc SlowServer(Echo) returns (Echo) { option (gorums.quorumcall) = true; }

  rpc Multicast(TimedMsg) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
}







MasterLab/example/reliablebroadcast/gorums/benchmark/benchmark.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: benchmark/benchmark.proto

package benchmark

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Echo struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Payload []byte `protobuf:"bytes,1,opt,name=payload,proto3" json:"payload,omitempty"`
}

func (x *Echo) Reset() {
	*x = Echo{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Echo) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Echo) ProtoMessage() {}

func (x *Echo) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Echo.ProtoReflect.Descriptor instead.
func (*Echo) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{0}
}

func (x *Echo) GetPayload() []byte {
	if x != nil {
		return x.Payload
	}
	return nil
}

type TimedMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	SendTime int64  `protobuf:"varint,1,opt,name=SendTime,proto3" json:"SendTime,omitempty"`
	Payload  []byte `protobuf:"bytes,2,opt,name=payload,proto3" json:"payload,omitempty"`
}

func (x *TimedMsg) Reset() {
	*x = TimedMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *TimedMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*TimedMsg) ProtoMessage() {}

func (x *TimedMsg) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use TimedMsg.ProtoReflect.Descriptor instead.
func (*TimedMsg) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{1}
}

func (x *TimedMsg) GetSendTime() int64 {
	if x != nil {
		return x.SendTime
	}
	return 0
}

func (x *TimedMsg) GetPayload() []byte {
	if x != nil {
		return x.Payload
	}
	return nil
}

type StartRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *StartRequest) Reset() {
	*x = StartRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *StartRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*StartRequest) ProtoMessage() {}

func (x *StartRequest) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use StartRequest.ProtoReflect.Descriptor instead.
func (*StartRequest) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{2}
}

type StartResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *StartResponse) Reset() {
	*x = StartResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *StartResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*StartResponse) ProtoMessage() {}

func (x *StartResponse) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use StartResponse.ProtoReflect.Descriptor instead.
func (*StartResponse) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{3}
}

type StopRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *StopRequest) Reset() {
	*x = StopRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *StopRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*StopRequest) ProtoMessage() {}

func (x *StopRequest) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use StopRequest.ProtoReflect.Descriptor instead.
func (*StopRequest) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{4}
}

type Result struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Name        string        `protobuf:"bytes,1,opt,name=Name,proto3" json:"Name,omitempty"`
	TotalOps    uint64        `protobuf:"varint,2,opt,name=TotalOps,proto3" json:"TotalOps,omitempty"`
	TotalTime   int64         `protobuf:"varint,3,opt,name=TotalTime,proto3" json:"TotalTime,omitempty"`
	Throughput  float64       `protobuf:"fixed64,4,opt,name=Throughput,proto3" json:"Throughput,omitempty"`
	LatencyAvg  float64       `protobuf:"fixed64,5,opt,name=LatencyAvg,proto3" json:"LatencyAvg,omitempty"`
	LatencyVar  float64       `protobuf:"fixed64,6,opt,name=LatencyVar,proto3" json:"LatencyVar,omitempty"`
	AllocsPerOp uint64        `protobuf:"varint,7,opt,name=AllocsPerOp,proto3" json:"AllocsPerOp,omitempty"`
	MemPerOp    uint64        `protobuf:"varint,8,opt,name=MemPerOp,proto3" json:"MemPerOp,omitempty"`
	ServerStats []*MemoryStat `protobuf:"bytes,9,rep,name=ServerStats,proto3" json:"ServerStats,omitempty"`
}

func (x *Result) Reset() {
	*x = Result{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Result) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Result) ProtoMessage() {}

func (x *Result) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Result.ProtoReflect.Descriptor instead.
func (*Result) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{5}
}

func (x *Result) GetName() string {
	if x != nil {
		return x.Name
	}
	return ""
}

func (x *Result) GetTotalOps() uint64 {
	if x != nil {
		return x.TotalOps
	}
	return 0
}

func (x *Result) GetTotalTime() int64 {
	if x != nil {
		return x.TotalTime
	}
	return 0
}

func (x *Result) GetThroughput() float64 {
	if x != nil {
		return x.Throughput
	}
	return 0
}

func (x *Result) GetLatencyAvg() float64 {
	if x != nil {
		return x.LatencyAvg
	}
	return 0
}

func (x *Result) GetLatencyVar() float64 {
	if x != nil {
		return x.LatencyVar
	}
	return 0
}

func (x *Result) GetAllocsPerOp() uint64 {
	if x != nil {
		return x.AllocsPerOp
	}
	return 0
}

func (x *Result) GetMemPerOp() uint64 {
	if x != nil {
		return x.MemPerOp
	}
	return 0
}

func (x *Result) GetServerStats() []*MemoryStat {
	if x != nil {
		return x.ServerStats
	}
	return nil
}

type MemoryStat struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Allocs uint64 `protobuf:"varint,1,opt,name=Allocs,proto3" json:"Allocs,omitempty"`
	Memory uint64 `protobuf:"varint,2,opt,name=Memory,proto3" json:"Memory,omitempty"`
}

func (x *MemoryStat) Reset() {
	*x = MemoryStat{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *MemoryStat) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*MemoryStat) ProtoMessage() {}

func (x *MemoryStat) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use MemoryStat.ProtoReflect.Descriptor instead.
func (*MemoryStat) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{6}
}

func (x *MemoryStat) GetAllocs() uint64 {
	if x != nil {
		return x.Allocs
	}
	return 0
}

func (x *MemoryStat) GetMemory() uint64 {
	if x != nil {
		return x.Memory
	}
	return 0
}

type MemoryStatList struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	MemoryStats []*MemoryStat `protobuf:"bytes,1,rep,name=MemoryStats,proto3" json:"MemoryStats,omitempty"`
}

func (x *MemoryStatList) Reset() {
	*x = MemoryStatList{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *MemoryStatList) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*MemoryStatList) ProtoMessage() {}

func (x *MemoryStatList) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use MemoryStatList.ProtoReflect.Descriptor instead.
func (*MemoryStatList) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{7}
}

func (x *MemoryStatList) GetMemoryStats() []*MemoryStat {
	if x != nil {
		return x.MemoryStats
	}
	return nil
}

var File_benchmark_benchmark_proto protoreflect.FileDescriptor

var file_benchmark_benchmark_proto_rawDesc = []byte{
	0x0a, 0x19, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2f, 0x62, 0x65, 0x6e, 0x63,
	0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x09, 0x62, 0x65, 0x6e,
	0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x22, 0x20, 0x0a, 0x04, 0x45, 0x63, 0x68, 0x6f, 0x12, 0x18, 0x0a, 0x07, 0x70, 0x61, 0x79,
	0x6c, 0x6f, 0x61, 0x64, 0x18, 0x01, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x07, 0x70, 0x61, 0x79, 0x6c,
	0x6f, 0x61, 0x64, 0x22, 0x40, 0x0a, 0x08, 0x54, 0x69, 0x6d, 0x65, 0x64, 0x4d, 0x73, 0x67, 0x12,
	0x1a, 0x0a, 0x08, 0x53, 0x65, 0x6e, 0x64, 0x54, 0x69, 0x6d, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28,
	0x03, 0x52, 0x08, 0x53, 0x65, 0x6e, 0x64, 0x54, 0x69, 0x6d, 0x65, 0x12, 0x18, 0x0a, 0x07, 0x70,
	0x61, 0x79, 0x6c, 0x6f, 0x61, 0x64, 0x18, 0x02, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x07, 0x70, 0x61,
	0x79, 0x6c, 0x6f, 0x61, 0x64, 0x22, 0x0e, 0x0a, 0x0c, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x22, 0x0f, 0x0a, 0x0d, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x0d, 0x0a, 0x0b, 0x53, 0x74, 0x6f, 0x70, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x22, 0xad, 0x02, 0x0a, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74,
	0x12, 0x12, 0x0a, 0x04, 0x4e, 0x61, 0x6d, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04,
	0x4e, 0x61, 0x6d, 0x65, 0x12, 0x1a, 0x0a, 0x08, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x4f, 0x70, 0x73,
	0x18, 0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x08, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x4f, 0x70, 0x73,
	0x12, 0x1c, 0x0a, 0x09, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x54, 0x69, 0x6d, 0x65, 0x18, 0x03, 0x20,
	0x01, 0x28, 0x03, 0x52, 0x09, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x54, 0x69, 0x6d, 0x65, 0x12, 0x1e,
	0x0a, 0x0a, 0x54, 0x68, 0x72, 0x6f, 0x75, 0x67, 0x68, 0x70, 0x75, 0x74, 0x18, 0x04, 0x20, 0x01,
	0x28, 0x01, 0x52, 0x0a, 0x54, 0x68, 0x72, 0x6f, 0x75, 0x67, 0x68, 0x70, 0x75, 0x74, 0x12, 0x1e,
	0x0a, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x41, 0x76, 0x67, 0x18, 0x05, 0x20, 0x01,
	0x28, 0x01, 0x52, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x41, 0x76, 0x67, 0x12, 0x1e,
	0x0a, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x56, 0x61, 0x72, 0x18, 0x06, 0x20, 0x01,
	0x28, 0x01, 0x52, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x56, 0x61, 0x72, 0x12, 0x20,
	0x0a, 0x0b, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x50, 0x65, 0x72, 0x4f, 0x70, 0x18, 0x07, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x0b, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x50, 0x65, 0x72, 0x4f, 0x70,
	0x12, 0x1a, 0x0a, 0x08, 0x4d, 0x65, 0x6d, 0x50, 0x65, 0x72, 0x4f, 0x70, 0x18, 0x08, 0x20, 0x01,
	0x28, 0x04, 0x52, 0x08, 0x4d, 0x65, 0x6d, 0x50, 0x65, 0x72, 0x4f, 0x70, 0x12, 0x37, 0x0a, 0x0b,
	0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x53, 0x74, 0x61, 0x74, 0x73, 0x18, 0x09, 0x20, 0x03, 0x28,
	0x0b, 0x32, 0x15, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x4d, 0x65,
	0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61, 0x74, 0x52, 0x0b, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72,
	0x53, 0x74, 0x61, 0x74, 0x73, 0x22, 0x3c, 0x0a, 0x0a, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53,
	0x74, 0x61, 0x74, 0x12, 0x16, 0x0a, 0x06, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x06, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x12, 0x16, 0x0a, 0x06, 0x4d,
	0x65, 0x6d, 0x6f, 0x72, 0x79, 0x18, 0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x06, 0x4d, 0x65, 0x6d,
	0x6f, 0x72, 0x79, 0x22, 0x49, 0x0a, 0x0e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61,
	0x74, 0x4c, 0x69, 0x73, 0x74, 0x12, 0x37, 0x0a, 0x0b, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53,
	0x74, 0x61, 0x74, 0x73, 0x18, 0x01, 0x20, 0x03, 0x28, 0x0b, 0x32, 0x15, 0x2e, 0x62, 0x65, 0x6e,
	0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61,
	0x74, 0x52, 0x0b, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61, 0x74, 0x73, 0x32, 0xb2,
	0x04, 0x0a, 0x09, 0x42, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x12, 0x4f, 0x0a, 0x14,
	0x53, 0x74, 0x61, 0x72, 0x74, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x42, 0x65, 0x6e, 0x63, 0x68,
	0x6d, 0x61, 0x72, 0x6b, 0x12, 0x17, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b,
	0x2e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x18, 0x2e,
	0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52,
	0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x46, 0x0a,
	0x13, 0x53, 0x74, 0x6f, 0x70, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x42, 0x65, 0x6e, 0x63, 0x68,
	0x6d, 0x61, 0x72, 0x6b, 0x12, 0x16, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b,
	0x2e, 0x53, 0x74, 0x6f, 0x70, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x11, 0x2e, 0x62,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x22,
	0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x49, 0x0a, 0x0e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x42, 0x65,
	0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x12, 0x17, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d,
	0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x1a, 0x18, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74, 0x61,
	0x72, 0x74, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01,
	0x12, 0x56, 0x0a, 0x0d, 0x53, 0x74, 0x6f, 0x70, 0x42, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72,
	0x6b, 0x12, 0x16, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74,
	0x6f, 0x70, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x15, 0x2e, 0x62, 0x65, 0x6e, 0x63,
	0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61, 0x74,
	0x22, 0x16, 0xa0, 0xb5, 0x18, 0x01, 0xf2, 0xb6, 0x18, 0x0e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79,
	0x53, 0x74, 0x61, 0x74, 0x4c, 0x69, 0x73, 0x74, 0x12, 0x34, 0x0a, 0x0a, 0x51, 0x75, 0x6f, 0x72,
	0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61,
	0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x1a, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d,
	0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3d,
	0x0a, 0x0f, 0x41, 0x73, 0x79, 0x6e, 0x63, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c,
	0x6c, 0x12, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63,
	0x68, 0x6f, 0x1a, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45,
	0x63, 0x68, 0x6f, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01, 0xd0, 0xb5, 0x18, 0x01, 0x12, 0x34, 0x0a,
	0x0a, 0x53, 0x6c, 0x6f, 0x77, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x12, 0x0f, 0x2e, 0x62, 0x65,
	0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x1a, 0x0f, 0x2e, 0x62,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x22, 0x04, 0xa0,
	0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74,
	0x12, 0x13, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x54, 0x69, 0x6d,
	0x65, 0x64, 0x4d, 0x73, 0x67, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98,
	0xb5, 0x18, 0x01, 0x42, 0x23, 0x5a, 0x21, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f,
	0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x62,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_benchmark_benchmark_proto_rawDescOnce sync.Once
	file_benchmark_benchmark_proto_rawDescData = file_benchmark_benchmark_proto_rawDesc
)

func file_benchmark_benchmark_proto_rawDescGZIP() []byte {
	file_benchmark_benchmark_proto_rawDescOnce.Do(func() {
		file_benchmark_benchmark_proto_rawDescData = protoimpl.X.CompressGZIP(file_benchmark_benchmark_proto_rawDescData)
	})
	return file_benchmark_benchmark_proto_rawDescData
}

var file_benchmark_benchmark_proto_msgTypes = make([]protoimpl.MessageInfo, 8)
var file_benchmark_benchmark_proto_goTypes = []interface{}{
	(*Echo)(nil),           // 0: benchmark.Echo
	(*TimedMsg)(nil),       // 1: benchmark.TimedMsg
	(*StartRequest)(nil),   // 2: benchmark.StartRequest
	(*StartResponse)(nil),  // 3: benchmark.StartResponse
	(*StopRequest)(nil),    // 4: benchmark.StopRequest
	(*Result)(nil),         // 5: benchmark.Result
	(*MemoryStat)(nil),     // 6: benchmark.MemoryStat
	(*MemoryStatList)(nil), // 7: benchmark.MemoryStatList
	(*emptypb.Empty)(nil),  // 8: google.protobuf.Empty
}
var file_benchmark_benchmark_proto_depIdxs = []int32{
	6,  // 0: benchmark.Result.ServerStats:type_name -> benchmark.MemoryStat
	6,  // 1: benchmark.MemoryStatList.MemoryStats:type_name -> benchmark.MemoryStat
	2,  // 2: benchmark.Benchmark.StartServerBenchmark:input_type -> benchmark.StartRequest
	4,  // 3: benchmark.Benchmark.StopServerBenchmark:input_type -> benchmark.StopRequest
	2,  // 4: benchmark.Benchmark.StartBenchmark:input_type -> benchmark.StartRequest
	4,  // 5: benchmark.Benchmark.StopBenchmark:input_type -> benchmark.StopRequest
	0,  // 6: benchmark.Benchmark.QuorumCall:input_type -> benchmark.Echo
	0,  // 7: benchmark.Benchmark.AsyncQuorumCall:input_type -> benchmark.Echo
	0,  // 8: benchmark.Benchmark.SlowServer:input_type -> benchmark.Echo
	1,  // 9: benchmark.Benchmark.Multicast:input_type -> benchmark.TimedMsg
	3,  // 10: benchmark.Benchmark.StartServerBenchmark:output_type -> benchmark.StartResponse
	5,  // 11: benchmark.Benchmark.StopServerBenchmark:output_type -> benchmark.Result
	3,  // 12: benchmark.Benchmark.StartBenchmark:output_type -> benchmark.StartResponse
	6,  // 13: benchmark.Benchmark.StopBenchmark:output_type -> benchmark.MemoryStat
	0,  // 14: benchmark.Benchmark.QuorumCall:output_type -> benchmark.Echo
	0,  // 15: benchmark.Benchmark.AsyncQuorumCall:output_type -> benchmark.Echo
	0,  // 16: benchmark.Benchmark.SlowServer:output_type -> benchmark.Echo
	8,  // 17: benchmark.Benchmark.Multicast:output_type -> google.protobuf.Empty
	10, // [10:18] is the sub-list for method output_type
	2,  // [2:10] is the sub-list for method input_type
	2,  // [2:2] is the sub-list for extension type_name
	2,  // [2:2] is the sub-list for extension extendee
	0,  // [0:2] is the sub-list for field type_name
}

func init() { file_benchmark_benchmark_proto_init() }
func file_benchmark_benchmark_proto_init() {
	if File_benchmark_benchmark_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_benchmark_benchmark_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Echo); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*TimedMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*StartRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*StartResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*StopRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Result); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*MemoryStat); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*MemoryStatList); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_benchmark_benchmark_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   8,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_benchmark_benchmark_proto_goTypes,
		DependencyIndexes: file_benchmark_benchmark_proto_depIdxs,
		MessageInfos:      file_benchmark_benchmark_proto_msgTypes,
	}.Build()
	File_benchmark_benchmark_proto = out.File
	file_benchmark_benchmark_proto_rawDesc = nil
	file_benchmark_benchmark_proto_goTypes = nil
	file_benchmark_benchmark_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/benchmark/server.go

package benchmark

import (
	context "context"
	fmt "fmt"
	log "log"
	net "net"
	"time"

	gorums "github.com/relab/gorums"
)

type server struct {
	stats *Stats
}

func (srv *server) QuorumCall(_ gorums.ServerCtx, in *Echo) (resp *Echo, err error) {
	return in, nil
}

func (srv *server) AsyncQuorumCall(_ gorums.ServerCtx, in *Echo) (resp *Echo, err error) {
	return in, nil
}

func (srv *server) SlowServer(ctx gorums.ServerCtx, in *Echo) (resp *Echo, err error) {
	ctx.Release()
	time.Sleep(10 * time.Millisecond)
	return in, nil
}

func (srv *server) Multicast(_ gorums.ServerCtx, msg *TimedMsg) {
	latency := time.Now().UnixNano() - msg.SendTime
	srv.stats.AddLatency(time.Duration(latency))
}

func (srv *server) StartServerBenchmark(_ gorums.ServerCtx, _ *StartRequest) (resp *StartResponse, err error) {
	srv.stats.Clear()
	srv.stats.Start()
	return &StartResponse{}, nil
}

func (srv *server) StopServerBenchmark(_ gorums.ServerCtx, _ *StopRequest) (resp *Result, err error) {
	srv.stats.End()
	return srv.stats.GetResult(), nil
}

func (srv *server) StartBenchmark(_ gorums.ServerCtx, _ *StartRequest) (resp *StartResponse, err error) {
	srv.stats.Clear()
	srv.stats.Start()
	return &StartResponse{}, nil
}

func (srv *server) StopBenchmark(_ gorums.ServerCtx, _ *StopRequest) (resp *MemoryStat, err error) {
	srv.stats.End()
	return &MemoryStat{
		Allocs: srv.stats.endMs.Mallocs - srv.stats.startMs.Mallocs,
		Memory: srv.stats.endMs.TotalAlloc - srv.stats.startMs.TotalAlloc,
	}, nil
}

// Server is a unified server for both ordered and unordered methods
type Server struct {
	*gorums.Server
	server server
	stats  Stats
}

// NewBenchServer returns a new benchmark server
func NewBenchServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{}
	srv.server.stats = &srv.stats

	srv.Server = gorums.NewServer(opts...)
	RegisterBenchmarkServer(srv.Server, &srv.server)
	return srv
}

// StartLocalServers starts benchmark servers locally
func StartLocalServers(ctx context.Context, n int, opts ...gorums.ServerOption) []string {
	var ports []string
	basePort := 40000
	var servers []*Server
	for p := basePort; p < basePort+n; p++ {
		port := fmt.Sprintf(":%d", p)
		ports = append(ports, port)
		lis, err := net.Listen("tcp", port)
		if err != nil {
			log.Fatalf("Failed to start local server: %v\n", err)
		}
		srv := NewBenchServer(opts...)
		servers = append(servers, srv)
		go func() { _ = srv.Serve(lis) }()
	}
	go func() {
		<-ctx.Done()
		for _, srv := range servers {
			srv.Stop()
		}
	}()
	return ports
}







MasterLab/example/reliablebroadcast/gorums/benchmark/stats.go

package benchmark

import (
	fmt "fmt"
	math "math"
	"runtime"
	"strings"
	"sync"
	"time"
)

// Format returns a tab formatted string representation of the result
func (r *Result) Format() string {
	b := new(strings.Builder)
	fmt.Fprintf(b, "%s\t", r.Name)
	fmt.Fprintf(b, "%.2f ops/sec\t", r.Throughput)
	fmt.Fprintf(b, "%.2f ms\t", r.LatencyAvg/float64(time.Millisecond))
	fmt.Fprintf(b, "%.2f ms\t", math.Sqrt(r.LatencyVar)/float64(time.Millisecond))
	fmt.Fprintf(b, "%d B/op\t", r.MemPerOp)
	fmt.Fprintf(b, "%d allocs/op\t", r.AllocsPerOp)
	return b.String()
}

// Stats records and processes the raw data of a benchmark
type Stats struct {
	mut       sync.Mutex
	startTime time.Time
	endTime   time.Time
	startMs   runtime.MemStats
	endMs     runtime.MemStats

	count    uint64
	mean, m2 float64
}

// Start records the start time and memory stats
func (s *Stats) Start() {
	s.mut.Lock()
	defer s.mut.Unlock()

	runtime.ReadMemStats(&s.startMs)
	s.startTime = time.Now()
}

// End records the end time and memory stats
func (s *Stats) End() {
	s.mut.Lock()
	defer s.mut.Unlock()

	s.endTime = time.Now()
	runtime.ReadMemStats(&s.endMs)
}

// AddLatency adds a latency measurement
func (s *Stats) AddLatency(l time.Duration) {
	s.mut.Lock()
	defer s.mut.Unlock()

	// implements Welford's algorithm
	s.count++
	delta := float64(l) - s.mean
	s.mean += delta / float64(s.count)
	delta2 := float64(l) - s.mean
	s.m2 += delta * delta2
}

// GetResult computes and returns the result of the benchmark
func (s *Stats) GetResult() *Result {
	s.mut.Lock()
	defer s.mut.Unlock()

	r := &Result{}
	r.TotalOps = s.count
	r.TotalTime = int64(s.endTime.Sub(s.startTime))
	r.Throughput = float64(r.TotalOps) / float64(time.Duration(r.TotalTime).Seconds())
	r.LatencyAvg = s.mean
	if s.count > 2 {
		r.LatencyVar = s.m2 / float64(s.count-1)
	}
	r.AllocsPerOp = (s.endMs.Mallocs - s.startMs.Mallocs) / r.TotalOps
	r.MemPerOp = (s.endMs.TotalAlloc - s.startMs.TotalAlloc) / r.TotalOps
	return r
}

// Clear zeroes out the stats
func (s *Stats) Clear() {
	s.mut.Lock()
	s.startTime = time.Time{}
	s.endTime = time.Time{}
	s.startMs = runtime.MemStats{}
	s.endMs = runtime.MemStats{}
	s.count = 0
	s.mean = 0
	s.m2 = 0
	s.mut.Unlock()
}







MasterLab/example/reliablebroadcast/gorums/benchmark/qspec.go

package benchmark

// QSpec is the quorum specification object for the benchmark
type QSpec struct {
	CfgSize int
	QSize   int
}

func (qspec *QSpec) qf(replies map[uint32]*Echo) (*Echo, bool) {
	if len(replies) < qspec.QSize {
		return nil, false
	}
	var resp *Echo
	for _, r := range replies {
		resp = r
		break
	}
	return resp, true
}

// StartServerBenchmarkQF is the quorum function for the StartServerBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StartServerBenchmarkQF(_ *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	// return any response
	var resp *StartResponse
	for _, r := range replies {
		resp = r
		break
	}
	return resp, true
}

// StopServerBenchmarkQF is the quorum function for the StopServerBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StopServerBenchmarkQF(_ *StopRequest, replies map[uint32]*Result) (*Result, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	// combine results, calculating averages and pooled variance
	resp := &Result{}
	for _, reply := range replies {
		if resp.Name != "" {
			resp.Name = reply.Name
		}
		resp.TotalOps += reply.TotalOps
		resp.TotalTime += reply.TotalTime
		resp.Throughput += reply.Throughput
		resp.LatencyAvg += reply.LatencyAvg * float64(reply.TotalOps)
		resp.ServerStats = append(resp.ServerStats, &MemoryStat{
			Allocs: reply.AllocsPerOp * resp.TotalOps,
			Memory: reply.MemPerOp * resp.TotalOps,
		})
	}
	resp.LatencyAvg /= float64(resp.TotalOps)
	for _, reply := range replies {
		resp.LatencyVar += float64(reply.TotalOps-1) * reply.LatencyVar
	}
	resp.LatencyVar /= float64(resp.TotalOps) - float64(len(replies))
	resp.TotalOps /= uint64(len(replies))
	resp.TotalTime /= int64(len(replies))
	resp.Throughput /= float64(len(replies))
	return resp, true
}

// StartBenchmarkQF is the quorum function for the StartBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StartBenchmarkQF(_ *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	// return any response
	var resp *StartResponse
	for _, r := range replies {
		resp = r
		break
	}
	return resp, true
}

// StopBenchmarkQF is the quorum function for the StopBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StopBenchmarkQF(_ *StopRequest, replies map[uint32]*MemoryStat) (*MemoryStatList, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	replyList := make([]*MemoryStat, 0, len(replies))
	for _, v := range replies {
		replyList = append(replyList, v)
	}
	return &MemoryStatList{MemoryStats: replyList}, true
}

// QuorumCallQF is the quorum function for the QuorumCall quorumcall
func (qspec *QSpec) QuorumCallQF(_ *Echo, replies map[uint32]*Echo) (*Echo, bool) {
	return qspec.qf(replies)
}

// AsyncQuorumCallQF is the quorum function for the AsyncQuorumCall quorumcall
func (qspec *QSpec) AsyncQuorumCallQF(_ *Echo, replies map[uint32]*Echo) (*Echo, bool) {
	return qspec.qf(replies)
}

// SlowServerQF is the quorum function for the SlowServer quorumcall
func (qspec *QSpec) SlowServerQF(_ *Echo, replies map[uint32]*Echo) (*Echo, bool) {
	return qspec.qf(replies)
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: benchmark/benchmark.proto

package benchmark

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// AsyncQuorumCall asynchronously invokes a quorum call on configuration c
// and returns a AsyncEcho, which can be used to inspect the quorum call
// reply and error when available.
func (c *Configuration) AsyncQuorumCall(ctx context.Context, in *Echo) *AsyncEcho {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.AsyncQuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Echo, len(replies))
		for k, v := range replies {
			r[k] = v.(*Echo)
		}
		return c.qspec.AsyncQuorumCallQF(req.(*Echo), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncEcho{fut}
}

// Reference imports to suppress errors if they are not otherwise used.
var _ emptypb.Empty

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *TimedMsg, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for Benchmark.
type QuorumSpec interface {
	gorums.ConfigOption

	// StartServerBenchmarkQF is the quorum function for the StartServerBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StartServerBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StartRequest'.
	StartServerBenchmarkQF(in *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool)

	// StopServerBenchmarkQF is the quorum function for the StopServerBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StopServerBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StopRequest'.
	StopServerBenchmarkQF(in *StopRequest, replies map[uint32]*Result) (*Result, bool)

	// StartBenchmarkQF is the quorum function for the StartBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StartBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StartRequest'.
	StartBenchmarkQF(in *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool)

	// StopBenchmarkQF is the quorum function for the StopBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StopBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StopRequest'.
	StopBenchmarkQF(in *StopRequest, replies map[uint32]*MemoryStat) (*MemoryStatList, bool)

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Echo'.
	QuorumCallQF(in *Echo, replies map[uint32]*Echo) (*Echo, bool)

	// AsyncQuorumCallQF is the quorum function for the AsyncQuorumCall
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the AsyncQuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Echo'.
	AsyncQuorumCallQF(in *Echo, replies map[uint32]*Echo) (*Echo, bool)

	// SlowServerQF is the quorum function for the SlowServer
	// quorum call method. The in parameter is the request object
	// supplied to the SlowServer method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Echo'.
	SlowServerQF(in *Echo, replies map[uint32]*Echo) (*Echo, bool)
}

// StartServerBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StartServerBenchmark(ctx context.Context, in *StartRequest) (resp *StartResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StartServerBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*StartResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*StartResponse)
		}
		return c.qspec.StartServerBenchmarkQF(req.(*StartRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*StartResponse), err
}

// StopServerBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StopServerBenchmark(ctx context.Context, in *StopRequest) (resp *Result, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StopServerBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Result, len(replies))
		for k, v := range replies {
			r[k] = v.(*Result)
		}
		return c.qspec.StopServerBenchmarkQF(req.(*StopRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Result), err
}

// StartBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StartBenchmark(ctx context.Context, in *StartRequest) (resp *StartResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StartBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*StartResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*StartResponse)
		}
		return c.qspec.StartBenchmarkQF(req.(*StartRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*StartResponse), err
}

// StopBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StopBenchmark(ctx context.Context, in *StopRequest) (resp *MemoryStatList, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StopBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*MemoryStat, len(replies))
		for k, v := range replies {
			r[k] = v.(*MemoryStat)
		}
		return c.qspec.StopBenchmarkQF(req.(*StopRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*MemoryStatList), err
}

// benchmarks
func (c *Configuration) QuorumCall(ctx context.Context, in *Echo) (resp *Echo, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Echo, len(replies))
		for k, v := range replies {
			r[k] = v.(*Echo)
		}
		return c.qspec.QuorumCallQF(req.(*Echo), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Echo), err
}

// SlowServer is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) SlowServer(ctx context.Context, in *Echo) (resp *Echo, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.SlowServer",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Echo, len(replies))
		for k, v := range replies {
			r[k] = v.(*Echo)
		}
		return c.qspec.SlowServerQF(req.(*Echo), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Echo), err
}

// Benchmark is the server-side API for the Benchmark Service
type Benchmark interface {
	StartServerBenchmark(ctx gorums.ServerCtx, request *StartRequest) (response *StartResponse, err error)
	StopServerBenchmark(ctx gorums.ServerCtx, request *StopRequest) (response *Result, err error)
	StartBenchmark(ctx gorums.ServerCtx, request *StartRequest) (response *StartResponse, err error)
	StopBenchmark(ctx gorums.ServerCtx, request *StopRequest) (response *MemoryStat, err error)
	QuorumCall(ctx gorums.ServerCtx, request *Echo) (response *Echo, err error)
	AsyncQuorumCall(ctx gorums.ServerCtx, request *Echo) (response *Echo, err error)
	SlowServer(ctx gorums.ServerCtx, request *Echo) (response *Echo, err error)
	Multicast(ctx gorums.ServerCtx, request *TimedMsg)
}

func RegisterBenchmarkServer(srv *gorums.Server, impl Benchmark) {
	srv.RegisterHandler("benchmark.Benchmark.StartServerBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StartRequest)
		defer ctx.Release()
		resp, err := impl.StartServerBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.StopServerBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StopRequest)
		defer ctx.Release()
		resp, err := impl.StopServerBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.StartBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StartRequest)
		defer ctx.Release()
		resp, err := impl.StartBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.StopBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StopRequest)
		defer ctx.Release()
		resp, err := impl.StopBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Echo)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.AsyncQuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Echo)
		defer ctx.Release()
		resp, err := impl.AsyncQuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.SlowServer", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Echo)
		defer ctx.Release()
		resp, err := impl.SlowServer(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*TimedMsg)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
}

type internalEcho struct {
	nid   uint32
	reply *Echo
	err   error
}

type internalMemoryStat struct {
	nid   uint32
	reply *MemoryStat
	err   error
}

type internalResult struct {
	nid   uint32
	reply *Result
	err   error
}

type internalStartResponse struct {
	nid   uint32
	reply *StartResponse
	err   error
}

// AsyncEcho is a async object for processing replies.
type AsyncEcho struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncEcho) Get() (*Echo, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*Echo), err
}
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package gorums

import "google.golang.org/protobuf/runtime/protoimpl"

type callOptions struct {
	callType      *protoimpl.ExtensionInfo
	noSendWaiting bool
	signOrigin    bool
}

// CallOption is a function that sets a value in the given callOptions struct
type CallOption func(*callOptions)

func getCallOptions(callType *protoimpl.ExtensionInfo, opts []CallOption) callOptions {
	o := callOptions{callType: callType}
	for _, opt := range opts {
		opt(&o)
	}
	return o
}

// WithNoSendWaiting is a CallOption that makes Unicast or Multicast methods
// return immediately instead of blocking until the message has been sent.
func WithNoSendWaiting() CallOption {
	return func(o *callOptions) {
		o.noSendWaiting = true
	}
}

// WithOriginAuthentication is a CallOption that makes BroadcastCall methods
// digitally sign messages.
func WithOriginAuthentication() CallOption {
	return func(o *callOptions) {
		o.signOrigin = true
	}
}
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# Gorums

[![license](http://img.shields.io/badge/license-MIT-blue.svg)](https://github.com/relab/gorums/raw/master/LICENSE)
[![go reference](https://pkg.go.dev/badge/github.com/relab/gorums.svg)](https://pkg.go.dev/github.com/relab/gorums)
[![GoReportCard](https://goreportcard.com/badge/github.com/relab/gorums)](https://goreportcard.com/report/github.com/relab/gorums)
[![build](https://github.com/relab/gorums/workflows/Test/badge.svg)](https://github.com/relab/gorums/actions)
[![golangci-lint](https://github.com/relab/gorums/workflows/golangci-lint/badge.svg)](https://github.com/relab/gorums/actions)

Gorums [1] is a novel framework for building fault tolerant distributed systems.
Gorums offers a flexible and simple quorum call abstraction, used to communicate
with a set of processes, and to collect and process their responses. Gorums
provides separate abstractions for (a) selecting processes for a quorum call
and (b) processing replies. These abstractions simplify the main control flow
of protocol implementations, especially for quorum-based systems, where only a
subset of the replies to a quorum call need to be processed.

Gorums uses code generation to produce an RPC library that clients can use to
invoke quorum calls. Gorums is a wrapper around the [gRPC](http://www.grpc.io/)
library. Services are defined using the protocol buffers interface definition
language.

## System Requirements

To build and deploy Gorums, you need the following software installed:

* Protobuf compiler (protoc)
* Make
* Ansible (used by benchmark script)

## Contributors Guide

We value your contributions.
Before starting a contribution, please reach out to us by posting on an existing issue or creating a new one.
Students and other contributors are encouraged to follow these guidelines:

* We recommend using VSCode with the following plugins
  * Go plugin with the
    * gopls language server enabled
    * golangci-lint enabled
  * Code Spell Checker
  * markdownlint
  * vscode-proto3
* Code should regularly be merged into master through pull requests.

## Examples

The original EPaxos implementation modified to use Gorums can be found
[here](https://github.com/relab/epaxos).

A collection of different algorithms for reconfigurable atomic storage
implemented using Gorums can be found
[here](https://github.com/relab/smartmerge).

## Documentation

* [User guide](doc/user-guide.md)
* [Developer guide](doc/dev-guide.md)

## Publications

[1] Tormod Erevik Lea, Leander Jehl, and Hein Meling.
    _Towards New Abstractions for Implementing Quorum-based Systems._
    In 37th International Conference on Distributed Computing Systems (ICDCS), Jun 2017.

[2] Sebastian Pedersen, Hein Meling, and Leander Jehl.
    _An Analysis of Quorum-based Abstractions: A Case Study using Gorums to Implement Raft._
    In Proceedings of the 2018 Workshop on Advanced Tools, Programming Languages, and PLatforms for Implementing and Evaluating Algorithms for Distributed systems.

## Authors

* Hein Meling
* John Ingve Olsen
* Tormod Erevik Lea
* Leander Jehl
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{
	"folders": [
		{
			"path": "."
		},
		{
			"path": "examples"
		}
	],
	"settings": {
		"protoc": {
			"compile_on_save": false,
			"options": [
				"--proto_path=${workspaceRoot}",
				"--proto_path=${workspaceRoot}/cmd/protoc-gen-gorums/dev",
				"--proto_path=${workspaceRoot}/third_party"
			]
		},
		"cSpell.words": [
			"Idxs",
			"Lmsgprefix",
			"QCQF",
			"emptypb",
			"extendee",
			"gorums",
			"mcast",
			"protoimpl",
			"qspec",
			"relab",
			"shlex",
			"timestamppb",
			"walkthrough"
		]
	}
}
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package gorums

import (
	"fmt"
	"sync"

	"github.com/relab/gorums/logging"
)

// ConfigOption is a marker interface for options to NewConfiguration.
type ConfigOption interface{}

// NodeListOption must be implemented by node providers.
type NodeListOption interface {
	ConfigOption
	newConfig(*RawManager) (RawConfiguration, error)
}

type nodeIDMap struct {
	idMap map[string]uint32
}

func (o nodeIDMap) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	if len(o.idMap) == 0 {
		return nil, fmt.Errorf("config: missing required node map")
	}
	nodes = make(RawConfiguration, 0, len(o.idMap))
	for naddr, id := range o.idMap {
		node, found := mgr.Node(id)
		if !found {
			node, err = NewRawNodeWithID(naddr, id)
			if err != nil {
				return nil, err
			}
			if err = mgr.AddNode(node); err != nil {
				return nil, err
			}
		}
		nodes = append(nodes, node)
	}
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, nil
}

// WithNodeMap returns a NodeListOption containing the provided
// mapping from node addresses to application-specific IDs.
func WithNodeMap(idMap map[string]uint32) NodeListOption {
	return &nodeIDMap{idMap: idMap}
}

type nodeList struct {
	addrsList []string
}

func (o nodeList) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	if len(o.addrsList) == 0 {
		return nil, fmt.Errorf("config: missing required node addresses")
	}
	var wg sync.WaitGroup
	nodes = make(RawConfiguration, 0, len(o.addrsList))
	for _, naddr := range o.addrsList {
		node, err := NewRawNode(naddr)
		if err != nil {
			return nil, err
		}
		if n, found := mgr.Node(node.ID()); !found {
			wg.Add(1)
			go func() {
				if err = mgr.AddNode(node); err != nil {
					mgr.log("manager: failed to add (retrying later)", err, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
				}
				wg.Done()
			}()
		} else {
			node = n
		}
		nodes = append(nodes, node)
	}
	wg.Wait()
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, nil
}

// WithNodeList returns a NodeListOption containing the provided list of node addresses.
// With this option, node IDs are generated by the Manager.
func WithNodeList(addrsList []string) NodeListOption {
	return &nodeList{addrsList: addrsList}
}

type nodeIDs struct {
	nodeIDs []uint32
}

func (o nodeIDs) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	if len(o.nodeIDs) == 0 {
		return nil, fmt.Errorf("config: missing required node IDs")
	}
	nodes = make(RawConfiguration, 0, len(o.nodeIDs))
	for _, id := range o.nodeIDs {
		node, found := mgr.Node(id)
		if !found {
			// Node IDs must have been registered previously
			return nil, fmt.Errorf("config: node %d not found", id)
		}
		nodes = append(nodes, node)
	}
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, nil
}

// WithNodeIDs returns a NodeListOption containing a list of node IDs.
// This assumes that the provided node IDs have already been registered with the manager.
func WithNodeIDs(ids []uint32) NodeListOption {
	return &nodeIDs{nodeIDs: ids}
}

type addNodes struct {
	old RawConfiguration
	new NodeListOption
}

func (o addNodes) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	newNodes, err := o.new.newConfig(mgr)
	if err != nil {
		return nil, err
	}
	ac := &addConfig{old: o.old, add: newNodes}
	return ac.newConfig(mgr)
}

// WithNewNodes returns a NodeListOption that can be used to create a new configuration
// combining c and the new nodes.
func (c RawConfiguration) WithNewNodes(new NodeListOption) NodeListOption {
	return &addNodes{old: c, new: new}
}

type addConfig struct {
	old RawConfiguration
	add RawConfiguration
}

func (o addConfig) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	nodes = make(RawConfiguration, 0, len(o.old)+len(o.add))
	m := make(map[uint32]bool)
	for _, n := range append(o.old, o.add...) {
		if !m[n.id] {
			m[n.id] = true
			nodes = append(nodes, n)
		}
	}
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, err
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c RawConfiguration) And(d RawConfiguration) NodeListOption {
	return &addConfig{old: c, add: d}
}

// WithoutNodes returns a NodeListOption that can be used to create a new configuration
// from c without the given node IDs.
func (c RawConfiguration) WithoutNodes(ids ...uint32) NodeListOption {
	rmIDs := make(map[uint32]bool)
	for _, id := range ids {
		rmIDs[id] = true
	}
	keepIDs := make([]uint32, 0, len(c))
	for _, cNode := range c {
		if !rmIDs[cNode.id] {
			keepIDs = append(keepIDs, cNode.id)
		}
	}
	return &nodeIDs{nodeIDs: keepIDs}
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c RawConfiguration) Except(rm RawConfiguration) NodeListOption {
	rmIDs := make(map[uint32]bool)
	for _, rmNode := range rm {
		rmIDs[rmNode.id] = true
	}
	keepIDs := make([]uint32, 0, len(c))
	for _, cNode := range c {
		if !rmIDs[cNode.id] {
			keepIDs = append(keepIDs, cNode.id)
		}
	}
	return &nodeIDs{nodeIDs: keepIDs}
}
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package gorums_test

import (
	"context"
	"net"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/grpc/metadata"
)

func TestServerCallback(t *testing.T) {
	var message string
	signal := make(chan struct{})

	srv := gorums.NewServer(gorums.WithConnectCallback(func(ctx context.Context) {
		m, ok := metadata.FromIncomingContext(ctx)
		if !ok {
			return
		}
		message = m.Get("message")[0]
		signal <- struct{}{}
	}))

	lis, err := net.Listen("tcp", ":0")
	if err != nil {
		t.Fatal(err)
	}

	go func() { _ = srv.Serve(lis) }()
	defer srv.Stop()

	md := metadata.New(map[string]string{"message": "hello"})

	mgr := gorums.NewRawManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithMetadata(md),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	defer mgr.Close()

	node, err := gorums.NewRawNode(lis.Addr().String())
	if err != nil {
		t.Fatal(err)
	}

	if err = mgr.AddNode(node); err != nil {
		t.Fatal(err)
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-signal:
	}

	if message != "hello" {
		t.Errorf("incorrect message: got '%s', want 'hello'", message)
	}
}
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# Broadcast

### Preliminary

The main contribution to Gorums in this Master's thesis are the following files and folders. The root directory is gorums (github.com/relab/gorums) and is not specified in the list for brevity:

- All files in this folder. (github.com/relab/gorums/broadcast)
- broadcast.go
- handler.go
- clientserver.go
- tests/broadcast
- authentication
- logging

Additionally, we have made contributions to most of the other files. These changes are presented in this draft pull request:

    https://github.com/relab/gorums/pull/176

## Documentation

We will use an example when presenting the broadcast framework. This example is Eager Reliable Broadcast and is inspired by the implementation on page 124 in this [book](https://link.springer.com/book/10.1007/978-3-642-15260-3).

#### Prerequisites

There are no additional prerequisites needed to enable the broadcast framework functionality. The functionality is compatible with the current version of Gorums. If you are using Gorums for the first time, we refer you to the README file in the root directory.

### Proto file

The broadcast framework provides two proto options:

- broadcastcall: Used as entrypoint for clients.
- broadcast: Used by servers to communicate to each others.

```proto3
import "gorums.proto";

service ReliableBroadcast {
    rpc Broadcast(Message) returns (Message) {
        option (gorums.broadcastcall) = true;
    }
    rpc Deliver(Message) returns (Empty) {
        option (gorums.broadcast) = true;
    }
}

message Message {
    string Data = 1;
}

message Empty {}
```

Notice that the return type of the RPC method `Deliver`. The return type is not used because servers only communicate by broadcasting to each other. The method with broadcastcall does, however, have a return type. This is the type that the servers will reply with when the client invokes `Broadcast`.

### Client

After generating the proto files we can define the client in a file named `client.go`:

```go
type Client struct {
	mgr    *pb.Manager
	config *pb.Configuration
}

func New(addr string, srvAddresses []string, qSize int) *Client {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	lis, _ := net.Listen("tcp", addr)
	mgr.AddClientServer(lis, lis.Addr())
	config, _ := mgr.NewConfiguration(
		NewQSpec(qSize),
		gorums.WithNodeList(srvAddresses),
	)
	return &Client{
		mgr:    mgr,
		config: config,
	}
}
```

The only addition the broadcast framework brings to how the client is created is the two lines:

```go
lis, _ := net.Listen("tcp", addr)
mgr.AddClientServer(lis, lis.Addr())
```

The first line creates a listener and the second creates a client-side server. This is necessary in order to accept replies from servers not added to the Gorums configuration.

Next we can create a function on the `Client` that can be used to invoke broadcasts on the configuration:

```go
func (c *Client) Broadcast(ctx context.Context, value string) (*pb.Message, error) {
	req := &pb.Message{
		Data: value,
	}
	return c.config.Broadcast(ctx, req)
}
```

To be able to collect responses it is also necessary to create a quorum function. When generating the proto files, Gorums will create a QuorumSpec interface containing all quorum functions. In our example this QuorumSpec is generated:

```go
// QuorumSpec is the interface of quorum functions for ReliableBroadcast.
type QuorumSpec interface {
	gorums.ConfigOption

	BroadcastQF(in *Message, replies []*Message) (*Message, bool)
}
```

We can then proceed to implement the interface by creating a struct named QSpec that contains all the methods in the QuorumSpec:

```go
type QSpec struct {
	quorumSize int
}

func NewQSpec(qSize int) pb.QuorumSpec {
	return &QSpec{
		quorumSize: qSize,
	}
}

func (qs *QSpec) BroadcastQF(in *pb.Message, replies []*pb.Message) (*pb.Message, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	return replies[0], true
}
```

This `QSpec` struct is used when the Gorums configuration is created. This can be seen in the code example above when we created the client. Here we provide the `NewQSpec` as one of the arguments to the `mgr.NewConfiguration()` function.

### Server

To create a server that uses the broadcast functionality we can define a file `server.go` containing the server implementation:

```go
type Server struct {
	*pb.Server
	mut       sync.Mutex
	delivered []*pb.Message
	mgr       *pb.Manager
	addr      string
	srvAddrs  []string
}

func New(addr string, srvAddrs []string) *Server {
	lis, _ := net.Listen("tcp", s.addr)
	srv := Server{
		Server:    pb.NewServer(gorums.WithListenAddr(lis.Addr())),
		addr:      addr,
		srvAddrs:  srvAddrs,
		delivered: make([]*pb.Message, 0),
	}
	srv.configureView()
	pb.RegisterReliableBroadcastServer(srv.Server, &srv)
	go srv.Serve(lis)
	return &srv
}
```

The first addition by the broadcast framework when creating the server is that we need to provide the option `gorums.WithListenAddr(lis.Addr())`. This is important because the address of the server is used in the messages sent by the server. Furthermore, we also invoke a function named `configureView()`:

```go
func (srv *Server) configureView() {
	srv.mgr = pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.srvAddrs))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
}
```

By creating a Gorums configuration and providing it to the generated method `SetView()` we enable server-to-server communication. We use the term `view` when refering to the Gorums configuration on the server side to distinguish it from the configuration created on the client-side.

When we have created the server, we can define the server handlers:

```go
func (s *Server) Broadcast(ctx gorums.ServerCtx, request *pb.Message, broadcast *pb.Broadcast) {
	broadcast.Deliver(request)
}

func (s *Server) Deliver(ctx gorums.ServerCtx, request *pb.Message, broadcast *pb.Broadcast) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if !s.isDelivered(request) {
		s.delivered = append(s.delivered, request)
		broadcast.Deliver(request)
		broadcast.SendToClient(request, nil)
	}
}

func (s *Server) isDelivered(message *pb.Message) bool {
	for _, msg := range s.delivered {
		if msg.Data == message.Data {
			return true
		}
	}
	return false
}
```

The server handler signatures have changed a little, as evident from the code. The broadcast framework removes the return types and introduces a new argument named `broadcast`. This struct is the main interface for interacting with the broadcast framework. Each RPC method in the protofile with the option `gorums.broadcast = true` will be generated on the `broadcast struct`.

The server handler `Broadcast` is quite simple and only contains a single invocation `broadcast.Deliver(request)`. This invocation will broadcast the request to all servers added to the view.

The next server handler `Deliver` first checks whether the request has already been delivered. If not, it broadcasts `Deliver` to the other servers with the request and sends a reply to the client.

The broadcast framework handles issues related to late client messages, duplicated broadcasts, and routing of messages. Hence, this is a complete code example that is correct according to the [description of the algorithm](https://link.springer.com/book/10.1007/978-3-642-15260-3).

## Options

We have implemented a set of options that can be used to configure the broadcasting functionality. These will be presented in short here:

#### Broadcast Server

- `WithShardBuffer(shardBuffer) ServerOption`: Enables the user to specify the buffer size of each shard. A shard stores a map of broadcast requests. A higher buffer size may increase throughput but at the cost of higher memory consumption. The default is 200 broadcast requests.
- `WithSendBuffer(sendBuffer) ServerOption`: Enables the user to specify the buffer size of the communication channels to the broadcast processor. A higher buffer size may increase throughput but at the cost of higher memory consumption. The default is 30 messages.
- `WithBroadcastReqTTL(ttl) ServerOption`: Configures the duration a broadcast request should live on a server, setting the lifetime of a broadcast processor. The default is 5 minutes.

#### Broadcasting

- `WithSubset(srvAddrs) BroadcastOption`: Allows the user to specify a subset of servers to broadcast to. The server addresses given must be a subset of the addresses in the server view.
- `WithoutSelf() BroadcastOption`: Prevents the server from broadcasting to itself.
- `AllowDuplication() BroadcastOption`: Allows the user to broadcast to the same RPC method more than once for a particular broadcast request.

#### Identification

- `WithMachineID(id) ManagerOption`: Enables the user to set a unique ID for the client. This ID will be embedded in broadcast requests sent from the client, making the requests trackable by the whole cluster. A random ID will be generated if not set, which can cause collisions if there are many clients. The ID is bounded between 0 and 4095.
- `WithSrvID(id) ServerOption`: Enables the user to set a unique ID on the broadcast server. This ID is used to generate BroadcastIDs.
- `WithListenAddr(addr) ServerOption`: Sets the IP address of the broadcast server, which will be used in messages sent by the server. The network of the address must be a TCP network name.

#### Connection

- `WithSendRetries(maxRetries) ManagerOption`: Allows the user to specify how many times the node will try to send a message. The message will be dropped if it fails to send more than the specified number of times. Providing `maxRetries = -1` will retry indefinitely.
- `WithConnRetries(maxRetries) ManagerOption`: Allows the user to specify how many times the node will try to reconnect to a node. The default is no limit, but it will follow a backoff strategy.
- `WithClientDialTimeout(timeout) ServerOption`: Enables the user to set a dial timeout for servers when sending replies back to the client in a BroadcastCall. The default is 10 seconds.
- `WithServerGrpcDialOptions(opts) ServerOption`: Enables the user to set gRPC dial options that the Broadcast Router uses when connecting to a client.

#### Logging

- `WithLogger(logger) ManagerOption`: Enables the user to provide a structured logger for the Manager. This will log events regarding the creation of nodes and the transmission of messages.
- `WithSLogger(logger) ServerOption`: Enables the user to set a structured logger for the Server. This will log internal events regarding broadcast requests.

#### Authentication

- `WithAllowList(allowed) ServerOption`: Enables the user to provide a list of (address, publicKey) pairs which will be used to validate messages. Only nodes on the allow list are permitted to send messages to the server, and the server is only allowed to send replies to nodes on the allow list.
- `EnforceAuthentication() ServerOption`: Requires that messages are signed and validated; otherwise, the server will drop them.
- `WithAuthentication() ManagerOption`: Enables digital signatures for messages.

#### Execution Ordering

- `WithOrder(method_1, ..., method_n) ServerOption`: Enables the user to specify the order in which methods should be executed. This option does not order messages but caches messages meant for processing at a later stage. For example, in PBFT, it caches all commit messages if the state is not prepared yet.
- `ProgressTo(method_i) BroadcastOption`: Allows the server to accept messages for the given method or for methods prior in the execution order.
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package broadcast

import (
	"testing"
)

func TestBroadcastID(t *testing.T) {
	if MaxMachineID != 4096 {
		t.Errorf("maxMachineID is hardcoded in test. want: %v, got: %v", 4096, MaxMachineID)
	}
	if maxSequenceNum != 262144 {
		t.Errorf("maxSequenceNum is hardcoded in test. want: %v, got: %v", 262144, maxSequenceNum)
	}
	if maxShard != 16 {
		t.Errorf("maxShard is hardcoded in test. want: %v, got: %v", 16, maxShard)
	}
	// intentionally provide an illegal machineID. A random machineID should be given instead.
	snowflake := NewSnowflake(8000)
	machineID := snowflake.MachineID
	timestampDistribution := make(map[uint32]int)
	maxN := 262144 // = 2^18
	for j := 1; j < 3*maxN; j++ {
		i := j % maxN
		broadcastID := snowflake.NewBroadcastID()
		timestamp, shard, m, n := DecodeBroadcastID(broadcastID)
		if i != int(n) {
			t.Errorf("wrong sequence number. want: %v, got: %v", i, n)
		}
		if m >= 4096 {
			t.Errorf("machine ID cannot be higher than max. want: %v, got: %v", 4095, m)
		}
		if m != uint16(machineID) {
			t.Errorf("wrong machine ID. want: %v, got: %v", machineID, m)
		}
		if shard >= 16 {
			t.Errorf("cannot have higher shard than max. want: %v, got: %v", 15, shard)
		}
		if n >= uint32(maxN) {
			t.Errorf("sequence number cannot be higher than max. want: %v, got: %v", maxN, n)
		}
		timestampDistribution[timestamp]++
	}
	for k, v := range timestampDistribution {
		if v > maxN {
			t.Errorf("cannot have more than maxN in a second. want: %v, got: %v", maxN, k)
		}
	}
}
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package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := &Content{
		Ctx:          context.Background(),
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content),
		broadcastChan:         make(chan *Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.run(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := &Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := &Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content),
		broadcastChan:         make(chan *Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.run(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := &Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }
	ctx := context.Background()

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := &Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
				Ctx:               ctx,
			}

			cancelCtx, cancelCancel := context.WithTimeout(ctx, 1*time.Minute)
			ctx, cancel := context.WithTimeout(ctx, 1*time.Minute)
			proc := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan *Content),
				broadcastChan:         make(chan *Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go proc.run(msg)

			proc.broadcastChan <- &resp

			<-proc.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration, originDigest, originSignature []byte, originPubKey string) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut            sync.RWMutex
	id             uint32
	addr           string
	serverHandlers map[string]ServerHandler // handlers on other servers
	clientHandlers map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient   func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler       func(broadcastID uint64, srvAddrs []string)
	dialOpts       []grpc.DialOption
	dialTimeout    time.Duration
	logger         *slog.Logger
	state          *BroadcastState
	allowList      map[string]string // whitelist of (address, pubKey) pairs the server can reply to
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialTimeout time.Duration, allowList map[string]string, dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    dialTimeout,
		logger:         logger,
		allowList:      allowList,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

type msg interface{}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error {
	if r.addr == "" {
		panic("The listen addr on the broadcast server cannot be empty. Use the WithListenAddr() option when creating the server.")
	}
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val, originDigest, originSignature, originPubKey)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val, originDigest, originSignature, originPubKey)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID(broadcastID))
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	_, _ = r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg, originDigest, originSignature []byte, originPubKey string) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see: (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr, originDigest, originSignature, originPubKey)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply, originDigest, originSignature []byte, originPubKey string) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout, originDigest, originSignature, originPubKey)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) validAddr(addr string) bool {
	if addr == "" {
		return false
	}
	if addr == ServerOriginAddr {
		return false
	}
	if r.allowList != nil {
		_, ok := r.allowList[addr]
		return ok
	}
	return true
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if !r.validAddr(addr) {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...slog.Attr) {
	if r.logger != nil {
		args = append(args, logging.Err(err), logging.Type("router"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		r.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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package broadcast

import (
	"context"
	"log/slog"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(*Content) (context.Context, func(*Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(*Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(*Msg) error) error
	Cancel(uint64, []string, func(*Msg) error) error
	Done(uint64, func(*Msg) error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int, dialTimeout, reqTTL time.Duration, shardBuffer, sendBuffer int, allowList map[string]string, dialOpts ...grpc.DialOption) Manager {
	router := NewRouter(logger, createClient, canceler, dialTimeout, allowList, dialOpts...)
	state := NewState(logger, router, order, reqTTL, shardBuffer, sendBuffer)
	router.registerState(state)
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

func (mgr *manager) Process(msg *Content) (context.Context, func(*Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(*Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := &Msg{
		MsgType:     BroadcastMsg,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(*Msg) error) error {
	msg := &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(*Msg) error) error {
	msg := &Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end:      false, // should NOT stop the request
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(*Msg) error) {
	msg := &Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end: true, // should stop the request
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		// no need to check error because the processor
		// is stopped.
		_ = enqueueBroadcast(msg)
		return
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
}

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}
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package broadcast

type BroadcastIDErr struct{}

func (err BroadcastIDErr) Error() string {
	return "wrong broadcastID"
}

type MissingClientReqErr struct{}

func (err MissingClientReqErr) Error() string {
	return "has not received client req yet"
}

type AlreadyProcessedErr struct{}

func (err AlreadyProcessedErr) Error() string {
	return "already processed request"
}

type ReqFinishedErr struct{}

func (err ReqFinishedErr) Error() string {
	return "request has terminated"
}

type ClientReqAlreadyReceivedErr struct{}

func (err ClientReqAlreadyReceivedErr) Error() string {
	return "the client req has already been received. The forward req is thus dropped."
}

type MissingReqErr struct{}

func (err MissingReqErr) Error() string {
	return "a request has not been created yet."
}

type OutOfOrderErr struct{}

func (err OutOfOrderErr) Error() string {
	return "the message is out of order"
}

type ShardDownErr struct{}

func (err ShardDownErr) Error() string {
	return "the shard is down"
}

type InvalidAddrErr struct {
	addr string
}

func (err InvalidAddrErr) Error() string {
	return "provided addr is invalid. got: " + err.addr
}
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package broadcast

import (
	"context"
	"errors"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:        0,
		parentCtx: ctx,
		procs:     make(map[uint64]*BroadcastProcessor, shardBuffer),
		router:    router,
		reqTTL:    5 * time.Minute,
	}

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		resp := shard.handleMsg(tt.in)
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.handleBMsg(&Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	})

	clientMsg := &Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	resp := shard.handleMsg(clientMsg)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}

	// wait for the request to finish
	msgShouldBeDropped := &Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	resp = shard.handleMsg(msgShouldBeDropped)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}
}
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package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
)

const NumShards = 16

type shard struct {
	mut         sync.RWMutex
	id          int
	parentCtx   context.Context
	procs       map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		shards[i] = &shard{
			id:               i,
			parentCtx:        ctx,
			procs:            make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

func (s *shard) handleMsg(msg *Content) shardResponse {
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor(msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg *Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler.
	select {
	case <-p.ctx.Done():
		p.log("msg: already processed", AlreadyProcessedErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg *Msg) {
	if req, ok := s.getProcessor(msg.BroadcastID); ok {
		select {
		case <-req.ctx.Done():
		case req.broadcastChan <- msg:
		}
	}
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.procs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(msg *Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.procs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.parentCtx, s.reqTTL)
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(logging.BroadcastID(msg.BroadcastID))
	}
	proc := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content, s.sendBuffer),
		broadcastChan:         make(chan *Msg, s.sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		logger:                logger,
	}
	s.procs[msg.BroadcastID] = proc
	go proc.run(msg)
	return proc, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.procs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.procs = newReqs
}







MasterLab/example/reliablebroadcast/gorums/broadcast/processor.go

package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan *Msg
	sendChan      chan *Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]*Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
	OriginDigest         []byte
	OriginPubKey         string
	OriginSignature      []byte
}

func (p *BroadcastProcessor) run(msg *Content) {
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
		OriginDigest:      msg.OriginDigest,
		OriginSignature:   msg.OriginSignature,
		OriginPubKey:      msg.OriginPubKey,
	}
	// methods is placed here and not in the metadata as an optimization strategy.
	// Testing shows that it does not allocate memory for it on the heap.
	methods := make([]string, 0, 3)
	p.initialize(msg, metadata)
	defer p.cleanup(metadata)
	for {
		select {
		case <-p.ctx.Done():
			// processor is done
			return
		case bMsg := <-p.broadcastChan:
			// we have received an outgoing message from a server handler
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			// we have received an incoming message from a server or client
			if p.handleMsg(new, metadata) {
				return
			}
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg *Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go func(broadcastID uint64, cancellationMsg *cancellation) {
			_ = p.router.Send(broadcastID, "", "", nil, nil, "", cancellationMsg)
		}(p.broadcastID, bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg *Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if !bMsg.Msg.options.AllowDuplication && alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	err := p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, metadata.OriginDigest, metadata.OriginSignature, metadata.OriginPubKey, bMsg.Msg)
	p.log("broadcast: sending broadcast", err, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method, bMsg.Msg.options.ProgressTo)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg *Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go func(broadcastID uint64, originAddr, originMethod string, replyMsg *reply) {
			err := p.router.Send(broadcastID, originAddr, originMethod, metadata.OriginDigest, metadata.OriginSignature, metadata.OriginPubKey, replyMsg)
			p.log("broadcast: sent reply to client", err, logging.Method(originMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		}(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		p.log("broadcast: failed to send reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		// we must stop the goroutine if we have received the client req. This can mean that
		// the client no longer accepts replies or has gone offline. In any case, the operation
		// is done.
		return metadata.hasReceivedClientRequest()
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (p *BroadcastProcessor) handleMsg(new *Content, metadata *metadata) bool {
	if p.broadcastID != new.BroadcastID {
		new.ReceiveChan <- shardResponse{
			err: BroadcastIDErr{},
		}
		p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return false
	}
	if new.IsCancellation {
		if p.cancellationCtxCancel != nil {
			p.cancellationCtxCancel()
		}
		// the cancellation implementation is just an
		// empty function and does not need the ctx or
		// broadcastChan.
		new.ReceiveChan <- shardResponse{
			err: nil,
		}
		p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return false
	}

	if new.IsBroadcastClient {
		if metadata.HasReceivedClientReq {
			// this is a duplicate request, possibly from a forward operation.
			// the req should simply be dropped.
			new.ReceiveChan <- shardResponse{
				err: ClientReqAlreadyReceivedErr{},
			}
			p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			return false
		}
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		metadata.HasReceivedClientReq = true
		go func() {
			// new.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the p.ctx to prevent leaking
			// the goroutine.
			select {
			case <-p.ctx.Done():
			case <-new.Ctx.Done():
			}
			// when the processor returns it sets p.cancellationCtxCancel = nil.
			// Hence, it is important to check if it is nil. Also, the processor
			// calls this function when it returns.
			if p.cancellationCtxCancel != nil {
				p.cancellationCtxCancel()
			}
		}()
		p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
	}

	metadata.update(new)
	// this only pertains to requests where the server has a
	// direct connection to the client, e.g. QuorumCall.
	if metadata.Sent && !metadata.isBroadcastCall() {
		// we must return an error to prevent executing the implementation func.
		// This is because the server has finished the request and tried to reply
		// to the client previously. The msg we have just received is from the client,
		// meaning we can finally return the cached response.
		err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
		if err == nil {
			err = AlreadyProcessedErr{}
		}
		new.ReceiveChan <- shardResponse{
			err: err,
		}
		p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return true
	}
	if !p.isInOrder(new.CurrentMethod) {
		// save the message and execute it later
		p.addToOutOfOrder(new)
		new.ReceiveChan <- shardResponse{
			err: OutOfOrderErr{},
		}
		p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return false
	}
	new.ReceiveChan <- shardResponse{
		err:              nil,
		reqCtx:           p.cancellationCtx,
		enqueueBroadcast: p.enqueueBroadcast,
	}
	p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
	return false
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (m *metadata) update(new *Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.OriginPubKey == "" && new.OriginPubKey != "" {
		m.OriginPubKey = new.OriginPubKey
	}
	if m.OriginSignature == nil && new.OriginSignature != nil {
		m.OriginSignature = new.OriginSignature
	}
	if m.OriginDigest == nil && new.OriginDigest != nil {
		m.OriginDigest = new.OriginDigest
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]*Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg *Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []*Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []*Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string, progressTo string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	if progressTo != "" {
		method = progressTo
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (p *BroadcastProcessor) initialize(msg *Content, metadata *metadata) {
	p.log("processor: started", nil, logging.Started(p.started))
	p.broadcastID = msg.BroadcastID
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		metadata.HasReceivedClientReq = true
		go func() {
			if msg.Ctx == nil {
				return
			}
			// new.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the p.ctx to prevent leaking
			// the goroutine.
			select {
			case <-p.ctx.Done():
			case <-msg.Ctx.Done():
			}
			// when the processor returns it sets p.cancellationCtxCancel = nil.
			// Hence, it is important to check if it is nil. Also, the processor
			// calls this function when it returns.
			if p.cancellationCtxCancel != nil {
				p.cancellationCtxCancel()
			}
		}()
		p.log("msg: received client req", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
	}
	// all messages should always have a ReceiveChan
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) cleanup(metadata *metadata) {
	p.ended = time.Now()
	p.cancelFunc()
	p.cancellationCtxCancel()
	// make sure the context is cancelled before closing the channels
	<-p.ctx.Done()
	p.emptyChannels(metadata)
	// mark allocations ready for GC and minimize memory footprint of finished broadcast requests.
	// this is safe to do because all send operations listen to the cancelled p.ctx thus preventing
	// deadlocks/goroutine leaks.
	p.outOfOrderMsgs = nil
	p.executionOrder = nil
	/*
		These two lines would greatly impact the amount of memory used by a processor:
		1. p.broadcastChan = nil
		2. p.sendChan = nil

		However, the shard uses them and thus we get a race condition when setting them to nil.
		Using mutexes will remove the benefit of setting them to nil. It is safe to set them to
		nil because sending on a nil channel will block forever. We always listen to ctx.Done(),
		ensuring that we don't get deadlocks. Additionally, queued msgs will by dropped in any
		case and new msgs will not even get enqueued. As a concluding remark, we comment the lines
		out to not get hits when running tests with the race detector.
	*/
	p.log("processor: stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg *Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}







MasterLab/example/reliablebroadcast/gorums/broadcast/consts.go

package broadcast

import (
	"context"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastOptions struct {
	ServerAddresses  []string
	AllowDuplication bool
	SkipSelf         bool
	ProgressTo       string
	RelatedToReq     uint64
}

const (
	BroadcastID string = "broadcastID"
	// special origin addr used in creating a broadcast request from a server
	ServerOriginAddr string = "server"
)

type ServerHandler func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options BroadcastOptions, id uint32, addr string, originDigest, originSignature []byte, originPubKey string)







MasterLab/example/reliablebroadcast/gorums/broadcast/snowflake.go

package broadcast

import (
	"math/rand"
	"sync"
	"time"
)

type Snowflake struct {
	mut         sync.Mutex
	MachineID   uint64
	SequenceNum uint64
	lastT       uint64
	lastS       uint64
	epoch       time.Time
}

const (
	MaxMachineID       = uint16(1 << 12)
	maxShard           = uint8(1 << 4)
	maxSequenceNum     = uint32(1 << 18)
	bitMaskTimestamp   = uint64((1<<30)-1) << 34
	bitMaskShardID     = uint64((1<<4)-1) << 30
	bitMaskMachineID   = uint64((1<<12)-1) << 18
	bitMaskSequenceNum = uint64((1 << 18) - 1)
	epoch              = "2024-01-01T00:00:00"
)

func Epoch() time.Time {
	timestamp, _ := time.Parse("2006-01-02T15:04:05", epoch)
	return timestamp
}

func NewSnowflake(id uint64) *Snowflake {
	if id >= uint64(MaxMachineID) {
		id = uint64(rand.Int31n(int32(MaxMachineID)))
	}
	return &Snowflake{
		MachineID:   id,
		SequenceNum: 0,
		epoch:       Epoch(),
	}
}

func (s *Snowflake) NewBroadcastID() uint64 {
	// timestamp: 30 bit -> seconds since 01.01.2024
	// shardID: 4 bit -> 16 different shards
	// machineID: 12 bit -> 4096 clients
	// sequenceNum: 18 bit -> 262 144 messages
start:
	s.mut.Lock()
	timestamp := uint64(time.Since(s.epoch).Seconds())
	l := (s.SequenceNum + 1) % uint64(maxSequenceNum)
	if timestamp-s.lastT <= 0 && l == s.lastS {
		s.mut.Unlock()
		time.Sleep(10 * time.Millisecond)
		goto start
	}
	if timestamp > s.lastT {
		s.lastT = timestamp
		s.lastS = l
	}
	s.SequenceNum = l
	s.mut.Unlock()

	t := (timestamp << 34) & bitMaskTimestamp
	shard := (uint64(rand.Int31n(int32(maxShard))) << 30) & bitMaskShardID
	m := uint64(s.MachineID<<18) & bitMaskMachineID
	n := l & bitMaskSequenceNum
	return t | shard | m | n
}

func DecodeBroadcastID(broadcastID uint64) (timestamp uint32, shardID uint16, machineID uint16, sequenceNo uint32) {
	t := (broadcastID & bitMaskTimestamp) >> 34
	shard := (broadcastID & bitMaskShardID) >> 30
	m := (broadcastID & bitMaskMachineID) >> 18
	n := (broadcastID & bitMaskSequenceNum)
	return uint32(t), uint16(shard), uint16(m), uint32(n)
}







MasterLab/example/reliablebroadcast/gorums/broadcast/state.go

package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastState struct {
	mut                 sync.Mutex
	shardMut            sync.RWMutex // RW because we often read and very seldom write to the state
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int, reqTTL time.Duration, shardBuffer, sendBuffer int) *BroadcastState {
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, reqTTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              reqTTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) reset() {
	s.parentCtxCancelFunc()
	s.mut.Lock()
	s.parentCtx, s.parentCtxCancelFunc = context.WithCancel(context.Background())
	for _, client := range s.clients {
		_ = client.Close()
	}
	s.clients = make(map[string]*Client)
	shards := createShards(s.parentCtx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	s.mut.Unlock()
	// unlocking because we don't want to end up with a deadlock.
	s.shardMut.Lock()
	s.shards = shards
	s.shardMut.Unlock()
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (s *BroadcastState) getShard(i uint16) *shard {
	s.shardMut.RLock()
	defer s.shardMut.RUnlock()
	return s.shards[i]
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(*Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	OriginPubKey      string
	OriginSignature   []byte
	OriginDigest      []byte
	ViewNumber        uint64
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(*Msg) error)
}







MasterLab/example/reliablebroadcast/gorums/mgr_test.go

package gorums_test

import (
	"bytes"
	"log/slog"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var (
	nodes   = []string{"127.0.0.1:9080", "127.0.0.1:9081", "127.0.0.1:9082"}
	nodeMap = map[string]uint32{"127.0.0.1:9080": 1, "127.0.0.1:9081": 2, "127.0.0.1:9082": 3, "127.0.0.1:9083": 4}
)

func TestManagerLogging(t *testing.T) {
	var (
		buf bytes.Buffer
	)

	buf.WriteString("\n")
	_ = gorums.NewRawManager(
		gorums.WithNoConnect(),
		gorums.WithLogger(slog.Default()),
	)
	t.Log(buf.String())
}

func TestManagerAddNode(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	_, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	tests := []struct {
		addr string
		id   uint32
		err  string
	}{
		{"127.0.1.1:1234", 1, "config: node 1 (127.0.1.1:1234) already exists"},
		{"127.0.1.1:1234", 5, ""},
		{"127.0.1.1:1234", 6, ""}, // The same addr:port can have different IDs
		{"127.0.1.1:1234", 2, "config: node 2 (127.0.1.1:1234) already exists"},
	}
	for _, test := range tests {
		node, err := gorums.NewRawNodeWithID(test.addr, test.id)
		if err != nil {
			t.Fatal(err)
		}
		err = mgr.AddNode(node)
		if err != nil && err.Error() != test.err {
			t.Errorf("mgr.AddNode(Node(%s, %d)) = %s, expected %s", test.addr, test.id, err.Error(), test.err)
		}
	}
}

// Proto definition in tests/dummy/dummy.proto
type dummySrv struct{}

func (dummySrv) Test(ctx gorums.ServerCtx, _ *dummy.Empty) (resp *dummy.Empty, err error) {
	return nil, nil
}

func TestManagerAddNodeWithConn(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 3, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer()
		dummy.RegisterDummyServer(srv, &dummySrv{})
		return srv
	})
	defer teardown()
	mgr := gorums.NewRawManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	defer mgr.Close()

	_, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(addrs[:2]))
	if err != nil {
		t.Fatal(err)
	}
	if mgr.Size() != len(addrs)-1 {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(addrs)-1)
	}

	node, err := gorums.NewRawNode(addrs[2])
	if err != nil {
		t.Fatal(err)
	}
	err = mgr.AddNode(node)
	if err != nil {
		t.Errorf("mgr.AddNode(%s) = %q, expected %q", addrs[2], err.Error(), "")
	}
	if mgr.Size() != len(addrs) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(addrs))
	}
}







MasterLab/example/reliablebroadcast/gorums/LICENSE

The MIT License (MIT)

Copyright (c) 2015-2021 The Gorums authors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.
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package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"math"
	"math/rand"
	"sync"
	"sync/atomic"
	"time"

	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

var streamDownErr = status.Error(codes.Unavailable, "stream is down")

type request struct {
	ctx       context.Context
	msg       *Message
	opts      callOptions
	numFailed int
}

// waitForSend returns true if the WithNoSendWaiting call option is not set.
func (req request) waitForSend() bool {
	return req.opts.callType != nil && !req.opts.noSendWaiting
}

// relatedToBroadcast returns true if the request is related to a broadcast request.
func (req request) relatedToBroadcast() bool {
	if req.msg.Metadata == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return false
	}
	return true
}

// getLogArgs returns the args given to the structured logger.
func (req request) getLogArgs(c *channel) []slog.Attr {
	// no need to do processing if logging is not enabled
	if c.logger == nil {
		return nil
	}
	args := []slog.Attr{logging.MsgID(req.msg.Metadata.MessageID), logging.Method(req.msg.Metadata.Method), logging.NumFailed(req.numFailed), logging.MaxRetries(c.maxSendRetries)}
	if req.relatedToBroadcast() {
		args = append(args, logging.BroadcastID(req.msg.Metadata.BroadcastMsg.BroadcastID))
	}
	return args
}

type response struct {
	nid uint32
	msg protoreflect.ProtoMessage
	err error
}

type responseRouter struct {
	c         chan<- response
	streaming bool
}

type channel struct {
	sendQ           chan request
	node            *RawNode
	mu              sync.Mutex
	lastError       error
	latency         time.Duration
	backoffCfg      backoff.Config
	rand            *rand.Rand
	gorumsClient    ordering.GorumsClient
	gorumsStream    ordering.Gorums_NodeStreamClient
	streamMut       sync.RWMutex
	dialMut         sync.RWMutex
	streamBroken    atomicFlag
	connEstablished atomicFlag
	parentCtx       context.Context
	streamCtx       context.Context
	cancelStream    context.CancelFunc
	responseRouters map[uint64]responseRouter
	responseMut     sync.Mutex
	maxSendRetries  int // number of times we try to resend a failed msg
	maxConnRetries  int // number of times we try to reconnect to a node
	logger          *slog.Logger
}

// newChannel creates a new channel for the given node and starts the sending goroutine.
//
// Note that we start the sending goroutine even though the
// connection has not yet been established. This is to prevent
// deadlock when invoking a call type, as the goroutine will
// block on the sendQ until a connection has been established.
func newChannel(n *RawNode) *channel {
	var logger *slog.Logger
	if n.mgr.logger != nil {
		logger = n.mgr.logger.With(slog.Uint64("nodeID", uint64(n.ID())), slog.String("nodeAddr", n.Address()))
	}
	c := &channel{
		sendQ:           make(chan request, n.mgr.opts.sendBuffer),
		backoffCfg:      n.mgr.opts.backoff,
		node:            n,
		latency:         -1 * time.Second,
		rand:            rand.New(rand.NewSource(time.Now().UnixNano())),
		responseRouters: make(map[uint64]responseRouter),
		maxSendRetries:  n.mgr.opts.maxSendRetries,
		maxConnRetries:  n.mgr.opts.maxConnRetries,
		logger:          logger,
	}
	// parentCtx controls the channel and is used to shut it down
	c.parentCtx = n.newContext()
	go c.sender()
	return c
}

// newNodeStream creates a stream and starts the receiving goroutine.
//
// Note that the stream could fail even though conn != nil due
// to the non-blocking dial. Hence, we need to try to connect
// to the node before starting the receiving goroutine.
func (c *channel) newNodeStream(conn *grpc.ClientConn) error {
	if conn == nil {
		// no need to proceed if dial failed
		return fmt.Errorf("connection is nil")
	}
	c.streamMut.Lock()
	var err error
	c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
	c.gorumsClient = ordering.NewGorumsClient(conn)
	c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
	c.streamMut.Unlock()
	if err != nil {
		return err
	}
	c.streamBroken.clear()
	// guard against creating multiple receiver goroutines
	if !c.connEstablished.get() {
		// connEstablished indicates dial was successful
		// and that receiver have started
		c.connEstablished.set()
		go c.receiver()
	}
	return nil
}

func (c *channel) cancelPendingMsgs() {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	for msgID, router := range c.responseRouters {
		router.c <- response{nid: c.node.ID(), err: streamDownErr}
		c.log("channel: cancelling pending msg", streamDownErr, slog.LevelError, logging.MsgID(msgID))
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) routeResponse(msgID uint64, resp response) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	if router, ok := c.responseRouters[msgID]; ok {
		router.c <- resp
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) enqueue(req request, responseChan chan<- response, streaming bool) {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) enqueueFast(req request, responseChan chan<- response, streaming bool) bool {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// only enqueue the request on the sendQ if it is available and
	// the node is not closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
	case c.sendQ <- req:
	default:
		return false
	}
	return true
}

func (c *channel) enqueueSlow(req request) {
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) deleteRouter(msgID uint64) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	delete(c.responseRouters, msgID)
}

func (c *channel) sendMsg(req request) (err error) {
	defer func() {
		// While the default is to block the caller until the message has been sent, we
		// can provide the WithNoSendWaiting call option to more quickly unblock the caller.
		// Hence, after sending, we unblock the waiting caller if the call option is not set;
		// that is, waitForSend is true. Conversely, if the call option is set, the call type
		// will not block on the response channel, and the "receiver" goroutine below will
		// eventually clean up the responseRouter map by calling routeResponse.
		//
		// It is important to note that waitForSend() should NOT return true if a response
		// is expected from the node at the other end, e.g. when using RPCCall or QuorumCall.
		// CallOptions are not provided with the requests from these types and thus waitForSend()
		// returns false. This design should maybe be revised?
		if req.waitForSend() {
			// unblock the caller and clean up the responseRouter map
			c.routeResponse(req.msg.Metadata.MessageID, response{})
		}
	}()

	// don't send if context is already cancelled.
	if req.ctx.Err() != nil {
		return req.ctx.Err()
	}

	c.streamMut.RLock()
	defer c.streamMut.RUnlock()

	done := make(chan struct{})

	// This goroutine waits for either 'done' to be closed, or the request context to be cancelled.
	// If the request context was cancelled, we have two possibilities:
	// The stream could be blocked, or the caller could be impatient.
	// We cannot know which is the case, but it seems wiser to cancel the stream as a precaution,
	// because reconnection is quite fast and cheap.
	go func() {
		select {
		case <-done:
			// all is good
		case <-req.ctx.Done():
			// Both channels could be ready at the same time, so we must check 'done' again.
			select {
			case <-done:
				// false alarm
			default:
				// CANCELLING HERE CAN HAVE DESTRUCTIVE EFFECTS!
				// Imagine the client has sent several requests and is waiting
				// for a response on each individual request. Furthermore, let's
				// say the client has sent a message to two different handlers:
				// 		1. A handler that does a lot of work and thus long response times are expected.
				// 		2. A handler that is normally very fast.
				//
				// If the client is impatient and cancels a request sent to a handler in scenario 2,
				// then all requests sent to the handler in scenario 1 will also be cancelled because
				// the stream is taken down.

				// trigger reconnect
				//c.streamMut.Lock()
				//c.cancelStream()
				//c.streamMut.Unlock()
			}
		}
	}()
	err = c.gorumsStream.SendMsg(req.msg)
	if err != nil {
		c.setLastErr(err)
		c.streamBroken.set()
	}

	close(done)

	return err
}

func (c *channel) sender() {
	var req request
	for {
		select {
		case <-c.parentCtx.Done():
			return
		case req = <-c.sendQ:
		}
		// try to connect to the node if previous attempts
		// have failed or if the node has disconnected
		if !c.isConnected() {
			// streamBroken will be set if the reconnection fails
			err := c.connect()
			if err != nil {
				c.setLastErr(err)
				c.streamBroken.set()
			}
		}
		// retry if stream is broken
		if c.streamBroken.get() {
			go c.retryMsg(req, streamDownErr)
			continue
		}
		// else try to send message
		err := c.sendMsg(req)
		if err != nil {
			go c.retryMsg(req, err)
		} else {
			c.log("channel: successfully sent msg", nil, slog.LevelInfo, req.getLogArgs(c)...)
		}
	}
}

func (c *channel) receiver() {
	for {
		resp := newMessage(responseType)
		c.streamMut.RLock()
		var err error
		// the gorumsStream can be nil because this method
		// runs in a goroutine. If the stream goes down after
		// the streamMut is unlocked, then we can have a scenario
		// where the gorumsStream is set to nil in the reconnect
		// method by another goroutine.
		if c.gorumsStream != nil {
			err = c.gorumsStream.RecvMsg(resp)
		} else {
			err = streamDownErr
		}
		if err != nil {
			c.streamBroken.set()
			c.streamMut.RUnlock()
			c.setLastErr(err)
			// we only reach this point when the stream failed AFTER a message
			// was sent and we are waiting for a reply. We thus need to respond
			// with a stream is down error on all pending messages.
			c.cancelPendingMsgs()
			c.log("channel: lost connection", err, slog.LevelError, logging.Reconnect(true))
			// attempt to reconnect indefinitely until the node is closed.
			// This is necessary when streaming is enabled.
			c.reconnect(-1)
		} else {
			c.streamMut.RUnlock()
			err := status.FromProto(resp.Metadata.GetStatus()).Err()
			c.routeResponse(resp.Metadata.MessageID, response{nid: c.node.ID(), msg: resp.Message, err: err})
			if err != nil {
				c.log("channel: got response", err, slog.LevelError, logging.MsgID(resp.Metadata.MessageID), logging.Method(resp.Metadata.Method))
			} else {
				c.log("channel: got response", nil, slog.LevelInfo, logging.MsgID(resp.Metadata.MessageID), logging.Method(resp.Metadata.Method))
			}
		}

		select {
		case <-c.parentCtx.Done():
			return
		default:
		}
	}
}

func (c *channel) connect() error {
	if !c.connEstablished.get() {
		c.dialMut.Lock()
		defer c.dialMut.Unlock()
		// a connection has not yet been established; i.e.,
		// a previous dial attempt could have failed.
		// try dialing again.
		err := c.node.dial()
		if err != nil {
			return err
		}
		err = c.newNodeStream(c.node.conn)
		if err != nil {
			return err
		}
		// return early because streamBroken will be cleared if no error occurs.
		// also works a preemptive measure to a deadlock since dialMut.Unlock()
		// is deferred.
		return nil
	}
	// the node was previously connected but is now disconnected
	if c.streamBroken.get() {
		// try to reconnect only once.
		// Maybe add this as a user option?
		c.reconnect(1)
	}
	return nil
}

type retry float64

func (r retry) exceeds(maxRetries int) bool {
	return r >= retry(maxRetries) && maxRetries > 0
}

// reconnect tries to reconnect to the node using an exponential backoff strategy.
// maxRetries = -1 represents infinite retries.
func (c *channel) reconnect(maxRetries int) {
	select {
	case <-c.parentCtx.Done():
		// no need to try to reconnect if the node is closed.
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		return
	default:
	}
	backoffCfg := c.backoffCfg

	var retries retry
	for {
		var err error
		c.streamMut.Lock()
		// check if stream is already up
		if !c.streamBroken.get() {
			// do nothing because stream is up
			c.streamMut.Unlock()
			return
		}
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
		c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
		if err == nil {
			c.log("channel: restored connection", nil, slog.LevelInfo)
			c.streamBroken.clear()
			c.streamMut.Unlock()
			return
		}
		c.log("channel: reconnection failed", err, slog.LevelWarn, logging.RetryNum(float64(retries)), logging.Reconnect(!(retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries))))
		c.cancelStream()
		c.streamMut.Unlock()
		c.setLastErr(err)
		if retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries) {
			c.streamBroken.set()
			return
		}
		delay := float64(backoffCfg.BaseDelay)
		max := float64(backoffCfg.MaxDelay)
		for r := retries; delay < max && r > 0; r-- {
			delay *= backoffCfg.Multiplier
		}
		delay = math.Min(delay, max)
		delay *= 1 + backoffCfg.Jitter*(rand.Float64()*2-1)
		select {
		case <-time.After(time.Duration(delay)):
			retries++
		case <-c.parentCtx.Done():
			return
		}
	}
}

// This method should always be run in a goroutine. It will
// enqueue a msg if it has previously failed. The message will
// be dropped if it fails more than maxRetries or if the ctx
// is cancelled.
func (c *channel) retryMsg(req request, err error) {
	req.numFailed++
	c.log("channel: failed to send msg", err, slog.LevelError, req.getLogArgs(c)...)
	// c.maxRetries = -1, is the same as infinite retries.
	if req.numFailed > c.maxSendRetries && c.maxSendRetries != -1 {
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("max retries exceeded. err=%e", err)})
		return
	}
	delay := float64(c.backoffCfg.BaseDelay)
	//delay := float64(10 * time.Millisecond)
	max := float64(c.backoffCfg.MaxDelay)
	for r := req.numFailed; delay < max && r > 0; r-- {
		delay *= c.backoffCfg.Multiplier
	}
	delay = math.Min(delay, max)
	delay *= 1 + c.backoffCfg.Jitter*(rand.Float64()*2-1)
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case <-req.ctx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("context cancelled")})
		return
	case <-time.After(time.Duration(delay)):
		// enqueue the request again
	}
	c.enqueueSlow(req)
}

func (c *channel) setLastErr(err error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	c.lastError = err
}

// lastErr returns the last error encountered (if any) when using this channel.
func (c *channel) lastErr() error {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.lastError
}

// channelLatency returns the latency between the client and this channel.
func (c *channel) channelLatency() time.Duration {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.latency
}

// isConnected returns true if the channel has an active connection to the node.
func (c *channel) isConnected() bool {
	// streamBroken.get() is initially false and NodeStream could be down
	// even though node.conn is not nil. Hence, we need connEstablished
	// to make sure a proper connection has been made.
	return c.connEstablished.get() && !c.streamBroken.get()
}

func (c *channel) log(msg string, err error, level slog.Level, args ...slog.Attr) {
	if c.logger != nil {
		args = append(args, logging.Err(err), logging.Type("channel"))
		c.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type atomicFlag struct {
	flag int32
}

func (f *atomicFlag) set()      { atomic.StoreInt32(&f.flag, 1) }
func (f *atomicFlag) get() bool { return atomic.LoadInt32(&f.flag) == 1 }
func (f *atomicFlag) clear()    { atomic.StoreInt32(&f.flag, 0) }
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package gorums_test

import (
	"context"
	"sync"
	"testing"

	"github.com/google/go-cmp/cmp"
	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
)

func TestNewConfigurationNodeList(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	cfg, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	if cfg.Size() != len(nodes) {
		t.Errorf("cfg.Size() = %d, expected %d", cfg.Size(), len(nodes))
	}

	contains := func(nodes []*gorums.RawNode, addr string) bool {
		for _, node := range nodes {
			if addr == node.Address() {
				return true
			}
		}
		return false
	}
	cfgNodes := cfg.Nodes()
	for _, n := range nodes {
		if !contains(cfgNodes, n) {
			t.Errorf("cfg.Nodes() = %v, expected %s", cfgNodes, n)
		}
	}

	if mgr.Size() != len(nodes) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(nodes))
	}
	mgrNodes := cfg.Nodes()
	for _, n := range nodes {
		if !contains(mgrNodes, n) {
			t.Errorf("mgr.Nodes() = %v, expected %s", mgrNodes, n)
		}
	}
}

func TestNewConfigurationNodeMap(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	cfg, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	if cfg.Size() != len(nodeMap) {
		t.Errorf("cfg.Size() = %d, expected %d", cfg.Size(), len(nodeMap))
	}
	for _, node := range cfg.Nodes() {
		if nodeMap[node.Address()] != node.ID() {
			t.Errorf("cfg.Nodes()[%s] = %d, expected %d", node.Address(), node.ID(), nodeMap[node.Address()])
		}
	}
	if mgr.Size() != len(nodeMap) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(nodeMap))
	}
	for _, node := range mgr.Nodes() {
		if nodeMap[node.Address()] != node.ID() {
			t.Errorf("mgr.Nodes()[%s] = %d, expected %d", node.Address(), node.ID(), nodeMap[node.Address()])
		}
	}
}

func TestNewConfigurationNodeIDs(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	c1, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	if c1.Size() != len(nodes) {
		t.Errorf("c1.Size() = %d, expected %d", c1.Size(), len(nodes))
	}

	// Identical configurations c1 == c2
	nodeIDs := c1.NodeIDs()
	c2, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeIDs(nodeIDs))
	if err != nil {
		t.Fatal(err)
	}
	if c2.Size() != len(nodes) {
		t.Errorf("c2.Size() = %d, expected %d", c2.Size(), len(nodes))
	}
	if diff := cmp.Diff(c1, c2); diff != "" {
		t.Errorf("Expected same configurations, but got (-c1 +c2):\n%s", diff)
	}

	// Configuration with one less node |c3| == |c1| - 1
	c3, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeIDs(nodeIDs[:len(nodeIDs)-1]))
	if err != nil {
		t.Fatal(err)
	}
	if c3.Size() != len(nodes)-1 {
		t.Errorf("c3.Size() = %d, expected %d", c3.Size(), len(nodes)-1)
	}
	if diff := cmp.Diff(c1, c3); diff == "" {
		t.Errorf("Expected different configurations, but found no difference")
	}
}

func TestNewConfigurationAnd(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	c1, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	c2Nodes := []string{"127.0.0.1:8080"}
	c2, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(c2Nodes))
	if err != nil {
		t.Fatal(err)
	}

	// Add newNodes to c1, giving a new c3 with a total of 3+2 nodes
	newNodes := []string{"127.0.0.1:9083", "127.0.0.1:9084"}
	c3, err := gorums.NewRawConfiguration(
		mgr,
		c1.WithNewNodes(gorums.WithNodeList(newNodes)),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c3.Size() != len(nodes)+len(newNodes) {
		t.Errorf("c3.Size() = %d, expected %d", c3.Size(), len(nodes)+len(newNodes))
	}

	// Combine c2 to c1, giving a new c4 with a total of 3+1 nodes
	c4, err := gorums.NewRawConfiguration(
		mgr,
		c1.And(c2),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c4.Size() != len(nodes)+len(c2Nodes) {
		t.Errorf("c4.Size() = %d, expected %d", c4.Size(), len(nodes)+len(c2Nodes))
	}

	// Combine c2 to c4, giving a new c5 with a total of 4 nodes
	// c4 already contains all nodes from c2 (see above): c4 = c1+c2
	// c5 should essentially just be a copy of c4 (ignoring duplicates from c2)
	c5, err := gorums.NewRawConfiguration(
		mgr,
		c4.And(c2),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c5.Size() != c4.Size() {
		t.Errorf("c5.Size() = %d, expected %d", c5.Size(), c4.Size())
	}
}

func TestNewConfigurationExcept(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	c1, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	c2, err := gorums.NewRawConfiguration(
		mgr,
		c1.WithoutNodes(c1[0].ID()),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c2.Size() != c1.Size()-1 {
		t.Errorf("c2.Size() = %d, expected %d", c2.Size(), c1.Size()-1)
	}

	newNodes := []string{"127.0.0.1:9083", "127.0.0.1:9084"}
	c3, err := gorums.NewRawConfiguration(
		mgr,
		c1.WithNewNodes(gorums.WithNodeList(newNodes)),
	)
	if err != nil {
		t.Fatal(err)
	}
	c4, err := gorums.NewRawConfiguration(
		mgr,
		c3.Except(c1),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c4.Size() != c3.Size()-c1.Size() {
		t.Errorf("c4.Size() = %d, expected %d", c4.Size(), c3.Size()-c1.Size())
	}
}

func TestConfigConcurrentAccess(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	defer teardown()

	mgr := gorumsTestMgr()
	cfg, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	errCh := make(chan error, 2)
	var wg sync.WaitGroup
	for j := 0; j < 2; j++ {
		wg.Add(1)
		go func() {
			node := cfg.Nodes()[0]
			_, err := node.Test(context.Background(), &dummy.Empty{})
			if err != nil {
				errCh <- err
			}
			wg.Done()
		}()
	}
	wg.Wait()
	close(errCh)
	for err := range errCh {
		t.Error(err)
	}
}







MasterLab/example/reliablebroadcast/gorums/third_party/google/rpc/status.proto

// Copyright 2020 Google LLC
//
// Licensed under the Apache License, Version 2.0 (the "License");
// you may not use this file except in compliance with the License.
// You may obtain a copy of the License at
//
//     http://www.apache.org/licenses/LICENSE-2.0
//
// Unless required by applicable law or agreed to in writing, software
// distributed under the License is distributed on an "AS IS" BASIS,
// WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
// See the License for the specific language governing permissions and
// limitations under the License.

syntax = "proto3";

package google.rpc;

import "google/protobuf/any.proto";

option cc_enable_arenas = true;
option go_package = "google.golang.org/genproto/googleapis/rpc/status;status";
option java_multiple_files = true;
option java_outer_classname = "StatusProto";
option java_package = "com.google.rpc";
option objc_class_prefix = "RPC";

// The `Status` type defines a logical error model that is suitable for
// different programming environments, including REST APIs and RPC APIs. It is
// used by [gRPC](https://github.com/grpc). Each `Status` message contains
// three pieces of data: error code, error message, and error details.
//
// You can find out more about this error model and how to work with it in the
// [API Design Guide](https://cloud.google.com/apis/design/errors).
message Status {
  // The status code, which should be an enum value of [google.rpc.Code][google.rpc.Code].
  int32 code = 1;

  // A developer-facing error message, which should be in English. Any
  // user-facing error message should be localized and sent in the
  // [google.rpc.Status.details][google.rpc.Status.details] field, or localized by the client.
  string message = 2;

  // A list of messages that carry the error details.  There is a common set of
  // message types for APIs to use.
  repeated google.protobuf.Any details = 3;
}
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# Available Options and Their Meaning

To select a call type for a Protobuf service method, you must specify one or more boolean options.
Gorums currently supports the following call types (these cannot be combined):

| Call type           | Gorums option        | Description                                                         |
| ------------------- | -------------------- | ------------------------------------------------------------------- |
| Ordered RPC         | no option            | FIFO-ordered synchronous RPC to a single node.                      |
| Unicast             | `gorums.unicast`     | FIFO-ordered one-way asynchronous unicast.                          |
| Multicast           | `gorums.multicast`   | FIFO-ordered one-way asynchronous multicast.                        |
| Quorum Call         | `gorums.quorumcall`  | FIFO-ordered synchronous quorum call on a configuration of nodes.   |
| Correctable         | `gorums.correctable` | Asynchronous quorum call with *incremental consistency guarantees*. |

All call types rely on a streaming RPC call named `NodeStream` to send and receive messages to/from individual nodes.
However, the server API generated by Gorums does not expose the gRPC stream-based API.
Instead, the generated API is similar to unary gRPC, except for the handling of return values is a bit different.

Each call type may also specify some advanced options:

| Name               | Gorums option               | Type   | Description                                                                                    |
| ------------------ | --------------------------- | ------ | ---------------------------------------------------------------------------------------------- |
| Custom return type | `gorums.custom_return_type` | string | Makes the quorum function return a different type than the RPC response type.                  |
| Per node arguments | `gorums.per_node_arg`       | bool   | Makes it possible to send different request objects to each node in a call.                    |
| Asynchronous       | `gorums.async`              | bool   | Makes the quorum call run asynchronously and returns a "promise" object to fetch the result.   |

The following matrix shows which call types can be combined with the different options:

| Option             | Ordered RPC | Unicast | Multicast | Quorum Call | Correctable |
| ------------------ | ----------- | ------- | --------- | ----------- | ----------- |
| Custom return type | N/A         | N/A     | N/A       | Yes         | Yes         |
| Per node arguments | N/A         | N/A     | Yes       | Yes         | Yes         |
| Asynchronous       | No          | N/A     | N/A       | Yes         | No          |

The correctable quorum call is an asynchronous call type that comes in two variants.
In the first variant, each node of the configuration sends only a single response.
In the second variant, each node may return multiple responses.
The second variant uses the gRPC server-side stream API and is indicated with the `stream` keyword associated with the return type.
See `ReadCorrectableStream` method below for an example.

Note that the `gorums.correctable` option should not be combined with the `gorums.async` option.

## Example Protobuf Definitions

Below is shown a list of RPC service methods, illustrating how to configure the different variants.

```proto
service Storage {
  // ReadOrdered is a FIFO-ordered RPC.
  rpc ReadOrdered(ReadRequest) returns (State) {}

  // ReadQC is a FIFO-ordered synchronous quorum call.
  rpc ReadQC(ReadRequest) returns (State) {
    option (gorums.quorumcall) = true;
  }

  // ReadAsync is an asynchronous quorum call that
  // returns a promise object for retrieving results.
  rpc ReadAsync(ReadRequest) returns (State) {
    option (gorums.async) = true;
    option (gorums.quorumcall) = true;
  }

  // ReadCustomReturn is a FIFO-ordered synchronous quorum call with a custom return type.
  rpc ReadCustomReturn(ReadRequest) returns (State) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MyState";
  }

  // ReadCorrectable is an asynchronous correctable quorum call that
  // returns a correctable object for retrieving results.
  rpc ReadCorrectable(ReadRequest) returns (State) {
    option (gorums.correctable) = true;
  }

  // ReadCorrectableStream is an asynchronous correctable quorum call that
  // returns a correctable object for retrieving results over a stream.
  rpc ReadCorrectableStream(ReadRequest) returns (stream State) {
    option (gorums.correctable) = true;
  }

  // WriteMulticast is an asynchronous multicast to all nodes in a configuration.
  // No replies are collected.
  rpc WriteMulticast(State) returns (Empty) {
    option (gorums.multicast) = true;
  }

  // WritePerNode is a synchronous quorum call, where,
  // for each node, a provided function is called to determine
  // the argument to be sent to that node.
  rpc WritePerNode(State) returns (WriteResponse) {
    option (gorums.quorumcall)  = true;
    option (gorums.per_node_arg)  = true;
  }
}
```
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# Benchmarking Gorums

The repository includes a program that can be used to benchmark different call types and options.
The program is compiled from `cmd/benchmark`, and uses the `benchmark` package.
Using the `benchmark` program, it is possible to run benchmarks on both local and remote servers.

## Usage

To compile the benchmark program, run:

```shell
make benchmark
```

By default, the program runs all of the built-in benchmarks on local servers.
The following command-line flags can be used to change various parameters of the benchmarks:

```text
Usage of cmd/benchmark/benchmark:
  -benchmarks regexp
      A regexp matching the benchmarks to run. (default '.*')
  -concurrent int
      Number of goroutines that can make calls concurrently. (default 1)
  -config-size int
      Size of the configuration to use. If < 1, all nodes will be used. (default 4)
  -cpuprofile file
      A file to write cpu profile to.
  -list
      List all available benchmarks
  -max-async int
      Maximum number of async calls that can be in flight at once. (default 1000)
  -memprofile file
      A file to write memory profile to.
  -payload int
      Size of the payload in request and response messages (in bytes).
  -quorum-size int
      Number of replies to wait for before completing a quorum call.
  -remotes list
      A comma separated list of remote addresses to connect to.
  -send-buffer uint
      The size of the send buffer.
  -server address
      Run a benchmark server on given address.
  -server-buffer uint
      The size of the server buffers.
  -server-stats
      Show server statistics separately
  -time duration
      The duration of each benchmark. (default "1s")
  -trace file
      A file to write trace to.
  -warmup duration
      Warmup duration. (default "100ms")
```

By default, the `cmd/benchmark` program starts internal servers to perform benchmarks locally.
To run the benchmarks with remote servers, the `--remotes` flag must be used.

### Remote benchmarks with ansible

In the `scripts/` folder, we provide some simple ansible scripts that can be used to run benchmarks on remote servers.
To use the scripts, an [inventory](https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html) file must be created.
The ansible script expects two groups, "client" and "servers."
Below is an example inventory file:

```ini
[client]
client.example.com

[servers]
server1.example.com
server2.example.com
server3.example.com
```

To copy the benchmark binary to the remote servers, run the `deploy.yml` ansible script as follows

```sh
ansible-playbook -i [your inventory file] deploy.yml
```

(remember to build it using `make benchmark` first).

The `benchmark.sh` script runs the appropriate ansible-playbook command and parses the output.
Hence, to run `benchmark.sh`:

```sh
cd scripts/
./benchmark.sh [your inventory file] [arguments to benchmark]
```

For example:

```sh
./benchmark.sh ./hosts --benchmarks 'QC'
```
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# Message Ordering in Gorums

## The Problem

Many of the use cases for a framework like Gorums depend on messages arriving in the correct order.
Unfortunately, gRPC does not guarantee that unary RPCs invoked in order, will be received by the server in the same order.
That is, according to the [gRPC docs](https://grpc.io/docs/what-is-grpc/core-concepts/):
"*gRPC guarantees message ordering within an individual RPC call.*"
Further, as explained [here](https://github.com/grpc/grpc/issues/10853#issuecomment-297478862):
"*Separate requests are independent of each other, and there is no guarantee that they will be handled in any particular order. If you want to preserve the order of a set of messages between a single client and a single server, I would recommend using a streaming call. Messages within a single stream are guaranteed to be received in the order in which they are sent.*"
This was a source of [problems](https://github.com/relab/gorums/issues/16) in early versions of Gorums.

## Implementation of Message Ordering

Gorums now implements ordered RPCs between client and server, in addition to ordered quorum calls.
This implementation relies on gRPC streams to [preserve the order of messages](https://grpc.io/docs/what-is-grpc/core-concepts/) instead of unary RPCs.

### Client-side

Under the hood, Gorums sends messages on a single gRPC stream for each node.
Request messages are assigned unique message IDs to associate requests and responses that belong together.
Messages are then sent along with some other metadata required by Gorums.
Two goroutines for each *node stream* handle the sending and receiving of messages on the client-side.
When invoking a quorum call, a request message is passed to each node's *sending goroutine*.
The quorum call method also creates a channel for receiving response messages.
When a node's receiving goroutine receives a response message, it will be passed back to the quorum call method via its associated channel.

### Server-side

The server-side works similarly to the client-side.
There are two goroutines, one responsible for sending and one responsible for receiving messages.
Upon receiving a request, the receiving goroutine *synchronously* executes the handler for that request.
Before the handler is called, Gorums creates a channel to receive the response message.
When Gorums receives a message on this channel, it gets tagged with the same message ID as the request.

The use of a function to return messages from the RPC handler makes the handlers more flexible than handlers that simply return a result:

* RPC handler functions are executed synchronously by the receiving goroutine, ensuring in-order processing of requests.
* Concurrent processing of requests is still possible since the RPC handler can start a goroutine.

### RPC API Differences from gRPC

```go
// the unary gRPC-style server API
type Server interface {
  // Runs in one of multiple worker goroutines,
  // and requests may be handled in a different order.
  RPC(context.Context, *Request) (*Response, error)
}

// the Gorums server API
type Server interface {
  // Handler receives a special server context object.
  // Runs in its own goroutine.
  // Server waits until the handler returns
  // or until the handler calls Release() on the context object.
  RPC(gorums.ServerCtx, *Request) (*Response, error)
}
```

Our server handlers are executed synchronously by default, in the order that requests are received in.
This allows us to support use cases where message ordering is important.
However, the application may only need to worry about message ordering up to a certain point.
For example, consider an application that needs to send requests to servers in-order, but can receive responses in any order.
For this application, the handler may place the request in a queue, wait for it to be processed before returning a response.
With our API, the handler can simply add the request to the queue, call `Release()` on the server context,
and then return the response once it is ready.
Hence, the penalty for running server handlers synchronously is reduced while still preserving ordering.
Below is an example of how such a handler could be written:

```go
func (s *testSrv) AsyncHandler(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
  // do synchronous work
  response := &Response{
    InOrder: s.isInOrder(req.GetNum()),
  }

  // allow the server to start processing the next request.
  ctx.Release()

  // this code will run concurrently with other handlers
  // perform slow / async work here
  time.Sleep(10 * time.Millisecond)
  // at some point later, the response passed back to Gorums through the `ret` function,
  // and gets sent back to the client.
  return response, nil
}
```

## How to Preserve Message Ordering

While Gorums preserve message ordering end-to-end, this guarantee only holds as long as the order is preserved at both endpoints.
Hence, to preserve message ordering, the following rules must be adhered to:

* (Client-side) Quorum calls cannot be started in separate goroutines, as the scheduling of goroutines is non-deterministic.

* (Client-side) To process replies from different quorum calls concurrently, use the `async` option.

* (Server-side) If the server must return replies in the same order as the client sent them, the server-side handler must also preserve ordering.
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# Design Document for Layering with gRPC and Gorums

Gorums wants to support new features that require processing of metadata
on the server side, that should not be visible to the server method implementations, and likewise for clients invoking an RPC method, should not need to concern themselves with these details.

Examples of such layers includes

* A layer to attach a configuration data structure to replies to allow a client to receive information about changes to the configuration (group membership), e.g. in a process-centric model. Similarly, the client proxy should be able to attach an epoch number that the server-side proxy will use to determine if the client has the most up-to-date configuration. These data elements should not be exposed to the client and server side code, and should seamlessly be filtered before a call is passed to the upper server-side method, and correspondingly the client-side caller.

* Another application of such layering is to pass context information about a request to other processes from a server to another server in an all-to-all communication pattern. That is, a server may implement a server-side quorum function to receive such context information, which can then be used to determine if a quorum has been received and thus decide on the next action, passing on the context information as needed by the protocol being implemented.

* The Raft implementation presented in Meland's thesis, while not using any layering, had some design challenges in deciding how to structure the Key-Value storage application vs the Raft protocol implementation. Perhaps a layering approach could alleviate this tension.

* A more formalized layer approach can replace the current solution for `custom_return_type` and `per_node_arg` options, and the various proposed `call_adapter` options (partially implemented in the `call-adapter` branch).

Frausing's thesis provided two implementations of such layering, one based on interceptors and the metadata support in gRPC, and one where the layer was designed as two separate gRPC services, one with a prefix `g` to separate it from the actual service that applications should use. Please see Frausing's thesis for additional details, and his code on [GitHub](https://github.com/tfrausin/reconf). There is also a question and an answer in this [gRPC issue](https://github.com/grpc/grpc-go/issues/2091).

The metadata approach is not type safe because everything must be converted to a string, and in Frausing's implementation, this requires a custom marshaling and unmarshaling implementation. Moreover, it seems that there is a larger overhead with this approach compared to the alternative with using separate gRPC interfaces.

## The interceptor approach

However, it would be interesting to consider (as suggested in the gRPC issue linked above) a generic implementation that will marshal/unmarshal a protobuf structure to/from a json string that can be passed as part of the metadata feature of gRPC. What do I mean by generic here? Well, the content of the metadata to be passed in the metadata structure of an RPC request/response message should be defined as a proto message type, and the marshaling functions should be automatic. Basically, the code generator should produce marshaling functions for the metadata, and a layer-specific method that accepts the request/response object and unmarshaled metadata type as generated by the protobuf for that metadata object.

We should essentially generate the interceptor code that extract things and calls out to a function like this:

```go
import pbm "github.com/relab/reconf/cfgproto"

func (c *pbm.Config) Read(ctx context.Context, cfg pbm.Config) (pb.Config, error) {
    if c.Epoch() == cfg.Epoch() {
        return nil, nil
    }
    if c.Epoch() > cfg.Epoch() {
        // client has old configuration; return current cfg
        return cfg, nil
    } else {
        // client has newer configuration; return error???
        return nil, err
    }
}
```

Not sure exactly what should be the generic signature for this thing.

## Example using the `g` prefix approach, but with different naming scheme

Here is an example of a `Storage` implementation with a reconfiguration layer.

Assume the following protobuf message type `Config`, which is the metadata needed by the reconfiguration layer.

```protobuf
message Config {
    uint64 epoch = 1;
    repeat string addr = 2;
}
```

Note that, we don't need to maintain two separate message types for the actual configuration (list of machines) and the epoch, since if the list of machines is empty, it won't take any space in the message. Empty fields will simply be removed during marshaling.

On the server-side, our implementation of the reconfiguration layer would look something like this:

**Caveat**: The following is not quite correct because we can't have both `cfg` and `req` arguments to the `Read` call below. So necessary adjustments must be made. In fact, the client-side is more accurately specified. But I'm still not sure I like it very much.

```go
import pbm "github.com/relab/reconf/cfgproto"

func (c *pbm.Config) Read(ctx context.Context, cfg pbm.Config, req pb.ReadRequest) (pb.State, error) {
    if c.Epoch() == cfg.Epoch() {
        return c.upper.Read(ctx, req)
    } else {
        return nil, fmt.Errorf("wrong epoch")
    }
}

func (s *pb.StorageSrv) Read(ctx context.Context, req pb.ReadRequest) (pb.State, error) {
    // actual storage implementation
}
```

Here is an alternative design where we return the updated `pbm.Config`:

```go
func (c *pbm.Config) Read(ctx context.Context, cfg pbm.Config, req pb.ReadRequest) (pb.State, pbm.Config, error) {
    curEpoch, callEpoch := c.Epoch(), cfg.Epoch()
    if curEpoch == callEpoch {
        s, err := c.upper.Read(ctx, req)
        return s, nil, err
    }
    if curEpoch > callEpoch {
        return nil, curEpoch, fmt.Errorf("wrong epoch")
    } else {
        // server has outdated epoch; must reconfigure
    }
}
```

On the client side, we would still call the `Read` method as if it were a regular gRPC method:

```go
    // the mgr returns custom config objects that produce appropriate metadata for the reconfiguration layer.
    config, err := mgr.NewConfiguration(ids, qspec)
    rreply, err := config.Read(ctx, &pb.ReadRequest{})
```

The client-side reconfiguration layer (proxy), would then be implemented as follows:

```go
func (c *reconfStorageClient) Read(ctx context.Context, in *ReadRequest, opts ...grpc.CallOption) (*State, error) {
    currConfig := c.GetConfig()
    inArg := &pb.ConfigReadRequest{Config: currConfig, ReadRequest: in}
    out := new(ConfigState)
    err := grpc.Invoke(ctx, "/dev.ReconfStorage/Read", inArg, out, c.cc, opts...)
    if err != nil {
        return nil, err
    }
    if out.Epoch() != currConfig.Epoch() {
        c.UpdateConfig(out.GetConfig())
    }
    realOut := out.GetState()
    return realOut, nil
}
```

Note that we need to generate a `ReconfStorage` proto to represent a combined interface:

```protobuf
service ReconfStorage {
    rpc Read(ConfigReadRequest) ConfigState;
}

message ConfigReadRequest {
    Config config = 1;
    ReadRequest req = 2;
}

message ConfigState {
    Config confg = 1;
    State state = 2;
}
```

Note that the `c.cc` connection points to the reconfiguration layer's `Read` method (in the `ReconfStorage` interface), which holds a combination of both the `ReadRequest` message and the `Config` message types.

## Open Questions

1. If our code generator produces these additional layering methods for us, do we need to register the server implementing all interfaces (both `pbm.Config` and `pb.Storage`) or can it be replaced with the top-layer only?

2. Can we support multiple layers? For example, if we want to support both reconfiguration and all-to-all communication, and these features are best kept separate?

3. The approach above is not so flexible in that a new layer will probably want to define templates for code generation.
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# Preparing a new Release of Gorums

Below are the steps to prepare a new release of Gorums.

To cut a release you will need additional tools:

```shell
% go install golang.org/x/exp/cmd/gorelease@latest
% brew install gh
```

1. Check and upgrade dependencies:

   ```shell
   % make tools
   % protoc --version
   libprotoc 3.15.6
   # v3.15.6 is current; but if new version available run:
   % brew upgrade protobuf
   % protoc-gen-go-grpc --version
   protoc-gen-go-grpc 1.1.0
   % protoc-gen-go --version
   protoc-gen-go v1.26.0
   # Upgrade module dependencies
   % go get -u ./...
   % cd examples
   % go get -u ./...
   % cd ..
   ```

2. Run `gorelease` to suggested new version number, e.g.:

   ```text
   ... (list of compatability changes) ...
   Inferred base version: v0.3.0
   Suggested version: v0.4.0
   ```

3. Edit `internal/version/version.go`

4. Edit `version.go`

5. Install new version of `protoc-gen-gorums`:

   ```shell
   % make dev
   % protoc-gen-gorums --version
   protoc-gen-gorums v0.4.0-devel
   ```

6. Recompile `_gorums.pb.go` files:

   ```shell
   % make -B
   % go mod tidy
   % cd examples
   % make -B
   % go mod tidy
   % cd ..
   ```

7. Run tests:

   ```shell
   % make test
   % make testrace
   ```

8. Edit gorums dependency to be v0.4.0 in example/go.mod:

   ```shell
   % vim examples/go.mod
   ```

9. Add and commit changes due to upgrades and recompilation:

   ```shell
   % git add
   % git commit -m "Gorums release v0.4.0"
   # Synchronize master branch
   % git push
   ```

10. Publish the release with release notes:

    ```shell
    # Prepare release notes in release-notes.md
    % gh release create v0.4.0 --prerelease -F release-notes.md --title "Main changes in release"
    ```

    Without the `gh` tool:

    ```shell
    % git tag v0.4.0
    % git push origin v0.4.0
    ```

    Now other projects can depend on `v0.4.0` of `github.com/relab/gorums`.

11. To check that the new version is available (after a bit of time):

    ```shell
    % go list -m github.com/relab/gorums@v0.4.0
    ```
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# User Guide

You may wish to read the gRPC "Getting Started" documentation found [here](http://www.grpc.io/docs/) before continuing.
Gorums uses gRPC under the hood, and exposes some of its configuration.
Gorums also uses [Protocol Buffers](https://developers.google.com/protocol-buffers) to specify messages and RPC methods.

## Prerequisites

This guide describes how to use Gorums as a user.
The guide requires a working Go installation.
At least Go version 1.16 is required.

There are a few tools that need to be installed first:

1. Install version 3 of `protoc`, the Protocol Buffers Compiler.
   Installation of this tool is OS/distribution specific.

   On Linux/macOS/WSL with Homebrew you can use:

   ```shell
   brew install protobuf
   ```

   See the [releases](https://github.com/google/protobuf/releases) page for details and other releases.

2. Install the [Go code generator](https://github.com/protocolbuffers/protobuf-go) for `protoc`.
   It can be installed with the following command:

   ```shell
   go install google.golang.org/protobuf/cmd/protoc-gen-go@latest
   ```

3. Install the Gorums plugin:

   ```shell
   go install github.com/relab/gorums/cmd/protoc-gen-gorums@latest
   ```

## Creating and Compiling a Protobuf Service Description into Gorums Code

In this example we will create a simple storage service.
The storage can store a single `{string,timestamp}` tuple and has two methods:

* `Read() State`
* `Write(State) Response`

First, we define our storage as a gRPC service by using the protocol buffers interface definition language (IDL).
Refer to the protocol buffers [language guide](https://developers.google.com/protocol-buffers/docs/proto3) to learn more about the Protobuf IDL.

Let's create a file, `storage.proto`, in a new Go package called `gorumsexample`.
We will use `$HOME/gorumsexample` as the project root, and we will use the Go module system:

```shell
mkdir $HOME/gorumsexample
cd $HOME/gorumsexample
go mod init gorumsexample
go get github.com/relab/gorums
```

The file `storage.proto` should have the following content:

```protobuf
syntax = "proto3";
package gorumsexample;
option go_package = ".;gorumsexample";

service Storage {
  rpc Read(ReadRequest) returns (State) { }
  rpc Write(State) returns (WriteResponse) { }
}

message State {
  string Value = 1;
  int64 Timestamp = 2;
}

message WriteResponse {
  bool New = 1;
}

message ReadRequest {}
```

Every RPC method must take and return a single Protobuf message.
This is a requirement of the Protobuf IDL.
The `Read` method in this example, therefore, takes an empty `ReadRequest` as input since no information is needed by the method.

**Note:** Gorums offers one-way communication through the `unicast` and `multicast` call types.
For these call types, the response message type will be unused by Gorums.
For a detailed overview of the available method options to control the call types, see the [method options](method-options.md) document.

Next, we compile our service definition into Go code which includes:

1. Go code to access and manage the defined Protobuf messages.
2. A Gorums client API and server interface for the storage.

We simply invoke `protoc` to compile our Protobuf definition:

```shell
protoc -I=$(go list -m -f {{.Dir}} github.com/relab/gorums):. \
  --go_out=paths=source_relative:. \
  --gorums_out=paths=source_relative:. \
  storage.proto
```

The above step should produce two files named `storage.pb.go` and `storage_gorums.pb.go` in your package directory.
The former contains the Protobuf definitions of our messages.
The latter contains the Gorums generated client and server interfaces.
Let us examine the `storage_gorums.pb.go` file to see the code generated from our Protobuf definitions.
Our two RPC methods have the following signatures:

```go
func (n *Node) Read(ctx context.Context, in *ReadRequest) (*State, error)
func (n *Node) Write(ctx context.Context, in *State) (*WriteResponse, error)
```

And this is our server interface:

```go
type Storage interface {
  Read(gorums.ServerCtx, *ReadRequest) (*State, error)
  Write(gorums.ServerCtx, *State) (*WriteResponse, error)
}
```

**Note:** For a real use case, you may decide to keep the `.proto` file and the generated `.pb.go` files in a separate directory/package and import that package (the generated Gorums API) into your application.
We skip that here for the sake of simplicity.

## Implementing the StorageServer

We now describe how to use the generated Gorums API for the `Storage` service.
We begin by implementing the `Storage` server interface from above:

```go
type storageSrv struct {
  mut   sync.Mutex
  state *State
}

func (srv *storageSrv) Read(_ gorums.ServerCtx, req *ReadRequest) (resp *State, err error) {
  srv.mut.Lock()
  defer srv.mut.Unlock()
  fmt.Println("Got Read()")
  return srv.state, nil
}

func (srv *storageSrv) Write(_ gorums.ServerCtx, req *State) (resp *WriteResponse, err error) {
  srv.mut.Lock()
  defer srv.mut.Unlock()
  if srv.state.Timestamp < req.Timestamp {
    srv.state = req
    fmt.Println("Got Write(", req.Value, ")")
    return &WriteResponse{New: true}, nil
  }
  return &WriteResponse{New: false}, nil
}
```

There are some important things to note about implementing the server interfaces:

* The handlers run in the order messages are received.
* Messages from the same sender are executed in FIFO order at all servers.
* Messages from different senders may be received in a different order at the different servers.
  To guarantee messages from different senders are executed in-order at the different servers, you must use a total ordering protocol.
* Handlers run synchronously, and hence a long-running handler will prevent other messages from being handled.
  To help solve this problem, our `ServerCtx` objects have a `Release()` function that releases the handler's lock on the server,
  which allows the next request to be processed. After `ctx.Release()` has been called, the handler may run concurrently
  with the handlers for the next requests. The handler automatically calls `ctx.Release()` after returning.

  ```go
  func (srv *storageSrv) Read(ctx gorums.ServerCtx, req *ReadRequest) (resp *State), err error {
    // any code running before this will be executed in-order
    ctx.Release()
    // after Release() has been called, a new request handler may be started,
    // and thus it is not guaranteed that the replies will be sent back the same order.
    srv.mut.Lock()
    defer srv.mut.Unlock()
    fmt.Println("Got Read()")
    return srv.state, nil
  }
  ```

* The context passed to the handlers is the gRPC stream context of the underlying gRPC stream.
  This context can be used to retrieve [metadata](https://github.com/grpc/grpc-go/blob/master/Documentation/grpc-metadata.md)
  and [peer](https://godoc.org/google.golang.org/grpc/peer) information from the client.
* Errors should be returned using the [`status` package](https://pkg.go.dev/google.golang.org/grpc/status?tab=doc).
* It is currently not possible to send more than one reply message per request.
  This may change with other call types in the future.

For more information about message ordering and why we use channels instead of `return` in our handlers, read [ordering.md](./ordering.md).

To start the server, we need to create a *listener* and a *GorumsServer*, and then register our server implementation:

```go
func ExampleStorageServer(port int) {
  lis, err := net.Listen("tcp", fmt.Sprintf(":%d", port))
  if err != nil {
    log.Fatal(err)
  }
  gorumsSrv := gorums.NewServer()
  srv := storageSrv{state: &State{}}
  RegisterStorageServer(gorumsSrv, &srv)
  gorumsSrv.Serve(lis)
}
```

## Implementing the StorageClient

Next, we write client code to call RPCs on our servers.
The first thing we need to do is to create an instance of the `Manager` type.
The manager maintains a pool of connections to nodes.
Nodes are added to the connection pool via new configurations, as shown below.

The manager takes as arguments a set of optional manager options.
We can forward gRPC dial options to the manager if needed.
The manager will use these options when connecting to nodes.
Three different options are specified in the example below.

```go
package gorumsexample

import (
  "log"
  "time"

  "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func ExampleStorageClient() {
  mgr := NewManager(
    gorums.WithDialTimeout(500*time.Millisecond),
    gorums.WithGrpcDialOptions(
      grpc.WithBlock(),
      grpc.WithTransportCredentials(insecure.NewCredentials()),
    ),
  )
```

A configuration is a set of nodes on which our RPC calls can be invoked.
Using the `WithNodeList` option, the manager assigns a unique identifier to each node.
The code below shows how to create a configuration:

```go
  // Get all all available node ids, 3 nodes
  addrs := []string{
    "127.0.0.1:8080",
    "127.0.0.1:8081",
    "127.0.0.1:8082",
  }
  // Create a configuration including all nodes
  allNodesConfig, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
  if err != nil {
    log.Fatalln("error creating read config:", err)
  }
```

The `Manager` and `Configuration` types also have few other available methods.
Inspect the package documentation or source code for details.

We can now invoke the Write RPC on each `node` in the configuration:

```go
  // Test state
  state := &State{
    Value:     "42",
    Timestamp: time.Now().Unix(),
  }

  // Invoke Write RPC on all nodes in config
  for _, node := range allNodesConfig.Nodes() {
    reply, err := node.Write(context.Background(), state)
    if err != nil {
      log.Fatalln("read rpc returned error:", err)
    } else if !reply.New {
      log.Println("state was not new.")
    }
  }
```

While Gorums allows us to call RPCs on individual nodes as we did above, Gorums also provides a call type *quorum call* that allows us to invoke an RPC on all nodes in a configuration with a single invocation, as we show in the next section.

## Quorum Calls

Instead of invoking an RPC explicitly on all nodes in a configuration, Gorums allows users to invoke a *quorum call* via a method on the `Configuration` type.
If an RPC is invoked as a quorum call, Gorums will invoke the RPCs on all nodes in parallel and collect and process the replies.

For the Gorums plugin to generate quorum calls we need to specify the `quorumcall` option for our RPC methods in the proto file, as shown below:

```protobuf
import "gorums.proto";

service QCStorage {
  rpc Read(ReadRequest) returns (State) {
    option (gorums.quorumcall) = true;
   }
  rpc Write(State) returns (WriteResponse) {
    option (gorums.quorumcall) = true;
   }
}
```

The generated methods have the following client-side interface:

```go
func (c *Configuration) Read(ctx context.Context, in *ReadRequest) (*State, error)
func (c *Configuration) Write(ctx context.Context, in *State) (*WriteResponse, error)
```

## The QuorumSpec Interface with Quorum Functions

Gorums uses a *quorum function*, that takes as input a set of replies from individual servers, and computes the reply to be returned from the quorum call.
Such a quorum function has two responsibilities:

1. Report when a set of replies form a quorum.
2. Compute a single reply from a set of replies that form a quorum.

Behind the scenes, the RPCs invoked as part of a quorum call return multiple replies.
Typically, only one of these replies should be returned to the end-user.
However, Gorums cannot provide a generic policy for selecting a single reply from many replies.
Instead, Gorums makes this an application-specific choice.
For example, it may be necessary to compare the content of several reply messages when deciding which reply to return to the client's quorum call, and sometimes several replies must be combined into a new one.
Gorums, therefore, generates a `QuorumSpec` interface that contains a quorum function for every quorum call.
The `QuorumSpec` generated for our example is as follows:

```go
type QuorumSpec interface {
  // ReadQF is the quorum function for the Read
  // quorum call method.
  ReadQF(req *ReadRequest, replies map[uint32]*State) (*State, bool)

  // WriteQF is the quorum function for the Write
  // quorum call method.
  WriteQF(req *WriteRequest, replies map[uint32]*WriteResponse) (*WriteResponse, bool)
}
```

A `QuorumSpec` implementation must be provided when creating a new configuration.
Each quorum function of the `QuorumSpec` must adhere to the following rules:

* If too few replies have been received, a quorum function must return `false`, signaling to Gorums that the quorum call should wait for more replies.
* Once sufficiently many replies have been received, the quorum function must return `true` along with an appropriate return value, signaling that the quorum call can return the value to the client.

The example below shows an implementation of the `QuorumSpec` interface.
Here, `ReadQF` returns the `*State` with the highest timestamp and `true`, signaling that the quorum call can return.
The quorum call will return the `*State` chosen by the quorum function.

```go
package gorumsexample

import "sort"

type QSpec struct {
  quorumSize int
}

// ReadQF is the quorum function for the Read RPC method.
func (qs *QSpec) ReadQF(_ *ReadResponse, replies map[uint32]*State) (*State, bool) {
  if len(replies) < qs.quorumSize {
    return nil, false
  }
  return newestState(replies), true
}

// WriteQF is the quorum function for the Write RPC method.
func (qs *QSpec) WriteQF(_ *WriteRequest, replies map[uint32]*WriteResponse) (*WriteResponse, bool) {
  if len(replies) < qs.quorumSize {
    return nil, false
  }
  // return the first response we find
  var reply *WriteResponse
  for _, r := range replies {
    reply = r
    break
  }
  return reply, true
}

func newestState(replies map[uint32]*State) *State {
  var newest *State
  for _, s := range replies {
    if s.GetTimestamp() >= newest.GetTimestamp() {
      newest = s
    }
  }
  return newest
}
```

## Invoking Quorum Calls on the Configuration in the StorageClient

In the following code snippet, we create a configuration, including an instance of the `QSpec` defined above, and invoke a quorum call.
The quorum call will return after receiving replies from two servers.
Gorums ignores any outstanding replies.
Note that Gorums does not cancel any outstanding RPCs, leaving it to the client to manage any cancellations through the `Context` argument to the quorum call.
However, canceling RPCs to a replicated server may not be the desired behavior, since then one or more servers may not have seen previous messages.

```go
func ExampleStorageClient() {
  addrs := []string{
    "127.0.0.1:8080",
    "127.0.0.1:8081",
    "127.0.0.1:8082",
  }

  mgr := NewManager(
    gorums.WithDialTimeout(50*time.Millisecond),
    gorums.WithGrpcDialOptions(
      grpc.WithBlock(),
      grpc.WithTransportCredentials(insecure.NewCredentials()),
    ),
  )
  // Create a configuration including all nodes
  allNodesConfig, err := mgr.NewConfiguration(
    &QSpec{2},
    gorums.WithNodeList(addrs),
  )
  if err != nil {
    log.Fatalln("error creating read config:", err)
  }

  // Invoke read quorum call:
  ctx, cancel := context.WithCancel(context.Background())
  reply, err := allNodesConfig.Read(ctx, &ReadRequest{})
  if err != nil {
    log.Fatalln("read rpc returned error:", err)
  }
  cancel()
}
```

## Working with Configurations

Below is an example demonstrating how to work with configurations.
These configurations are viewed from the client's perspective, and to actually make quorum calls on these configurations, there must be server endpoints to connect to.
We ignore the construction of `mgr` and error handling.

Depending on the application's requirements, the `QSpec` argument may depend on the resulting configuration's size.
In the example below, we simply use fixed quorum sizes.

```go
func ExampleConfigClient() {
  addrs := []string{
    "127.0.0.1:8080",
    "127.0.0.1:8081",
    "127.0.0.1:8082",
  }
  // Make configuration c1 from addrs, giving |c1| = |addrs| = 3
  c1, _ := mgr.NewConfiguration(
    &QSpec{2},
    gorums.WithNodeList(addrs),
  )

  newAddrs := []string{
    "127.0.0.1:9080",
    "127.0.0.1:9081",
  }
  // Make configuration c2 from newAddrs, giving |c2| = |newAddrs| = 2
  c2, _ := mgr.NewConfiguration(
    &QSpec{1},
    gorums.WithNodeList(newAddrs),
  )

  // Make new configuration c3 from c1 and newAddrs, giving |c3| = |c1| + |newAddrs| = 3+2=5
  c3, _ := mgr.NewConfiguration(
    &QSpec{3},
    c1.WithNewNodes(gorums.WithNodeList(newAddrs)),
  )

  // Make new configuration c4 from c1 and c2, giving |c4| = |c1| + |c2| = 3+2=5
  c4, _ := mgr.NewConfiguration(
    &QSpec{3},
    c1.And(c2),
  )

  // Make new configuration c5 from c1 except the first node from c1, giving |c5| = |c1| - 1 = 3-1 = 2
  c5, _ := mgr.NewConfiguration(
    &QSpec{1},
    c1.WithoutNodes(c1.NodeIDs()[0]),
  )

  // Make new configuration c6 from c3 except c1, giving |c6| = |c3| - |c1| = 5-3 = 2
  c6, _ := mgr.NewConfiguration(
    &QSpec{1},
    c3.Except(c1),
  )
}
```
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# Developer Guide

The repository contains two main components located in `cmd/protoc-gen-gorums`:

* **dev:** Contains static code and code generated by templates.
  In other words, this is the code that the `protoc-gen-gorums` compiler will output.
  All files that are not prefixed by `zorums*` and do not end in `_test.go` get bundled into `template_static.go`.
* **gengorums:** Contains the code for the `protoc-gen-gorums` compiler, as well as templates.

## Workflow and File Endings

1. **Template Changes:** Changes to generated code in the `dev/zorums_*_gorums.pb.go` files should be done by editing the various templates in the corresponding `gengorums/template_*.go` file.
   Making changes to the `zorums*` files will be overwritten.
   Note that there is not a one-to-one correspondence for all files.

2. **Static Code File Changes:** Changes to non-generated code in `dev/{config.go|mgr.go|node.go}` can be done in the respective `.go` files.

Any changes to templates or static code requires the invocation of `make` in order to:

* Bundle the static code into `template_static.go`.
* Rebuild the `protoc-gen-gorums` compiler.
* Update the `zorums_*_gorums.pb.go` files.

See the `Makefile` for more details.
To force compile, e.g. following a `protoc` update, you can use:

```sh
make -B
```

## Testing

Testing the `protoc-gen-gorums` compiler itself can be done by running the command below.
These tests verify that the code generated by the Gorums compiler is correct and stable.

```sh
make test
```

## Benchmarking

See [benchmarking.md](./benchmarking.md)

## Makefile

Below is a description of the current `Makefile` targets.
The `Makefile` itself also serves as documentation; inspect it for details.

| Target            | Description                                                                  |
| ----------------- | ---------------------------------------------------------------------------- |
| `dev`             | Updates `template_static.go` and regenerates generated files from templates. |
| `benchmark`       | Compiles the benchmark tool.                                                 |
| `tools`           | Installs required tools such as `protoc-gen-go` and `protoc-gen-go-grpc`.    |
| `installgorums`   | Reinstalls the `protoc-gen-gorums` plugin.                                   |
| `bootstrapgorums` | Used to bootstrap the plugin.                                                |
| `test`            | Run Gorums tests.                                                            |
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package gorums_test

import (
	"context"
	"fmt"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func TestRPCCallSuccess(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	defer teardown()

	mgr := gorumsTestMgr()

	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	response, err := node.RPCCall(ctx, gorums.CallData{
		Message: &dummy.Empty{},
		Method:  "dummy.Dummy.Test",
	})
	if err != nil {
		t.Fatalf("Unexpected error, got: %v, want: %v", err, nil)
	}
	if response == nil {
		t.Fatalf("Unexpected response, got: %v, want: %v", nil, &dummy.Empty{})
	}
}

func TestRPCCallDownedNode(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	mgr := gorumsTestMgr()

	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	teardown()                         // stop all servers on purpose
	time.Sleep(300 * time.Millisecond) // servers are not stopped immediately
	node := mgr.Nodes()[0]
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	response, err := node.RPCCall(ctx, gorums.CallData{
		Message: &dummy.Empty{},
		Method:  "dummy.Dummy.Test",
	})
	if err == nil {
		t.Fatalf("Unexpected error, got: %v, want: %v", err, fmt.Errorf("rpc error: code = Unavailable desc = stream is down"))
	}
	if response != nil {
		t.Fatalf("Unexpected response, got: %v, want: %v", response, nil)
	}
}

func TestRPCCallTimedOut(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	defer teardown()

	mgr := gorumsTestMgr()

	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	ctx, cancel := context.WithTimeout(context.Background(), 0*time.Second)
	time.Sleep(50 * time.Millisecond)
	defer cancel()
	response, err := node.RPCCall(ctx, gorums.CallData{
		Message: &dummy.Empty{},
		Method:  "dummy.Dummy.Test",
	})
	if err == nil {
		t.Fatalf("Unexpected error, got: %v, want: %v", err, fmt.Errorf("context deadline exceeded"))
	}
	if response != nil {
		t.Fatalf("Unexpected response, got: %v, want: %v", response, nil)
	}
}

func initServer() *gorums.Server {
	srv := gorums.NewServer()
	dummy.RegisterDummyServer(srv, &testSrv{})
	return srv
}

func gorumsTestMgr() *dummy.Manager {
	mgr := dummy.NewManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	return mgr
}

type testSrv struct{}

func (t testSrv) Test(ctx gorums.ServerCtx, request *dummy.Empty) (response *dummy.Empty, err error) {
	return &dummy.Empty{}, nil
}
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module github.com/relab/gorums/examples

go 1.22.1

require (
	github.com/google/shlex v0.0.0-20191202100458-e7afc7fbc510
	github.com/relab/gorums v0.7.0
	golang.org/x/term v0.18.0
	google.golang.org/grpc v1.62.1
	google.golang.org/protobuf v1.33.0
)

require (
	github.com/golang/protobuf v1.5.4 // indirect
	github.com/google/go-cmp v0.6.0 // indirect
	golang.org/x/mod v0.16.0 // indirect
	golang.org/x/net v0.22.0 // indirect
	golang.org/x/sys v0.18.0 // indirect
	golang.org/x/text v0.14.0 // indirect
	golang.org/x/tools v0.19.0 // indirect
	google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 // indirect
	google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 // indirect
)

replace github.com/relab/gorums => ../
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# Gorums examples

This folder contains examples of services implemented with Gorums.
If you want a detailed walkthrough of how to get started with Gorums, read the [user guide](../doc/user-guide.md).

## Interactive Storage service

The `storage` example implements a simple key-value storage service.
The client features an interactive command line interface that allows you to send RPCs and quorum calls to different configurations of servers, called nodes.
Both the client and the server are included in the same binary, and four local servers will be started automatically.

To install:

```shell
make tools
make
```

Optionally:

```shell
go build -o ./storage ./storage
```

To run:

```shell
./storage/storage
```

To recompile the proto files:

```shell
make -B
```







MasterLab/example/reliablebroadcast/gorums/examples/storage/repl.go

package main

import (
	"context"
	"errors"
	"fmt"
	"io"
	"os"
	"strconv"
	"strings"
	"time"

	"github.com/google/shlex"
	"github.com/relab/gorums"
	"github.com/relab/gorums/examples/storage/proto"
	"golang.org/x/term"
	"google.golang.org/protobuf/types/known/timestamppb"
)

var help = `
This interface allows you to run RPCs and quorum calls against the Storage
Servers interactively. Take a look at the files 'client.go' and 'server.go'
for the source code of the RPC handlers and quorum functions.
The following commands can be used:

help                            Show this text
exit                            Exit the program
nodes                           Print a list of the available nodes
rpc   [node index] [operation]	Executes an RPC on the given node.
qc    [operation]             	Executes a quorum call on all nodes.
mcast [key] [value]             Executes a multicast write call on all nodes.
cfg   [config] [operation]   	Executes a quorum call on a configuration.

The following operations are supported:

read 	[key]        	Read a value
write	[key] [value]	Write a value

Examples:

> rpc 0 write foo bar
The command performs the 'write' RPC on node 0, and sets 'foo' = 'bar'

> qc read foo
The command performs the 'read' quorum call, and returns the value of 'foo'

> cfg 1:3 write foo bar
The command performs the write quorum call on node 1 and 2

> cfg 0,2 write foo 'bar baz'
The command performs the write quorum call on node 0 and 2
`

type repl struct {
	mgr  *proto.Manager
	cfg  *proto.Configuration
	term *term.Terminal
}

func newRepl(mgr *proto.Manager, cfg *proto.Configuration) *repl {
	return &repl{
		mgr: mgr,
		cfg: cfg,
		term: term.NewTerminal(struct {
			io.Reader
			io.Writer
		}{os.Stdin, os.Stderr}, "> "),
	}
}

// ReadLine reads a line from the terminal in raw mode.
//
// FIXME: ReadLine currently does not work with arrow keys on windows for some reason
// See: https://stackoverflow.com/questions/58237670/terminal-raw-mode-does-not-support-arrows-on-windows
func (r repl) ReadLine() (string, error) {
	fd := int(os.Stdin.Fd())
	oldState, err := term.MakeRaw(fd)
	if err != nil {
		panic(err)
	}
	defer func() {
		err := term.Restore(fd, oldState)
		if err != nil {
			panic(err)
		}
	}()

	return r.term.ReadLine()
}

// Repl runs an interactive Read-eval-print loop, that allows users to run commands that perform
// RPCs and quorum calls using the manager and configuration.
func Repl(mgr *proto.Manager, defaultCfg *proto.Configuration) {
	r := newRepl(mgr, defaultCfg)

	fmt.Println(help)
	for {
		l, err := r.ReadLine()
		if errors.Is(err, io.EOF) {
			return
		}
		if err != nil {
			fmt.Fprintf(os.Stderr, "Failed to read line: %v\n", err)
			os.Exit(1)
		}
		args, err := shlex.Split(l)
		if err != nil {
			fmt.Fprintf(os.Stderr, "Failed to split command: %v\n", err)
			os.Exit(1)
		}
		if len(args) < 1 {
			continue
		}

		switch args[0] {
		case "exit":
			fallthrough
		case "quit":
			return
		case "help":
			fmt.Println(help)
		case "rpc":
			r.rpc(args[1:])
		case "qc":
			r.qc(args[1:])
		case "cfg":
			r.qcCfg(args[1:])
		case "mcast":
			fallthrough
		case "multicast":
			r.multicast(args[1:])
		case "nodes":
			fmt.Println("Nodes: ")
			for i, n := range mgr.Nodes() {
				fmt.Printf("%d: %s\n", i, n.Address())
			}
		default:
			fmt.Printf("Unknown command '%s'. Type 'help' to see available commands.\n", args[0])
		}
	}
}

func (r repl) rpc(args []string) {
	if len(args) < 2 {
		fmt.Println("'rpc' requires a node index and an operation.")
		return
	}

	index, err := strconv.Atoi(args[0])
	if err != nil {
		fmt.Printf("Invalid id '%s'. node index must be numeric.\n", args[0])
		return
	}

	if index < 0 || index >= r.cfg.Size() {
		fmt.Printf("Invalid index. Must be between 0 and %d.\n", r.cfg.Size()-1)
		return
	}

	node := r.cfg.Nodes()[index]

	switch args[1] {
	case "read":
		r.readRPC(args[2:], node)
	case "write":
		r.writeRPC(args[2:], node)
	}
}

func (r repl) multicast(args []string) {
	if len(args) < 2 {
		fmt.Println("'multicast' requires a key and a value.")
		return
	}

	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	r.cfg.WriteMulticast(ctx, &proto.WriteRequest{Key: args[0], Value: args[1]})
	cancel()
	fmt.Println("Multicast OK: (server output not synchronized)")
}

func (r repl) qc(args []string) {
	if len(args) < 1 {
		fmt.Println("'qc' requires an operation.")
		return
	}

	switch args[0] {
	case "read":
		r.readQC(args[1:], r.cfg)
	case "write":
		r.writeQC(args[1:], r.cfg)
	}
}

func (r repl) qcCfg(args []string) {
	if len(args) < 2 {
		fmt.Println("'cfg' requires a configuration and an operation.")
		return
	}
	cfg := r.parseConfiguration(args[0])
	if cfg == nil {
		return
	}
	switch args[1] {
	case "read":
		r.readQC(args[2:], cfg)
	case "write":
		r.writeQC(args[2:], cfg)
	}
}

func (repl) readRPC(args []string, node *proto.Node) {
	if len(args) < 1 {
		fmt.Println("Read requires a key to read.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := node.ReadRPC(ctx, &proto.ReadRequest{Key: args[0]})
	cancel()
	if err != nil {
		fmt.Printf("Read RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetOK() {
		fmt.Printf("%s was not found\n", args[0])
		return
	}
	fmt.Printf("%s = %s\n", args[0], resp.GetValue())
}

func (repl) writeRPC(args []string, node *proto.Node) {
	if len(args) < 2 {
		fmt.Println("Write requires a key and a value to write.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := node.WriteRPC(ctx, &proto.WriteRequest{Key: args[0], Value: args[1], Time: timestamppb.Now()})
	cancel()
	if err != nil {
		fmt.Printf("Write RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetNew() {
		fmt.Printf("Failed to update %s: timestamp too old.\n", args[0])
		return
	}
	fmt.Println("Write OK")
}

func (repl) readQC(args []string, cfg *proto.Configuration) {
	if len(args) < 1 {
		fmt.Println("Read requires a key to read.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := cfg.ReadQC(ctx, &proto.ReadRequest{Key: args[0]})
	cancel()
	if err != nil {
		fmt.Printf("Read RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetOK() {
		fmt.Printf("%s was not found\n", args[0])
		return
	}
	fmt.Printf("%s = %s\n", args[0], resp.GetValue())
}

func (repl) writeQC(args []string, cfg *proto.Configuration) {
	if len(args) < 2 {
		fmt.Println("Write requires a key and a value to write.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := cfg.WriteQC(ctx, &proto.WriteRequest{Key: args[0], Value: args[1], Time: timestamppb.Now()})
	cancel()
	if err != nil {
		fmt.Printf("Write RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetNew() {
		fmt.Printf("Failed to update %s: timestamp too old.\n", args[0])
		return
	}
	fmt.Println("Write OK")
}

func (r repl) parseConfiguration(cfgStr string) (cfg *proto.Configuration) {
	// configuration using range syntax
	if i := strings.Index(cfgStr, ":"); i > -1 {
		var start, stop int
		var err error
		numNodes := r.mgr.Size()
		if i == 0 {
			start = 0
		} else {
			start, err = strconv.Atoi(cfgStr[:i])
			if err != nil {
				fmt.Printf("Failed to parse configuration: %v\n", err)
				return nil
			}
		}
		if i == len(cfgStr)-1 {
			stop = numNodes
		} else {
			stop, err = strconv.Atoi(cfgStr[i+1:])
			if err != nil {
				fmt.Printf("Failed to parse configuration: %v\n", err)
				return nil
			}
		}
		if start >= stop || start < 0 || stop >= numNodes {
			fmt.Println("Invalid configuration.")
			return nil
		}
		nodes := make([]string, 0)
		for _, node := range r.mgr.Nodes()[start:stop] {
			nodes = append(nodes, node.Address())
		}
		cfg, err = r.mgr.NewConfiguration(&qspec{cfgSize: stop - start}, gorums.WithNodeList(nodes))
		if err != nil {
			fmt.Printf("Failed to create configuration: %v\n", err)
			return nil
		}
		return cfg
	}
	// configuration using list of indices
	if indices := strings.Split(cfgStr, ","); len(indices) > 0 {
		selectedNodes := make([]string, 0, len(indices))
		nodes := r.mgr.Nodes()
		for _, index := range indices {
			i, err := strconv.Atoi(index)
			if err != nil {
				fmt.Printf("Failed to parse configuration: %v\n", err)
				return nil
			}
			if i < 0 || i >= len(nodes) {
				fmt.Println("Invalid configuration.")
				return nil
			}
			selectedNodes = append(selectedNodes, nodes[i].Address())
		}
		cfg, err := r.mgr.NewConfiguration(&qspec{cfgSize: len(selectedNodes)}, gorums.WithNodeList(selectedNodes))
		if err != nil {
			fmt.Printf("Failed to create configuration: %v\n", err)
			return nil
		}
		return cfg
	}
	fmt.Println("Invalid configuration.")
	return nil
}







MasterLab/example/reliablebroadcast/gorums/examples/storage/main.go

package main

import (
	"flag"
	"log"
	"strings"

	"github.com/relab/gorums"
)

func main() {
	server := flag.String("server", "", "Start as a server on given address.")
	remotes := flag.String("connect", "", "Comma-separated list of servers to connect to.")
	flag.Parse()

	if *server != "" {
		runServer(*server)
		return
	}

	addrs := strings.Split(*remotes, ",")
	// start local servers if no remote servers were specified
	if len(addrs) == 1 && addrs[0] == "" {
		addrs = nil
		srvs := make([]*gorums.Server, 0, 4)
		for i := 0; i < 4; i++ {
			srv, addr := startServer("127.0.0.1:0")
			srvs = append(srvs, srv)
			addrs = append(addrs, addr)
			log.Printf("Started storage server on %s\n", addr)
		}
		defer func() {
			for _, srv := range srvs {
				srv.Stop()
			}
		}()
	}

	runClient(addrs)
}







MasterLab/example/reliablebroadcast/gorums/examples/storage/server.go

package main

import (
	"fmt"
	"log"
	"net"
	"os"
	"os/signal"
	"sync"
	"syscall"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/examples/storage/proto"
	"google.golang.org/protobuf/types/known/timestamppb"
)

func startServer(address string) (*gorums.Server, string) {
	// listen on given address
	lis, err := net.Listen("tcp", address)
	if err != nil {
		log.Fatalf("Failed to listen on '%s': %v\n", address, err)
	}

	// init server implementation
	storage := newStorageServer()
	storage.logger = log.New(os.Stderr, fmt.Sprintf("%s: ", lis.Addr()), log.Ltime|log.Lmicroseconds|log.Lmsgprefix)

	// create Gorums server
	srv := gorums.NewServer()
	// register server implementation with Gorums server
	proto.RegisterStorageServer(srv, storage)
	// handle requests on listener
	go func() {
		err := srv.Serve(lis)
		if err != nil {
			storage.logger.Fatalf("Server error: %v\n", err)
		}
	}()

	return srv, lis.Addr().String()
}

func runServer(address string) {
	// catch signals in order to shut down gracefully
	signals := make(chan os.Signal, 1)
	signal.Notify(signals, syscall.SIGINT, syscall.SIGTERM, syscall.SIGHUP)

	srv, addr := startServer(address)

	log.Printf("Started storage server on %s\n", addr)

	<-signals
	// shutdown Gorums server
	srv.Stop()
}

type state struct {
	Value string
	Time  time.Time
}

// storageServer is an implementation of proto.Storage
type storageServer struct {
	storage map[string]state
	mut     sync.RWMutex
	logger  *log.Logger
}

func newStorageServer() *storageServer {
	return &storageServer{
		storage: make(map[string]state),
	}
}

// ReadRPC is an RPC handler
func (s *storageServer) ReadRPC(_ gorums.ServerCtx, req *proto.ReadRequest) (resp *proto.ReadResponse, err error) {
	return s.Read(req)
}

// WriteRPC is an RPC handler
func (s *storageServer) WriteRPC(_ gorums.ServerCtx, req *proto.WriteRequest) (resp *proto.WriteResponse, err error) {
	return s.Write(req)
}

// ReadQC is an RPC handler for a quorum call
func (s *storageServer) ReadQC(_ gorums.ServerCtx, req *proto.ReadRequest) (resp *proto.ReadResponse, err error) {
	return s.Read(req)
}

// WriteQC is an RPC handler for a quorum call
func (s *storageServer) WriteQC(_ gorums.ServerCtx, req *proto.WriteRequest) (resp *proto.WriteResponse, err error) {
	return s.Write(req)
}

func (s *storageServer) WriteMulticast(_ gorums.ServerCtx, req *proto.WriteRequest) {
	_, err := s.Write(req)
	if err != nil {
		s.logger.Printf("Write error: %v", err)
	}
}

// Read reads a value from storage
func (s *storageServer) Read(req *proto.ReadRequest) (*proto.ReadResponse, error) {
	s.logger.Printf("Read '%s'\n", req.GetKey())
	s.mut.RLock()
	defer s.mut.RUnlock()
	state, ok := s.storage[req.GetKey()]
	if !ok {
		return &proto.ReadResponse{OK: false}, nil
	}
	return &proto.ReadResponse{OK: true, Value: state.Value, Time: timestamppb.New(state.Time)}, nil
}

// Write writes a new value to storage if it is newer than the old value
func (s *storageServer) Write(req *proto.WriteRequest) (*proto.WriteResponse, error) {
	s.logger.Printf("Write '%s' = '%s'\n", req.GetKey(), req.GetValue())
	s.mut.Lock()
	defer s.mut.Unlock()
	oldState, ok := s.storage[req.GetKey()]
	if ok && oldState.Time.After(req.GetTime().AsTime()) {
		return &proto.WriteResponse{New: false}, nil
	}
	s.storage[req.GetKey()] = state{Value: req.GetValue(), Time: req.GetTime().AsTime()}
	return &proto.WriteResponse{New: true}, nil
}







MasterLab/example/reliablebroadcast/gorums/examples/storage/client.go

package main

import (
	"log"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/examples/storage/proto"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func runClient(addresses []string) {
	if len(addresses) < 1 {
		log.Fatalln("No addresses provided!")
	}

	// init gorums manager
	mgr := proto.NewManager(
		gorums.WithDialTimeout(1*time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(), // block until connections are made
			grpc.WithTransportCredentials(insecure.NewCredentials()), // disable TLS
		),
	)
	// create configuration containing all nodes
	cfg, err := mgr.NewConfiguration(&qspec{cfgSize: len(addresses)}, gorums.WithNodeList(addresses))
	if err != nil {
		log.Fatal(err)
	}

	Repl(mgr, cfg)
}

type qspec struct {
	cfgSize int
}

// ReadQCQF is the quorum function for the ReadQC
// ordered quorum call method. The in parameter is the request object
// supplied to the ReadQC method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *ReadRequest'.
func (q qspec) ReadQCQF(_ *proto.ReadRequest, replies map[uint32]*proto.ReadResponse) (*proto.ReadResponse, bool) {
	// wait until at least half of the replicas have responded
	if len(replies) <= q.cfgSize/2 {
		return nil, false
	}
	// return the value with the most recent timestamp
	return newestValue(replies), true
}

// WriteQCQF is the quorum function for the WriteQC
// ordered quorum call method. The in parameter is the request object
// supplied to the WriteQC method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *WriteRequest'.
func (q qspec) WriteQCQF(in *proto.WriteRequest, replies map[uint32]*proto.WriteResponse) (*proto.WriteResponse, bool) {
	// wait until at least half of the replicas have responded and have updated their value
	if numUpdated(replies) <= q.cfgSize/2 {
		// if all replicas have responded, there must have been another write before ours
		// that had a newer timestamp
		if len(replies) == q.cfgSize {
			return &proto.WriteResponse{New: false}, true
		}
		return nil, false
	}
	return &proto.WriteResponse{New: true}, true
}

// newestValue returns the reply that had the most recent timestamp
func newestValue(values map[uint32]*proto.ReadResponse) *proto.ReadResponse {
	if len(values) < 1 {
		return nil
	}
	var newest *proto.ReadResponse
	for _, v := range values {
		if v.GetTime().AsTime().After(newest.GetTime().AsTime()) {
			newest = v
		}
	}
	return newest
}

// numUpdated returns the number of replicas that updated their value
func numUpdated(replies map[uint32]*proto.WriteResponse) int {
	count := 0
	for _, r := range replies {
		if r.GetNew() {
			count++
		}
	}
	return count
}







MasterLab/example/reliablebroadcast/gorums/examples/storage/proto/storage.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: storage/proto/storage.proto

package proto

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
	timestamppb "google.golang.org/protobuf/types/known/timestamppb"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type ReadRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Key string `protobuf:"bytes,1,opt,name=Key,proto3" json:"Key,omitempty"`
}

func (x *ReadRequest) Reset() {
	*x = ReadRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *ReadRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*ReadRequest) ProtoMessage() {}

func (x *ReadRequest) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use ReadRequest.ProtoReflect.Descriptor instead.
func (*ReadRequest) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{0}
}

func (x *ReadRequest) GetKey() string {
	if x != nil {
		return x.Key
	}
	return ""
}

type ReadResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	OK    bool                   `protobuf:"varint,1,opt,name=OK,proto3" json:"OK,omitempty"`
	Value string                 `protobuf:"bytes,2,opt,name=Value,proto3" json:"Value,omitempty"`
	Time  *timestamppb.Timestamp `protobuf:"bytes,3,opt,name=Time,proto3" json:"Time,omitempty"`
}

func (x *ReadResponse) Reset() {
	*x = ReadResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *ReadResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*ReadResponse) ProtoMessage() {}

func (x *ReadResponse) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use ReadResponse.ProtoReflect.Descriptor instead.
func (*ReadResponse) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{1}
}

func (x *ReadResponse) GetOK() bool {
	if x != nil {
		return x.OK
	}
	return false
}

func (x *ReadResponse) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

func (x *ReadResponse) GetTime() *timestamppb.Timestamp {
	if x != nil {
		return x.Time
	}
	return nil
}

type WriteRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Key   string                 `protobuf:"bytes,1,opt,name=Key,proto3" json:"Key,omitempty"`
	Value string                 `protobuf:"bytes,2,opt,name=Value,proto3" json:"Value,omitempty"`
	Time  *timestamppb.Timestamp `protobuf:"bytes,3,opt,name=Time,proto3" json:"Time,omitempty"`
}

func (x *WriteRequest) Reset() {
	*x = WriteRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *WriteRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*WriteRequest) ProtoMessage() {}

func (x *WriteRequest) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use WriteRequest.ProtoReflect.Descriptor instead.
func (*WriteRequest) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{2}
}

func (x *WriteRequest) GetKey() string {
	if x != nil {
		return x.Key
	}
	return ""
}

func (x *WriteRequest) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

func (x *WriteRequest) GetTime() *timestamppb.Timestamp {
	if x != nil {
		return x.Time
	}
	return nil
}

type WriteResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	New bool `protobuf:"varint,1,opt,name=New,proto3" json:"New,omitempty"`
}

func (x *WriteResponse) Reset() {
	*x = WriteResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *WriteResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*WriteResponse) ProtoMessage() {}

func (x *WriteResponse) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use WriteResponse.ProtoReflect.Descriptor instead.
func (*WriteResponse) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{3}
}

func (x *WriteResponse) GetNew() bool {
	if x != nil {
		return x.New
	}
	return false
}

var File_storage_proto_storage_proto protoreflect.FileDescriptor

var file_storage_proto_storage_proto_rawDesc = []byte{
	0x0a, 0x1b, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x2f,
	0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x07, 0x73,
	0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x1a, 0x1f, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x74, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d, 0x70, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x22, 0x1f, 0x0a, 0x0b, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x12, 0x10, 0x0a, 0x03, 0x4b, 0x65, 0x79, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03,
	0x4b, 0x65, 0x79, 0x22, 0x64, 0x0a, 0x0c, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x12, 0x0e, 0x0a, 0x02, 0x4f, 0x4b, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52,
	0x02, 0x4f, 0x4b, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x02, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x2e, 0x0a, 0x04, 0x54, 0x69, 0x6d,
	0x65, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x1a, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74,
	0x61, 0x6d, 0x70, 0x52, 0x04, 0x54, 0x69, 0x6d, 0x65, 0x22, 0x66, 0x0a, 0x0c, 0x57, 0x72, 0x69,
	0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4b, 0x65, 0x79,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03, 0x4b, 0x65, 0x79, 0x12, 0x14, 0x0a, 0x05, 0x56,
	0x61, 0x6c, 0x75, 0x65, 0x18, 0x02, 0x20, 0x01, 0x28, 0x09, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75,
	0x65, 0x12, 0x2e, 0x0a, 0x04, 0x54, 0x69, 0x6d, 0x65, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32,
	0x1a, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d, 0x70, 0x52, 0x04, 0x54, 0x69, 0x6d,
	0x65, 0x22, 0x21, 0x0a, 0x0d, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x65, 0x77, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52,
	0x03, 0x4e, 0x65, 0x77, 0x32, 0xc4, 0x02, 0x0a, 0x07, 0x53, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x12, 0x38, 0x0a, 0x07, 0x52, 0x65, 0x61, 0x64, 0x52, 0x50, 0x43, 0x12, 0x14, 0x2e, 0x73, 0x74,
	0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x52, 0x65, 0x61, 0x64,
	0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x00, 0x12, 0x3b, 0x0a, 0x08, 0x57, 0x72,
	0x69, 0x74, 0x65, 0x52, 0x50, 0x43, 0x12, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e,
	0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x00, 0x12, 0x3b, 0x0a, 0x06, 0x52, 0x65, 0x61, 0x64, 0x51,
	0x43, 0x12, 0x14, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x52, 0x65, 0x61, 0x64,
	0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67,
	0x65, 0x2e, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04,
	0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x07, 0x57, 0x72, 0x69, 0x74, 0x65, 0x51, 0x43, 0x12,
	0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04,
	0xa0, 0xb5, 0x18, 0x01, 0x12, 0x45, 0x0a, 0x0e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x4d, 0x75, 0x6c,
	0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e,
	0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e,
	0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x42, 0x30, 0x5a, 0x2e, 0x67,
	0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f,
	0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x65, 0x78, 0x61, 0x6d, 0x70, 0x6c, 0x65, 0x73, 0x2f,
	0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x06, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_storage_proto_storage_proto_rawDescOnce sync.Once
	file_storage_proto_storage_proto_rawDescData = file_storage_proto_storage_proto_rawDesc
)

func file_storage_proto_storage_proto_rawDescGZIP() []byte {
	file_storage_proto_storage_proto_rawDescOnce.Do(func() {
		file_storage_proto_storage_proto_rawDescData = protoimpl.X.CompressGZIP(file_storage_proto_storage_proto_rawDescData)
	})
	return file_storage_proto_storage_proto_rawDescData
}

var file_storage_proto_storage_proto_msgTypes = make([]protoimpl.MessageInfo, 4)
var file_storage_proto_storage_proto_goTypes = []interface{}{
	(*ReadRequest)(nil),           // 0: storage.ReadRequest
	(*ReadResponse)(nil),          // 1: storage.ReadResponse
	(*WriteRequest)(nil),          // 2: storage.WriteRequest
	(*WriteResponse)(nil),         // 3: storage.WriteResponse
	(*timestamppb.Timestamp)(nil), // 4: google.protobuf.Timestamp
	(*emptypb.Empty)(nil),         // 5: google.protobuf.Empty
}
var file_storage_proto_storage_proto_depIdxs = []int32{
	4, // 0: storage.ReadResponse.Time:type_name -> google.protobuf.Timestamp
	4, // 1: storage.WriteRequest.Time:type_name -> google.protobuf.Timestamp
	0, // 2: storage.Storage.ReadRPC:input_type -> storage.ReadRequest
	2, // 3: storage.Storage.WriteRPC:input_type -> storage.WriteRequest
	0, // 4: storage.Storage.ReadQC:input_type -> storage.ReadRequest
	2, // 5: storage.Storage.WriteQC:input_type -> storage.WriteRequest
	2, // 6: storage.Storage.WriteMulticast:input_type -> storage.WriteRequest
	1, // 7: storage.Storage.ReadRPC:output_type -> storage.ReadResponse
	3, // 8: storage.Storage.WriteRPC:output_type -> storage.WriteResponse
	1, // 9: storage.Storage.ReadQC:output_type -> storage.ReadResponse
	3, // 10: storage.Storage.WriteQC:output_type -> storage.WriteResponse
	5, // 11: storage.Storage.WriteMulticast:output_type -> google.protobuf.Empty
	7, // [7:12] is the sub-list for method output_type
	2, // [2:7] is the sub-list for method input_type
	2, // [2:2] is the sub-list for extension type_name
	2, // [2:2] is the sub-list for extension extendee
	0, // [0:2] is the sub-list for field type_name
}

func init() { file_storage_proto_storage_proto_init() }
func file_storage_proto_storage_proto_init() {
	if File_storage_proto_storage_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_storage_proto_storage_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*ReadRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_storage_proto_storage_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*ReadResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_storage_proto_storage_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*WriteRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_storage_proto_storage_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*WriteResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_storage_proto_storage_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   4,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_storage_proto_storage_proto_goTypes,
		DependencyIndexes: file_storage_proto_storage_proto_depIdxs,
		MessageInfos:      file_storage_proto_storage_proto_msgTypes,
	}.Build()
	File_storage_proto_storage_proto = out.File
	file_storage_proto_storage_proto_rawDesc = nil
	file_storage_proto_storage_proto_goTypes = nil
	file_storage_proto_storage_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/examples/storage/proto/storage.proto

syntax = "proto3";

package storage;

option go_package = "github.com/relab/gorums/examples/storage/proto";

import "gorums.proto";
import "google/protobuf/timestamp.proto";
import "google/protobuf/empty.proto";

service Storage {
  // ReadRPC executes the Read RPC on a single Node
  rpc ReadRPC(ReadRequest) returns (ReadResponse) {}
  // WriteRPC executes the Write RPC on a single Node
  rpc WriteRPC(WriteRequest) returns (WriteResponse) {}
  // ReadQC executes the Read Quorum Call on a configuration
  // of Nodes and returns the most recent value.
  rpc ReadQC(ReadRequest) returns (ReadResponse) {
    option (gorums.quorumcall) = true;
  }
  // WriteQC executes the Write Quorum Call on a configuration
  // of Nodes and returns true if a majority of Nodes were updated.
  rpc WriteQC(WriteRequest) returns (WriteResponse) {
    option (gorums.quorumcall) = true;
  }

  rpc WriteMulticast(WriteRequest) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
}

message ReadRequest { string Key = 1; }

message ReadResponse {
  bool OK = 1;
  string Value = 2;
  google.protobuf.Timestamp Time = 3;
}

message WriteRequest {
  string Key = 1;
  string Value = 2;
  google.protobuf.Timestamp Time = 3;
}

message WriteResponse { bool New = 1; }







MasterLab/example/reliablebroadcast/gorums/examples/storage/proto/storage_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: storage/proto/storage.proto

package proto

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// Reference imports to suppress errors if they are not otherwise used.
var _ emptypb.Empty

// WriteMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) WriteMulticast(ctx context.Context, in *WriteRequest, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "storage.Storage.WriteMulticast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for Storage.
type QuorumSpec interface {
	gorums.ConfigOption

	// ReadQCQF is the quorum function for the ReadQC
	// quorum call method. The in parameter is the request object
	// supplied to the ReadQC method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *ReadRequest'.
	ReadQCQF(in *ReadRequest, replies map[uint32]*ReadResponse) (*ReadResponse, bool)

	// WriteQCQF is the quorum function for the WriteQC
	// quorum call method. The in parameter is the request object
	// supplied to the WriteQC method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *WriteRequest'.
	WriteQCQF(in *WriteRequest, replies map[uint32]*WriteResponse) (*WriteResponse, bool)
}

// ReadQC executes the Read Quorum Call on a configuration
// of Nodes and returns the most recent value.
func (c *Configuration) ReadQC(ctx context.Context, in *ReadRequest) (resp *ReadResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "storage.Storage.ReadQC",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*ReadResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*ReadResponse)
		}
		return c.qspec.ReadQCQF(req.(*ReadRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*ReadResponse), err
}

// WriteQC executes the Write Quorum Call on a configuration
// of Nodes and returns true if a majority of Nodes were updated.
func (c *Configuration) WriteQC(ctx context.Context, in *WriteRequest) (resp *WriteResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "storage.Storage.WriteQC",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*WriteResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*WriteResponse)
		}
		return c.qspec.WriteQCQF(req.(*WriteRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*WriteResponse), err
}

// ReadRPC executes the Read RPC on a single Node
func (n *Node) ReadRPC(ctx context.Context, in *ReadRequest) (resp *ReadResponse, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "storage.Storage.ReadRPC",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*ReadResponse), err
}

// WriteRPC executes the Write RPC on a single Node
func (n *Node) WriteRPC(ctx context.Context, in *WriteRequest) (resp *WriteResponse, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "storage.Storage.WriteRPC",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*WriteResponse), err
}

// Storage is the server-side API for the Storage Service
type Storage interface {
	ReadRPC(ctx gorums.ServerCtx, request *ReadRequest) (response *ReadResponse, err error)
	WriteRPC(ctx gorums.ServerCtx, request *WriteRequest) (response *WriteResponse, err error)
	ReadQC(ctx gorums.ServerCtx, request *ReadRequest) (response *ReadResponse, err error)
	WriteQC(ctx gorums.ServerCtx, request *WriteRequest) (response *WriteResponse, err error)
	WriteMulticast(ctx gorums.ServerCtx, request *WriteRequest)
}

func RegisterStorageServer(srv *gorums.Server, impl Storage) {
	srv.RegisterHandler("storage.Storage.ReadRPC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*ReadRequest)
		defer ctx.Release()
		resp, err := impl.ReadRPC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.WriteRPC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*WriteRequest)
		defer ctx.Release()
		resp, err := impl.WriteRPC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.ReadQC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*ReadRequest)
		defer ctx.Release()
		resp, err := impl.ReadQC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.WriteQC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*WriteRequest)
		defer ctx.Release()
		resp, err := impl.WriteQC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.WriteMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*WriteRequest)
		defer ctx.Release()
		impl.WriteMulticast(ctx, req)
	})
}

type internalReadResponse struct {
	nid   uint32
	reply *ReadResponse
	err   error
}

type internalWriteResponse struct {
	nid   uint32
	reply *WriteResponse
	err   error
}







MasterLab/example/reliablebroadcast/gorums/examples/Makefile

proto_include := $(shell go list -m -f {{.Dir}} github.com/relab/gorums)
proto_src := $(shell find . -type f -name '*.proto')
proto_go := $(proto_src:%.proto=%.pb.go)
gorums_go := $(proto_src:%.proto=%_gorums.pb.go)
binaries := storage/storage

.PHONY: all debug protos download tools $(binaries)

all: $(binaries)

debug: GCFLAGS += -gcflags='all=-N -l'
debug: $(binaries)

$(binaries): protos
	@go build -o ./$@ $(GCFLAGS) ./$(dir $@)

protos: tools download $(proto_go) $(gorums_go)

download:
	@go mod download

tools: download
	@cat tools.go | grep _ | awk -F'"' '{print $$2}' | xargs -I % go install %

%.pb.go %_gorums.pb.go : %.proto
	@protoc -I=$(proto_include):. \
		--go_out=paths=source_relative:. \
		--gorums_out=paths=source_relative:. \
		$<







MasterLab/example/reliablebroadcast/gorums/examples/.gitignore

storage/storage







MasterLab/example/reliablebroadcast/gorums/examples/go.sum

github.com/golang/protobuf v1.5.4 h1:i7eJL8qZTpSEXOPTxNKhASYpMn+8e5Q6AdndVa1dWek=
github.com/golang/protobuf v1.5.4/go.mod h1:lnTiLA8Wa4RWRcIUkrtSVa5nRhsEGBg48fD6rSs7xps=
github.com/google/go-cmp v0.6.0 h1:ofyhxvXcZhMsU5ulbFiLKl/XBFqE1GSq7atu8tAmTRI=
github.com/google/go-cmp v0.6.0/go.mod h1:17dUlkBOakJ0+DkrSSNjCkIjxS6bF9zb3elmeNGIjoY=
github.com/google/shlex v0.0.0-20191202100458-e7afc7fbc510 h1:El6M4kTTCOh6aBiKaUGG7oYTSPP8MxqL4YI3kZKwcP4=
github.com/google/shlex v0.0.0-20191202100458-e7afc7fbc510/go.mod h1:pupxD2MaaD3pAXIBCelhxNneeOaAeabZDe5s4K6zSpQ=
golang.org/x/mod v0.16.0 h1:QX4fJ0Rr5cPQCF7O9lh9Se4pmwfwskqZfq5moyldzic=
golang.org/x/mod v0.16.0/go.mod h1:hTbmBsO62+eylJbnUtE2MGJUyE7QWk4xUqPFrRgJ+7c=
golang.org/x/net v0.22.0 h1:9sGLhx7iRIHEiX0oAJ3MRZMUCElJgy7Br1nO+AMN3Tc=
golang.org/x/net v0.22.0/go.mod h1:JKghWKKOSdJwpW2GEx0Ja7fmaKnMsbu+MWVZTokSYmg=
golang.org/x/sync v0.6.0 h1:5BMeUDZ7vkXGfEr1x9B4bRcTH4lpkTkpdh0T/J+qjbQ=
golang.org/x/sync v0.6.0/go.mod h1:Czt+wKu1gCyEFDUtn0jG5QVvpJ6rzVqr5aXyt9drQfk=
golang.org/x/sys v0.18.0 h1:DBdB3niSjOA/O0blCZBqDefyWNYveAYMNF1Wum0DYQ4=
golang.org/x/sys v0.18.0/go.mod h1:/VUhepiaJMQUp4+oa/7Zr1D23ma6VTLIYjOOTFZPUcA=
golang.org/x/term v0.18.0 h1:FcHjZXDMxI8mM3nwhX9HlKop4C0YQvCVCdwYl2wOtE8=
golang.org/x/term v0.18.0/go.mod h1:ILwASektA3OnRv7amZ1xhE/KTR+u50pbXfZ03+6Nx58=
golang.org/x/text v0.14.0 h1:ScX5w1eTa3QqT8oi6+ziP7dTV1S2+ALU0bI+0zXKWiQ=
golang.org/x/text v0.14.0/go.mod h1:18ZOQIKpY8NJVqYksKHtTdi31H5itFRjB5/qKTNYzSU=
golang.org/x/tools v0.19.0 h1:tfGCXNR1OsFG+sVdLAitlpjAvD/I6dHDKnYrpEZUHkw=
golang.org/x/tools v0.19.0/go.mod h1:qoJWxmGSIBmAeriMx19ogtrEPrGtDbPK634QFIcLAhc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 h1:NnYq6UN9ReLM9/Y01KWNOWyI5xQ9kbIms5GGJVwS/Yc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237/go.mod h1:WtryC6hu0hhx87FDGxWCDptyssuo68sk10vYjF+T9fY=
google.golang.org/grpc v1.62.1 h1:B4n+nfKzOICUXMgyrNd19h/I9oH0L1pizfk1d4zSgTk=
google.golang.org/grpc v1.62.1/go.mod h1:IWTG0VlJLCh1SkC58F7np9ka9mx/WNkjl4PGJaiq+QE=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 h1:rNBFJjBCOgVr9pWD7rs/knKL4FRTKgpZmsRfV214zcA=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0/go.mod h1:Dk1tviKTvMCz5tvh7t+fh94dhmQVHuCt2OzJB3CTW9Y=
google.golang.org/protobuf v1.33.0 h1:uNO2rsAINq/JlFpSdYEKIZ0uKD/R9cpdv0T+yoGwGmI=
google.golang.org/protobuf v1.33.0/go.mod h1:c6P6GXX6sHbq/GpV6MGZEdwhWPcYBgnhAHhKbcUYpos=







MasterLab/example/reliablebroadcast/gorums/examples/tools.go

//go:build tools
// +build tools

package examples

import (
	_ "github.com/relab/gorums/cmd/protoc-gen-gorums"
	_ "google.golang.org/protobuf/cmd/protoc-gen-go"
)







MasterLab/example/reliablebroadcast/gorums/async.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// Async encapsulates the state of an asynchronous quorum call,
// and has methods for checking the status of the call or waiting for it to complete.
//
// This struct should only be used by generated code.
type Async struct {
	reply protoreflect.ProtoMessage
	err   error
	c     chan struct{}
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *Async) Get() (protoreflect.ProtoMessage, error) {
	<-f.c
	return f.reply, f.err
}

// Done reports if a reply and/or error is available for the called method.
func (f *Async) Done() bool {
	select {
	case <-f.c:
		return true
	default:
		return false
	}
}

type asyncCallState struct {
	md              *ordering.Metadata
	data            QuorumCallData
	replyChan       <-chan response
	expectedReplies int
}

// AsyncCall starts an asynchronous quorum call, returning an Async object that can be used to retrieve the results.
//
// This function should only be used by generated code.
func (c RawConfiguration) AsyncCall(ctx context.Context, d QuorumCallData) *Async {
	expectedReplies := len(c)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method}
	replyChan := make(chan response, expectedReplies)

	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				expectedReplies--
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}}, replyChan, false)
	}

	fut := &Async{c: make(chan struct{}, 1)}

	go c.handleAsyncCall(ctx, fut, asyncCallState{
		md:              md,
		data:            d,
		replyChan:       replyChan,
		expectedReplies: expectedReplies,
	})

	return fut
}

func (c RawConfiguration) handleAsyncCall(ctx context.Context, fut *Async, state asyncCallState) {
	defer close(fut.c)

	var (
		resp    protoreflect.ProtoMessage
		errs    []nodeError
		quorum  bool
		replies = make(map[uint32]protoreflect.ProtoMessage)
	)

	for {
		select {
		case r := <-state.replyChan:
			if r.err != nil {
				errs = append(errs, nodeError{nodeID: r.nid, cause: r.err})
				break
			}
			replies[r.nid] = r.msg
			if resp, quorum = state.data.QuorumFunction(state.data.Message, replies); quorum {
				fut.reply, fut.err = resp, nil
				return
			}
		case <-ctx.Done():
			fut.reply, fut.err = resp, QuorumCallError{cause: ctx.Err(), errors: errs, replies: len(replies)}
			return
		}
		if len(errs)+len(replies) == state.expectedReplies {
			fut.reply, fut.err = resp, QuorumCallError{cause: Incomplete, errors: errs, replies: len(replies)}
			return
		}
	}
}







MasterLab/example/reliablebroadcast/gorums/scripts/benchmark.yml

---
- hosts: servers
  vars:
    srv_port: ":13371"
  tasks:
    - name: Start servers
      shell: $HOME/benchmark --server '{{ srv_port }}' &> /dev/null &
      ignore_errors: yes
      async: 1000
      poll: 0

- hosts: client
  vars:
    bench_args: ""
    srv_port: ":13371"
  tasks:
    - name: Get IP Addresses
      set_fact: nodelist={%for host in groups['servers']%}"{{hostvars[host]['ansible_default_ipv4']['address'] + srv_port }}"{% if not loop.last %},{% endif %}{% endfor %}
      ignore_errors: yes
    - name: Run benchmark
      command: $HOME/benchmark --remotes "{{ nodelist }}" {{ bench_args }}
      register: output
      ignore_errors: yes
    - name: Print results
      debug: msg={{ output.stdout_lines | join('\n') }}

- hosts: servers
  gather_facts: no
  tasks:
    - name: Kill servers
      shell: killall benchmark
      ignore_errors: yes







MasterLab/example/reliablebroadcast/gorums/scripts/benchmark.sh

#!/usr/bin/env bash
inventory="$1"
args="${*:2}"

out=$(ANSIBLE_STDOUT_CALLBACK=debug ansible-playbook -i "$inventory" -e "bench_args='$args'" benchmark.yml)
status=$?

if [ $status -eq 0 ]; then
	echo "$out" | sed -n '/^MSG:/,/^PLAY/p' | sed '1d;$d'
else
	echo -e "Error:\n$out"
	exit $status
fi







MasterLab/example/reliablebroadcast/gorums/scripts/killall.yml

---
- hosts: client:servers
  gather_facts: no
  tasks:
    - name: Kill benchmark
      shell: killall -9 benchmark
      ignore_errors: yes







MasterLab/example/reliablebroadcast/gorums/scripts/deploy.yml

---
- hosts: client:servers
  tasks:
    - name: Upload benchmark client binary
      copy: 
        src: ../cmd/benchmark/benchmark
        dest: $HOME/benchmark
        mode: 0755







MasterLab/example/reliablebroadcast/gorums/clientserver.go

package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	respChan chan protoreflect.ProtoMessage
}

type ClientServer struct {
	id         uint64 // should correpond to the MachineID given to the manager
	addr       string
	mu         sync.Mutex
	csr        map[uint64]*csr
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	auth       *authentication.EllipticCurve
	allowList  map[string]string
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.addr,
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(logging.BroadcastID(broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", logging.Cancelled(true))
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", logging.Cancelled(true))
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", logging.Cancelled(false))
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", logging.Cancelled(true))
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", logging.Cancelled(true))
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", logging.BroadcastID(broadcastID))
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		err = s.verify(req)
		if err != nil {
			continue
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewClientServer returns a new instance of ClientServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	if serverOpts.listenAddr == "" {
		panic("The listen addr cannot be empty. Provide the WithListenAddr() option to AddClientServer().")
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(logging.MachineID(serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		addr:       serverOpts.listenAddr,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	if serverOpts.auth != nil {
		srv.auth = serverOpts.auth
	}
	if serverOpts.allowList != nil {
		srv.allowList = serverOpts.allowList
	}
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	if srv.addr == "" {
		srv.addr = listener.Addr().String()
	}
	return srv.grpcServer.Serve(listener)
}

func (srv *ClientServer) encodeMsg(req *Message) ([]byte, error) {
	// we must not consider the signature field when validating.
	// also the msgType must be set to requestType.
	signature := make([]byte, len(req.Metadata.AuthMsg.Signature))
	copy(signature, req.Metadata.AuthMsg.Signature)
	reqType := req.msgType
	req.Metadata.AuthMsg.Signature = nil
	req.msgType = 0
	encodedMsg, err := srv.auth.EncodeMsg(*req)
	req.Metadata.AuthMsg.Signature = make([]byte, len(signature))
	copy(req.Metadata.AuthMsg.Signature, signature)
	req.msgType = reqType
	return encodedMsg, err
}

func (srv *ClientServer) verify(req *Message) error {
	if srv.auth == nil {
		return nil
	}
	if req.Metadata.AuthMsg == nil {
		return fmt.Errorf("missing authMsg")
	}
	if req.Metadata.AuthMsg.Signature == nil {
		return fmt.Errorf("missing signature")
	}
	if req.Metadata.AuthMsg.PublicKey == "" {
		return fmt.Errorf("missing publicKey")
	}
	authMsg := req.Metadata.AuthMsg
	if srv.allowList != nil {
		pemEncodedPub, ok := srv.allowList[authMsg.Sender]
		if !ok {
			return fmt.Errorf("not allowed")
		}
		if pemEncodedPub != authMsg.PublicKey {
			return fmt.Errorf("publicKey did not match")
		}
	}
	encodedMsg, err := srv.encodeMsg(req)
	if err != nil {
		return err
	}
	valid, err := srv.auth.VerifySignature(authMsg.PublicKey, encodedMsg, authMsg.Signature)
	if err != nil {
		return err
	}
	if !valid {
		return fmt.Errorf("invalid signature")
	}
	return nil
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	opts := newManagerOptions()
	opts.grpcDialOpts = dialOpts
	mgr := &RawManager{
		opts: opts,
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration, originDigest, originSignature []byte, originPubKey string) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:          method,
				Message:         msg,
				BroadcastID:     broadcastID,
				OriginDigest:    originDigest,
				OriginSignature: originSignature,
				OriginPubKey:    originPubKey,
			}
			_, err := node.RPCCall(ctx, cd)
			return err
		},
		Close: func() error {
			mgr.Close()
			node.close()
			return nil
		},
	}, nil
}







MasterLab/example/reliablebroadcast/gorums/multicast.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
)

// Multicast is a one-way call; no replies are processed.
// By default this function returns once the message has been sent to all nodes.
// Providing the call option WithNoSendWaiting, the function may return
// before the message has been sent.
func (c RawConfiguration) Multicast(ctx context.Context, d QuorumCallData, opts ...CallOption) {
	o := getCallOptions(E_Multicast, opts)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient, BroadcastID: d.BroadcastID, OriginAddr: d.OriginAddr,
	}}
	sentMsgs := 0

	var replyChan chan response
	if !o.noSendWaiting {
		replyChan = make(chan response, len(c))
	}
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)
		sentMsgs++
	}

	// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.
	if o.noSendWaiting {
		return
	}

	// nodeStream sends an empty reply on replyChan when the message has been sent
	// wait until the message has been sent
	for ; sentMsgs > 0; sentMsgs-- {
		<-replyChan
	}
}







MasterLab/example/reliablebroadcast/gorums/rpc.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// CallData contains data needed to make a remote procedure call.
//
// This struct should be used by generated code only.
type CallData struct {
	Message         protoreflect.ProtoMessage
	Method          string
	BroadcastID     uint64
	OriginDigest    []byte
	OriginSignature []byte
	OriginPubKey    string
}

// RPCCall executes a remote procedure call on the node.
//
// This method should be used by generated code only.
func (n *RawNode) RPCCall(ctx context.Context, d CallData) (protoreflect.ProtoMessage, error) {
	md := &ordering.Metadata{MessageID: n.mgr.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		BroadcastID:     d.BroadcastID,
		OriginDigest:    d.OriginDigest,
		OriginPubKey:    d.OriginPubKey,
		OriginSignature: d.OriginSignature,
	}}

	//md := &ordering.Metadata{MessageID: n.mgr.getMsgID(), Method: d.Method}
	replyChan := make(chan response, 1)
	n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: d.Message}}, replyChan, false)

	select {
	case r := <-replyChan:
		return r.msg, r.err
	case <-ctx.Done():
		return nil, ctx.Err()
	}
}







MasterLab/example/reliablebroadcast/gorums/Makefile

PLUGIN_PATH				:= ./cmd/protoc-gen-gorums
dev_path				:= $(PLUGIN_PATH)/dev
gen_path				:= $(PLUGIN_PATH)/gengorums
gen_files				:= $(shell find $(gen_path) -name "*.go" -not -name "*_test.go")
zorums_proto			:= $(dev_path)/zorums.proto
static_file				:= $(gen_path)/template_static.go
static_files			:= $(shell find $(dev_path) -name "*.go" -not -name "zorums*" -not -name "*_test.go")
proto_path 				:= $(dev_path):third_party:.

plugin_deps				:= gorums.pb.go internal/correctable/opts.pb.go $(static_file)
benchmark_deps			:= benchmark/benchmark.pb.go benchmark/benchmark_gorums.pb.go

.PHONY: all dev tools bootstrapgorums installgorums benchmark test compiletests

all: dev benchmark compiletests

dev: installgorums ordering/ordering.pb.go ordering/ordering_grpc.pb.go
	@rm -f $(dev_path)/zorums*.pb.go
	@protoc -I=$(proto_path) \
		--go_out=:. \
		--gorums_out=dev=true:. \
		$(zorums_proto)

benchmark: installgorums $(benchmark_deps)
	@go build -o cmd/benchmark/benchmark ./cmd/benchmark

$(static_file): $(static_files)
	@cp $(static_file) $(static_file).bak
	@protoc-gen-gorums --bundle=$(static_file)

%.pb.go : %.proto
	@protoc -I=$(proto_path) --go_out=paths=source_relative:. $^

%_grpc.pb.go : %.proto
	@protoc -I=$(proto_path) --go-grpc_out=paths=source_relative:. $^

%_gorums.pb.go : %.proto
	@protoc -I=$(proto_path) --gorums_out=paths=source_relative:. $^

tools:
	@go mod download
	@cat tools.go | grep _ | awk -F'"' '{print $$2}' | xargs -I % go install %

installgorums: bootstrapgorums $(gen_files) $(plugin_deps) Makefile
	@go install $(PLUGIN_PATH)

ifeq (, $(shell which protoc-gen-gorums))
bootstrapgorums: tools
	@echo "Bootstrapping gorums plugin"
	@go install github.com/relab/gorums/cmd/protoc-gen-gorums
endif

compiletests: installgorums
	@$(MAKE) --no-print-directory -C ./tests all

test: compiletests
	@go test ./...

testrace: compiletests
	go test -race -cpu=1,2,4 ./...

# Warning: will probably run for 10 minutes; the timeout does not work
stressdev: tools
	go test -c $(dev_path)
	stress -timeout=5s -p=1 ./dev.test

# Warning: should not be aborted (CTRL-C), as otherwise it may
# leave behind compiled files in-place.
# Again the timeout does not work, so it will probably leave behind generated files.
stressgen: tools
	cd ./internal/testprotos; go test -c
	cd ./internal/testprotos; stress -timeout=10s -p=1 ./testprotos.test
	rm ./internal/testprotos/testprotos.test







MasterLab/example/reliablebroadcast/gorums/broadcastcall.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// BroadcastCallData holds the message, destination nodes, method identifier,
// and other information necessary to perform the various quorum call types
// supported by Gorums.
type BroadcastCallData struct {
	Message           protoreflect.ProtoMessage
	Method            string
	BroadcastID       uint64 // a unique identifier for the current broadcast request
	IsBroadcastClient bool
	SenderAddr        string
	OriginAddr        string
	OriginMethod      string
	OriginPubKey      string
	OriginSignature   []byte
	OriginDigest      []byte
	ServerAddresses   []string
	SkipSelf          bool
}

// checks whether the given address is contained in the given subset
// of server addresses. Will return true if a subset is not given.
func (bcd *BroadcastCallData) inSubset(addr string) bool {
	if bcd.ServerAddresses == nil || len(bcd.ServerAddresses) <= 0 {
		return true
	}
	for _, srvAddr := range bcd.ServerAddresses {
		if addr == srvAddr {
			return true
		}
	}
	return false
}

// BroadcastCall performs a broadcast on the configuration.
//
// This method should be used by generated code only.
func (c RawConfiguration) BroadcastCall(ctx context.Context, d BroadcastCallData, opts ...CallOption) {
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient,
		BroadcastID:       d.BroadcastID,
		SenderAddr:        d.SenderAddr,
		OriginAddr:        d.OriginAddr,
		OriginMethod:      d.OriginMethod,
		OriginPubKey:      d.OriginPubKey,
		OriginSignature:   d.OriginSignature,
		OriginDigest:      d.OriginDigest,
	}}
	msg := &Message{Metadata: md, Message: d.Message}
	o := getCallOptions(E_Broadcast, opts)
	c.sign(msg, o.signOrigin)

	var replyChan chan response
	if !o.noSendWaiting {
		replyChan = make(chan response, len(c))
	}
	sentMsgs := 0
	notEnqueued := make([]*RawNode, 0, len(c))
	for _, n := range c {
		if d.SkipSelf && n.Address() == d.SenderAddr {
			// the node will not send the message to itself
			continue
		}
		// skip nodes not specified in subset
		if !d.inSubset(n.addr) {
			continue
		}
		sentMsgs++
		// do NOT enqueue in a goroutine. This inhibits ordering constraints.
		// the message will only be enqueued if the channel has enough capacity
		// or if the receiver is ready. This prevents a slow node from limiting the
		// enqueueing of messages to other nodes while still ensuring correct
		// ordering of messages.
		//
		// NOTE: the slow path will be invoked even though we buffer the channel. Hence,
		// the enqueueFast will provide a small performance benefit.
		enqueued := n.channel.enqueueFast(request{ctx: ctx, msg: msg, opts: o}, replyChan, false)
		if !enqueued {
			notEnqueued = append(notEnqueued, n)
		}
	}

	// it is important to retry the enqueueing for slow nodes. the method
	// will block until the message is enqueued.
	// NOTE: enqueueFast() creates a responseRouter and thus it is not
	// necessary to provide the replyChan to enqueueSlow().
	for _, n := range notEnqueued {
		n.channel.enqueueSlow(request{ctx: ctx, msg: msg, opts: o})
	}

	// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.
	if o.noSendWaiting {
		return
	}

	// wait until all requests have been sent
	for ; sentMsgs > 0; sentMsgs-- {
		<-replyChan
	}
}
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blob 15446�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, "method", msg.CurrentMethod, "from", msg.SenderAddr)
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, "method", msg.CurrentMethod, "from", msg.SenderAddr)
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		//close(p.broadcastChan)
		//close(p.sendChan)
		p.emptyChannels(metadata)
		p.log("processor stopped", nil, "started", p.started, "ended", p.ended)
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, "type", bMsg.MsgType.String(), "stopping", false)
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, "method", new.CurrentMethod, "from", new.SenderAddr)
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, "method", new.CurrentMethod, "from", new.SenderAddr)
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, "method", new.CurrentMethod, "from", new.SenderAddr)
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", nil, "method", new.CurrentMethod, "from", new.SenderAddr)
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", err, "method", new.CurrentMethod, "from", new.SenderAddr)
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, "method", new.CurrentMethod, "from", new.SenderAddr)
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, "method", new.CurrentMethod, "from", new.SenderAddr)
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, "type", bMsg.MsgType.String(), "stopping", true)
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, "type", bMsg.MsgType.String(), "stopping", false)
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", nil, "type", bMsg.MsgType.String(), "method", bMsg.Method, "stopping", false, "isBroadcastCall", metadata.isBroadcastCall())

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...any) {
	if p.logger != nil {
		if err != nil {
			args = append(args, "err", err.Error())
			p.logger.Error(msg, args...)
		} else {
			args = append(args, "err", nil)
			p.logger.Info(msg, args...)
		}
	}
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, "type", bMsg.MsgType.String(), "stopping", true, "isBroadcastCall", metadata.isBroadcastCall())
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, "type", bMsg.MsgType.String(), "stopping", false, "isBroadcastCall", metadata.isBroadcastCall())
		return false
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, "type", bMsg.MsgType.String(), "stopping", true, "isBroadcastCall", metadata.isBroadcastCall())
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, "method", msg.CurrentMethod, "from", msg.SenderAddr)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 26982�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...grpc.ServerOption) error {
	srv := gorums.NewClientServer(lis)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator) gorums.Broadcaster {
	return &Broadcast{
		orchestrator: o,
		metadata:     m,
		srvAddrs:     make([]string, 0),
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator *gorums.BroadcastOrchestrator
	metadata     gorums.BroadcastMetadata
	srvAddrs     []string
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err)
}

func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	doneChan, cd := c.srv.AddRequest(c.snowflake.NewBroadcastID(), ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	var response protoreflect.ProtoMessage
	var ok bool
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	doneChan, cd := c.srv.AddRequest(c.snowflake.NewBroadcastID(), ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	var response protoreflect.ProtoMessage
	var ok bool
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	doneChan, cd := c.srv.AddRequest(c.snowflake.NewBroadcastID(), ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	var response protoreflect.ProtoMessage
	var ok bool
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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blob 46507�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...gorums.ServerOption) error {
	srv := gorums.NewClientServer(lis, opts...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// broadcast call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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blob 3449�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
*/
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)

type BroadcastState struct {
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	metrics             *Metric
	snowflake           *Snowflake
	clients             map[string]*Client

	shards []*shard
}

func NewState(logger *slog.Logger, metrics *Metric) *BroadcastState {
	shardBuffer := 100
	TTL := 5 * time.Second
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          5,
		shardBuffer:         shardBuffer,
		metrics:             metrics,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.prune()
	var err error
	for _, client := range s.clients {
		err = client.Close()
	}
	return err
}

func (state *BroadcastState) prune() {
	if state.logger != nil {
		state.logger.Debug("broadcast: pruned reqs")
	}
	state.parentCtxCancelFunc()
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	OriginAddr        string
	OriginMethod      string
	ReceiveChan       chan error
	SendFn            func(resp protoreflect.ProtoMessage, err error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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commit 312�tree 597848bc531438ad2de13f50d7862e7753fc1f0e
parent 35d558930c757fc75de58c7adbfaa004bc6b17ce
parent 814b0a7c07ed36a1410e09f1fa2810aefcb3e86e
author git stash <git@stash> 1714389685 +0200
committer git stash <git@stash> 1714389685 +0200

WIP on multiparty: 35d55893 fix(broadcast): set min latency to high number
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blob 4337�package broadcast

import (
	"context"
	"errors"
	"fmt"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	reqs          map[uint64]*BroadcastRequest
	//sync.Once
}

func createShards(ctx context.Context, shardBuffer int) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		}
	}
	return shards
}

func (s *shard) run(router Router, reqTTL time.Duration, sendBuffer int, metrics *Metric) {
	for {
		select {
		case <-s.ctx.Done():
			s.reqs = nil
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			//if metrics != nil {
			//metrics.AddShardDistribution(s.id)
			//}
			if req, ok := s.reqs[msg.BroadcastID]; ok {
				if !msg.IsBroadcastClient {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- nil
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- fmt.Errorf("req is done. broadcastID: %v", msg.BroadcastID)
				case req.sendChan <- msg:
				}
			} else {
				// check size of s.reqs. If too big, then perform necessary cleanup.
				// should only affect the current shard and not the others.
				ctx, cancel := context.WithTimeout(s.ctx, reqTTL)
				req := &BroadcastRequest{
					ctx:        ctx,
					cancelFunc: cancel,
					// it is important to not buffer the channel. Otherwise,
					// it will cause a deadlock on the receiver. Will
					// happen in this scenario: A msg is queued/buffered but the
					// listening goroutine is stopped. This is because a req is
					// first processed by a shard and then sent to the goroutine.
					// the original sender is only listening on the receive channel
					// and not on the ctx of the request.
					sendChan: make(chan Content),
					// this channel can be buffered because there is no receive
					// channel. The result is simply ignored.
					broadcastChan: make(chan Msg, sendBuffer),
					started:       time.Now(),
				}
				s.reqs[msg.BroadcastID] = req
				go req.handle(router, msg.BroadcastID, msg)
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- errors.New("req is done")
				case req.sendChan <- msg:
				}
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			//if metrics != nil {
			//metrics.AddShardDistribution(s.id)
			//}
			if req, ok := s.reqs[msg.BroadcastID]; ok {
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) getStats() shardMetrics {
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 4743�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 10
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, router, order, TTL)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) RunShards() {
	for _, shard := range s.shards {
		go shard.run(s.sendBuffer)
	}
}

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.router, s.order, s.reqTTL)
	s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error)
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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				blob 1920�package gorums



				



				import (



								context



				



								github.com/relab/gorums/ordering



								google.golang.org/protobuf/reflect/protoreflect



				)



				



				// broadcastCallData holds the message, destination nodes, method identifier,



				// and other information necessary to perform the various quorum call types



				// supported by Gorums.



				type broadcastCallData struct {



								Message           protoreflect.ProtoMessage



								Method            string



								BroadcastID       uint64 // a unique identifier for the current broadcast request



								IsBroadcastClient bool



								SenderAddr        string



								OriginAddr        string



								OriginMethod      string



								ServerAddresses   []string



				}



				



				// checks whether the given address is contained in the given subset



				// of server addresses. Will return true if a subset is not given.



				func (bcd *broadcastCallData) inSubset(addr string) bool {



								if bcd.ServerAddresses == nil || len(bcd.ServerAddresses) <= 0 {



												return true



								}



								for _, srvAddr := range bcd.ServerAddresses {



												if addr == srvAddr {



																return true



												}



								}



								return false



				}



				



				// broadcastCall performs a multicast call on the configuration.



				func (c RawConfiguration) broadcastCall(ctx context.Context, d broadcastCallData) {



								md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{



												IsBroadcastClient: d.IsBroadcastClient,



												BroadcastID:       d.BroadcastID,



												SenderAddr:        d.SenderAddr,



												OriginAddr:        d.OriginAddr,



												OriginMethod:      d.OriginMethod,



								}}



								o := getCallOptions(E_Broadcast, nil)



				



								replyChan := make(chan response, len(c))



								sentMsgs := 0



								for _, n := range c {



												// skip nodes not specified in subset



												if !d.inSubset(n.addr) {



																continue



												}



												sentMsgs++



												msg := d.Message



												go n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)



								}



				



								// wait until all requests have been sent



								for sentMsgs > 0 {



												<-replyChan



												sentMsgs--



								}



								close(replyChan)



				}
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commit 294�tree bb7ef273aed51ee36ebdcc152b3dd333dcbabee9
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committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716843952 +0200

fix(broadcast): prevents forwarding to cause errors
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blob 5805�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (srv *clientServerImpl) clientBroadcastWithClientHandler1(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler1(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler1QF), "dev.ZorumsService.BroadcastWithClientHandler1")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandler2(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler2(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler2QF), "dev.ZorumsService.BroadcastWithClientHandler2")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandlerAndBroadcastOptionQF), "dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}
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				blob 4683�package gorums



				



				import (



								log/slog



								time



				



								github.com/relab/gorums/broadcast



								google.golang.org/grpc



								google.golang.org/grpc/backoff



								google.golang.org/grpc/metadata



				)



				



				type managerOptions struct {



								grpcDialOpts    []grpc.DialOption



								nodeDialTimeout time.Duration



								logger          *slog.Logger



								noConnect       bool



								backoff         backoff.Config



								sendBuffer      uint



								metadata        metadata.MD



								perNodeMD       func(uint32) metadata.MD



								publicKey       string // used when authenticating msgs



								machineID       uint64 // used for generating SnowflakeIDs



								maxSendRetries  int    // number of times we try to resend a failed msg



								maxConnRetries  int    // number of times we try to reconnect (in the background) to a node



				}



				



				func newManagerOptions() managerOptions {



								return managerOptions{



												backoff:         backoff.DefaultConfig,



												sendBuffer:      100,



												nodeDialTimeout: 50 * time.Millisecond,



												// Provide an illegal machineID to avoid unintentional collisions.



												// 0 is a valid MachineID and should not be used as default.



												machineID:      uint64(broadcast.MaxMachineID) + 1,



												maxSendRetries: 0,



												maxConnRetries: -1, // no limit



								}



				}



				



				// ManagerOption provides a way to set different options on a new Manager.



				type ManagerOption func(*managerOptions)



				



				// WithDialTimeout returns a ManagerOption which is used to set the dial



				// context timeout to be used when initially connecting to each node in its pool.



				func WithDialTimeout(timeout time.Duration) ManagerOption {



								return func(o *managerOptions) {



												o.nodeDialTimeout = timeout



								}



				}



				



				// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options



				// the Manager should use when initially connecting to each node in its pool.



				func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {



								return func(o *managerOptions) {



												o.grpcDialOpts = append(o.grpcDialOpts, opts...)



								}



				}



				



				// WithLogger returns a ManagerOption which sets an optional structured logger for



				// the Manager. This will log events regarding creation of nodes and transmission



				// of messages.



				func WithLogger(logger *slog.Logger) ManagerOption {



								return func(o *managerOptions) {



												o.logger = logger



								}



				}



				



				// WithNoConnect returns a ManagerOption which instructs the Manager not to



				// connect to any of its nodes. Mainly used for testing purposes.



				func WithNoConnect() ManagerOption {



								return func(o *managerOptions) {



												o.noConnect = true



								}



				}



				



				// WithBackoff allows for changing the backoff delays used by Gorums.



				func WithBackoff(backoff backoff.Config) ManagerOption {



								return func(o *managerOptions) {



												o.backoff = backoff



								}



				}



				



				// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.



				// A larger buffer might achieve higher throughput for asynchronous calltypes, but at



				// the cost of latency.



				func WithSendBufferSize(size uint) ManagerOption {



								return func(o *managerOptions) {



												o.sendBuffer = size



								}



				}



				



				// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node



				// when the connection is initially established. This metadata can be retrieved from the



				// server-side method handlers.



				func WithMetadata(md metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.metadata = md



								}



				}



				



				// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each



				// node individually.



				func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.perNodeMD = f



								}



				}



				



				func WithPublicKey(publicKey string) ManagerOption {



								return func(o *managerOptions) {



												o.publicKey = publicKey



								}



				}



				



				// WithMachineID returns a ManagerOption that allows you to set a unique ID for the client.



				// This ID will be embedded in broadcast request sent from the client, making the requests



				// trackable by the whole cluster. A random ID will be generated if not set. This can cause



				// collisions if there are many clients. MaxID = 4096.



				func WithMachineID(id uint64) ManagerOption {



								return func(o *managerOptions) {



												o.machineID = id



								}



				}



				



				// WithSendRetries returns a ManagerOption that allows you to specify how many times the node



				// will try to send a message. The message will be dropped if it fails to send the message



				// more than the specified number of times.



				func WithSendRetries(maxRetries int) ManagerOption {



								return func(o *managerOptions) {



												o.maxSendRetries = maxRetries



								}



				}



				



				// WithConnRetries returns a ManagerOption that allows you to specify how many times the node



				// will try to reconnect to a node. Default: no limit but it will follow a backoff strategy.



				func WithConnRetries(maxRetries int) ManagerOption {



								return func(o *managerOptions) {



												o.maxConnRetries = maxRetries



								}



				}
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blob 45632�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...grpc.ServerOption) error {
	srv := gorums.NewClientServer(lis)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.Multicast(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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blob 3897�package broadcast

import (
	"log/slog"
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "val", in.Value, "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) SearchQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	numCorrect := 0
	for _, resp := range replies {
		if resp.Result == 1 {
			numCorrect++
		}
	}
	if numCorrect == 1 {
		return &Response{Result: 1}, true
	}
	slog.Info("got wrong res", "replies", replies)
	return &Response{Result: 0}, true
}

func (qs *testQSpec) LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		return nil, true
	}
	return nil, false
}

func (qs *testQSpec) GetValQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, reply := range replies {
			// all responses should be cancelled
			if reply.GetResult() != 1 {
				return &Response{Result: 0}, true
			}
		}
		return &Response{Result: 1}, true
	}
	return nil, false
}

func (qs *testQSpec) OrderQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			if resp.GetResult() != 0 {
				return resp, true
			}
		}
		return &Response{
			Result: 0,
		}, true
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithPublicKey("client"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis)
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}
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blob 5347�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

//type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	shardMut            sync.RWMutex // RW because we often read and very seldom write to the state
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 30
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, TTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	//s.debug()
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

/*func (s *BroadcastState) debug() {
	time.Sleep(1 * time.Second)
	for _, shard := range s.shards {
		for _, req := range shard.reqs {
			select {
			case <-req.ctx.Done():
			default:
				slog.Info("req not done", "req", req)
			}
		}
	}
}

/*func (s *BroadcastState) RunShards() {
	return
	//for _, shard := range s.shards {
	//go shard.run(s.sendBuffer)
	//}
}*/

func (s *BroadcastState) reset() {
	s.parentCtxCancelFunc()
	s.mut.Lock()
	s.parentCtx, s.parentCtxCancelFunc = context.WithCancel(context.Background())
	//s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
	shards := createShards(s.parentCtx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	s.mut.Unlock()
	s.shardMut.Lock()
	s.shards = shards
	s.shardMut.Unlock()
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (s *BroadcastState) getShard(i uint16) *shard {
	s.shardMut.RLock()
	defer s.shardMut.RUnlock()
	return s.shards[i]
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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blob 9108�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithListenAddr(address), gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer(gorums.WithListenAddr(address))
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
	broadcast.Cancel()
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(5 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 3895�package broadcast

import (
	"log/slog"
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "val", in.Value, "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) SearchQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	numCorrect := 0
	for _, resp := range replies {
		if resp.Result == 1 {
			numCorrect++
		}
	}
	if numCorrect == 1 {
		return &Response{Result: 1}, true
	}
	slog.Info("got wrong res", "replies", replies)
	return &Response{Result: 0}, true
}

func (qs *testQSpec) LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		return nil, true
	}
	return nil, false
}

func (qs *testQSpec) GetValQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, reply := range replies {
			// all responses should be cancelled
			if reply.GetResult() != 1 {
				return &Response{Result: 0}, true
			}
		}
		return &Response{Result: 1}, true
	}
	return nil, false
}

func (qs *testQSpec) OrderQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			if resp.GetResult() != 0 {
				return resp, true
			}
		}
		return &Response{
			Result: 0,
		}, true
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithPublicKey("client"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", listenAddr)
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis)
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}
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blob 2807�package logging

import (
	"log/slog"
	"time"
)

// the log entry used in slog with correct types and json mapping
type LogEntry struct {
	Time            time.Time `json:"time"`
	Level           string    `json:"level"`
	Msg             string    `json:"msg"`
	MsgType         string    `json:"msgType"`
	BroadcastID     uint64    `json:"BroadcastID"`
	Err             string    `json:"err"`
	Method          string    `json:"method"`
	From            string    `json:"from"`
	Cancelled       bool      `json:"cancelled"`
	MachineID       uint64    `json:"MachineID"`
	MsgID           uint64    `json:"msgID"`
	NodeID          uint64    `json:"nodeID"`
	NodeAddr        string    `json:"nodeAddr"`
	Type            string    `json:"type"`
	Reconnect       bool      `json:"reconnect"`
	RetryNum        float64   `json:"retryNum"`
	MaxRetries      int       `json:"maxRetries"`
	NumFailed       int       `json:"numFailed"`
	Stopping        bool      `json:"stopping"`
	IsBroadcastCall bool      `json:"isBroadcastCall"`
	Started         time.Time `json:"started"`
	Ended           time.Time `json:"ended"`
}

// funcs: used to get type safety on fields when logging
func MsgType(msgType string) slog.Attr {
	return slog.String("msgType", msgType)
}

func BroadcastID(broadcastID uint64) slog.Attr {
	return slog.Uint64("BroadcastID", broadcastID)
}

func Err(err error) slog.Attr {
	if err != nil {
		return slog.String("err", err.Error())
	}
	return slog.String("err", "")
}

func Method(m string) slog.Attr {
	return slog.String("method", m)
}

func From(from string) slog.Attr {
	return slog.String("from", from)
}

func Cancelled(cancelled bool) slog.Attr {
	return slog.Bool("cancelled", cancelled)
}

func MachineID(machineID uint64) slog.Attr {
	return slog.Uint64("MachineID", machineID)
}

func MsgID(msgID uint64) slog.Attr {
	return slog.Uint64("msgID", msgID)
}

func NodeID(nodeID uint32) slog.Attr {
	return slog.Uint64("nodeID", uint64(nodeID))
}

func NodeAddr(nodeAddr string) slog.Attr {
	return slog.String("nodeAddr", nodeAddr)
}

func Type(t string) slog.Attr {
	return slog.String("type", t)
}

func Reconnect(reconnect bool) slog.Attr {
	return slog.Bool("reconnect", reconnect)
}

func RetryNum(num float64) slog.Attr {
	return slog.Float64("retryNum", num)
}

func MaxRetries(maxRetries int) slog.Attr {
	return slog.Int("maxRetries", maxRetries)
}

func NumFailed(num int) slog.Attr {
	return slog.Int("numFailed", num)
}

func Stopping(stopping bool) slog.Attr {
	return slog.Bool("stopping", stopping)
}

func IsBroadcastCall(isBroadcastCall bool) slog.Attr {
	return slog.Bool("isBroadcastCall", isBroadcastCall)
}

func Started(started time.Time) slog.Attr {
	return slog.Time("started", started)
}

func Ended(ended time.Time) slog.Attr {
	return slog.Time("ended", ended)
}
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				blob 7151�package broadcast



				



				import (



								context



								log/slog



								sync



								time



				



								github.com/relab/gorums/logging



				)



				



				const NumShards = 16



				



				type shardMetrics struct {



								totalMsgs            uint64



								numMsgs              uint64



								droppedMsgs          uint64



								numBroadcastMsgs     uint64



								droppedBroadcastMsgs uint64



								numReqs              uint64



								finishedReqs         uint64



								lifetimes            [][]time.Time



								avgLifetime          time.Duration



								minLifetime          time.Duration



								maxLifetime          time.Duration



				}



				



				type shard struct {



								mut sync.RWMutex



								id  int



								//sendChan      chan Content



								//broadcastChan chan Msg



								parentCtx context.Context



								metrics   shardMetrics



								//reqs          map[uint64]*BroadcastRequest



								reqs        map[uint64]*BroadcastProcessor



								reqTTL      time.Duration



								router      Router



								nextGC      time.Time



								shardBuffer int



								sendBuffer  int



								logger      *slog.Logger



				



								preserveOrdering bool



								order            map[string]int



				}



				



				func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {



								shards := make([]*shard, NumShards)



								for i := range shards {



												shards[i] = &shard{



																id: i,



																//sendChan:      make(chan Content, shardBuffer),



																//broadcastChan: make(chan Msg, shardBuffer),



																parentCtx: ctx,



																//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),



																reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),



																shardBuffer:      shardBuffer,



																sendBuffer:       sendBuffer,



																reqTTL:           reqTTL,



																router:           router,



																preserveOrdering: order != nil,



																order:            order,



																logger:           logger,



												}



								}



								return shards



				}



				



				func (s *shard) handleMsg(msg Content) shardResponse {



								//s.metrics.numMsgs++



								// Optimization: first check with a read lock if the processor already exists



								if p, ok := s.getProcessor(msg.BroadcastID); ok {



												return s.process(p, msg)



								} else {



												if msg.IsCancellation {



																// ignore cancellations if a broadcast request



																// has not been created yet



																return shardResponse{



																				err: MissingReqErr{},



																}



												}



												proc, alreadyExists := s.addProcessor(msg)



												if alreadyExists {



																return s.process(proc, msg)



												}



												select {



												case resp := <-msg.ReceiveChan:



																return resp



												case <-proc.ctx.Done():



																return shardResponse{



																				err: ReqFinishedErr{},



																}



												}



								}



				}



				



				func (s *shard) process(p *BroadcastProcessor, msg Content) shardResponse {



								// must check if the req is done first to prevent



								// unecessarily running the server handler.



								select {



								case <-p.ctx.Done():



												return shardResponse{



																err: AlreadyProcessedErr{},



												}



								default:



								}



								if msg.IsCancellation {



												p.cancellationCtxCancel()



												return shardResponse{



																err: nil,



												}



								}



								if !msg.IsBroadcastClient && !s.preserveOrdering {



												// no need to send it to the broadcast request goroutine.



												// the first request should contain all info needed



												// except for the routing info given in the client req.



												return shardResponse{



																err:              nil,



																reqCtx:           p.cancellationCtx,



																enqueueBroadcast: p.enqueueBroadcast,



												}



								}



								// must check if the req is done to prevent deadlock



								select {



								case <-p.ctx.Done():



												//s.metrics.droppedMsgs++



												return shardResponse{



																err: AlreadyProcessedErr{},



												}



								case p.sendChan <- msg:



												select {



												case resp := <-msg.ReceiveChan:



																return resp



												case <-p.ctx.Done():



																return shardResponse{



																				err: ReqFinishedErr{},



																}



												}



								}



				



				}



				



				func (s *shard) handleBMsg(msg Msg) {



								//s.metrics.numBroadcastMsgs++



								if req, ok := s.getProcessor(msg.BroadcastID); ok {



												select {



												case <-req.ctx.Done():



																//s.metrics.droppedBroadcastMsgs++



												case req.broadcastChan <- msg:



												}



								}



				}



				



				func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {



								s.mut.RLock()



								defer s.mut.RUnlock()



								p, ok := s.reqs[broadcastID]



								return p, ok



				}



				



				func (s *shard) addProcessor(msg Content) (*BroadcastProcessor, bool) {



								s.mut.Lock()



								defer s.mut.Unlock()



								if p, ok := s.reqs[msg.BroadcastID]; ok {



												return p, true



								}



								if time.Since(s.nextGC) > 0 {



												// make sure the current request is done before running the GC.



												// This is to prevent running the GC in vain.



												t := s.reqTTL + 5*time.Second



												s.nextGC = time.Now().Add(t)



												go s.gc(t)



								}



								if msg.IsBroadcastClient {



												// msg.Ctx will correspond to the streamCtx between the client and this server,



												// meaning the ctx will cancel when the client cancels or disconnects.



												msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)



								} else {



												msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())



								}



								// check size of s.reqs. If too big, then perform necessary cleanup.



								// should only affect the current shard and not the others.



								ctx, cancel := context.WithTimeout(s.parentCtx, s.reqTTL)



								//req := &BroadcastRequest{



								var logger *slog.Logger



								if s.logger != nil {



												logger = s.logger.With(logging.BroadcastID(msg.BroadcastID))



								}



								req := &BroadcastProcessor{



												ctx:                   ctx,



												cancelFunc:            cancel,



												sendChan:              make(chan Content, s.sendBuffer),



												broadcastChan:         make(chan Msg, s.sendBuffer),



												started:               time.Now(),



												router:                s.router,



												cancellationCtx:       msg.Ctx,



												cancellationCtxCancel: msg.CancelCtx,



												executionOrder:        s.order,



												logger:                logger,



								}



								s.reqs[msg.BroadcastID] = req



								go req.handle(msg)



								return req, false



				}



				



				func (s *shard) gc(nextGC time.Duration) {



								// make sure there is overlap between GC's



								time.Sleep(nextGC + 1*time.Second)



								s.mut.Lock()



								defer s.mut.Unlock()



								newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)



								for broadcastID, req := range s.reqs {



												// stale requests should be cancelled and removed immediately



												if time.Since(req.started) > s.reqTTL {



																req.cancelFunc()



																continue



												}



												select {



												case <-req.ctx.Done():



																// if the request has finished early then it has



																// probably executed successfully on all servers.



																// we can thus assume it is safe to remove the req



																// after a short period after it has finished because



																// it will likely not receive any msg related to this



																// broadcast request.



																if time.Since(req.ended) > s.reqTTL/5 {



																				continue



																}



												default:



												}



												newReqs[broadcastID] = req



								}



								s.reqs = newReqs



				}



				



				func (s *shard) getStats() shardMetrics {



								s.mut.RLock()



								defer s.mut.RUnlock()



								s.metrics.numReqs = uint64(len(s.reqs))



								s.metrics.lifetimes = make([][]time.Time, len(s.reqs))



								s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs



								minLifetime := 100 * time.Hour



								maxLifetime := time.Duration(0)



								totalLifetime := time.Duration(0)



								i := 0



								for _, req := range s.reqs {



												select {



												case <-req.ctx.Done():



																s.metrics.finishedReqs++



												default:



												}



												s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}



												lifetime := req.ended.Sub(req.started)



												if lifetime > 0 {



																if lifetime < minLifetime {



																				minLifetime = lifetime



																}



																if lifetime > maxLifetime {



																				maxLifetime = lifetime



																}



																totalLifetime += lifetime



												}



												i++



								}



								s.metrics.minLifetime = minLifetime



								s.metrics.maxLifetime = maxLifetime



								s.metrics.avgLifetime = totalLifetime



								return s.metrics



				}
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blob 1885�package logging

import "time"

// the log entry used in slog with correct types and json mapping
type LogEntry struct {
	Time            time.Time `json:"time"`
	Level           string    `json:"level"`
	Msg             string    `json:"msg"`
	MsgType         string    `json:"msgType"`
	BroadcastID     uint64    `json:"BroadcastID"`
	Err             error     `json:"err"`
	Method          string    `json:"method"`
	From            string    `json:"from"`
	Cancelled       bool      `json:"cancelled"`
	MachineID       uint64    `json:"MachineID"`
	MsgID           uint64    `json:"msgID"`
	NodeID          uint64    `json:"nodeID"`
	NodeAddr        string    `json:"nodeAddr"`
	Type            string    `json:"type"`
	Reconnect       bool      `json:"reconnect"`
	RetryNum        float64   `json:"retryNum"`
	MaxRetries      string    `json:"maxRetries"`
	NumFailed       string    `json:"numFailed"`
	Stopping        bool      `json:"stopping"`
	IsBroadcastCall bool      `json:"isBroadcastCall"`
	Started         time.Time `json:"started"`
	Ended           time.Time `json:"ended"`
}

// enum: used to get type safety on fields when logging
const (
	Msg             string = "msg"
	MsgType         string = "msgType"
	BroadcastID     string = "BroadcastID"
	Err             string = "err"
	Method          string = "method"
	From            string = "from"
	Cancelled       string = "cancelled"
	MachineID       string = "MachineID"
	MsgID           string = "msgID"
	NodeID          string = "nodeID"
	NodeAddr        string = "nodeAddr"
	Type            string = "type"
	Reconnect       string = "reconnect"
	RetryNum        string = "retryNum"
	MaxRetries      string = "maxRetries"
	NumFailed       string = "numFailed"
	Stopping        string = "stopping"
	IsBroadcastCall string = "isBroadcastCall"
	Started         string = "started"
	Ended           string = "ended"
)
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blob 3105�package dev

import (
	"fmt"
	"net"

	"github.com/relab/gorums"
	"google.golang.org/grpc/encoding"
)

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...gorums.ServerOption) error {
	srv := gorums.NewClientServer(lis, opts...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}
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commit 302�tree 98970a0bc5a424aa98158163c77cdc7aa6e5daeb
parent 57a378f8ec2598fab8bf923f6b1982516c5ebbbe
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1717338391 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1717338391 +0200

fix(broadcast): changed to pointers to reduce mem footprint
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blob 8051�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req msg) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := &Content{
		Ctx:          context.Background(),
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content),
		broadcastChan:         make(chan *Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := &Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := &Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content),
		broadcastChan:         make(chan *Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := &Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := &Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan *Content),
				broadcastChan:         make(chan *Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- &resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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refactor(broadcast): moved interface to broadcast folder
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blob 2744�package logging

import (
	"log/slog"
	"time"
)

// the log entry used in slog with correct types and json mapping
type LogEntry struct {
	Time            time.Time `json:"time"`
	Level           string    `json:"level"`
	Msg             string    `json:"msg"`
	MsgType         string    `json:"msgType"`
	BroadcastID     uint64    `json:"BroadcastID"`
	Err             error     `json:"err"`
	Method          string    `json:"method"`
	From            string    `json:"from"`
	Cancelled       bool      `json:"cancelled"`
	MachineID       uint64    `json:"MachineID"`
	MsgID           uint64    `json:"msgID"`
	NodeID          uint64    `json:"nodeID"`
	NodeAddr        string    `json:"nodeAddr"`
	Type            string    `json:"type"`
	Reconnect       bool      `json:"reconnect"`
	RetryNum        float64   `json:"retryNum"`
	MaxRetries      int       `json:"maxRetries"`
	NumFailed       int       `json:"numFailed"`
	Stopping        bool      `json:"stopping"`
	IsBroadcastCall bool      `json:"isBroadcastCall"`
	Started         time.Time `json:"started"`
	Ended           time.Time `json:"ended"`
}

// funcs: used to get type safety on fields when logging
func MsgType(msgType string) slog.Attr {
	return slog.String("msgType", msgType)
}

func BroadcastID(broadcastID uint64) slog.Attr {
	return slog.Uint64("BroadcastID", broadcastID)
}

func Err(err error) slog.Attr {
	return slog.Any("err", err)
}

func Method(m string) slog.Attr {
	return slog.String("method", m)
}

func From(from string) slog.Attr {
	return slog.String("from", from)
}

func Cancelled(cancelled bool) slog.Attr {
	return slog.Bool("cancelled", cancelled)
}

func MachineID(machineID uint64) slog.Attr {
	return slog.Uint64("MachineID", machineID)
}

func MsgID(msgID uint64) slog.Attr {
	return slog.Uint64("msgID", msgID)
}

func NodeID(nodeID uint32) slog.Attr {
	return slog.Uint64("nodeID", uint64(nodeID))
}

func NodeAddr(nodeAddr string) slog.Attr {
	return slog.String("nodeAddr", nodeAddr)
}

func Type(t string) slog.Attr {
	return slog.String("type", t)
}

func Reconnect(reconnect bool) slog.Attr {
	return slog.Bool("reconnect", reconnect)
}

func RetryNum(num float64) slog.Attr {
	return slog.Float64("retryNum", num)
}

func MaxRetries(maxRetries int) slog.Attr {
	return slog.Int("maxRetries", maxRetries)
}

func NumFailed(num int) slog.Attr {
	return slog.Int("numFailed", num)
}

func Stopping(stopping bool) slog.Attr {
	return slog.Bool("stopping", stopping)
}

func IsBroadcastCall(isBroadcastCall bool) slog.Attr {
	return slog.Bool("isBroadcastCall", isBroadcastCall)
}

func Started(started time.Time) slog.Attr {
	return slog.Time("started", started)
}

func Ended(ended time.Time) slog.Attr {
	return slog.Time("ended", ended)
}
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blob 14231�package gorums

import (
	"context"
	"fmt"
	"math"
	"math/rand"
	"sync"
	"sync/atomic"
	"time"

	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

var streamDownErr = status.Error(codes.Unavailable, "stream is down")

type request struct {
	ctx       context.Context
	msg       *Message
	opts      callOptions
	numFailed int
}

// waitForSend returns true if the WithNoSendWaiting call option is not set.
func (req request) waitForSend() bool {
	return req.opts.callType != nil && !req.opts.noSendWaiting
}

type response struct {
	nid uint32
	msg protoreflect.ProtoMessage
	err error
}

type responseRouter struct {
	c         chan<- response
	streaming bool
}

type channel struct {
	sendQ           chan request
	node            *RawNode
	mu              sync.Mutex
	lastError       error
	latency         time.Duration
	backoffCfg      backoff.Config
	rand            *rand.Rand
	gorumsClient    ordering.GorumsClient
	gorumsStream    ordering.Gorums_NodeStreamClient
	streamMut       sync.RWMutex
	dialMut         sync.RWMutex
	streamBroken    atomicFlag
	connEstablished atomicFlag
	parentCtx       context.Context
	streamCtx       context.Context
	cancelStream    context.CancelFunc
	responseRouters map[uint64]responseRouter
	responseMut     sync.Mutex
	maxRetries      int // number of times we try to resend a failed msg
}

// newChannel creates a new channel for the given node and starts the sending goroutine.
//
// Note that we start the sending goroutine even though the
// connection has not yet been established. This is to prevent
// deadlock when invoking a call type, as the goroutine will
// block on the sendQ until a connection has been established.
func newChannel(n *RawNode) *channel {
	c := &channel{
		sendQ:           make(chan request, n.mgr.opts.sendBuffer),
		backoffCfg:      n.mgr.opts.backoff,
		node:            n,
		latency:         -1 * time.Second,
		rand:            rand.New(rand.NewSource(time.Now().UnixNano())),
		responseRouters: make(map[uint64]responseRouter),
		maxRetries:      n.mgr.opts.maxRetries,
	}
	// parentCtx controls the channel and is used to shut it down
	c.parentCtx = n.newContext()
	go c.sender()
	return c
}

// newNodeStream creates a stream and starts the receiving goroutine.
//
// Note that the stream could fail even though conn != nil due
// to the non-blocking dial. Hence, we need to try to connect
// to the node before starting the receiving goroutine.
func (c *channel) newNodeStream(conn *grpc.ClientConn) error {
	if conn == nil {
		// no need to proceed if dial failed
		return fmt.Errorf("connection is nil")
	}
	c.streamMut.Lock()
	var err error
	c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
	c.gorumsClient = ordering.NewGorumsClient(conn)
	c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
	c.streamMut.Unlock()
	if err != nil {
		return err
	}
	c.streamBroken.clear()
	// guard against creating multiple receiver goroutines
	if !c.connEstablished.get() {
		// connEstablished indicates dial was successful
		// and that receiver have started
		c.connEstablished.set()
		go c.receiver()
	}
	return nil
}

func (c *channel) cancelPendingMsgs() {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	for msgID, router := range c.responseRouters {
		router.c <- response{nid: c.node.ID(), err: streamDownErr}
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) routeResponse(msgID uint64, resp response) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	if router, ok := c.responseRouters[msgID]; ok {
		router.c <- resp
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) enqueue(req request, responseChan chan<- response, streaming bool) {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) enqueueFast(req request, responseChan chan<- response, streaming bool) bool {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// only enqueue the request on the sendQ if it is available and
	// the node is not closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
	case c.sendQ <- req:
	default:
		return false
	}
	return true
}

func (c *channel) enqueueSlow(req request) {
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) deleteRouter(msgID uint64) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	delete(c.responseRouters, msgID)
}

func (c *channel) sendMsg(req request) (err error) {
	defer func() {
		// While the default is to block the caller until the message has been sent, we
		// can provide the WithNoSendWaiting call option to more quickly unblock the caller.
		// Hence, after sending, we unblock the waiting caller if the call option is not set;
		// that is, waitForSend is true. Conversely, if the call option is set, the call type
		// will not block on the response channel, and the "receiver" goroutine below will
		// eventually clean up the responseRouter map by calling routeResponse.
		if req.waitForSend() {
			// unblock the caller and clean up the responseRouter map
			c.routeResponse(req.msg.Metadata.MessageID, response{})
		}
	}()

	// don't send if context is already cancelled.
	if req.ctx.Err() != nil {
		return req.ctx.Err()
	}

	c.streamMut.RLock()
	defer c.streamMut.RUnlock()

	done := make(chan struct{})

	// This goroutine waits for either 'done' to be closed, or the request context to be cancelled.
	// If the request context was cancelled, we have two possibilities:
	// The stream could be blocked, or the caller could be impatient.
	// We cannot know which is the case, but it seems wiser to cancel the stream as a precaution,
	// because reconnection is quite fast and cheap.
	go func() {
		select {
		case <-done:
			// all is good
		case <-req.ctx.Done():
			// Both channels could be ready at the same time, so we must check 'done' again.
			select {
			case <-done:
				// false alarm
			default:
				// CANCELLING HERE CAN HAVE DESTRUCTIVE EFFECTS!
				// Imagine the client has sent several requests and is waiting
				// for a response on each individual request. Furthermore, let's
				// say the client has sent a message to two different handlers:
				// 		1. A handler that does a lot of work and thus long response times are expected.
				// 		2. A handler that is normally very fast.
				//
				// If the client is impatient and cancels a request sent to a handler in scenario 2,
				// then all requests sent to the handler in scenario 1 will also be cancelled because
				// the stream is taken down.

				// trigger reconnect
				//c.streamMut.Lock()
				//c.cancelStream()
				//c.streamMut.Unlock()
			}
		}
	}()

	err = c.gorumsStream.SendMsg(req.msg)
	if err != nil {
		c.setLastErr(err)
		c.streamBroken.set()
	}

	close(done)

	return err
}

func (c *channel) sender() {
	var req request
	for {
		select {
		case <-c.parentCtx.Done():
			return
		case req = <-c.sendQ:
		}
		// try to connect to the node if previous attempts
		// have failed or if the node has disconnected
		if !c.isConnected() {
			// streamBroken will be set if the reconnection fails
			err := c.connect()
			if err != nil {
				c.setLastErr(err)
				c.streamBroken.set()
			}
		}
		// return error if stream is broken
		if c.streamBroken.get() {
			//c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: streamDownErr})
			go c.retryMsg(req, streamDownErr)
			continue
		}
		// else try to send message
		err := c.sendMsg(req)
		if err != nil {
			// return the error
			//c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: err})
			go c.retryMsg(req, err)
		}
	}
}

func (c *channel) receiver() {
	for {
		resp := newMessage(responseType)
		c.streamMut.RLock()
		var err error
		// the gorumsStream can be nil because this method
		// runs in a goroutine. If the stream goes down after
		// the streamMut is unlocked, then we can have a scenario
		// where the gorumsStream is set to nil in the reconnect
		// method by another goroutine.
		if c.gorumsStream != nil {
			err = c.gorumsStream.RecvMsg(resp)
		} else {
			err = streamDownErr
		}
		if err != nil {
			c.streamBroken.set()
			c.streamMut.RUnlock()
			c.setLastErr(err)
			// we only reach this point when the stream failed AFTER a message
			// was sent and we are waiting for a reply. We thus need to respond
			// with a stream is down error on all pending messages.
			c.cancelPendingMsgs()
			// attempt to reconnect indefinitely until the node is closed.
			// This is necessary when streaming is enabled.
			c.reconnect(-1)
		} else {
			c.streamMut.RUnlock()
			err := status.FromProto(resp.Metadata.GetStatus()).Err()
			c.routeResponse(resp.Metadata.MessageID, response{nid: c.node.ID(), msg: resp.Message, err: err})
		}

		select {
		case <-c.parentCtx.Done():
			return
		default:
		}
	}
}

func (c *channel) connect() error {
	if !c.connEstablished.get() {
		c.dialMut.Lock()
		defer c.dialMut.Unlock()
		// a connection has not yet been established; i.e.,
		// a previous dial attempt could have failed.
		// try dialing again.
		err := c.node.dial()
		if err != nil {
			return err
		}
		err = c.newNodeStream(c.node.conn)
		if err != nil {
			return err
		}
		// return early because streamBroken will be cleared if no error occurs.
		// also works a preemptive measure to a deadlock since dialMut.Unlock()
		// is deferred.
		return nil
	}
	// the node was previously connected but is now disconnected
	if c.streamBroken.get() {
		// try to reconnect only once.
		// Maybe add this as a user option?
		c.reconnect(1)
	}
	return nil
}

// reconnect tries to reconnect to the node using an exponential backoff strategy.
// maxRetries = -1 represents infinite retries.
func (c *channel) reconnect(maxRetries float64) {
	backoffCfg := c.backoffCfg

	var retries float64
	for {
		var err error
		c.streamMut.Lock()
		// check if stream is already up
		if !c.streamBroken.get() {
			// do nothing because stream is up
			c.streamMut.Unlock()
			return
		}
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
		c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
		if err == nil {
			c.streamBroken.clear()
			c.streamMut.Unlock()
			return
		}
		c.cancelStream()
		c.streamMut.Unlock()
		c.setLastErr(err)
		if retries >= maxRetries && maxRetries > 0 {
			c.streamBroken.set()
			return
		}
		delay := float64(backoffCfg.BaseDelay)
		max := float64(backoffCfg.MaxDelay)
		for r := retries; delay < max && r > 0; r-- {
			delay *= backoffCfg.Multiplier
		}
		delay = math.Min(delay, max)
		delay *= 1 + backoffCfg.Jitter*(rand.Float64()*2-1)
		select {
		case <-time.After(time.Duration(delay)):
			retries++
		case <-c.parentCtx.Done():
			return
		}
	}
}

// This method should always be run in a goroutine. It will
// enqueue a msg if it has previously failed. The message will
// be dropped if it fails more than maxRetries or if the ctx
// is cancelled.
func (c *channel) retryMsg(req request, err error) {
	req.numFailed++
	// c.maxRetries = -1, is the same as infinite retries.
	if req.numFailed > c.maxRetries && c.maxRetries != -1 {
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("max retries exceeded. err=%e", err)})
		return
	}
	//delay := float64(c.backoffCfg.BaseDelay)
	delay := float64(10 * time.Millisecond)
	max := float64(c.backoffCfg.MaxDelay)
	for r := req.numFailed; delay < max && r > 0; r-- {
		delay *= c.backoffCfg.Multiplier
	}
	delay = math.Min(delay, max)
	delay *= 1 + c.backoffCfg.Jitter*(rand.Float64()*2-1)
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case <-req.ctx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("context cancelled")})
		return
	case <-time.After(time.Duration(delay)):
		// enqueue the request again
	}
	c.enqueueSlow(req)
}

func (c *channel) setLastErr(err error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	c.lastError = err
}

// lastErr returns the last error encountered (if any) when using this channel.
func (c *channel) lastErr() error {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.lastError
}

// channelLatency returns the latency between the client and this channel.
func (c *channel) channelLatency() time.Duration {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.latency
}

// isConnected returns true if the channel has an active connection to the node.
func (c *channel) isConnected() bool {
	// streamBroken.get() is initially false and NodeStream could be down
	// even though node.conn is not nil. Hence, we need connEstablished
	// to make sure a proper connection has been made.
	return c.connEstablished.get() && !c.streamBroken.get()
}

type atomicFlag struct {
	flag int32
}

func (f *atomicFlag) set()      { atomic.StoreInt32(&f.flag, 1) }
func (f *atomicFlag) get() bool { return atomic.LoadInt32(&f.flag) == 1 }
func (f *atomicFlag) clear()    { atomic.StoreInt32(&f.flag, 0) }
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blob 5779�package broadcast

import (
	"context"
	"errors"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req any) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		ctx:        ctx,
		cancelFunc: cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		resp := shard.handleMsg(tt.in)
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.handleBMsg(Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	})

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	resp := shard.handleMsg(clientMsg)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}

	// wait for the request to finish
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	resp = shard.handleMsg(msgShouldBeDropped)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}
	//select {
	//case resp := <-msgShouldBeDropped.ReceiveChan:
	//if resp.err == nil {
	//t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//}
	//case <-time.After(3 * time.Second):
	//t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	//}

	//select {
	//case resp := <-clientMsg.ReceiveChan:
	//	if resp.err == nil {
	//		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//	}
	//case <-time.After(3 * time.Second):
	//	t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	//}
}

/*func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake(0)
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		ctx:        ctx,
		cancelFunc: cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		//		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
*/
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blob 7107�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(serverOpts.logger, serverOpts.executionOrder, serverOpts.machineID),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	s.broadcastSrv.addAddr(listener.Addr().String())
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 8893�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID           uint64
	router                Router
	broadcastChan         chan Msg
	sendChan              chan Content
	ctx                   context.Context
	cancelFunc            context.CancelFunc
	started               time.Time
	ended                 time.Time
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc // should only be called by the shard
	sentCancellation      bool
	//metadata              *metadata

	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error)
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	//	p.metadata.Methods = append(p.metadata.Methods, bMsg.Method)
	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	r.orderIndex = order
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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fix(broadcast): checks whether a client req has arrived immediately
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blob 6485�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID(broadcastID))
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...slog.Attr) {
	if r.logger != nil {
		args = append(args, logging.Err(err), logging.Type("router"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		r.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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blob 7797�package broadcast

import (
	"context"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(Content) (context.Context, func(Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(Msg) error) error
	Cancel(uint64, []string, func(Msg) error) error
	Done(uint64, func(Msg) error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
	GetStats() Metrics
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {
	router := NewRouter(logger, createClient, canceler)
	state := NewState(logger, router, order)
	router.registerState(state)
	state.RunShards()
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

/*func (mgr *manager) Process2(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case resp := <-receiveChan:
		return resp.reqCtx, resp.enqueueBroadcast, resp.err
	}
}*/

func (mgr *manager) Process(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		//Broadcast:   true,
		MsgType:     BroadcastMsg,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Broadcast2(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) SendToClient2(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end:      false, // should NOT stop the request
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Cancel2(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(Msg) error) {
	msg := Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end: true, // should stop the request
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		enqueueBroadcast(msg)
		return
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return
}

/*func (mgr *manager) Done2(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}*/

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}

func (mgr *manager) GetStats() Metrics {
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		Dropped:  m.droppedMsgs,
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
	}
}
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blob 6633�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	if r.addr == "" {
		panic("The listen addr on the broadcast server cannot be empty. Use the WithListenAddr() option when creating the server.")
	}
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID(broadcastID))
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...slog.Attr) {
	if r.logger != nil {
		args = append(args, logging.Err(err), logging.Type("router"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		r.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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				blob 3079�package gorums



				



				import (



								log



								time



				



								google.golang.org/grpc



								google.golang.org/grpc/backoff



								google.golang.org/grpc/metadata



				)



				



				type managerOptions struct {



								grpcDialOpts    []grpc.DialOption



								nodeDialTimeout time.Duration



								logger          *log.Logger



								noConnect       bool



								backoff         backoff.Config



								sendBuffer      uint



								metadata        metadata.MD



								perNodeMD       func(uint32) metadata.MD



								publicKey       string



								machineID       uint64



				}



				



				func newManagerOptions() managerOptions {



								return managerOptions{



												backoff:         backoff.DefaultConfig,



												sendBuffer:      50,



												nodeDialTimeout: 50 * time.Millisecond,



								}



				}



				



				// ManagerOption provides a way to set different options on a new Manager.



				type ManagerOption func(*managerOptions)



				



				// WithDialTimeout returns a ManagerOption which is used to set the dial



				// context timeout to be used when initially connecting to each node in its pool.



				func WithDialTimeout(timeout time.Duration) ManagerOption {



								return func(o *managerOptions) {



												o.nodeDialTimeout = timeout



								}



				}



				



				// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options



				// the Manager should use when initially connecting to each node in its pool.



				func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {



								return func(o *managerOptions) {



												o.grpcDialOpts = append(o.grpcDialOpts, opts...)



								}



				}



				



				// WithLogger returns a ManagerOption which sets an optional error logger for



				// the Manager.



				func WithLogger(logger *log.Logger) ManagerOption {



								return func(o *managerOptions) {



												o.logger = logger



								}



				}



				



				// WithNoConnect returns a ManagerOption which instructs the Manager not to



				// connect to any of its nodes. Mainly used for testing purposes.



				func WithNoConnect() ManagerOption {



								return func(o *managerOptions) {



												o.noConnect = true



								}



				}



				



				// WithBackoff allows for changing the backoff delays used by Gorums.



				func WithBackoff(backoff backoff.Config) ManagerOption {



								return func(o *managerOptions) {



												o.backoff = backoff



								}



				}



				



				// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.



				// A larger buffer might achieve higher throughput for asynchronous calltypes, but at



				// the cost of latency.



				func WithSendBufferSize(size uint) ManagerOption {



								return func(o *managerOptions) {



												o.sendBuffer = size



								}



				}



				



				// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node



				// when the connection is initially established. This metadata can be retrieved from the



				// server-side method handlers.



				func WithMetadata(md metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.metadata = md



								}



				}



				



				// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each



				// node individually.



				func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.perNodeMD = f



								}



				}



				



				func WithPublicKey(publicKey string) ManagerOption {



								return func(o *managerOptions) {



												o.publicKey = publicKey



								}



				}



				



				func WithMachineID(id uint64) ManagerOption {



								return func(o *managerOptions) {



												o.machineID = id



								}



				}
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blob 6847�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req any) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
	}
	go shard.run(router, 5*time.Minute, 5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		shard.sendChan <- tt.in
		err := <-tt.in.ReceiveChan
		if err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, err)
		}
	}

	shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan error, 1),
	}
	shard.sendChan <- clientMsg

	// wait for the request to finish
	time.Sleep(1 * time.Second)
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan error, 1),
	}
	// this will panic if the request sendChan is closed
	shard.sendChan <- msgShouldBeDropped
	select {
	case err := <-msgShouldBeDropped.ReceiveChan:
		if err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	}

	select {
	case err := <-clientMsg.ReceiveChan:
		if err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	}
}

//func TestHandleBroadcastCall(t *testing.T) {
//snowflake := NewSnowflake("127.0.0.1:8080")
//broadcastID := snowflake.NewBroadcastID()

//var tests = []struct {
//in  Content
//out error
//}{
//{
//in: Content{
//BroadcastID:       broadcastID,
//IsBroadcastClient: false,
//ReceiveChan:       make(chan error, 1),
//},
//out: nil,
//},
//{
//in: Content{
//BroadcastID:       snowflake.NewBroadcastID(),
//IsBroadcastClient: false,
//ReceiveChan:       make(chan error, 1),
//},
//out: BroadcastIDErr{},
//},
//{
//in: Content{
//BroadcastID:       broadcastID,
//IsBroadcastClient: false,
//ReceiveChan:       make(chan error, 1),
//},
//out: nil,
//},
//}

//msg := Content{
//BroadcastID:       broadcastID,
//IsBroadcastClient: false,
//OriginAddr:        "127.0.0.1:8080",
//OriginMethod:      "testMethod",
//ReceiveChan:       make(chan error),
//}

//router := &mockRouter{
//returnError: false,
//}

//ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
//defer cancel()
//req := &BroadcastRequest{
//ctx:           ctx,
//cancelFunc:    cancel,
//sendChan:      make(chan Content),
//broadcastChan: make(chan Msg, 5),
//started:       time.Now(),
//}
//go req.handle(router, msg.BroadcastID, msg)

//for _, tt := range tests {
//req.sendChan <- tt.in
//err := <-tt.in.ReceiveChan
//if err != tt.out {
//t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, err)
//}
//}

//select {
//case <-time.After(100 * time.Millisecond):
//case <-req.ctx.Done():
//t.Fatalf("the request is not done yet. SendToClient has not been called.")
//}

//req.broadcastChan <- Msg{
//Reply: &reply{
//Response: mockResp{},
//Err:      nil,
//},
//BroadcastID: broadcastID,
//}

//select {
//case <-time.After(1 * time.Second):
//t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
//case <-req.ctx.Done():
//}

//clientMsg := Content{
//BroadcastID:       broadcastID,
//IsBroadcastClient: true,
//OriginAddr:        "127.0.0.1:8080",
//OriginMethod:      "testMethod",
//ReceiveChan:       make(chan error),
//}
//select {
//case <-req.ctx.Done():
//case req.sendChan <- clientMsg:
//t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
//}
//}

//func BenchmarkHandle(b *testing.B) {
//snowflake := NewSnowflake("127.0.0.1:8080")
//originMethod := "testMethod"
//router := &mockRouter{
//returnError: false,
//}
//// not important to use unique broadcastID because we are
//// not using shards in this test
//broadcastID := snowflake.NewBroadcastID()
//resp := Msg{
//Reply: &reply{
//Response: mockResp{},
//Err:      nil,
//},
//BroadcastID: broadcastID,
//}
//sendFn := func(resp protoreflect.ProtoMessage, err error) {}

//b.ResetTimer()
//b.Run("RequestHandler", func(b *testing.B) {
//for i := 0; i < b.N; i++ {
//msg := Content{
//BroadcastID:       broadcastID,
//IsBroadcastClient: true,
//SendFn:            sendFn,
//OriginMethod:      originMethod,
//ReceiveChan:       make(chan error, 1),
//}

//ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
//req := &BroadcastRequest{
//ctx:           ctx,
//cancelFunc:    cancel,
//sendChan:      make(chan Content),
//broadcastChan: make(chan Msg, 5),
//started:       time.Now(),
//}
//go req.handle(router, msg.BroadcastID, msg)

//req.broadcastChan <- resp

//<-req.ctx.Done()
//cancel()
//}
//})
//}
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blob 8111�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut           sync.RWMutex
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs   map[uint64]*BroadcastProcessor
	reqTTL time.Duration
	router Router
	nextGC time.Time

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer int, router Router, order map[string]int, reqTTL time.Duration) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

func (s *shard) run(sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			// it is possible that GC is running concurrently in another goroutine
			s.mut.Lock()
			s.reqs = nil
			s.mut.Unlock()
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				default:
				}
				if msg.IsCancellation {
					req.cancellationCtxCancel()
					msg.ReceiveChan <- shardResponse{
						err: nil,
					}
					continue
				}
				if !msg.IsBroadcastClient && !s.preserveOrdering {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- shardResponse{
						err:              nil,
						reqCtx:           req.cancellationCtx,
						enqueueBroadcast: req.enqueueBroadcast,
					}
					continue
				}
				if msg.IsBroadcastClient {
					// msg.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the req.ctx to prevent leaking
					// the goroutine.
					go func() {
						select {
						case <-req.ctx.Done():
						case <-msg.Ctx.Done():
						}
						req.cancellationCtxCancel()
					}()
				}
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					slog.Error("this is the reason")
					// ignore cancellations if a broadcast request
					// has not been created yet
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(sendBuffer int, msg Content) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	select {
	case <-req.ctx.Done():
		s.metrics.droppedMsgs++
		msg.ReceiveChan <- shardResponse{
			err: AlreadyProcessedErr{},
		}
	case req.sendChan <- msg:
	}
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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chore(broadcast): better logging and increased sendbuffer
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blob 8335�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the ID given to the manager
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(logging.BroadcastID(broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", logging.Cancelled(true))
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", logging.Cancelled(true))
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", logging.Cancelled(false))
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", logging.Cancelled(true))
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", logging.Cancelled(true))
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", logging.BroadcastID(broadcastID))
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(logging.MachineID(serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	opts := newManagerOptions()
	opts.grpcDialOpts = dialOpts
	mgr := &RawManager{
		opts: opts,
		/*opts: managerOptions{
			grpcDialOpts: dialOpts,
		},*/
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			mgr.Close()
			node.close()
			return nil
		},
	}, nil
}
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				blob 2344�package gorums



				



				import (



								fmt



								hash/fnv



								log/slog



								net



								sync



				



								github.com/relab/gorums/broadcast



				)



				



				type broadcastServer struct {



								propertiesMutex   sync.Mutex



								viewMutex         sync.RWMutex



								id                uint32



								addr              string



								view              RawConfiguration



								createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator) Broadcaster



								orchestrator      *BroadcastOrchestrator



								manager           broadcast.BroadcastManager



								logger            *slog.Logger



								metrics           *broadcast.Metric



				}



				



				func (srv *Server) PrintStats() {



								fmt.Println(srv.broadcastSrv.metrics.GetStats())



								srv.broadcastSrv.metrics.Reset()



				}



				



				func (srv *Server) GetStats() broadcast.Metrics {



								m := srv.broadcastSrv.metrics.GetStats()



								srv.broadcastSrv.metrics.Reset()



								return m



				}



				



				func newBroadcastServer(logger *slog.Logger, withMetrics bool) *broadcastServer {



								var m *broadcast.Metric = nil



								if withMetrics {



												m = broadcast.NewMetric()



								}



								return &broadcastServer{



												manager: broadcast.NewBroadcastManager(logger, m, createClient),



												logger:  logger,



												metrics: m,



								}



				}



				



				//func newBroadcastServer(logger *slog.Logger, withMetrics bool) *broadcastServer {



				//var m *broadcast.Metric = nil



				//if withMetrics {



				//m = broadcast.NewMetric()



				//}



				//router := broadcast.NewRouter(logger, m, createClient)



				//return &broadcastServer{



				//router:  router,



				//state:   broadcast.NewState(logger, router, m),



				//logger:  logger,



				//metrics: m,



				//}



				//}



				



				func (srv *broadcastServer) stop() {



								//srv.state.Prune()



								srv.manager.Close()



				}



				



				//type BroadcastState interface {



				//Prune() error



				//Process(broadcast.Content) error



				//ProcessBroadcast(uint64, protoreflect.ProtoMessage, string)



				//ProcessSendToClient(uint64, protoreflect.ProtoMessage, error)



				//NewBroadcastID() uint64



				//}



				



				//type BroadcastRouter interface {



				//AddAddr(id uint32, addr string)



				//AddServerHandler(method string, handler broadcast.ServerHandler)



				//AddClientHandler(method string, handler broadcast.ClientHandler)



				//}



				



				type Snowflake interface {



								NewBroadcastID() uint64



				}



				



				func (srv *broadcastServer) addAddr(lis net.Listener) {



								srv.propertiesMutex.Lock()



								defer srv.propertiesMutex.Unlock()



								srv.addr = lis.Addr().String()



								h := fnv.New32a()



								_, _ = h.Write([]byte(srv.addr))



								srv.id = h.Sum32()



								//srv.router.AddAddr(srv.id, srv.addr)



								srv.manager.AddAddr(srv.id, srv.addr)



				}














MasterLab/example/reliablebroadcast/gorums/.git/objects/40/936b498d03dec0c547307dc15f95229686299b

MasterLab/example/reliablebroadcast/gorums/.git/objects/40/936b498d03dec0c547307dc15f95229686299b


commit 286�tree d30d1a8e145e92c835c6d9622306157c996a32d6
parent 6c9f14d13b22ea2a827397f2d49b04a0444f69a8
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716384593 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716384593 +0200

refactor(broadcast): checks for listen addr
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blob 12241�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"math"
	"math/rand"
	"sync"
	"sync/atomic"
	"time"

	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

var streamDownErr = status.Error(codes.Unavailable, "stream is down")

type request struct {
	ctx  context.Context
	msg  *Message
	opts callOptions
}

// waitForSend returns true if the WithNoSendWaiting call option is not set.
func (req request) waitForSend() bool {
	return req.opts.callType != nil && !req.opts.noSendWaiting
}

type response struct {
	nid uint32
	msg protoreflect.ProtoMessage
	err error
}

type responseRouter struct {
	c         chan<- response
	streaming bool
}

type channel struct {
	sendQ           chan request
	node            *RawNode
	mu              sync.Mutex
	lastError       error
	latency         time.Duration
	backoffCfg      backoff.Config
	rand            *rand.Rand
	gorumsClient    ordering.GorumsClient
	gorumsStream    ordering.Gorums_NodeStreamClient
	streamMut       sync.RWMutex
	dialMut         sync.RWMutex
	streamBroken    atomicFlag
	connEstablished atomicFlag
	parentCtx       context.Context
	streamCtx       context.Context
	cancelStream    context.CancelFunc
	responseRouters map[uint64]responseRouter
	responseMut     sync.Mutex
}

// newChannel creates a new channel for the given node and starts the sending goroutine.
//
// Note that we start the sending goroutine even though the
// connection has not yet been established. This is to prevent
// deadlock when invoking a call type, as the goroutine will
// block on the sendQ until a connection has been established.
func newChannel(n *RawNode) *channel {
	c := &channel{
		sendQ:           make(chan request, n.mgr.opts.sendBuffer),
		backoffCfg:      n.mgr.opts.backoff,
		node:            n,
		latency:         -1 * time.Second,
		rand:            rand.New(rand.NewSource(time.Now().UnixNano())),
		responseRouters: make(map[uint64]responseRouter),
	}
	// parentCtx controls the channel and is used to shut it down
	c.parentCtx = n.newContext()
	go c.sender()
	return c
}

// newNodeStream creates a stream and starts the receiving goroutine.
//
// Note that the stream could fail even though conn != nil due
// to the non-blocking dial. Hence, we need to try to connect
// to the node before starting the receiving goroutine.
func (c *channel) newNodeStream(conn *grpc.ClientConn) error {
	if conn == nil {
		// no need to proceed if dial failed
		return fmt.Errorf("connection is nil")
	}
	c.streamMut.Lock()
	var err error
	c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
	c.gorumsClient = ordering.NewGorumsClient(conn)
	c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
	c.streamMut.Unlock()
	if err != nil {
		return err
	}
	c.streamBroken.clear()
	// guard against creating multiple receiver goroutines
	if !c.connEstablished.get() {
		// connEstablished indicates dial was successful
		// and that receiver have started
		c.connEstablished.set()
		go c.receiver()
	}
	return nil
}

func (c *channel) cancelPendingMsgs() {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	for msgID, router := range c.responseRouters {
		router.c <- response{nid: c.node.ID(), err: streamDownErr}
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) routeResponse(msgID uint64, resp response) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	if router, ok := c.responseRouters[msgID]; ok {
		router.c <- resp
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) enqueue(req request, responseChan chan<- response, streaming bool) {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) enqueueFast(req request, responseChan chan<- response, streaming bool) bool {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// only enqueue the request on the sendQ if it is available and
	// the node is not closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
	case c.sendQ <- req:
	default:
		return false
	}
	return true
}

func (c *channel) enqueueSlow(req request) {
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) deleteRouter(msgID uint64) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	delete(c.responseRouters, msgID)
}

func (c *channel) sendMsg(req request) (err error) {
	defer func() {
		// While the default is to block the caller until the message has been sent, we
		// can provide the WithNoSendWaiting call option to more quickly unblock the caller.
		// Hence, after sending, we unblock the waiting caller if the call option is not set;
		// that is, waitForSend is true. Conversely, if the call option is set, the call type
		// will not block on the response channel, and the "receiver" goroutine below will
		// eventually clean up the responseRouter map by calling routeResponse.
		if req.waitForSend() {
			// unblock the caller and clean up the responseRouter map
			c.routeResponse(req.msg.Metadata.MessageID, response{})
		}
	}()

	// don't send if context is already cancelled.
	if req.ctx.Err() != nil {
		return req.ctx.Err()
	}

	c.streamMut.RLock()
	defer c.streamMut.RUnlock()

	done := make(chan struct{})

	// This goroutine waits for either 'done' to be closed, or the request context to be cancelled.
	// If the request context was cancelled, we have two possibilities:
	// The stream could be blocked, or the caller could be impatient.
	// We cannot know which is the case, but it seems wiser to cancel the stream as a precaution,
	// because reconnection is quite fast and cheap.
	go func() {
		select {
		case <-done:
			// all is good
		case <-req.ctx.Done():
			// Both channels could be ready at the same time, so we must check 'done' again.
			select {
			case <-done:
				// false alarm
			default:
				// trigger reconnect
				c.streamMut.Lock()
				c.cancelStream()
				c.streamMut.Unlock()
			}
		}
	}()

	err = c.gorumsStream.SendMsg(req.msg)
	if err != nil {
		slog.Error("channel: couldnt send msg", "err", err)
		c.setLastErr(err)
		c.streamBroken.set()
	}

	close(done)

	return err
}

func (c *channel) sender() {
	var req request
	for {
		select {
		case <-c.parentCtx.Done():
			return
		case req = <-c.sendQ:
		}
		// try to connect to the node if previous attempts
		// have failed or if the node has disconnected
		if !c.isConnected() {
			// streamBroken will be set if the reconnection fails
			err := c.connect()
			if err != nil {
				c.setLastErr(err)
				c.streamBroken.set()
			}
		}
		// return error if stream is broken
		if c.streamBroken.get() {
			c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: streamDownErr})
			continue
		}
		// else try to send message
		err := c.sendMsg(req)
		if err != nil {
			// return the error
			c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: err})
		}
	}
}

func (c *channel) receiver() {
	for {
		resp := newMessage(responseType)
		c.streamMut.RLock()
		var err error
		// the gorumsStream can be nil because this method
		// runs in a goroutine. If the stream goes down after
		// the streamMut is unlocked, then we can have a scenario
		// where the gorumsStream is set to nil in the reconnect
		// method by another goroutine.
		if c.gorumsStream != nil {
			err = c.gorumsStream.RecvMsg(resp)
		} else {
			err = streamDownErr
		}
		if err != nil {
			c.streamBroken.set()
			c.streamMut.RUnlock()
			c.setLastErr(err)
			// we only reach this point when the stream failed AFTER a message
			// was sent and we are waiting for a reply. We thus need to respond
			// with a stream is down error on all pending messages.
			c.cancelPendingMsgs()
			// attempt to reconnect indefinitely until the node is closed.
			// This is necessary when streaming is enabled.
			c.reconnect(-1)
		} else {
			c.streamMut.RUnlock()
			err := status.FromProto(resp.Metadata.GetStatus()).Err()
			c.routeResponse(resp.Metadata.MessageID, response{nid: c.node.ID(), msg: resp.Message, err: err})
		}

		select {
		case <-c.parentCtx.Done():
			return
		default:
		}
	}
}

func (c *channel) connect() error {
	if !c.connEstablished.get() {
		c.dialMut.Lock()
		defer c.dialMut.Unlock()
		// a connection has not yet been established; i.e.,
		// a previous dial attempt could have failed.
		// try dialing again.
		err := c.node.dial()
		if err != nil {
			return err
		}
		err = c.newNodeStream(c.node.conn)
		if err != nil {
			return err
		}
		// return early because streamBroken will be cleared if no error occurs.
		// also works a preemptive measure to a deadlock since dialMut.Unlock()
		// is deferred.
		return nil
	}
	// the node was previously connected but is now disconnected
	if c.streamBroken.get() {
		// try to reconnect only once.
		// Maybe add this as a user option?
		c.reconnect(1)
	}
	return nil
}

// reconnect tries to reconnect to the node using an exponential backoff strategy.
// maxRetries = -1 represents infinite retries.
func (c *channel) reconnect(maxRetries float64) {
	backoffCfg := c.backoffCfg

	var retries float64
	for {
		var err error
		c.streamMut.Lock()
		// check if stream is already up
		if !c.streamBroken.get() {
			// do nothing because stream is up
			c.streamMut.Unlock()
			return
		}
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
		c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
		if err == nil {
			c.streamBroken.clear()
			c.streamMut.Unlock()
			return
		}
		c.cancelStream()
		c.streamMut.Unlock()
		c.setLastErr(err)
		if retries >= maxRetries && maxRetries > 0 {
			c.streamBroken.set()
			return
		}
		delay := float64(backoffCfg.BaseDelay)
		max := float64(backoffCfg.MaxDelay)
		for r := retries; delay < max && r > 0; r-- {
			delay *= backoffCfg.Multiplier
		}
		delay = math.Min(delay, max)
		delay *= 1 + backoffCfg.Jitter*(rand.Float64()*2-1)
		select {
		case <-time.After(time.Duration(delay)):
			retries++
		case <-c.parentCtx.Done():
			return
		}
	}
}

func (c *channel) setLastErr(err error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	c.lastError = err
}

// lastErr returns the last error encountered (if any) when using this channel.
func (c *channel) lastErr() error {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.lastError
}

// channelLatency returns the latency between the client and this channel.
func (c *channel) channelLatency() time.Duration {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.latency
}

// isConnected returns true if the channel has an active connection to the node.
func (c *channel) isConnected() bool {
	// streamBroken.get() is initially false and NodeStream could be down
	// even though node.conn is not nil. Hence, we need connEstablished
	// to make sure a proper connection has been made.
	return c.connEstablished.get() && !c.streamBroken.get()
}

type atomicFlag struct {
	flag int32
}

func (f *atomicFlag) set()      { atomic.StoreInt32(&f.flag, 1) }
func (f *atomicFlag) get() bool { return atomic.LoadInt32(&f.flag) == 1 }
func (f *atomicFlag) clear()    { atomic.StoreInt32(&f.flag, 0) }
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blob 17130�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"math"
	"math/rand"
	"sync"
	"sync/atomic"
	"time"

	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

var streamDownErr = status.Error(codes.Unavailable, "stream is down")

type request struct {
	ctx       context.Context
	msg       *Message
	opts      callOptions
	numFailed int
}

// waitForSend returns true if the WithNoSendWaiting call option is not set.
func (req request) waitForSend() bool {
	return req.opts.callType != nil && !req.opts.noSendWaiting
}

// relatedToBroadcast returns true if the request is related to a broadcast request.
func (req request) relatedToBroadcast() bool {
	if req.msg.Metadata == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return false
	}
	return true
}

// getLogArgs returns the args given to the structured logger.
func (req request) getLogArgs(c *channel) []any {
	// no need to do processing if logging is not enabled
	if c.logger == nil {
		return nil
	}
	args := []any{logging.MsgID, req.msg.Metadata.MessageID, logging.Method, req.msg.Metadata.Method, logging.NumFailed, req.numFailed, logging.MaxRetries, c.maxSendRetries}
	if req.relatedToBroadcast() {
		args = append(args, logging.BroadcastID, req.msg.Metadata.BroadcastMsg.BroadcastID)
	}
	return args
}

type response struct {
	nid uint32
	msg protoreflect.ProtoMessage
	err error
}

type responseRouter struct {
	c         chan<- response
	streaming bool
}

type channel struct {
	sendQ           chan request
	node            *RawNode
	mu              sync.Mutex
	lastError       error
	latency         time.Duration
	backoffCfg      backoff.Config
	rand            *rand.Rand
	gorumsClient    ordering.GorumsClient
	gorumsStream    ordering.Gorums_NodeStreamClient
	streamMut       sync.RWMutex
	dialMut         sync.RWMutex
	streamBroken    atomicFlag
	connEstablished atomicFlag
	parentCtx       context.Context
	streamCtx       context.Context
	cancelStream    context.CancelFunc
	responseRouters map[uint64]responseRouter
	responseMut     sync.Mutex
	maxSendRetries  int // number of times we try to resend a failed msg
	maxConnRetries  int // number of times we try to reconnect to a node
	logger          *slog.Logger
}

// newChannel creates a new channel for the given node and starts the sending goroutine.
//
// Note that we start the sending goroutine even though the
// connection has not yet been established. This is to prevent
// deadlock when invoking a call type, as the goroutine will
// block on the sendQ until a connection has been established.
func newChannel(n *RawNode) *channel {
	var logger *slog.Logger
	if n.mgr.logger != nil {
		logger = n.mgr.logger.With(slog.Uint64("nodeID", uint64(n.ID())), slog.String("nodeAddr", n.Address()))
	}
	c := &channel{
		sendQ:           make(chan request, n.mgr.opts.sendBuffer),
		backoffCfg:      n.mgr.opts.backoff,
		node:            n,
		latency:         -1 * time.Second,
		rand:            rand.New(rand.NewSource(time.Now().UnixNano())),
		responseRouters: make(map[uint64]responseRouter),
		maxSendRetries:  n.mgr.opts.maxSendRetries,
		maxConnRetries:  n.mgr.opts.maxConnRetries,
		logger:          logger,
	}
	// parentCtx controls the channel and is used to shut it down
	c.parentCtx = n.newContext()
	go c.sender()
	return c
}

// newNodeStream creates a stream and starts the receiving goroutine.
//
// Note that the stream could fail even though conn != nil due
// to the non-blocking dial. Hence, we need to try to connect
// to the node before starting the receiving goroutine.
func (c *channel) newNodeStream(conn *grpc.ClientConn) error {
	if conn == nil {
		// no need to proceed if dial failed
		return fmt.Errorf("connection is nil")
	}
	c.streamMut.Lock()
	var err error
	c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
	c.gorumsClient = ordering.NewGorumsClient(conn)
	c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
	c.streamMut.Unlock()
	if err != nil {
		return err
	}
	c.streamBroken.clear()
	// guard against creating multiple receiver goroutines
	if !c.connEstablished.get() {
		// connEstablished indicates dial was successful
		// and that receiver have started
		c.connEstablished.set()
		go c.receiver()
	}
	return nil
}

func (c *channel) cancelPendingMsgs() {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	for msgID, router := range c.responseRouters {
		router.c <- response{nid: c.node.ID(), err: streamDownErr}
		c.log("channel: cancelling pending msg", streamDownErr, slog.LevelError, logging.MsgID, msgID)
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) routeResponse(msgID uint64, resp response) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	if router, ok := c.responseRouters[msgID]; ok {
		router.c <- resp
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) enqueue(req request, responseChan chan<- response, streaming bool) {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) enqueueFast(req request, responseChan chan<- response, streaming bool) bool {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// only enqueue the request on the sendQ if it is available and
	// the node is not closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
	case c.sendQ <- req:
	default:
		return false
	}
	return true
}

func (c *channel) enqueueSlow(req request) {
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) deleteRouter(msgID uint64) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	delete(c.responseRouters, msgID)
}

func (c *channel) sendMsg(req request) (err error) {
	defer func() {
		// While the default is to block the caller until the message has been sent, we
		// can provide the WithNoSendWaiting call option to more quickly unblock the caller.
		// Hence, after sending, we unblock the waiting caller if the call option is not set;
		// that is, waitForSend is true. Conversely, if the call option is set, the call type
		// will not block on the response channel, and the "receiver" goroutine below will
		// eventually clean up the responseRouter map by calling routeResponse.
		if req.waitForSend() {
			// unblock the caller and clean up the responseRouter map
			c.routeResponse(req.msg.Metadata.MessageID, response{})
		}
	}()

	// don't send if context is already cancelled.
	if req.ctx.Err() != nil {
		return req.ctx.Err()
	}

	c.streamMut.RLock()
	defer c.streamMut.RUnlock()

	done := make(chan struct{})

	// This goroutine waits for either 'done' to be closed, or the request context to be cancelled.
	// If the request context was cancelled, we have two possibilities:
	// The stream could be blocked, or the caller could be impatient.
	// We cannot know which is the case, but it seems wiser to cancel the stream as a precaution,
	// because reconnection is quite fast and cheap.
	go func() {
		select {
		case <-done:
			// all is good
		case <-req.ctx.Done():
			// Both channels could be ready at the same time, so we must check 'done' again.
			select {
			case <-done:
				// false alarm
			default:
				// CANCELLING HERE CAN HAVE DESTRUCTIVE EFFECTS!
				// Imagine the client has sent several requests and is waiting
				// for a response on each individual request. Furthermore, let's
				// say the client has sent a message to two different handlers:
				// 		1. A handler that does a lot of work and thus long response times are expected.
				// 		2. A handler that is normally very fast.
				//
				// If the client is impatient and cancels a request sent to a handler in scenario 2,
				// then all requests sent to the handler in scenario 1 will also be cancelled because
				// the stream is taken down.

				// trigger reconnect
				//c.streamMut.Lock()
				//c.cancelStream()
				//c.streamMut.Unlock()
			}
		}
	}()

	err = c.gorumsStream.SendMsg(req.msg)
	if err != nil {
		c.setLastErr(err)
		c.streamBroken.set()
	}

	close(done)

	return err
}

func (c *channel) sender() {
	var req request
	for {
		select {
		case <-c.parentCtx.Done():
			return
		case req = <-c.sendQ:
		}
		// try to connect to the node if previous attempts
		// have failed or if the node has disconnected
		if !c.isConnected() {
			// streamBroken will be set if the reconnection fails
			err := c.connect()
			if err != nil {
				c.setLastErr(err)
				c.streamBroken.set()
			}
		}
		// return error if stream is broken
		if c.streamBroken.get() {
			//c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: streamDownErr})
			go c.retryMsg(req, streamDownErr)
			continue
		}
		// else try to send message
		err := c.sendMsg(req)
		if err != nil {
			// return the error
			//c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: err})
			go c.retryMsg(req, err)
		} else {
			c.log("channel: successfully sent msg", nil, slog.LevelInfo, req.getLogArgs(c)...)
		}
	}
}

func (c *channel) receiver() {
	for {
		resp := newMessage(responseType)
		c.streamMut.RLock()
		var err error
		// the gorumsStream can be nil because this method
		// runs in a goroutine. If the stream goes down after
		// the streamMut is unlocked, then we can have a scenario
		// where the gorumsStream is set to nil in the reconnect
		// method by another goroutine.
		if c.gorumsStream != nil {
			err = c.gorumsStream.RecvMsg(resp)
		} else {
			err = streamDownErr
		}
		if err != nil {
			c.streamBroken.set()
			c.streamMut.RUnlock()
			c.setLastErr(err)
			// we only reach this point when the stream failed AFTER a message
			// was sent and we are waiting for a reply. We thus need to respond
			// with a stream is down error on all pending messages.
			c.cancelPendingMsgs()
			c.log("channel: lost connection", err, slog.LevelError, logging.Reconnect, true)
			// attempt to reconnect indefinitely until the node is closed.
			// This is necessary when streaming is enabled.
			c.reconnect(-1)
		} else {
			c.streamMut.RUnlock()
			err := status.FromProto(resp.Metadata.GetStatus()).Err()
			c.routeResponse(resp.Metadata.MessageID, response{nid: c.node.ID(), msg: resp.Message, err: err})
			if err != nil {
				c.log("channel: got response", err, slog.LevelError, "msgID", resp.Metadata.MessageID, "method", resp.Metadata.Method)
			} else {
				c.log("channel: got response", nil, slog.LevelInfo, "msgID", resp.Metadata.MessageID, "method", resp.Metadata.Method)
			}
		}

		select {
		case <-c.parentCtx.Done():
			return
		default:
		}
	}
}

func (c *channel) connect() error {
	if !c.connEstablished.get() {
		c.dialMut.Lock()
		defer c.dialMut.Unlock()
		// a connection has not yet been established; i.e.,
		// a previous dial attempt could have failed.
		// try dialing again.
		err := c.node.dial()
		if err != nil {
			return err
		}
		err = c.newNodeStream(c.node.conn)
		if err != nil {
			return err
		}
		// return early because streamBroken will be cleared if no error occurs.
		// also works a preemptive measure to a deadlock since dialMut.Unlock()
		// is deferred.
		return nil
	}
	// the node was previously connected but is now disconnected
	if c.streamBroken.get() {
		// try to reconnect only once.
		// Maybe add this as a user option?
		c.reconnect(1)
	}
	return nil
}

type retry float64

func (r retry) exceeds(maxRetries int) bool {
	return r >= retry(maxRetries) && maxRetries > 0
}

// reconnect tries to reconnect to the node using an exponential backoff strategy.
// maxRetries = -1 represents infinite retries.
func (c *channel) reconnect(maxRetries int) {
	select {
	case <-c.parentCtx.Done():
		// no need to try to reconnect if the node is closed.
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		return
	default:
	}
	backoffCfg := c.backoffCfg

	var retries retry
	for {
		var err error
		c.streamMut.Lock()
		// check if stream is already up
		if !c.streamBroken.get() {
			// do nothing because stream is up
			c.streamMut.Unlock()
			return
		}
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
		c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
		if err == nil {
			c.log("channel: restored connection", nil, slog.LevelInfo)
			c.streamBroken.clear()
			c.streamMut.Unlock()
			return
		}
		c.log("channel: reconnection failed", err, slog.LevelWarn, logging.RetryNum, retries, logging.Reconnect, !(retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries)))
		c.cancelStream()
		c.streamMut.Unlock()
		c.setLastErr(err)
		if retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries) {
			c.streamBroken.set()
			return
		}
		delay := float64(backoffCfg.BaseDelay)
		max := float64(backoffCfg.MaxDelay)
		for r := retries; delay < max && r > 0; r-- {
			delay *= backoffCfg.Multiplier
		}
		delay = math.Min(delay, max)
		delay *= 1 + backoffCfg.Jitter*(rand.Float64()*2-1)
		select {
		case <-time.After(time.Duration(delay)):
			retries++
		case <-c.parentCtx.Done():
			return
		}
	}
}

// This method should always be run in a goroutine. It will
// enqueue a msg if it has previously failed. The message will
// be dropped if it fails more than maxRetries or if the ctx
// is cancelled.
func (c *channel) retryMsg(req request, err error) {
	req.numFailed++
	c.log("channel: failed to send msg", err, slog.LevelError, req.getLogArgs(c)...)
	// c.maxRetries = -1, is the same as infinite retries.
	if req.numFailed > c.maxSendRetries && c.maxSendRetries != -1 {
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("max retries exceeded. err=%e", err)})
		return
	}
	//delay := float64(c.backoffCfg.BaseDelay)
	delay := float64(10 * time.Millisecond)
	max := float64(c.backoffCfg.MaxDelay)
	for r := req.numFailed; delay < max && r > 0; r-- {
		delay *= c.backoffCfg.Multiplier
	}
	delay = math.Min(delay, max)
	delay *= 1 + c.backoffCfg.Jitter*(rand.Float64()*2-1)
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case <-req.ctx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("context cancelled")})
		return
	case <-time.After(time.Duration(delay)):
		// enqueue the request again
	}
	c.enqueueSlow(req)
}

func (c *channel) setLastErr(err error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	c.lastError = err
}

// lastErr returns the last error encountered (if any) when using this channel.
func (c *channel) lastErr() error {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.lastError
}

// channelLatency returns the latency between the client and this channel.
func (c *channel) channelLatency() time.Duration {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.latency
}

// isConnected returns true if the channel has an active connection to the node.
func (c *channel) isConnected() bool {
	// streamBroken.get() is initially false and NodeStream could be down
	// even though node.conn is not nil. Hence, we need connEstablished
	// to make sure a proper connection has been made.
	return c.connEstablished.get() && !c.streamBroken.get()
}

func (c *channel) log(msg string, err error, level slog.Level, args ...any) {
	if c.logger != nil {
		args = append(args, logging.Err, err, logging.Type, "channel")
		switch level {
		case slog.LevelDebug:
			c.logger.Debug(msg, args...)
		case slog.LevelInfo:
			c.logger.Info(msg, args...)
		case slog.LevelWarn:
			c.logger.Warn(msg, args...)
		case slog.LevelError:
			c.logger.Error(msg, args...)
		}
	}
}

type atomicFlag struct {
	flag int32
}

func (f *atomicFlag) set()      { atomic.StoreInt32(&f.flag, 1) }
func (f *atomicFlag) get() bool { return atomic.LoadInt32(&f.flag) == 1 }
func (f *atomicFlag) clear()    { atomic.StoreInt32(&f.flag, 0) }
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blob 8061�package broadcast

import (
	"context"
	"sync"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut           sync.RWMutex
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs   map[uint64]*BroadcastProcessor
	reqTTL time.Duration
	router Router
	nextGC time.Time

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer int, router Router, order map[string]int, reqTTL time.Duration) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

func (s *shard) run(sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			// it is possible that GC is running concurrently in another goroutine
			s.mut.Lock()
			s.reqs = nil
			s.mut.Unlock()
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				default:
				}
				if msg.IsCancellation {
					req.cancellationCtxCancel()
					msg.ReceiveChan <- shardResponse{
						err: nil,
					}
					continue
				}
				if !msg.IsBroadcastClient && !s.preserveOrdering {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- shardResponse{
						err:              nil,
						reqCtx:           req.cancellationCtx,
						enqueueBroadcast: req.enqueueBroadcast,
					}
					continue
				}
				if msg.IsBroadcastClient {
					// msg.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the req.ctx to prevent leaking
					// the goroutine.
					go func() {
						select {
						case <-req.ctx.Done():
						case <-msg.Ctx.Done():
						}
						req.cancellationCtxCancel()
					}()
				}
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(sendBuffer int, msg Content) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	select {
	case <-req.ctx.Done():
		s.metrics.droppedMsgs++
		msg.ReceiveChan <- shardResponse{
			err: AlreadyProcessedErr{},
		}
	case req.sendChan <- msg:
	}
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 7707�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the ID given to the manager
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	doneChan := make(chan protoreflect.ProtoMessage)
	respChan := make(chan protoreflect.ProtoMessage)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(slog.Uint64("BroadcastID", broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client")
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server")
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
				case <-ctx.Done():
				case <-clientCtx.Done():
				}
				if logger != nil {
					logger.Info("clientserver: req done")
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", "BroadcastID", broadcastID)
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(slog.Uint64("ClientID", serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	mgr := &RawManager{
		opts: managerOptions{
			grpcDialOpts: dialOpts,
		},
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			return node.close()
		},
	}, nil
}
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blob 15209�// Test to benchmark quorum functions with and without the request parameter.

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value int64  `protobuf:"varint,1,opt,name=Value,proto3" json:"Value,omitempty"`
	From  string `protobuf:"bytes,2,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() int64 {
	if x != nil {
		return x.Value
	}
	return 0
}

func (x *Request) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result  int64  `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
	Replies int64  `protobuf:"varint,2,opt,name=Replies,proto3" json:"Replies,omitempty"`
	From    string `protobuf:"bytes,3,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

func (x *Response) GetReplies() int64 {
	if x != nil {
		return x.Replies
	}
	return 0
}

func (x *Response) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{2}
}

var File_broadcast_broadcast_proto protoreflect.FileDescriptor

var file_broadcast_broadcast_proto_rawDesc = []byte{
	0x0a, 0x19, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2f, 0x62, 0x72, 0x6f, 0x61,
	0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x09, 0x62, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x22, 0x33, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12,
	0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x05,
	0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18, 0x02, 0x20,
	0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x22, 0x50, 0x0a, 0x08, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x18,
	0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x12, 0x18, 0x0a,
	0x07, 0x52, 0x65, 0x70, 0x6c, 0x69, 0x65, 0x73, 0x18, 0x02, 0x20, 0x01, 0x28, 0x03, 0x52, 0x07,
	0x52, 0x65, 0x70, 0x6c, 0x69, 0x65, 0x73, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18,
	0x03, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x22, 0x07, 0x0a, 0x05, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x32, 0xef, 0x05, 0x0a, 0x10, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x53, 0x65, 0x72, 0x76, 0x69, 0x63, 0x65, 0x12, 0x3b, 0x0a, 0x0a, 0x51, 0x75, 0x6f,
	0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65,
	0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x4c, 0x0a, 0x17, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d,
	0x43, 0x61, 0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01,
	0x90, 0xb8, 0x18, 0x01, 0x12, 0x48, 0x0a, 0x17, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12,
	0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e,
	0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x37,
	0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x12, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x43, 0x0a, 0x15, 0x4d, 0x75, 0x6c, 0x74, 0x69,
	0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6d, 0x65, 0x64, 0x69, 0x61, 0x74, 0x65,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x0d,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x12, 0x2e,
	0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12, 0x43, 0x0a, 0x15,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6d, 0x65,
	0x64, 0x69, 0x61, 0x74, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61,
	0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18,
	0x01, 0x12, 0x37, 0x0a, 0x09, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x12,
	0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65,
	0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x45, 0x0a, 0x14, 0x42, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61, 0x6c, 0x6c, 0x46, 0x6f, 0x72, 0x77, 0x61,
	0x72, 0x64, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18,
	0x01, 0x12, 0x40, 0x0a, 0x0f, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61,
	0x6c, 0x6c, 0x54, 0x6f, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0,
	0xb5, 0x18, 0x01, 0x12, 0x41, 0x0a, 0x13, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x54, 0x6f, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10,
	0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x42, 0x29, 0x5a, 0x27, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62,
	0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d,
	0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_broadcast_broadcast_proto_rawDescOnce sync.Once
	file_broadcast_broadcast_proto_rawDescData = file_broadcast_broadcast_proto_rawDesc
)

func file_broadcast_broadcast_proto_rawDescGZIP() []byte {
	file_broadcast_broadcast_proto_rawDescOnce.Do(func() {
		file_broadcast_broadcast_proto_rawDescData = protoimpl.X.CompressGZIP(file_broadcast_broadcast_proto_rawDescData)
	})
	return file_broadcast_broadcast_proto_rawDescData
}

var file_broadcast_broadcast_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_broadcast_broadcast_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: broadcast.Request
	(*Response)(nil), // 1: broadcast.Response
	(*Empty)(nil),    // 2: broadcast.Empty
}
var file_broadcast_broadcast_proto_depIdxs = []int32{
	0,  // 0: broadcast.BroadcastService.QuorumCall:input_type -> broadcast.Request
	0,  // 1: broadcast.BroadcastService.QuorumCallWithBroadcast:input_type -> broadcast.Request
	0,  // 2: broadcast.BroadcastService.QuorumCallWithMulticast:input_type -> broadcast.Request
	0,  // 3: broadcast.BroadcastService.Multicast:input_type -> broadcast.Request
	0,  // 4: broadcast.BroadcastService.MulticastIntermediate:input_type -> broadcast.Request
	0,  // 5: broadcast.BroadcastService.BroadcastCall:input_type -> broadcast.Request
	0,  // 6: broadcast.BroadcastService.BroadcastIntermediate:input_type -> broadcast.Request
	0,  // 7: broadcast.BroadcastService.Broadcast:input_type -> broadcast.Request
	0,  // 8: broadcast.BroadcastService.BroadcastCallForward:input_type -> broadcast.Request
	0,  // 9: broadcast.BroadcastService.BroadcastCallTo:input_type -> broadcast.Request
	0,  // 10: broadcast.BroadcastService.BroadcastToResponse:input_type -> broadcast.Request
	1,  // 11: broadcast.BroadcastService.QuorumCall:output_type -> broadcast.Response
	1,  // 12: broadcast.BroadcastService.QuorumCallWithBroadcast:output_type -> broadcast.Response
	1,  // 13: broadcast.BroadcastService.QuorumCallWithMulticast:output_type -> broadcast.Response
	2,  // 14: broadcast.BroadcastService.Multicast:output_type -> broadcast.Empty
	2,  // 15: broadcast.BroadcastService.MulticastIntermediate:output_type -> broadcast.Empty
	1,  // 16: broadcast.BroadcastService.BroadcastCall:output_type -> broadcast.Response
	2,  // 17: broadcast.BroadcastService.BroadcastIntermediate:output_type -> broadcast.Empty
	2,  // 18: broadcast.BroadcastService.Broadcast:output_type -> broadcast.Empty
	1,  // 19: broadcast.BroadcastService.BroadcastCallForward:output_type -> broadcast.Response
	1,  // 20: broadcast.BroadcastService.BroadcastCallTo:output_type -> broadcast.Response
	2,  // 21: broadcast.BroadcastService.BroadcastToResponse:output_type -> broadcast.Empty
	11, // [11:22] is the sub-list for method output_type
	0,  // [0:11] is the sub-list for method input_type
	0,  // [0:0] is the sub-list for extension type_name
	0,  // [0:0] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_broadcast_broadcast_proto_init() }
func file_broadcast_broadcast_proto_init() {
	if File_broadcast_broadcast_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_broadcast_broadcast_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_broadcast_broadcast_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_broadcast_broadcast_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_broadcast_broadcast_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_broadcast_broadcast_proto_goTypes,
		DependencyIndexes: file_broadcast_broadcast_proto_depIdxs,
		MessageInfos:      file_broadcast_broadcast_proto_msgTypes,
	}.Build()
	File_broadcast_broadcast_proto = out.File
	file_broadcast_broadcast_proto_rawDesc = nil
	file_broadcast_broadcast_proto_goTypes = nil
	file_broadcast_broadcast_proto_depIdxs = nil
}
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blob 15453�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		//close(p.broadcastChan)
		//close(p.sendChan)
		p.emptyChannels(metadata)
		p.log("processor stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", nil, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return false
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 4567�package broadcast

import (
	"context"
	"errors"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	reqs          map[uint64]*BroadcastRequest
	//sync.Once
}

func createShards(ctx context.Context, shardBuffer int) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		}
	}
	return shards
}

func (s *shard) run(router Router, reqTTL time.Duration, sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			s.reqs = nil
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			//if metrics != nil {
			//metrics.AddShardDistribution(s.id)
			//}
			if req, ok := s.reqs[msg.BroadcastID]; ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- AlreadyProcessedErr{}
				default:
				}
				if !msg.IsBroadcastClient {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- nil
					continue
				}
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- AlreadyProcessedErr{}
				case req.sendChan <- msg:
				}
			} else {
				// check size of s.reqs. If too big, then perform necessary cleanup.
				// should only affect the current shard and not the others.
				ctx, cancel := context.WithTimeout(s.ctx, reqTTL)
				req := &BroadcastRequest{
					ctx:        ctx,
					cancelFunc: cancel,
					// it is important to not buffer the channel. Otherwise,
					// it will cause a deadlock on the receiver. Will
					// happen in this scenario: A msg is queued/buffered but the
					// listening goroutine is stopped. This is because a req is
					// first processed by a shard and then sent to the goroutine.
					// the original sender is only listening on the receive channel
					// and not on the ctx of the request.
					sendChan: make(chan Content),
					// this channel can be buffered because there is no receive
					// channel. The result is simply ignored.
					broadcastChan: make(chan Msg, sendBuffer),
					started:       time.Now(),
				}
				s.reqs[msg.BroadcastID] = req
				go req.handle(router, msg.BroadcastID, msg)
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- errors.New("req is done")
				case req.sendChan <- msg:
				}
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			//if metrics != nil {
			//metrics.AddShardDistribution(s.id)
			//}
			if req, ok := s.reqs[msg.BroadcastID]; ok {
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) getStats() shardMetrics {
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 9130�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithListenAddr(address), gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer(gorums.WithListenAddr(address))
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		broadcast.Cancel()
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.Cancel()
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(5 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 7326�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastRequest{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastRequest{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandle2(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("RequestHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       make(chan shardResponse, 1),
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastRequest{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
			}
			go req.handle(router, msg.BroadcastID, msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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commit 307�tree 60349f59fffc2bec08abf84eb9455c863a2d88e2
parent 9b42b2b35df59395f2f77fbed853d8a8ea391011
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716924358 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716924358 +0200

fix(broadcast): shard uses locks and fixed concurrency bugs 🥴
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blob 6200�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", "err", err, "BroadcastID", broadcastID)
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", "err", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", "err", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): could not send reply", "err", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", "err", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, args ...any) {
	if r.logger != nil {
		r.logger.Debug(msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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blob 4757�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 10
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, router, order, TTL)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) RunShards() {
	return
	for _, shard := range s.shards {
		go shard.run(s.sendBuffer)
	}
}

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.router, s.order, s.reqTTL)
	s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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blob 13310�package broadcast

import (
	"context"
	"sync"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut           sync.RWMutex
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs   map[uint64]*BroadcastProcessor
	reqTTL time.Duration
	router Router
	nextGC time.Time

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer int, router Router, order map[string]int, reqTTL time.Duration) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

func (s *shard) run(sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			// it is possible that GC is running concurrently in another goroutine
			s.mut.Lock()
			s.reqs = nil
			s.mut.Unlock()
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				default:
				}
				if msg.IsCancellation {
					req.cancellationCtxCancel()
					msg.ReceiveChan <- shardResponse{
						err: nil,
					}
					continue
				}
				if !msg.IsBroadcastClient && !s.preserveOrdering {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- shardResponse{
						err:              nil,
						reqCtx:           req.cancellationCtx,
						enqueueBroadcast: req.enqueueBroadcast,
					}
					continue
				}
				if msg.IsBroadcastClient {
					// msg.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the req.ctx to prevent leaking
					// the goroutine.
					go func() {
						select {
						case <-req.ctx.Done():
						case <-msg.Ctx.Done():
						}
						req.cancellationCtxCancel()
					}()
				}
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) handleMsg(msg Content) shardResponse {
	sendBuffer := 20
	//s.metrics.numMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		// must check if the req is done first to prevent
		// unecessarily running the server handler
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedMsgs++
			return shardResponse{
				err: AlreadyProcessedErr{},
			}
		default:
		}
		if msg.IsCancellation {
			req.cancellationCtxCancel()
			return shardResponse{
				err: nil,
			}
		}
		//if msg.IsBroadcastClient && req.hasReceivedClientReq {
		//return shardResponse{
		//err: ClientReqAlreadyReceivedErr{},
		//}
		//}
		if !msg.IsBroadcastClient && !s.preserveOrdering {
			// no need to send it to the broadcast request goroutine.
			// the first request should contain all info needed
			// except for the routing info given in the client req.
			return shardResponse{
				err:              nil,
				reqCtx:           req.cancellationCtx,
				enqueueBroadcast: req.enqueueBroadcast,
			}
		}
		/*if msg.IsBroadcastClient {
			// important to set this option to prevent duplicate client reqs.
			// this can be the result if a server forwards the req but the
			// leader has already received the client req.
			req.hasReceivedClientReq = true
			// msg.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the req.ctx to prevent leaking
			// the goroutine.
			go func() {
				select {
				case <-req.ctx.Done():
				case <-msg.Ctx.Done():
				}
				req.cancellationCtxCancel()
			}()
		}*/
		// must check if the req is done to prevent deadlock
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedMsgs++
			return shardResponse{
				err: AlreadyProcessedErr{},
			}
		case req.sendChan <- msg:
			select {
			case resp := <-msg.ReceiveChan:
				return resp
			case <-req.ctx.Done():
				return shardResponse{
					err: ReqFinishedErr{},
				}
			}
		}
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		req = s.addProcessor2(sendBuffer, msg)
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-req.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			if !req.sentCancellation {
				req.sentCancellation = true
				go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			}
			return
		}
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}

func (s *shard) addProcessor2(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p
	}

	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 5763�package broadcast

import (
	"context"
	"errors"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req msg) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		parentCtx: ctx,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		resp := shard.handleMsg(tt.in)
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.handleBMsg(&Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	})

	clientMsg := &Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	resp := shard.handleMsg(clientMsg)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}

	// wait for the request to finish
	msgShouldBeDropped := &Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	resp = shard.handleMsg(msgShouldBeDropped)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}
	//select {
	//case resp := <-msgShouldBeDropped.ReceiveChan:
	//if resp.err == nil {
	//t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//}
	//case <-time.After(3 * time.Second):
	//t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	//}

	//select {
	//case resp := <-clientMsg.ReceiveChan:
	//	if resp.err == nil {
	//		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//	}
	//case <-time.After(3 * time.Second):
	//	t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	//}
}

/*func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake(0)
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		ctx:        ctx,
		cancelFunc: cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		//		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
*/
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blob 8530�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the MachineID given to the manager
	addr       string
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.addr,
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(logging.BroadcastID(broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", logging.Cancelled(true))
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", logging.Cancelled(true))
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", logging.Cancelled(false))
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", logging.Cancelled(true))
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", logging.Cancelled(true))
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", logging.BroadcastID(broadcastID))
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewClientServer returns a new instance of ClientServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	if serverOpts.listenAddr == "" {
		panic("The listen addr cannot be empty. Provide the WithListenAddr() option to AddClientServer().")
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(logging.MachineID(serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		addr:       serverOpts.listenAddr,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	if srv.addr == "" {
		srv.addr = listener.Addr().String()
	}
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	opts := newManagerOptions()
	opts.grpcDialOpts = dialOpts
	mgr := &RawManager{
		opts: opts,
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			mgr.Close()
			node.close()
			return nil
		},
	}, nil
}
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blob 4749�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 10
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, router, order, TTL)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) RunShards() {
	for _, shard := range s.shards {
		go shard.run(s.sendBuffer)
	}
}

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.router, s.order, s.reqTTL)
	s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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blob 7091�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	if serverOpts.listenAddr == "" {
		panic("The listen addr cannot be empty. Provide the WithListenAddr() option when creating the server.")
	}
	h := fnv.New32a()
	_, _ = h.Write([]byte(serverOpts.listenAddr))
	id := h.Sum32()
	srv := &broadcastServer{
		id:        id,
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder)
	srv.manager.AddAddr(srv.id, serverOpts.listenAddr, srv.machineID)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}
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blob 6250�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(logger *slog.Logger, order map[string]int, machineID uint64) *broadcastServer {
	srv := &broadcastServer{
		logger:    logger,
		machineID: machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(logger, createClient, srv.canceler, order)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

func (srv *broadcastServer) addAddr(addr string) {
	srv.propertiesMutex.Lock()
	defer srv.propertiesMutex.Unlock()
	//if srv.addr != "" {
	//return
	//}
	//t := strings.Split(addr, ":")
	//if len(t) < 2 || t[0] == "" || t[0] == "0.0.0.0" {
	//panic(fmt.Sprintf("addr cannot be 0.0.0.0 or empty. got: %s", addr))
	//}
	srv.addr = addr
	h := fnv.New32a()
	_, _ = h.Write([]byte(srv.addr))
	srv.id = h.Sum32()
	srv.manager.AddAddr(srv.id, srv.addr, srv.machineID)
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string)
type DoneHandlerFunc func(broadcastID uint64)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool   // type of sender, could be: Client or Server
	SenderAddr        string // address of last hop
	OriginAddr        string // address of the origin
	OriginMethod      string // the first method called by the origin
	Method            string // the current method
	Digest            []byte // digest of original message sent by client
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
	}
}
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blob 8391�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the MachineID given to the manager
	addr       string
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.addr,
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(logging.BroadcastID(broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", logging.Cancelled(true))
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", logging.Cancelled(true))
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", logging.Cancelled(false))
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", logging.Cancelled(true))
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", logging.Cancelled(true))
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", logging.BroadcastID(broadcastID))
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewClientServer returns a new instance of ClientServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(logging.MachineID(serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		addr:       serverOpts.listenAddr,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	if srv.addr == "" {
		srv.addr = listener.Addr().String()
	}
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	opts := newManagerOptions()
	opts.grpcDialOpts = dialOpts
	mgr := &RawManager{
		opts: opts,
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			mgr.Close()
			node.close()
			return nil
		},
	}, nil
}
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blob 17677�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan *Msg
	sendChan      chan *Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]*Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg *Content) {
	p.log("processor: started", nil, logging.Started(p.started))
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		metadata.HasReceivedClientReq = true
		go func() {
			// new.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the p.ctx to prevent leaking
			// the goroutine.
			select {
			case <-p.ctx.Done():
			case <-msg.Ctx.Done():
			}
			// when the processor returns it sets p.cancellationCtxCancel = nil.
			// Hence, it is important to check if it is nil. Also, the processor
			// calls this function when it returns.
			if p.cancellationCtxCancel != nil {
				p.cancellationCtxCancel()
			}
		}()
		p.log("msg: received client req", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
	}
	// all messages should always have a ReceiveChan
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		p.emptyChannels(metadata)
		// mark allocations ready for GC and minimize memory footprint of finished broadcast requests.
		// this is safe to do because all send operations listen to the cancelled p.ctx thus preventing
		// deadlocks/goroutine leaks.
		p.outOfOrderMsgs = nil
		p.executionOrder = nil
		p.broadcastChan = nil
		p.sendChan = nil
		p.cancellationCtxCancel = nil
		p.log("processor: stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					// when the processor returns it sets p.cancellationCtxCancel = nil.
					// Hence, it is important to check if it is nil. Also, the processor
					// calls this function when it returns.
					if p.cancellationCtxCancel != nil {
						p.cancellationCtxCancel()
					}
				}()
				p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg *Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg *Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	err := p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", err, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method, bMsg.Msg.options.ProgressTo)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg *Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		// we must stop the goroutine if we have received the client req. This can mean that
		// the client no longer accepts replies or has gone offline. In any case, the operation
		// is done.
		return metadata.hasReceivedClientRequest()
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (m *metadata) update(new *Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]*Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg *Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []*Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []*Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string, progressTo string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	if progressTo != "" {
		method = progressTo
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg *Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}
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refactor(broadcast)!: setting chans to nil to reduce mem footprint
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blob 13515�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut sync.RWMutex
	id  int
	//sendChan      chan Content
	//broadcastChan chan Msg
	parentCtx context.Context
	metrics   shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs        map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		shards[i] = &shard{
			id: i,
			//sendChan:      make(chan Content, shardBuffer),
			//broadcastChan: make(chan Msg, shardBuffer),
			parentCtx: ctx,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

/*func (s *shard) run(sendBuffer int) {
for {
	select {
	case <-s.ctx.Done():
		// it is possible that GC is running concurrently in another goroutine
		s.mut.Lock()
		s.reqs = nil
		s.mut.Unlock()
		return
	case msg := <-s.sendChan:
		s.metrics.numMsgs++
		if req, ok := s.getProcessor(msg.BroadcastID); ok {
			// must check if the req is done first to prevent
			// unecessarily running the server handler
			select {
			case <-req.ctx.Done():
				s.metrics.droppedMsgs++
				msg.ReceiveChan <- shardResponse{
					err: AlreadyProcessedErr{},
				}
			default:
			}
			if msg.IsCancellation {
				req.cancellationCtxCancel()
				msg.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			if !msg.IsBroadcastClient && !s.preserveOrdering {
				// no need to send it to the broadcast request goroutine.
				// the first request should contain all info needed
				// except for the routing info given in the client req.
				msg.ReceiveChan <- shardResponse{
					err:              nil,
					reqCtx:           req.cancellationCtx,
					enqueueBroadcast: req.enqueueBroadcast,
				}
				continue
			}
			/*if msg.IsBroadcastClient {
				// msg.Ctx will correspond to the streamCtx between the client and this server.
				// We can thus listen to it and signal a cancellation if the client goes offline
				// or cancels the request. We also have to listen to the req.ctx to prevent leaking
				// the goroutine.
				go func() {
					select {
					case <-req.ctx.Done():
					case <-msg.Ctx.Done():
					}
					req.cancellationCtxCancel()
				}()
			}*/
// must check if the req is done to prevent deadlock
/*				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}*/

func (s *shard) handleMsg(msg Content) shardResponse {
	//s.metrics.numMsgs++
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor2(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor2(s.sendBuffer, msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	/*if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		req.hasReceivedClientReq = true
		// msg.Ctx will correspond to the streamCtx between the client and this server.
		// We can thus listen to it and signal a cancellation if the client goes offline
		// or cancels the request. We also have to listen to the req.ctx to prevent leaking
		// the goroutine.
		go func() {
			select {
			case <-req.ctx.Done():
			case <-msg.Ctx.Done():
			}
			req.cancellationCtxCancel()
		}()
	}*/
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		//s.metrics.droppedMsgs++
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		/*if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			//if !req.sentCancellation {
			//req.sentCancellation = true
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//}
			//req.sendCancellation.Do(func() {
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//})
			return
		}*/
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

/*func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}*/

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

/*func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}*/

func (s *shard) addProcessor2(sendBuffer int, msg Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.parentCtx, s.reqTTL)
	//req := &BroadcastRequest{
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(logging.BroadcastID(msg.BroadcastID))
	}
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		//sendCancellation:      new(sync.Once),
		logger: logger,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	return req, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 9252�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(*broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(&msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(*broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.SenderAddr = in.Metadata.BroadcastMsg.SenderAddr
	if msg.SenderAddr == "" && msg.IsBroadcastClient {
		msg.SenderAddr = "client"
	}
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.Cancel(broadcastID, srvAddrs, enqueueBroadcast)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64, enqueueBroadcast EnqueueBroadcast) {
	srv.manager.Done(broadcastID, enqueueBroadcast)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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blob 45803�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...grpc.ServerOption) error {
	srv := gorums.NewClientServer(lis)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd)
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// broadcast call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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blob 13314�package broadcast

import (
	"context"
	"sync"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut           sync.RWMutex
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs   map[uint64]*BroadcastProcessor
	reqTTL time.Duration
	router Router
	nextGC time.Time

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer int, router Router, order map[string]int, reqTTL time.Duration) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

func (s *shard) run(sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			// it is possible that GC is running concurrently in another goroutine
			s.mut.Lock()
			s.reqs = nil
			s.mut.Unlock()
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				default:
				}
				if msg.IsCancellation {
					req.cancellationCtxCancel()
					msg.ReceiveChan <- shardResponse{
						err: nil,
					}
					continue
				}
				if !msg.IsBroadcastClient && !s.preserveOrdering {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- shardResponse{
						err:              nil,
						reqCtx:           req.cancellationCtx,
						enqueueBroadcast: req.enqueueBroadcast,
					}
					continue
				}
				/*if msg.IsBroadcastClient {
					// msg.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the req.ctx to prevent leaking
					// the goroutine.
					go func() {
						select {
						case <-req.ctx.Done():
						case <-msg.Ctx.Done():
						}
						req.cancellationCtxCancel()
					}()
				}*/
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) handleMsg(msg Content) shardResponse {
	sendBuffer := 20
	//s.metrics.numMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		// must check if the req is done first to prevent
		// unecessarily running the server handler
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedMsgs++
			return shardResponse{
				err: AlreadyProcessedErr{},
			}
		default:
		}
		if msg.IsCancellation {
			req.cancellationCtxCancel()
			return shardResponse{
				err: nil,
			}
		}
		//if msg.IsBroadcastClient && req.hasReceivedClientReq {
		//return shardResponse{
		//err: ClientReqAlreadyReceivedErr{},
		//}
		//}
		if !msg.IsBroadcastClient && !s.preserveOrdering {
			// no need to send it to the broadcast request goroutine.
			// the first request should contain all info needed
			// except for the routing info given in the client req.
			return shardResponse{
				err:              nil,
				reqCtx:           req.cancellationCtx,
				enqueueBroadcast: req.enqueueBroadcast,
			}
		}
		/*if msg.IsBroadcastClient {
			// important to set this option to prevent duplicate client reqs.
			// this can be the result if a server forwards the req but the
			// leader has already received the client req.
			req.hasReceivedClientReq = true
			// msg.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the req.ctx to prevent leaking
			// the goroutine.
			go func() {
				select {
				case <-req.ctx.Done():
				case <-msg.Ctx.Done():
				}
				req.cancellationCtxCancel()
			}()
		}*/
		// must check if the req is done to prevent deadlock
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedMsgs++
			return shardResponse{
				err: AlreadyProcessedErr{},
			}
		case req.sendChan <- msg:
			select {
			case resp := <-msg.ReceiveChan:
				return resp
			case <-req.ctx.Done():
				return shardResponse{
					err: ReqFinishedErr{},
				}
			}
		}
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		req = s.addProcessor2(sendBuffer, msg)
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-req.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			if !req.sentCancellation {
				req.sentCancellation = true
				go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			}
			return
		}
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}

func (s *shard) addProcessor2(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p
	}

	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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				blob 1921�package gorums



				



				import (



								context



				



								github.com/relab/gorums/ordering



								google.golang.org/protobuf/reflect/protoreflect



				)



				



				// broadcastCallData holds the message, destination nodes, method identifier,



				// and other information necessary to perform the various quorum call types



				// supported by Gorums.



				type broadcastCallData struct {



								Message           protoreflect.ProtoMessage



								Method            string



								BroadcastID       uint64 // a unique identifier for the current broadcast request



								IsBroadcastClient bool



								SenderAddr        string



								OriginAddr        string



								OriginMethod      string



								ServerAddresses   []string



				}



				



				// checks whether the given address is contained in the given subset



				// of server addresses. Will return true if a subset is not given.



				func (bcd *broadcastCallData) inSubset(addr string) bool {



								if bcd.ServerAddresses == nil || len(bcd.ServerAddresses) <= 0 {



												return true



								}



								for _, srvAddr := range bcd.ServerAddresses {



												if addr == srvAddr {



																return true



												}



								}



								return false



				}



				



				// broadcastCall performs a multicast call on the configuration.



				func (c RawConfiguration) broadcastCall(ctx context.Context, d broadcastCallData) {



								md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{



												IsBroadcastClient: d.IsBroadcastClient,



												BroadcastID:       d.BroadcastID,



												SenderAddr:        d.SenderAddr,



												OriginAddr:        d.OriginAddr,



												OriginMethod:      d.OriginMethod,



								}}



								o := getCallOptions(E_Broadcast, nil)



				



								replyChan := make(chan response, len(c))



								sentMsgs := 0



								for _, n := range c {



												// skip nodes not specified in subset



												if !d.inSubset(n.addr) {



																continue



												}



												sentMsgs++



												msg := d.Message



												go n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)



								}



				



								// wait until all requests have been sent



								for ; sentMsgs > 0; sentMsgs-- {



												<-replyChan



								}



								close(replyChan)



				}
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blob 8987�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, broadcastChan, err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			return
		}

		run(reqCtx, broadcastChan)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string) {
	srv.manager.Cancel(broadcastID, srvAddrs)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64) {
	srv.manager.Done(broadcastID)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/ba/fd2cef7cf529a6ac39d5c824d76b9dba4fa750

MasterLab/example/reliablebroadcast/gorums/.git/objects/ba/fd2cef7cf529a6ac39d5c824d76b9dba4fa750


commit 303�tree d1fc7285842881b64681eca16470ed503468749e
parent 5778deecc9ed62696a107103671edc4f5f2dd5fb
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1714585010 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1714585010 +0200

test(broadcast): added tests for shard and broadcast request
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blob 1413�package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
)

// Multicast is a one-way call; no replies are processed.
// By default this function returns once the message has been sent to all nodes.
// Providing the call option WithNoSendWaiting, the function may return
// before the message has been sent.
func (c RawConfiguration) Multicast(ctx context.Context, d QuorumCallData, opts ...CallOption) {
	o := getCallOptions(E_Multicast, opts)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient, BroadcastID: d.BroadcastID, OriginAddr: d.OriginAddr,
	}}
	sentMsgs := 0

	var replyChan chan response
	if !o.noSendWaiting {
		replyChan = make(chan response, len(c))
	}
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				continue // don't send if no msg
			}
		}
		go n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)
		sentMsgs++
	}

	// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.
	if o.noSendWaiting {
		return
	}

	// nodeStream sends an empty reply on replyChan when the message has been sent
	// wait until the message has been sent
	for ; sentMsgs > 0; sentMsgs-- {
		<-replyChan
	}
}
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blob 7068�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	srv := &broadcastServer{
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

func (srv *broadcastServer) addAddr(addr string) {
	srv.propertiesMutex.Lock()
	defer srv.propertiesMutex.Unlock()
	if srv.addr == "" {
		srv.addr = addr
	}
	h := fnv.New32a()
	_, _ = h.Write([]byte(srv.addr))
	srv.id = h.Sum32()
	srv.manager.AddAddr(srv.id, srv.addr, srv.machineID)
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/b3/5a961eef96d7bc89065cc997d5f491b1c9a8a9

MasterLab/example/reliablebroadcast/gorums/.git/objects/b3/5a961eef96d7bc89065cc997d5f491b1c9a8a9


blob 6929�package broadcast

import (
	"context"
	"log/slog"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs   map[uint64]*BroadcastProcessor
	reqTTL time.Duration
	router Router

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer int, router Router, order map[string]int, reqTTL time.Duration) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

func (s *shard) run(sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			s.reqs = nil
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				default:
				}
				if msg.IsCancellation {
					req.cancellationCtxCancel()
					msg.ReceiveChan <- shardResponse{
						err: nil,
					}
					continue
				}
				if !msg.IsBroadcastClient && !s.preserveOrdering {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- shardResponse{
						err:              nil,
						reqCtx:           req.cancellationCtx,
						enqueueBroadcast: req.enqueueBroadcast,
					}
					continue
				}
				if msg.IsBroadcastClient {
					// msg.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the req.ctx to prevent leaking
					// the goroutine.
					go func() {
						select {
						case <-req.ctx.Done():
						case <-msg.Ctx.Done():
						}
						req.cancellationCtxCancel()
					}()
				}
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					slog.Error("this is the reason")
					// ignore cancellations if a broadcast request
					// has not been created yet
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(sendBuffer int, msg Content) {
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	select {
	case <-req.ctx.Done():
		s.metrics.droppedMsgs++
		msg.ReceiveChan <- shardResponse{
			err: AlreadyProcessedErr{},
		}
	case req.sendChan <- msg:
	}
}

func (s *shard) gc() {
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			if time.Since(req.started) > s.reqTTL {
				continue
			}
		default:
		}
	}
}

func (s *shard) getStats() shardMetrics {
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 1497�package broadcast

import (
	"testing"
)

func TestBroadcastID(t *testing.T) {
	if MaxMachineID != 4096 {
		t.Errorf("maxMachineID is hardcoded in test. want: %v, got: %v", 4096, MaxMachineID)
	}
	if maxSequenceNum != 262144 {
		t.Errorf("maxSequenceNum is hardcoded in test. want: %v, got: %v", 262144, maxSequenceNum)
	}
	if maxShard != 16 {
		t.Errorf("maxShard is hardcoded in test. want: %v, got: %v", 16, maxShard)
	}
	// intentionally provide an illegal machineID. A random machineID should be given instead.
	snowflake := NewSnowflake(8000)
	machineID := snowflake.MachineID
	timestampDistribution := make(map[uint32]int)
	maxN := 262144 // = 2^18
	for j := 1; j < 3*maxN; j++ {
		i := j % maxN
		broadcastID := snowflake.NewBroadcastID()
		timestamp, shard, m, n := DecodeBroadcastID(broadcastID)
		if i != int(n) {
			t.Errorf("wrong sequence number. want: %v, got: %v", i, n)
		}
		if m >= 4096 {
			t.Errorf("machine ID cannot be higher than max. want: %v, got: %v", 4095, m)
		}
		if m != uint16(machineID) {
			t.Errorf("wrong machine ID. want: %v, got: %v", machineID, m)
		}
		if shard >= 16 {
			t.Errorf("cannot have higher shard than max. want: %v, got: %v", 15, shard)
		}
		if n >= uint32(maxN) {
			t.Errorf("sequence number cannot be higher than max. want: %v, got: %v", maxN, n)
		}
		timestampDistribution[timestamp]++
	}
	for k, v := range timestampDistribution {
		if v > maxN {
			t.Errorf("cannot have more than maxN in a second. want: %v, got: %v", maxN, k)
		}
	}
}
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blob 10472�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID          uint64
	router               Router
	broadcastChan        chan Msg
	sendChan             chan Content
	ctx                  context.Context
	cancelFunc           context.CancelFunc
	started              time.Time
	ended                time.Time
	hasReceivedClientReq bool

	// handled by shard
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc
	sentCancellation      bool

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
		}
		msg.ReceiveChan <- shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}

			if new.IsBroadcastClient {
				if p.hasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				p.hasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//slog.Info("receive: late", "err", err, "id", p.broadcastID)
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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blob 8858�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID           uint64
	router                Router
	broadcastChan         chan Msg
	sendChan              chan Content
	ctx                   context.Context
	cancelFunc            context.CancelFunc
	started               time.Time
	ended                 time.Time
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc // should only be called by the shard
	sentCancellation      bool

	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error)
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	//	p.metadata.Methods = append(p.metadata.Methods, bMsg.Method)
	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	r.orderIndex = order
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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blob 7441�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
	// this is the address other nodes should connect to. Sometimes, e.g. when
	// running in a docker container it is useful to listen to the loopback
	// address and use forwarding from the host. If not this option is not given,
	// the listen address used on the gRPC listener will be used instead.
	listenAddr string
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

func WithListenAddr(listenAddr string) ServerOption {
	return func(o *serverOptions) {
		o.listenAddr = listenAddr
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(&serverOpts),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 7775�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T RequestTypes, V ResponseTypes](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T RequestTypes, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		ctx.Release()
		req := in.Message.(T)

		//var start time.Time
		//if srv.broadcastSrv.metrics != nil {
		//srv.broadcastSrv.metrics.AddMsg()
		//srv.broadcastSrv.metrics.AddGoroutine(in.Metadata.BroadcastMsg.BroadcastID, "handler")
		//defer srv.broadcastSrv.metrics.RemoveGoroutine(in.Metadata.BroadcastMsg.BroadcastID, "handler")
		//start = time.Now()
		////defer srv.broadcastSrv.metrics.AddReqLatency(time.Now())
		//}

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "req", req, "err", err)
			}
			//if srv.broadcastSrv.metrics != nil {
			//srv.broadcastSrv.metrics.AddDropped(true)
			//}
			return
		}
		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished)

		//err := srv.broadcastSrv.state.Process(msg)
		err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			//if srv.broadcastSrv.metrics != nil {
			//srv.broadcastSrv.metrics.AddDropped(false)
			//}
			return
		}

		//ctx.Release()
		broadcastMetadata := newBroadcastMetadata(in.Metadata)
		broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator).(V)
		impl(ctx, req, broadcaster)
		//if srv.broadcastSrv.metrics != nil {
		//srv.broadcastSrv.metrics.AddProcessed()
		//srv.broadcastSrv.metrics.AddReqLatency(start)
		//}
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message) {
	if in.Metadata.BroadcastMsg.IsBroadcastClient {
		// keep track of the method called by the user
		in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
	}
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) {
	return func(resp protoreflect.ProtoMessage, err error) {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(b func(m BroadcastMetadata, o *BroadcastOrchestrator) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = b
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, opts ...broadcast.BroadcastOptions) {
	//srv.state.ProcessBroadcast(broadcastID, req, method)
	srv.manager.ProcessBroadcast(broadcastID, req, method, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error) {
	//srv.state.ProcessSendToClient(broadcastID, resp, err)
	srv.manager.ProcessSendToClient(broadcastID, resp, err)
}

func (srv *broadcastServer) forwardHandler(req RequestTypes, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := broadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.broadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req RequestTypes, opts ...broadcast.BroadcastOptions) {
	cd := broadcastCallData{
		Message: req,
		Method:  method,
		//BroadcastID:       srv.state.NewBroadcastID(),
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        "server",
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.broadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	//srv.router.AddServerHandler(method, func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
	srv.manager.AddServerHandler(method, func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := broadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.broadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	})
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.router.AddClientHandler(method, handler)
	srv.manager.AddClientHandler(method)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	//srv.broadcastSrv.state.prune()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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blob 13156�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		//close(p.broadcastChan)
		//close(p.sendChan)
		p.emptyChannels(metadata)
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		return true
	}
	if !metadata.SentCancellation {
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 15795�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		//close(p.broadcastChan)
		//close(p.sendChan)
		p.emptyChannels(metadata)
		p.log("processor stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", nil, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return false
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 7411�package broadcast

import (
	"context"
	"errors"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(Content) (context.Context, func(Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(Msg) error) error
	Cancel(uint64, []string) error
	Done(uint64)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
	GetStats() Metrics
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {
	router := NewRouter(logger, createClient, canceler)
	state := NewState(logger, router, order)
	router.registerState(state)
	state.RunShards()
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

func (mgr *manager) Process2(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case resp := <-receiveChan:
		return resp.reqCtx, resp.enqueueBroadcast, resp.err
	}
}

func (mgr *manager) Process(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) Broadcast2(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) SendToClient2(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	})
	return nil
}

func (mgr *manager) Cancel2(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}

func (mgr *manager) Done(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	})
	return
}

func (mgr *manager) Done2(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}

func (mgr *manager) GetStats() Metrics {
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		Dropped:  m.droppedMsgs,
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
	}
}
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blob 35838�package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	ordering := false
	skip := 0
	if len(down) > 0 {
		skip = down[0]
		if skip > numSrvs {
			skip = 0
			ordering = true
		}
	}
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		var srv *testServer
		if ordering {
			srv = newtestServer(addr, srvAddrs, i, true)
		} else {
			srv = newtestServer(addr, srvAddrs, i)
		}
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom()))
		}
		cancel()
	}
}

func TestSimpleBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 1000
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 10)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Search(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val}, true)
		cancel()
		// wait until cancel has reaced the servers before asking for the result
		time.Sleep(100 * time.Millisecond)
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvDown(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	// stop one of the servers
	srvs[numSrvs-1].Stop()
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val}, true)
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvFails(t *testing.T) {
	numSrvs := 3
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(100)
	ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
	config.LongRunningTask(ctx, &Request{Value: val}, true)
	cancel()

	// stop one of the servers
	srvs[numSrvs-1].Stop()

	ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCancelOneClientFails(t *testing.T) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}

	val := int64(100)
	go config.LongRunningTask(context.Background(), &Request{Value: val}, true)

	// make sure the request is sent and stop the client
	time.Sleep(100 * time.Millisecond)
	clientCleanup()

	// only want response from the online servers
	config2, clientCleanup2, err2 := newClient(srvAddrs, "127.0.0.1:8081")
	defer clientCleanup2()
	if err2 != nil {
		t.Error(err2)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config2.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCallOrderingSendToOneSrv(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", len(srvAddrs))
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingSendToAllSrvs(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingDoesNotInterfereWithMethodsNotSpecifiedInOrder(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		// BroadcastCall is not specified in the order
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		defer cancel()
		resp, err := config.BroadcastCallForward(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := c.BroadcastCall(ctx, &Request{Value: int64(j)})
				cancel()
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	/*b.Run(fmt.Sprintf("QC_SomeFailing_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			//slog.Warn("client reply", "val", resp.GetResult())
		}
	})*/

	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	// go test -bench=BenchmarkBroadcastOption -benchmem -count=5 -run=^# -benchtime=5x
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	//stop, err := StartTrace("traceprofileBC")
	//if err != nil {
	//b.Error(err)
	//}
	//defer stop()
	//cpuProfile, _ := os.Create("cpuprofileBC")
	//memProfile, _ := os.Create("memprofileBC")
	//runtime.GC()
	//pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
	//pprof.StopCPUProfile()
	//pprof.WriteHeapProfile(memProfile)
	//cpuProfile.Close()
	//memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallManyRequestsAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 50
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		go func(client *Configuration) {
			resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
		wg1.Add(1)
	}
	wg1.Wait()
	time.Sleep(500 * time.Millisecond)

	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			go func(i int) {
				ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
				defer cancel()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i)
			wg.Add(1)
		}
	}
	wg.Wait()
	srvCleanup()
}
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blob 6499�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func TestHandleBroadcastOption(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan error),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	req := &BroadcastRequest{
		ctx:           ctx,
		cancelFunc:    cancel,
		sendChan:      make(chan Content),
		broadcastChan: make(chan Msg, 5),
		started:       time.Now(),
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		err := <-tt.in.ReceiveChan
		if err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) {},
		ReceiveChan:       make(chan error),
	}
	req.sendChan <- clientMsg
	err := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan error),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	req := &BroadcastRequest{
		ctx:           ctx,
		cancelFunc:    cancel,
		sendChan:      make(chan Content),
		broadcastChan: make(chan Msg, 5),
		started:       time.Now(),
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		err := <-tt.in.ReceiveChan
		if err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan error),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandle(b *testing.B) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) {}

	b.ResetTimer()
	b.Run("RequestHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       make(chan error, 1),
			}

			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastRequest{
				ctx:           ctx,
				cancelFunc:    cancel,
				sendChan:      make(chan Content),
				broadcastChan: make(chan Msg, 5),
				started:       time.Now(),
			}
			go req.handle(router, msg.BroadcastID, msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
		}
	})
}
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chore(broadcast): better logging
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blob 6948�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	h := fnv.New32a()
	_, _ = h.Write([]byte(serverOpts.listenAddr))
	id := h.Sum32()
	srv := &broadcastServer{
		id:        id,
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder)
	srv.manager.AddAddr(srv.id, serverOpts.listenAddr, srv.machineID)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}
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fix(broadcast): removed race condition on shards
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blob 5318�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

//type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	shardMut            sync.RWMutex // RW because we often read and very seldom write to the state
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 30
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, TTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	//s.debug()
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

/*func (s *BroadcastState) debug() {
	time.Sleep(1 * time.Second)
	for _, shard := range s.shards {
		for _, req := range shard.reqs {
			select {
			case <-req.ctx.Done():
			default:
				slog.Info("req not done", "req", req)
			}
		}
	}
}

/*func (s *BroadcastState) RunShards() {
	return
	//for _, shard := range s.shards {
	//go shard.run(s.sendBuffer)
	//}
}*/

func (s *BroadcastState) reset() {
	s.parentCtxCancelFunc()
	s.mut.Lock()
	s.parentCtx, s.parentCtxCancelFunc = context.WithCancel(context.Background())
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
	shards := createShards(s.parentCtx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	s.mut.Unlock()
	// unlocking because we don't want to end up with a deadlock.
	s.shardMut.Lock()
	s.shards = shards
	s.shardMut.Unlock()
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (s *BroadcastState) getShard(i uint16) *shard {
	s.shardMut.RLock()
	defer s.shardMut.RUnlock()
	return s.shards[i]
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	ViewNumber        uint64
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	c.SendFn(resp, err)
	return nil
}
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blob 7807�package broadcast

import (
	"context"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(Content) (context.Context, func(Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(Msg) error) error
	Cancel(uint64, []string, func(Msg) error) error
	Done(uint64, func(Msg) error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
	GetStats() Metrics
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {
	router := NewRouter(logger, createClient, canceler)
	state := NewState(logger, router, order)
	router.registerState(state)
	//state.RunShards()
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

/*func (mgr *manager) Process2(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case resp := <-receiveChan:
		return resp.reqCtx, resp.enqueueBroadcast, resp.err
	}
}*/

func (mgr *manager) Process(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		//Broadcast:   true,
		MsgType:     BroadcastMsg,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Broadcast2(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) SendToClient2(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end:      false, // should NOT stop the request
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Cancel2(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(Msg) error) {
	msg := Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end: true, // should stop the request
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		enqueueBroadcast(msg)
		return
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return
}

/*func (mgr *manager) Done2(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}*/

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}

func (mgr *manager) GetStats() Metrics {
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		Dropped:  m.droppedMsgs,
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
	}
}
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blob 16181�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan *Msg
	sendChan      chan *Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]*Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg *Content) {
	p.log("processor: started", nil, logging.Started(p.started))
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		p.emptyChannels(metadata)
		p.log("processor: stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg *Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg *Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	err := p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", err, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method, bMsg.Msg.options.ProgressTo)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg *Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		// we must stop the goroutine if we have received the client req. This can mean that
		// the client no longer accepts replies or has gone offline. In any case, the operation
		// is done.
		return metadata.hasReceivedClientRequest()
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (m *metadata) update(new *Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]*Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg *Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []*Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []*Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string, progressTo string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	if progressTo != "" {
		method = progressTo
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg *Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 13665�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut sync.RWMutex
	id  int
	//sendChan      chan Content
	//broadcastChan chan Msg
	ctx        context.Context
	cancelFunc context.CancelFunc
	metrics    shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs        map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id: i,
			//sendChan:      make(chan Content, shardBuffer),
			//broadcastChan: make(chan Msg, shardBuffer),
			ctx:        ctx,
			cancelFunc: cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

/*func (s *shard) run(sendBuffer int) {
for {
	select {
	case <-s.ctx.Done():
		// it is possible that GC is running concurrently in another goroutine
		s.mut.Lock()
		s.reqs = nil
		s.mut.Unlock()
		return
	case msg := <-s.sendChan:
		s.metrics.numMsgs++
		if req, ok := s.getProcessor(msg.BroadcastID); ok {
			// must check if the req is done first to prevent
			// unecessarily running the server handler
			select {
			case <-req.ctx.Done():
				s.metrics.droppedMsgs++
				msg.ReceiveChan <- shardResponse{
					err: AlreadyProcessedErr{},
				}
			default:
			}
			if msg.IsCancellation {
				req.cancellationCtxCancel()
				msg.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			if !msg.IsBroadcastClient && !s.preserveOrdering {
				// no need to send it to the broadcast request goroutine.
				// the first request should contain all info needed
				// except for the routing info given in the client req.
				msg.ReceiveChan <- shardResponse{
					err:              nil,
					reqCtx:           req.cancellationCtx,
					enqueueBroadcast: req.enqueueBroadcast,
				}
				continue
			}
			/*if msg.IsBroadcastClient {
				// msg.Ctx will correspond to the streamCtx between the client and this server.
				// We can thus listen to it and signal a cancellation if the client goes offline
				// or cancels the request. We also have to listen to the req.ctx to prevent leaking
				// the goroutine.
				go func() {
					select {
					case <-req.ctx.Done():
					case <-msg.Ctx.Done():
					}
					req.cancellationCtxCancel()
				}()
			}*/
// must check if the req is done to prevent deadlock
/*				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}*/

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) handleMsg(msg Content) shardResponse {
	//s.metrics.numMsgs++
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor2(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor2(s.sendBuffer, msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	/*if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		req.hasReceivedClientReq = true
		// msg.Ctx will correspond to the streamCtx between the client and this server.
		// We can thus listen to it and signal a cancellation if the client goes offline
		// or cancels the request. We also have to listen to the req.ctx to prevent leaking
		// the goroutine.
		go func() {
			select {
			case <-req.ctx.Done():
			case <-msg.Ctx.Done():
			}
			req.cancellationCtxCancel()
		}()
	}*/
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		//s.metrics.droppedMsgs++
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		/*if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			//if !req.sentCancellation {
			//req.sentCancellation = true
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//}
			//req.sendCancellation.Do(func() {
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//})
			return
		}*/
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

/*func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}*/

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

/*func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}*/

func (s *shard) addProcessor2(sendBuffer int, msg Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(slog.Uint64(logging.BroadcastID, msg.BroadcastID))
	}
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		//sendCancellation:      new(sync.Once),
		logger: logger,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	return req, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 13652�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut sync.RWMutex
	id  int
	//sendChan      chan Content
	//broadcastChan chan Msg
	ctx        context.Context
	cancelFunc context.CancelFunc
	metrics    shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs        map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id: i,
			//sendChan:      make(chan Content, shardBuffer),
			//broadcastChan: make(chan Msg, shardBuffer),
			ctx:        ctx,
			cancelFunc: cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

/*func (s *shard) run(sendBuffer int) {
for {
	select {
	case <-s.ctx.Done():
		// it is possible that GC is running concurrently in another goroutine
		s.mut.Lock()
		s.reqs = nil
		s.mut.Unlock()
		return
	case msg := <-s.sendChan:
		s.metrics.numMsgs++
		if req, ok := s.getProcessor(msg.BroadcastID); ok {
			// must check if the req is done first to prevent
			// unecessarily running the server handler
			select {
			case <-req.ctx.Done():
				s.metrics.droppedMsgs++
				msg.ReceiveChan <- shardResponse{
					err: AlreadyProcessedErr{},
				}
			default:
			}
			if msg.IsCancellation {
				req.cancellationCtxCancel()
				msg.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			if !msg.IsBroadcastClient && !s.preserveOrdering {
				// no need to send it to the broadcast request goroutine.
				// the first request should contain all info needed
				// except for the routing info given in the client req.
				msg.ReceiveChan <- shardResponse{
					err:              nil,
					reqCtx:           req.cancellationCtx,
					enqueueBroadcast: req.enqueueBroadcast,
				}
				continue
			}
			/*if msg.IsBroadcastClient {
				// msg.Ctx will correspond to the streamCtx between the client and this server.
				// We can thus listen to it and signal a cancellation if the client goes offline
				// or cancels the request. We also have to listen to the req.ctx to prevent leaking
				// the goroutine.
				go func() {
					select {
					case <-req.ctx.Done():
					case <-msg.Ctx.Done():
					}
					req.cancellationCtxCancel()
				}()
			}*/
// must check if the req is done to prevent deadlock
/*				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}*/

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) handleMsg(msg Content) shardResponse {
	//s.metrics.numMsgs++
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor2(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor2(s.sendBuffer, msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	/*if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		req.hasReceivedClientReq = true
		// msg.Ctx will correspond to the streamCtx between the client and this server.
		// We can thus listen to it and signal a cancellation if the client goes offline
		// or cancels the request. We also have to listen to the req.ctx to prevent leaking
		// the goroutine.
		go func() {
			select {
			case <-req.ctx.Done():
			case <-msg.Ctx.Done():
			}
			req.cancellationCtxCancel()
		}()
	}*/
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		//s.metrics.droppedMsgs++
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		/*if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			//if !req.sentCancellation {
			//req.sentCancellation = true
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//}
			//req.sendCancellation.Do(func() {
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//})
			return
		}*/
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

/*func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}*/

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

/*func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}*/

func (s *shard) addProcessor2(sendBuffer int, msg Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(logging.BroadcastID(msg.BroadcastID))
	}
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		//sendCancellation:      new(sync.Once),
		logger: logger,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	return req, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 6656�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req msg) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

type msg interface{}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req msg) error {
	if r.addr == "" {
		panic("The listen addr on the broadcast server cannot be empty. Use the WithListenAddr() option when creating the server.")
	}
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID(broadcastID))
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see: (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...slog.Attr) {
	if r.logger != nil {
		args = append(args, logging.Err(err), logging.Type("router"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		r.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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blob 7586�package broadcast

import (
	"context"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

/*type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
return nil
}

type mockRouter struct {
returnError bool
reqType     string
resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}*/

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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blob 35702�package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	ordering := false
	skip := 0
	if len(down) > 0 {
		skip = down[0]
		if skip > numSrvs {
			skip = 0
			ordering = true
		}
	}
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		var srv *testServer
		if ordering {
			srv = newtestServer(addr, srvAddrs, i, true)
		} else {
			srv = newtestServer(addr, srvAddrs, i)
		}
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom()))
		}
		cancel()
	}
}

func TestSimpleBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 1000
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 10)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Search(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val})
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvDown(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	// stop one of the servers
	srvs[numSrvs-1].Stop()
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val})
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvFails(t *testing.T) {
	numSrvs := 3
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(100)
	ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
	config.LongRunningTask(ctx, &Request{Value: val})
	cancel()

	// stop one of the servers
	srvs[numSrvs-1].Stop()

	ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCancelOneClientFails(t *testing.T) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}

	val := int64(100)
	go config.LongRunningTask(context.Background(), &Request{Value: val})

	// make sure the request is sent and stop the client
	time.Sleep(100 * time.Millisecond)
	clientCleanup()

	// only want response from the online servers
	config2, clientCleanup2, err2 := newClient(srvAddrs, "127.0.0.1:8081")
	defer clientCleanup2()
	if err2 != nil {
		t.Error(err2)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config2.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCallOrderingSendToOneSrv(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", len(srvAddrs))
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingSendToAllSrvs(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingDoesNotInterfereWithMethodsNotSpecifiedInOrder(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		// BroadcastCall is not specified in the order
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		defer cancel()
		resp, err := config.BroadcastCallForward(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := c.BroadcastCall(ctx, &Request{Value: int64(j)})
				cancel()
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	/*b.Run(fmt.Sprintf("QC_SomeFailing_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			//slog.Warn("client reply", "val", resp.GetResult())
		}
	})*/

	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	// go test -bench=BenchmarkBroadcastOption -benchmem -count=5 -run=^# -benchtime=5x
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	//stop, err := StartTrace("traceprofileBC")
	//if err != nil {
	//b.Error(err)
	//}
	//defer stop()
	//cpuProfile, _ := os.Create("cpuprofileBC")
	//memProfile, _ := os.Create("memprofileBC")
	//runtime.GC()
	//pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
	//pprof.StopCPUProfile()
	//pprof.WriteHeapProfile(memProfile)
	//cpuProfile.Close()
	//memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallManyRequestsAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 50
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		go func(client *Configuration) {
			resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
		wg1.Add(1)
	}
	wg1.Wait()
	time.Sleep(500 * time.Millisecond)

	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			go func(i int) {
				ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
				defer cancel()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i)
			wg.Add(1)
		}
	}
	wg.Wait()
	srvCleanup()
}
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blob 3505�package dev

import (
	"fmt"
	"net"

	"github.com/relab/gorums"
	"google.golang.org/grpc/encoding"
)

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}
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blob 5291�package broadcast

import (
	"fmt"
	"sync"
	"time"
)

type timingMetric struct {
	Avg time.Duration
	//Median time.Duration
	Min time.Duration
	Max time.Duration
}

type goroutineMetric struct {
	started time.Time
	ended   time.Time
}

type Metrics struct {
	start             time.Time
	TotalNum          uint64
	GoroutinesStarted uint64
	GoroutinesStopped uint64
	Goroutines        map[string]*goroutineMetric
	FinishedReqs      struct {
		Total     uint64
		Succesful uint64
		Failed    uint64
	}
	Processed         uint64
	Dropped           uint64
	Invalid           uint64
	AlreadyProcessed  uint64
	RoundTripLatency  timingMetric
	ReqLatency        timingMetric
	ShardDistribution map[uint32]uint64
	// measures unique number of broadcastIDs processed simultaneounsly
	ConcurrencyDistribution timingMetric
}

type Metric struct {
	mut sync.Mutex
	m   Metrics
}

func NewMetric() *Metric {
	return &Metric{
		m: Metrics{
			start:             time.Now(),
			ShardDistribution: make(map[uint32]uint64, 16),
			Goroutines:        make(map[string]*goroutineMetric, 2000),
			RoundTripLatency: timingMetric{
				Min: 100 * time.Hour,
			},
			ReqLatency: timingMetric{
				Min: 100 * time.Hour,
			},
		},
	}
}

func (m *Metric) Reset() {
	if m == nil {
		return
	}
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m = Metrics{
		start:             time.Now(),
		ShardDistribution: make(map[uint32]uint64, 16),
		Goroutines:        make(map[string]*goroutineMetric, 2000),
		RoundTripLatency: timingMetric{
			Min: 100 * time.Hour,
		},
		ReqLatency: timingMetric{
			Min: 100 * time.Hour,
		},
	}
}

func (m Metrics) String() string {
	dur := time.Since(m.start)
	res := "Metrics:"
	res += "\n\t- TotalTime: " + fmt.Sprintf("%v", dur)
	if m.FinishedReqs.Total > 0 {
		res += "\n\t- ReqTime: " + fmt.Sprintf("%v", dur/time.Duration(m.FinishedReqs.Total))
	}
	res += "\n\t- TotalNum: " + fmt.Sprintf("%v", m.TotalNum)
	res += "\n\t- Goroutines started: " + fmt.Sprintf("%v", m.GoroutinesStarted)
	res += "\n\t- Goroutines stopped: " + fmt.Sprintf("%v", m.GoroutinesStopped)
	res += "\n\t- FinishedReqs:"
	res += "\n\t\t- Total: " + fmt.Sprintf("%v", m.FinishedReqs.Total)
	res += "\n\t\t- Successful: " + fmt.Sprintf("%v", m.FinishedReqs.Succesful)
	res += "\n\t\t- Failed: " + fmt.Sprintf("%v", m.FinishedReqs.Failed)
	res += "\n\t- Processed: " + fmt.Sprintf("%v", m.Processed)
	res += "\n\t- Dropped: " + fmt.Sprintf("%v", m.Dropped)
	res += "\n\t\t- Invalid: " + fmt.Sprintf("%v", m.Invalid)
	res += "\n\t\t- AlreadyProcessed: " + fmt.Sprintf("%v", m.AlreadyProcessed)
	res += "\n\t- RoundTripLatency:"
	res += "\n\t\t- Avg: " + fmt.Sprintf("%v", m.RoundTripLatency.Avg)
	res += "\n\t\t- Min: " + fmt.Sprintf("%v", m.RoundTripLatency.Min)
	res += "\n\t\t- Max: " + fmt.Sprintf("%v", m.RoundTripLatency.Max)
	res += "\n\t- ReqLatency:"
	res += "\n\t\t- Avg: " + fmt.Sprintf("%v", m.ReqLatency.Avg)
	res += "\n\t\t- Min: " + fmt.Sprintf("%v", m.ReqLatency.Min)
	res += "\n\t\t- Max: " + fmt.Sprintf("%v", m.ReqLatency.Max)
	res += "\n\t- ShardDistribution: " + fmt.Sprintf("%v", m.ShardDistribution)
	return res
}

func (m *Metric) GetStats() Metrics {
	if m == nil {
		return Metrics{}
	}
	m.mut.Lock()
	defer m.mut.Unlock()
	if m.m.Processed > 0 {
		m.m.ReqLatency.Avg /= time.Duration(m.m.Processed)
	}
	if m.m.FinishedReqs.Total > 0 {
		m.m.RoundTripLatency.Avg /= time.Duration(m.m.FinishedReqs.Total)
	}
	return m.m
}

func (m *Metric) AddReqLatency(start time.Time) {
	latency := time.Since(start)
	m.mut.Lock()
	defer m.mut.Unlock()
	if latency > m.m.ReqLatency.Max {
		m.m.ReqLatency.Max = latency
	}
	if latency < m.m.ReqLatency.Min {
		m.m.ReqLatency.Min = latency
	}
	m.m.ReqLatency.Avg += latency
}

func (m *Metric) AddRoundTripLatency(start time.Time) {
	latency := time.Since(start)
	m.mut.Lock()
	defer m.mut.Unlock()
	if latency > m.m.RoundTripLatency.Max {
		m.m.RoundTripLatency.Max = latency
	}
	if latency < m.m.RoundTripLatency.Min {
		m.m.RoundTripLatency.Min = latency
	}
	m.m.RoundTripLatency.Avg += latency
	m.m.FinishedReqs.Total++
}

func (m *Metric) AddFinishedSuccessful() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.FinishedReqs.Succesful = m.m.FinishedReqs.Succesful + 1
}

func (m *Metric) AddFinishedFailed() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.FinishedReqs.Failed++
}

func (m *Metric) AddMsg() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.TotalNum++
}

func (m *Metric) AddGoroutine(broadcastID uint64, name string) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.GoroutinesStarted++
	index := fmt.Sprintf("%s.%v", name, broadcastID)
	m.m.Goroutines[index] = &goroutineMetric{
		started: time.Now(),
	}
}

func (m *Metric) RemoveGoroutine(broadcastID uint64, name string) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.GoroutinesStopped++
	index := fmt.Sprintf("%s.%v", name, broadcastID)
	if g, ok := m.m.Goroutines[index]; ok {
		g.ended = time.Now()
		//} else {
		//panic("what")
	}
}

func (m *Metric) AddDropped(invalid bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.Dropped++
	if invalid {
		m.m.Invalid++
	} else {
		m.m.AlreadyProcessed++
	}
}

func (m *Metric) AddProcessed() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.Processed++
}

func (m *Metric) AddShardDistribution(i int) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.ShardDistribution[uint32(i)]++
}
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blob 46904�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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blob 863�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastOptions struct {
	ServerAddresses      []string
	GossipPercentage     float32
	TTL                  int
	Deadline             time.Time
	OmitUniquenessChecks bool
	SkipSelf             bool
	ProgressTo           string
	RelatedToReq         uint64
}

const (
	BroadcastID string = "broadcastID"
	// special origin addr used in creating a broadcast request from a server
	ServerOriginAddr string = "server"
)

type ServerHandler func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options BroadcastOptions, id uint32, addr string)

//type ClientHandler func(broadcastID uint64, req protoreflect.ProtoMessage, cc *grpc.ClientConn, timeout time.Duration, opts ...grpc.CallOption) (any, error)
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blob 2710�package broadcast

import (
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "val", in.Value, "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithPublicKey("client"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", listenAddr)
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis)
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}
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blob 8969�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, broadcastChan, err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			return
		}

		run(reqCtx, broadcastChan)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string) {
	srv.manager.Cancel(broadcastID, srvAddrs)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64) {
	srv.manager.Done(broadcastID)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        "server",
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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feat(broadcast): added options for order and skipping self
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blob 31182�package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	"net/http"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	skip := 0
	if len(down) > 0 {
		skip = down[0]
	}
	go func() {
		http.ListenAndServe("localhost:10001", nil)
	}()
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		srv := newtestServer(addr, srvAddrs, i)
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
	for _, srv := range srvs {
		if srv.GetNumMsgs() != numReqs*numSrvs {
			//t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", numReqs*numSrvs, srv.GetNumMsgs()))
		}
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom()))
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	srvs, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
	for _, srv := range srvs {
		srv.PrintStats()
	}
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	srvs, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	start := time.Now()
	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(j)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
	end := time.Now()
	for _, srv := range srvs {
		fmt.Println(srv.GetMsgs())
	}
	fmt.Println(end.Sub(start))
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	/*b.Run(fmt.Sprintf("QC_SomeFailing_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			//slog.Warn("client reply", "val", resp.GetResult())
		}
	})*/

	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	// go test -bench=BenchmarkBroadcastOption -benchmem -count=5 -run=^# -benchtime=5x
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()
	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
	cpuProfile.Close()
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallTenClientsOnlyAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 500
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	fmt.Println("making sure all clients are connected...")
	var wg1 sync.WaitGroup
	s := time.Now()
	for _, client := range clients {
		init := 1
		go func(client *Configuration) {
			resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
		wg1.Add(1)
	}
	wg1.Wait()
	fmt.Println("total took (sync):", time.Since(s))
	time.Sleep(1 * time.Second)

	for _, srv := range srvs {
		srv.PrintStats()
	}
	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		t.Error(err)
	}
	defer stop()
	fmt.Println("starting...")
	s = time.Now()
	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			go func(i int) {
				ctx, cancel := context.WithTimeout(context.Background(), 30*time.Second)
				defer cancel()
				//start := time.Now()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				//fmt.Println(i, "took:", time.Since(start))
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i)
			wg.Add(1)
		}
	}
	wg.Wait()
	end := time.Now()
	time.Sleep(1 * time.Second)
	srvCleanup()
	for _, srv := range srvs {
		srv.PrintStats()
	}
	fmt.Println("total took (async):", end.Sub(s))
}

func TestBroadcastCallTenClientsOnlySync(t *testing.T) {
	srvs, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	fmt.Println("making sure all clients are connected...")
	s := time.Now()
	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}
	fmt.Println("total took (sync):", time.Since(s))

	for _, srv := range srvs {
		srv.PrintStats()
	}
	fmt.Println("starting...")
	s = time.Now()
	for r := 0; r < 100; r++ {
		for i, client := range clients {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			defer cancel()
			//start := time.Now()
			resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
			//fmt.Println(i, "took:", time.Since(start))
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(i) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	}
	end := time.Now()
	srvCleanup()
	for _, srv := range srvs {
		srv.PrintStats()
	}
	fmt.Println("total took (async):", end.Sub(s))
}
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blob 5093�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 30
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, TTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	//s.debug()
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

/*func (s *BroadcastState) debug() {
	time.Sleep(1 * time.Second)
	for _, shard := range s.shards {
		for _, req := range shard.reqs {
			select {
			case <-req.ctx.Done():
			default:
				slog.Info("req not done", "req", req)
			}
		}
	}
}

/*func (s *BroadcastState) RunShards() {
	return
	//for _, shard := range s.shards {
	//go shard.run(s.sendBuffer)
	//}
}*/

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	//s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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blob 8998�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer()
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithPublicKey("server"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
	broadcast.Cancel()
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(2 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 3909�package broadcast

import (
	"log/slog"
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "val", in.Value, "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) SearchQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	numCorrect := 0
	for _, resp := range replies {
		if resp.Result == 1 {
			numCorrect++
		}
	}
	if numCorrect == 1 {
		return &Response{Result: 1}, true
	}
	slog.Info("got wrong res", "replies", replies)
	return &Response{Result: 0}, true
}

func (qs *testQSpec) LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		return nil, true
	}
	return nil, false
}

func (qs *testQSpec) GetValQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, reply := range replies {
			// all responses should be cancelled
			if reply.GetResult() != 1 {
				return &Response{Result: 0}, true
			}
		}
		return &Response{Result: 1}, true
	}
	return nil, false
}

func (qs *testQSpec) OrderQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			if resp.GetResult() != 0 {
				return resp, true
			}
		}
		return &Response{
			Result: 0,
		}, true
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithPublicKey("client"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis, lis.Addr())
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}
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commit 305�tree be143a5cda7988420046a8b8e956c9f70411ce51
parent d128be286260b11f5e1e99771e5d5eb85aaacd6a
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716458647 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716458647 +0200

fix(broadcast): better error handling and option for machineID
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blob 7039�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
}

var defaultServerOptions = serverOptions{
	// Provide an illegal machineID to avoid unintentional collisions.
	// 0 is a valid MachineID and should not be used as default.
	machineID: uint64(broadcast.MaxMachineID) + 1,
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

func WithSlogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := defaultServerOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(serverOpts.logger, serverOpts.executionOrder, serverOpts.machineID),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	s.broadcastSrv.addAddr(listener.Addr().String())
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 9401�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
	// this is the address other nodes should connect to. Sometimes, e.g. when
	// running in a docker container it is useful to listen to the loopback
	// address and use forwarding from the host. If not this option is not given,
	// the listen address used on the gRPC listener will be used instead.
	listenAddr string
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

// WithOrder returns a ServerOption which defines the order of execution
// of gRPC methods.
//
// E.g. in PBFT we can specify the order: PrePrepare, Prepare, and Commit.
// Gorums will then make sure to only execute messages in this order.
// The rules are defined as such:
//  1. Messages to the first gRPC method (PrePrepare) will always be executed.
//  2. Messages to gRPC methods not defined in the order will always be executed.
//  3. Messages to gRPC methods appearing later in the order will be cached and executed later.
//  4. Messages to gRPC methods appearing earlier than the current method will be executed immediately.
//     E.g. if current method is Commit, then messages to PrePrepare and Prepare will be accepted.
//  5. The server itself needs to call the next method in the order to progress to the next gRPC method.
//     E.g. by calling broadcast.Prepare().
func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

// WithSLogger returns a ServerOption which sets an optional structured logger for
// the Server. This will log internal events regarding broadcast requests. The
// ManagerOption WithLogger() should be used when creating the manager in order
// to log events related to transmission of messages.
func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// WithSrvID sets the MachineID of the broadcast server. This ID is used to
// generate BroadcastIDs. This method should be used if a replica needs to
// initiate a broadcast request.
//
// An example use case is in Paxos:
// The designated leader sends a prepare and receives some promises it has
// never seen before. It thus needs to send accept messages correspondingly.
// These accept messages are not part of any broadcast request and the server
// is thus responsible for the origin of these requests.
func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

// WithListenAddr sets the IP address of the broadcast server which will be used in messages
// sent by the server. The network of the address has to be a TCP network name. Hence,
// net.ResolveTCPAddr() can be used to obtain the net.Addr type of an address.
func WithListenAddr(listenAddr net.Addr) ServerOption {
	return func(o *serverOptions) {
		o.listenAddr = listenAddr.String()
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(&serverOpts),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 6322�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, "BroadcastID", broadcastID)
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): sending reply to client", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, "BroadcastID", broadcastID, "addr", addr, "method", method)
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...any) {
	if r.logger != nil {
		if err != nil {
			args = append(args, "err", err.Error())
			r.logger.Error(msg, args...)
		} else {
			args = append(args, "err", nil)
			r.logger.Info(msg, args...)
		}
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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blob 7491�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
	// this is the address other nodes should connect to. Sometimes, e.g. when
	// running in a docker container it is useful to listen to the loopback
	// address and use forwarding from the host. If not this option is not given,
	// the listen address used on the gRPC listener will be used instead.
	listenAddr string
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

func WithListenAddr(listenAddr string) ServerOption {
	return func(o *serverOptions) {
		o.listenAddr = listenAddr
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(&serverOpts),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	s.broadcastSrv.addAddr(listener.Addr().String())
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 4393�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
}

type BroadcastRouter struct {
	mut               sync.Mutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	clients           map[string]*Client
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	metrics           *Metric
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, metrics *Metric, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		clients:        make(map[string]*Client),
		createClient:   createClient,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
		metrics:        metrics,
	}
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	}
	return errors.New("wrong req type")
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		go handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	return errors.New("not found")
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			return err
		}
		return client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	return errors.New("not routed")
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.clients[addr]; ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.clients[addr] = client
	return client, nil
}

type Msg struct {
	Broadcast   bool
	BroadcastID uint64
	Msg         *broadcastMsg
	Method      string
	Reply       *reply
	//receiveChan chan error
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func NewReply(response protoreflect.ProtoMessage, err error) *reply {
	return &reply{
		Response: response,
		Err:      err,
	}
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}
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blob 9906�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// Source files can be found in: ./cmd/protoc-gen-gorums/dev

package gengorums

// pkgIdentMap maps from package name to one of the package's identifiers.
// These identifiers are used by the Gorums protoc plugin to generate import statements.
var pkgIdentMap = map[string]string{"fmt": "Errorf", "github.com/relab/gorums": "BroadcastMetadata", "google.golang.org/grpc": "Server", "google.golang.org/grpc/encoding": "GetCodec", "google.golang.org/protobuf/reflect/protoreflect": "ProtoMessage", "net": "Addr"}

// reservedIdents holds the set of Gorums reserved identifiers.
// These identifiers cannot be used to define message types in a proto file.
var reservedIdents = []string{"Broadcast", "Configuration", "Manager", "Node", "QuorumSpec", "Server"}

var staticCode = `// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

`
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blob 6949�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	h := fnv.New32a()
	_, _ = h.Write([]byte(serverOpts.listenAddr))
	id := h.Sum32()
	srv := &broadcastServer{
		id:        id,
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder)
	srv.manager.AddAddr(srv.id, serverOpts.listenAddr, srv.machineID)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(*broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}
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blob 3628�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastRequest struct {
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	//sync.Once
}

// func (req *BroadcastRequest) handle(router *BroadcastRouter, broadcastID uint64, msg Content, metrics *Metric) {
func (req *BroadcastRequest) handle(router Router, broadcastID uint64, msg Content) {
	//start := time.Now()
	sent := false
	methods := make([]string, 0, 3)
	var respErr error
	var respMsg protoreflect.ProtoMessage
	//if metrics != nil {
	//metrics.AddGoroutine(broadcastID, "req")
	//}
	//go router.CreateConnection(msg.OriginAddr)
	defer func() {
		req.ended = time.Now()
		//if metrics != nil {
		//metrics.AddRoundTripLatency(start)
		//metrics.RemoveGoroutine(broadcastID, "req")
		//}
		req.cancelFunc()
	}()
	for {
		select {
		case <-req.ctx.Done():
			//if metrics != nil {
			//metrics.AddFinishedFailed()
			//}
			return
		case bMsg := <-req.broadcastChan:
			if broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				// check if msg has already been broadcasted for this method
				if alreadyBroadcasted(methods, bMsg.Method) {
					continue
				}
				err := router.Send(broadcastID, msg.OriginAddr, msg.OriginMethod, bMsg.Msg)
				if err != nil {
					continue
				}
				methods = append(methods, bMsg.Method)
			} else {
				// BroadcastCall if origin addr is non-empty.
				if msg.isBroadcastCall() {
					_ = router.Send(broadcastID, msg.OriginAddr, msg.OriginMethod, bMsg.Reply)
					//if err != nil && router.logger != nil {
					//router.logger.Error("broadcast: could not send response to client", "err", err, "broadcastID", broadcastID)
					//}
					return
				}
				// QuorumCall if origin addr is empty.
				//if !msg.hasReceivedClientRequest() {
				//// Has not received client request
				//continue
				//}
				// Has received client request
				err := msg.send(bMsg.Reply.Response, bMsg.Reply.Err)
				if err != nil {
					// add response if not already done
					if respMsg == nil {
						respMsg = bMsg.Reply.Response
						respErr = bMsg.Reply.Err
						sent = true
					}
					continue
				}
				//if metrics != nil {
				//metrics.AddFinishedSuccessful()
				//}
				return
			}
		case new := <-req.sendChan:
			if new.BroadcastID != broadcastID {
				new.ReceiveChan <- BroadcastIDErr{}
				continue
			}
			if msg.OriginAddr == "" && new.OriginAddr != "" {
				msg.OriginAddr = new.OriginAddr
			}
			if msg.OriginMethod == "" && new.OriginMethod != "" {
				msg.OriginMethod = new.OriginMethod
			}
			if msg.SendFn == nil && new.SendFn != nil {
				msg.SendFn = new.SendFn
				msg.IsBroadcastClient = new.IsBroadcastClient
			}
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if sent && !msg.isBroadcastCall() {
				err := msg.send(respMsg, respErr)
				if err != nil {
					new.ReceiveChan <- err
					// should return here?
					return
				}
				//new.ReceiveChan <- errors.New("req is done and should be returned immediately to client")
				new.ReceiveChan <- AlreadyProcessedErr{}
				return
			}
			new.ReceiveChan <- nil
		}
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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feat(broadcast): added retries to channel
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blob 8001�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// Source files can be found in: ./cmd/protoc-gen-gorums/dev

package gengorums

// pkgIdentMap maps from package name to one of the package's identifiers.
// These identifiers are used by the Gorums protoc plugin to generate import statements.
var pkgIdentMap = map[string]string{"fmt": "Errorf", "github.com/relab/gorums": "BroadcastMetadata", "google.golang.org/grpc": "Server", "google.golang.org/grpc/encoding": "GetCodec", "google.golang.org/protobuf/reflect/protoreflect": "ProtoMessage", "net": "Listener"}

// reservedIdents holds the set of Gorums reserved identifiers.
// These identifiers cannot be used to define message types in a proto file.
var reservedIdents = []string{"Broadcast", "Configuration", "Manager", "Node", "QuorumSpec", "Server"}

var staticCode = `// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...grpc.ServerOption) error {
	srv := gorums.NewClientServer(lis)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator) gorums.Broadcaster {
	return &Broadcast{
		orchestrator: o,
		metadata:     m,
		srvAddrs:     make([]string, 0),
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator *gorums.BroadcastOrchestrator
	metadata     gorums.BroadcastMetadata
	srvAddrs     []string
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err)
}

func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID)
}

`
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blob 3023�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockReq struct{}

func (mockReq) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func TestHandle(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan error),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan error),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	req := &BroadcastRequest{
		ctx:           ctx,
		cancelFunc:    cancel,
		sendChan:      make(chan Content),
		broadcastChan: make(chan Msg, 5),
		started:       time.Now(),
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		err := <-tt.in.ReceiveChan
		if err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockReq{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) {},
		ReceiveChan:       make(chan error),
	}
	req.sendChan <- clientMsg
	err := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}
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blob 9510�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// Source files can be found in: ./cmd/protoc-gen-gorums/dev

package gengorums

// pkgIdentMap maps from package name to one of the package's identifiers.
// These identifiers are used by the Gorums protoc plugin to generate import statements.
var pkgIdentMap = map[string]string{"fmt": "Errorf", "github.com/relab/gorums": "BroadcastMetadata", "google.golang.org/grpc": "Server", "google.golang.org/grpc/encoding": "GetCodec", "google.golang.org/protobuf/reflect/protoreflect": "ProtoMessage", "net": "Listener"}

// reservedIdents holds the set of Gorums reserved identifiers.
// These identifiers cannot be used to define message types in a proto file.
var reservedIdents = []string{"Broadcast", "Configuration", "Manager", "Node", "QuorumSpec", "Server"}

var staticCode = `// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...gorums.ServerOption) error {
	srv := gorums.NewClientServer(lis, opts...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

`
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blob 6564�package broadcast

import (
	"context"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	id            int
	sendChan      chan Content
	broadcastChan chan Msg
	ctx           context.Context
	cancelFunc    context.CancelFunc
	metrics       shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs   map[uint64]*BroadcastProcessor
	router Router

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer int, router Router, order map[string]int) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id:            i,
			sendChan:      make(chan Content, shardBuffer),
			broadcastChan: make(chan Msg, shardBuffer),
			ctx:           ctx,
			cancelFunc:    cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

func (s *shard) run(reqTTL time.Duration, sendBuffer int) {
	for {
		select {
		case <-s.ctx.Done():
			s.reqs = nil
			return
		case msg := <-s.sendChan:
			s.metrics.numMsgs++
			//if metrics != nil {
			//metrics.AddShardDistribution(s.id)
			//}
			if req, ok := s.reqs[msg.BroadcastID]; ok {
				// must check if the req is done first to prevent
				// unecessarily running the server handler
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				default:
				}
				if msg.IsCancellation {
					req.cancellationCtxCancel()
					msg.ReceiveChan <- shardResponse{
						err: nil,
					}
					continue
				}
				if !msg.IsBroadcastClient && !s.preserveOrdering {
					// no need to send it to the broadcast request goroutine.
					// the first request should contain all info needed
					// except for the routing info given in the client req.
					msg.ReceiveChan <- shardResponse{
						err:              nil,
						reqCtx:           req.cancellationCtx,
						enqueueBroadcast: req.enqueueBroadcast,
					}
					continue
				}
				// msg.Ctx will correspond to the streamCtx between the client and this server.
				// We can thus listen to it and signal a cancellation if the client goes offline
				// or cancels the request. We also have to listen to the req.ctx to prevent leaking
				// the goroutine.
				go func() {
					select {
					case <-req.ctx.Done():
					case <-msg.Ctx.Done():
					}
					req.cancellationCtxCancel()
				}()
				// must check if the req is done to prevent deadlock
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					continue
				}
				if msg.IsBroadcastClient {
					// msg.Ctx will correspond to the streamCtx between the client and this server,
					// meaning the ctx will cancel when the client cancels or disconnects.
					msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
				} else {
					msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
				}
				// check size of s.reqs. If too big, then perform necessary cleanup.
				// should only affect the current shard and not the others.
				ctx, cancel := context.WithTimeout(s.ctx, reqTTL)
				//req := &BroadcastRequest{
				req := &BroadcastProcessor{
					ctx:        ctx,
					cancelFunc: cancel,
					// it is important to not buffer the channel. Otherwise,
					// it will cause a deadlock on the receiver. Will
					// happen in this scenario: A msg is queued/buffered but the
					// listening goroutine is stopped. This is because a req is
					// first processed by a shard and then sent to the goroutine.
					// the original sender is only listening on the receive channel
					// and not on the ctx of the request.
					sendChan: make(chan Content),
					// this channel can be buffered because there is no receive
					// channel. The result is simply ignored.
					broadcastChan:         make(chan Msg, sendBuffer),
					started:               time.Now(),
					router:                s.router,
					cancellationCtx:       msg.Ctx,
					cancellationCtxCancel: msg.CancelCtx,
					executionOrder:        s.order,
				}
				s.reqs[msg.BroadcastID] = req
				//go req.handle(s.router, msg.BroadcastID, msg)
				go req.handle(msg)
				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.reqs[msg.BroadcastID]; ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) getStats() shardMetrics {
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 7375�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut sync.RWMutex
	id  int
	//sendChan      chan Content
	//broadcastChan chan Msg
	parentCtx context.Context
	metrics   shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs        map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		shards[i] = &shard{
			id: i,
			//sendChan:      make(chan Content, shardBuffer),
			//broadcastChan: make(chan Msg, shardBuffer),
			parentCtx: ctx,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

func (s *shard) handleMsg(msg *Content) shardResponse {
	//s.metrics.numMsgs++
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor(msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg *Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler.
	select {
	case <-p.ctx.Done():
		p.log("msg: already processed", AlreadyProcessedErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		//s.metrics.droppedMsgs++
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg *Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor(msg.BroadcastID); ok {
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(msg *Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.parentCtx, s.reqTTL)
	//req := &BroadcastRequest{
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(logging.BroadcastID(msg.BroadcastID))
	}
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content, s.sendBuffer),
		broadcastChan:         make(chan *Msg, s.sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		logger:                logger,
	}
	s.reqs[msg.BroadcastID] = req
	go req.handle(msg)
	return req, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 2216�package broadcast

import (
	"log/slog"
	"math/rand"
	"sync"
	"time"
)

type Snowflake struct {
	mut         sync.Mutex
	MachineID   uint64
	SequenceNum uint64
	lastT       uint64
	lastS       uint64
	epoch       time.Time
}

const (
	MaxMachineID       = uint16(1 << 12)
	maxShard           = uint8(1 << 4)
	maxSequenceNum     = uint32(1 << 18)
	bitMaskTimestamp   = uint64((1<<30)-1) << 34
	bitMaskShardID     = uint64((1<<4)-1) << 30
	bitMaskMachineID   = uint64((1<<12)-1) << 18
	bitMaskSequenceNum = uint64((1 << 18) - 1)
	epoch              = "2024-01-01T00:00:00"
)

func NewSnowflake(id uint64) *Snowflake {
	if id < 0 || id >= uint64(MaxMachineID) {
		newID := uint64(rand.Int31n(int32(MaxMachineID)))
		slog.Warn("snowflakeID: provided machienID is higher than max or lower than min. A random ID will be assigned instead.", "max", MaxMachineID, "min", 0, "givenID", id, "assignedID", newID)
		id = newID
	}
	timestamp, _ := time.Parse("2006-01-02T15:04:05", epoch)
	return &Snowflake{
		MachineID:   id,
		SequenceNum: 0,
		epoch:       timestamp,
		//sequenceNum: uint32(maxSequenceNum * rand.Float32()),
	}
}

func (s *Snowflake) NewBroadcastID() uint64 {
	// timestamp: 30 bit -> seconds since 01.01.2024
	// shardID: 4 bit -> 16 different shards
	// machineID: 12 bit -> 4096 clients
	// sequenceNum: 18 bit -> 262 144 messages
start:
	s.mut.Lock()
	timestamp := uint64(time.Since(s.epoch).Seconds())
	l := (s.SequenceNum + 1) % uint64(maxSequenceNum)
	if timestamp-s.lastT <= 0 && l == s.lastS {
		s.mut.Unlock()
		time.Sleep(10 * time.Millisecond)
		goto start
	}
	if timestamp > s.lastT {
		s.lastT = timestamp
		s.lastS = l
	}
	s.SequenceNum = l
	s.mut.Unlock()

	t := (timestamp << 34) & bitMaskTimestamp
	shard := (uint64(rand.Int31n(int32(maxShard))) << 30) & bitMaskShardID
	m := uint64(s.MachineID<<18) & bitMaskMachineID
	n := l & bitMaskSequenceNum
	return t | shard | m | n
}

func DecodeBroadcastID(broadcastID uint64) (uint32, uint16, uint16, uint32) {
	t := (broadcastID & bitMaskTimestamp) >> 34
	shard := (broadcastID & bitMaskShardID) >> 30
	m := (broadcastID & bitMaskMachineID) >> 18
	n := (broadcastID & bitMaskSequenceNum)
	return uint32(t), uint16(shard), uint16(m), uint32(n)
}
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blob 6974�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(logger *slog.Logger, order map[string]int, machineID uint64) *broadcastServer {
	srv := &broadcastServer{
		logger:    logger,
		machineID: machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(logger, createClient, srv.canceler, order)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

func (srv *broadcastServer) addAddr(addr string) {
	srv.propertiesMutex.Lock()
	defer srv.propertiesMutex.Unlock()
	//if srv.addr != "" {
	//return
	//}
	//t := strings.Split(addr, ":")
	//if len(t) < 2 || t[0] == "" || t[0] == "0.0.0.0" {
	//panic(fmt.Sprintf("addr cannot be 0.0.0.0 or empty. got: %s", addr))
	//}
	srv.addr = addr
	h := fnv.New32a()
	_, _ = h.Write([]byte(srv.addr))
	srv.id = h.Sum32()
	srv.manager.AddAddr(srv.id, srv.addr, srv.machineID)
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string)
type DoneHandlerFunc func(broadcastID uint64)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}
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blob 16078�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan *Msg
	sendChan      chan *Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]*Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg *Content) {
	p.log("processor: started", nil, logging.Started(p.started))
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		p.emptyChannels(metadata)
		p.log("processor: stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg *Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg *Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", nil, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg *Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		// we must stop the goroutine if we have received the client req. This can mean that
		// the client no longer accepts replies or has gone offline. In any case, the operation
		// is done.
		return metadata.hasReceivedClientRequest()
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (m *metadata) update(new *Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]*Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg *Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []*Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []*Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg *Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 6727�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

func WithSlogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(serverOpts.logger, serverOpts.executionOrder),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	s.broadcastSrv.addAddr(listener.Addr().String())
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 5117�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	return errors.New("wrong req type")
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	return errors.New("not found")
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			return err
		}
		return client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	return errors.New("not routed")
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

type Msg struct {
	Broadcast    bool
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool
}
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blob 5508�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req any) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	go shard.run(5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		shard.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	shard.sendChan <- clientMsg

	// wait for the request to finish
	time.Sleep(1 * time.Second)
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	shard.sendChan <- msgShouldBeDropped
	select {
	case resp := <-msgShouldBeDropped.ReceiveChan:
		if resp.err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	}

	select {
	case resp := <-clientMsg.ReceiveChan:
		if resp.err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	}
}

func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake(0)
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	go shard.run(5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
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blob 13623�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut sync.RWMutex
	id  int
	//sendChan      chan Content
	//broadcastChan chan Msg
	ctx        context.Context
	cancelFunc context.CancelFunc
	metrics    shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs        map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id: i,
			//sendChan:      make(chan Content, shardBuffer),
			//broadcastChan: make(chan Msg, shardBuffer),
			ctx:        ctx,
			cancelFunc: cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

/*func (s *shard) run(sendBuffer int) {
for {
	select {
	case <-s.ctx.Done():
		// it is possible that GC is running concurrently in another goroutine
		s.mut.Lock()
		s.reqs = nil
		s.mut.Unlock()
		return
	case msg := <-s.sendChan:
		s.metrics.numMsgs++
		if req, ok := s.getProcessor(msg.BroadcastID); ok {
			// must check if the req is done first to prevent
			// unecessarily running the server handler
			select {
			case <-req.ctx.Done():
				s.metrics.droppedMsgs++
				msg.ReceiveChan <- shardResponse{
					err: AlreadyProcessedErr{},
				}
			default:
			}
			if msg.IsCancellation {
				req.cancellationCtxCancel()
				msg.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			if !msg.IsBroadcastClient && !s.preserveOrdering {
				// no need to send it to the broadcast request goroutine.
				// the first request should contain all info needed
				// except for the routing info given in the client req.
				msg.ReceiveChan <- shardResponse{
					err:              nil,
					reqCtx:           req.cancellationCtx,
					enqueueBroadcast: req.enqueueBroadcast,
				}
				continue
			}
			/*if msg.IsBroadcastClient {
				// msg.Ctx will correspond to the streamCtx between the client and this server.
				// We can thus listen to it and signal a cancellation if the client goes offline
				// or cancels the request. We also have to listen to the req.ctx to prevent leaking
				// the goroutine.
				go func() {
					select {
					case <-req.ctx.Done():
					case <-msg.Ctx.Done():
					}
					req.cancellationCtxCancel()
				}()
			}*/
// must check if the req is done to prevent deadlock
/*				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}*/

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) handleMsg(msg Content) shardResponse {
	//s.metrics.numMsgs++
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor2(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor2(s.sendBuffer, msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	/*if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		req.hasReceivedClientReq = true
		// msg.Ctx will correspond to the streamCtx between the client and this server.
		// We can thus listen to it and signal a cancellation if the client goes offline
		// or cancels the request. We also have to listen to the req.ctx to prevent leaking
		// the goroutine.
		go func() {
			select {
			case <-req.ctx.Done():
			case <-msg.Ctx.Done():
			}
			req.cancellationCtxCancel()
		}()
	}*/
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		//s.metrics.droppedMsgs++
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		/*if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			//if !req.sentCancellation {
			//req.sentCancellation = true
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//}
			//req.sendCancellation.Do(func() {
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//})
			return
		}*/
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

/*func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}*/

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

/*func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}*/

func (s *shard) addProcessor2(sendBuffer int, msg Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(slog.Uint64("BroadcastID", msg.BroadcastID))
	}
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		//sendCancellation:      new(sync.Once),
		logger: logger,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	return req, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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commit 318�tree 2788fa604bc4353bf8478cb140a3d4bc20261d57
parent 6e32f9d80b1e11e3823b87a91a67c1822c858e7f
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1717191573 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1717191573 +0200

fix(broadcast): listen addr must be given as an option to broadcast servers
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blob 35814�package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	ordering := false
	skip := 0
	if len(down) > 0 {
		skip = down[0]
		if skip > numSrvs {
			skip = 0
			ordering = true
		}
	}
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		var srv *testServer
		if ordering {
			srv = newtestServer(addr, srvAddrs, i, true)
		} else {
			srv = newtestServer(addr, srvAddrs, i)
		}
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom()))
		}
		cancel()
	}
}

func TestSimpleBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 1000
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 10)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Search(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val})
		cancel()
		// wait until cancel has reaced the servers before asking for the result
		time.Sleep(100 * time.Millisecond)
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvDown(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	// stop one of the servers
	srvs[numSrvs-1].Stop()
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val})
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvFails(t *testing.T) {
	numSrvs := 3
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(100)
	ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
	config.LongRunningTask(ctx, &Request{Value: val})
	cancel()

	// stop one of the servers
	srvs[numSrvs-1].Stop()

	ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCancelOneClientFails(t *testing.T) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}

	val := int64(100)
	go config.LongRunningTask(context.Background(), &Request{Value: val})

	// make sure the request is sent and stop the client
	time.Sleep(100 * time.Millisecond)
	clientCleanup()

	// only want response from the online servers
	config2, clientCleanup2, err2 := newClient(srvAddrs, "127.0.0.1:8081")
	defer clientCleanup2()
	if err2 != nil {
		t.Error(err2)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config2.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCallOrderingSendToOneSrv(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", len(srvAddrs))
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingSendToAllSrvs(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingDoesNotInterfereWithMethodsNotSpecifiedInOrder(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		// BroadcastCall is not specified in the order
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		defer cancel()
		resp, err := config.BroadcastCallForward(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := c.BroadcastCall(ctx, &Request{Value: int64(j)})
				cancel()
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	/*b.Run(fmt.Sprintf("QC_SomeFailing_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			//slog.Warn("client reply", "val", resp.GetResult())
		}
	})*/

	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	// go test -bench=BenchmarkBroadcastOption -benchmem -count=5 -run=^# -benchtime=5x
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	//stop, err := StartTrace("traceprofileBC")
	//if err != nil {
	//b.Error(err)
	//}
	//defer stop()
	//cpuProfile, _ := os.Create("cpuprofileBC")
	//memProfile, _ := os.Create("memprofileBC")
	//runtime.GC()
	//pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
	//pprof.StopCPUProfile()
	//pprof.WriteHeapProfile(memProfile)
	//cpuProfile.Close()
	//memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallManyRequestsAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 50
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		go func(client *Configuration) {
			resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
		wg1.Add(1)
	}
	wg1.Wait()
	time.Sleep(500 * time.Millisecond)

	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			go func(i int) {
				ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
				defer cancel()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i)
			wg.Add(1)
		}
	}
	wg.Wait()
	srvCleanup()
}
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blob 5771�package broadcast

import (
	"context"
	"fmt"
	net "net"
	"sync"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	leader   string
	addr     string
	peers    []string
	lis      net.Listener
	mgr      *Manager
	numMsg   map[string]int
	mu       sync.Mutex
	respChan map[int64]response
}

func newtestServer(addr string, srvAddresses []string, _ int) *testServer {
	// enable profiling
	//go func() {
	//	http.ListenAndServe(fmt.Sprintf(":1000%v", i), nil)
	//}()
	srv := testServer{
		Server:   NewServer(gorums.WithMetrics()),
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.mgr = NewManager(
		gorums.WithPublicKey("server"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mu.Lock()
	defer srv.mu.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mu.Lock()
	defer srv.mu.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mu.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mu.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mu.Lock()
	srv.numMsg["M"]++
	srv.mu.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mu.Lock()
	defer srv.mu.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	// only broadcast to the leader
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mu.Lock()
	defer srv.mu.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mu.Lock()
	defer srv.mu.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}
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blob 705�package gengorums

var broadcastVar = `
{{$callData := use "gorums.CallData" .GenFile}}
`

var broadcastSignature = `func (b *Broadcast) {{.Method.GoName}}(req *{{in .GenFile .Method}}, opts... gorums.BroadcastOption) {`

var broadcastBody = `
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.Broadcast{{.Method.GoName}} instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("{{.Method.Desc.FullName}}", req, b.metadata.BroadcastID, options)
}
`

var broadcastMethod = broadcastVar +
	broadcastSignature + broadcastBody
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				blob 3298�package gorums



				



				import (



								log



								time



				



								github.com/relab/gorums/broadcast



								google.golang.org/grpc



								google.golang.org/grpc/backoff



								google.golang.org/grpc/metadata



				)



				



				type managerOptions struct {



								grpcDialOpts    []grpc.DialOption



								nodeDialTimeout time.Duration



								logger          *log.Logger



								noConnect       bool



								backoff         backoff.Config



								sendBuffer      uint



								metadata        metadata.MD



								perNodeMD       func(uint32) metadata.MD



								publicKey       string



								machineID       uint64



				}



				



				func newManagerOptions() managerOptions {



								return managerOptions{



												backoff:         backoff.DefaultConfig,



												sendBuffer:      100,



												nodeDialTimeout: 50 * time.Millisecond,



												// Provide an illegal machineID to avoid unintentional collisions.



												// 0 is a valid MachineID and should not be used as default.



												machineID: uint64(broadcast.MaxMachineID) + 1,



								}



				}



				



				// ManagerOption provides a way to set different options on a new Manager.



				type ManagerOption func(*managerOptions)



				



				// WithDialTimeout returns a ManagerOption which is used to set the dial



				// context timeout to be used when initially connecting to each node in its pool.



				func WithDialTimeout(timeout time.Duration) ManagerOption {



								return func(o *managerOptions) {



												o.nodeDialTimeout = timeout



								}



				}



				



				// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options



				// the Manager should use when initially connecting to each node in its pool.



				func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {



								return func(o *managerOptions) {



												o.grpcDialOpts = append(o.grpcDialOpts, opts...)



								}



				}



				



				// WithLogger returns a ManagerOption which sets an optional error logger for



				// the Manager.



				func WithLogger(logger *log.Logger) ManagerOption {



								return func(o *managerOptions) {



												o.logger = logger



								}



				}



				



				// WithNoConnect returns a ManagerOption which instructs the Manager not to



				// connect to any of its nodes. Mainly used for testing purposes.



				func WithNoConnect() ManagerOption {



								return func(o *managerOptions) {



												o.noConnect = true



								}



				}



				



				// WithBackoff allows for changing the backoff delays used by Gorums.



				func WithBackoff(backoff backoff.Config) ManagerOption {



								return func(o *managerOptions) {



												o.backoff = backoff



								}



				}



				



				// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.



				// A larger buffer might achieve higher throughput for asynchronous calltypes, but at



				// the cost of latency.



				func WithSendBufferSize(size uint) ManagerOption {



								return func(o *managerOptions) {



												o.sendBuffer = size



								}



				}



				



				// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node



				// when the connection is initially established. This metadata can be retrieved from the



				// server-side method handlers.



				func WithMetadata(md metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.metadata = md



								}



				}



				



				// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each



				// node individually.



				func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.perNodeMD = f



								}



				}



				



				func WithPublicKey(publicKey string) ManagerOption {



								return func(o *managerOptions) {



												o.publicKey = publicKey



								}



				}



				



				func WithMachineID(id uint64) ManagerOption {



								return func(o *managerOptions) {



												o.machineID = id



								}



				}
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commit 284�tree 87b91777f4b055e76d31fb46f6b0ee5ad3c194bf
parent 640472a350afb2558f6e1842570dccc3990999e7
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1717161969 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1717161969 +0200

fix(logging): changed err to correct type
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commit 303�tree 5fb12689b9c4503710f32c8efa4b171b0f5a4d90
parent 40936b498d03dec0c547307dc15f95229686299b
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716419523 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716419523 +0200

refactor(broadcast): made shard more readable and fixed test
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blob 2602�package gorums_test

import (
	"bytes"
	"log/slog"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var (
	nodes   = []string{"127.0.0.1:9080", "127.0.0.1:9081", "127.0.0.1:9082"}
	nodeMap = map[string]uint32{"127.0.0.1:9080": 1, "127.0.0.1:9081": 2, "127.0.0.1:9082": 3, "127.0.0.1:9083": 4}
)

func TestManagerLogging(t *testing.T) {
	var (
		buf bytes.Buffer
	)

	buf.WriteString("\n")
	_ = gorums.NewRawManager(
		gorums.WithNoConnect(),
		gorums.WithLogger(slog.Default()),
	)
	t.Log(buf.String())
}

func TestManagerAddNode(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	_, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	tests := []struct {
		addr string
		id   uint32
		err  string
	}{
		{"127.0.1.1:1234", 1, "config: node 1 (127.0.1.1:1234) already exists"},
		{"127.0.1.1:1234", 5, ""},
		{"127.0.1.1:1234", 6, ""}, // The same addr:port can have different IDs
		{"127.0.1.1:1234", 2, "config: node 2 (127.0.1.1:1234) already exists"},
	}
	for _, test := range tests {
		node, err := gorums.NewRawNodeWithID(test.addr, test.id)
		if err != nil {
			t.Fatal(err)
		}
		err = mgr.AddNode(node)
		if err != nil && err.Error() != test.err {
			t.Errorf("mgr.AddNode(Node(%s, %d)) = %s, expected %s", test.addr, test.id, err.Error(), test.err)
		}
	}
}

// Proto definition in tests/dummy/dummy.proto
type dummySrv struct{}

func (dummySrv) Test(ctx gorums.ServerCtx, _ *dummy.Empty) (resp *dummy.Empty, err error) {
	return nil, nil
}

func TestManagerAddNodeWithConn(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 3, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer()
		dummy.RegisterDummyServer(srv, &dummySrv{})
		return srv
	})
	defer teardown()
	mgr := gorums.NewRawManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	defer mgr.Close()

	_, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(addrs[:2]))
	if err != nil {
		t.Fatal(err)
	}
	if mgr.Size() != len(addrs)-1 {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(addrs)-1)
	}

	node, err := gorums.NewRawNode(addrs[2])
	if err != nil {
		t.Fatal(err)
	}
	err = mgr.AddNode(node)
	if err != nil {
		t.Errorf("mgr.AddNode(%s) = %q, expected %q", addrs[2], err.Error(), "")
	}
	if mgr.Size() != len(addrs) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(addrs))
	}
}
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blob 2258�package broadcast

import (
	"math/rand"
	"sync"
	"time"
)

type Snowflake struct {
	mut         sync.Mutex
	MachineID   uint64
	SequenceNum uint64
	lastT       uint64
	lastS       uint64
	epoch       time.Time
}

const (
	MaxMachineID       = uint16(1 << 12)
	maxShard           = uint8(1 << 4)
	maxSequenceNum     = uint32(1 << 18)
	bitMaskTimestamp   = uint64((1<<30)-1) << 34
	bitMaskShardID     = uint64((1<<4)-1) << 30
	bitMaskMachineID   = uint64((1<<12)-1) << 18
	bitMaskSequenceNum = uint64((1 << 18) - 1)
	epoch              = "2024-01-01T00:00:00"
)

func NewSnowflake(id uint64) *Snowflake {
	if id < 0 || id >= uint64(MaxMachineID) {
		//newID := uint64(rand.Int31n(int32(MaxMachineID)))
		//slog.Warn("snowflakeID: provided machineID is higher than max or lower than min. A random ID will be assigned instead.", "max", MaxMachineID, "min", 0, "givenID", id, "assignedID", newID)
		//id = newID
		id = uint64(rand.Int31n(int32(MaxMachineID)))
	}
	timestamp, _ := time.Parse("2006-01-02T15:04:05", epoch)
	return &Snowflake{
		MachineID:   id,
		SequenceNum: 0,
		epoch:       timestamp,
		//sequenceNum: uint32(maxSequenceNum * rand.Float32()),
	}
}

func (s *Snowflake) NewBroadcastID() uint64 {
	// timestamp: 30 bit -> seconds since 01.01.2024
	// shardID: 4 bit -> 16 different shards
	// machineID: 12 bit -> 4096 clients
	// sequenceNum: 18 bit -> 262 144 messages
start:
	s.mut.Lock()
	timestamp := uint64(time.Since(s.epoch).Seconds())
	l := (s.SequenceNum + 1) % uint64(maxSequenceNum)
	if timestamp-s.lastT <= 0 && l == s.lastS {
		s.mut.Unlock()
		time.Sleep(10 * time.Millisecond)
		goto start
	}
	if timestamp > s.lastT {
		s.lastT = timestamp
		s.lastS = l
	}
	s.SequenceNum = l
	s.mut.Unlock()

	t := (timestamp << 34) & bitMaskTimestamp
	shard := (uint64(rand.Int31n(int32(maxShard))) << 30) & bitMaskShardID
	m := uint64(s.MachineID<<18) & bitMaskMachineID
	n := l & bitMaskSequenceNum
	return t | shard | m | n
}

func DecodeBroadcastID(broadcastID uint64) (uint32, uint16, uint16, uint32) {
	t := (broadcastID & bitMaskTimestamp) >> 34
	shard := (broadcastID & bitMaskShardID) >> 30
	m := (broadcastID & bitMaskMachineID) >> 18
	n := (broadcastID & bitMaskSequenceNum)
	return uint32(t), uint16(shard), uint16(m), uint32(n)
}
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blob 7335�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastRequest{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) {},
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastRequest{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandle2(b *testing.B) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) {}

	b.ResetTimer()
	b.Run("RequestHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       make(chan shardResponse, 1),
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastRequest{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
			}
			go req.handle(router, msg.BroadcastID, msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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commit 288�tree 9e4e1bf3658866c876f461b337c70c242e7dc4af
parent 9ee6295477fe4d95a5c115e0dc6448d0b69d8e34
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716452144 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716452144 +0200

fix(broadcast): prevent backtracking of order
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blob 5538�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req any) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	go shard.run(5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		shard.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	shard.sendChan <- clientMsg

	// wait for the request to finish
	time.Sleep(1 * time.Second)
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	shard.sendChan <- msgShouldBeDropped
	select {
	case resp := <-msgShouldBeDropped.ReceiveChan:
		if resp.err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	}

	select {
	case resp := <-clientMsg.ReceiveChan:
		if resp.err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	}
}

func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	go shard.run(5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
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commit 267�tree 38ce2c7c2c7fee9d1e2ff397e6f1f1c0030ced0b
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committer git stash <git@stash> 1714389685 +0200

index on multiparty: 35d55893 fix(broadcast): set min latency to high number
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blob 5320�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

//type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	shardMut            sync.RWMutex // RW because we often read and very seldom write to the state
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 200
	sendBuffer := 30
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, TTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	//s.debug()
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

/*func (s *BroadcastState) debug() {
	time.Sleep(1 * time.Second)
	for _, shard := range s.shards {
		for _, req := range shard.reqs {
			select {
			case <-req.ctx.Done():
			default:
				slog.Info("req not done", "req", req)
			}
		}
	}
}

/*func (s *BroadcastState) RunShards() {
	return
	//for _, shard := range s.shards {
	//go shard.run(s.sendBuffer)
	//}
}*/

func (s *BroadcastState) reset() {
	s.parentCtxCancelFunc()
	s.mut.Lock()
	s.parentCtx, s.parentCtxCancelFunc = context.WithCancel(context.Background())
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
	shards := createShards(s.parentCtx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	s.mut.Unlock()
	// unlocking because we don't want to end up with a deadlock.
	s.shardMut.Lock()
	s.shards = shards
	s.shardMut.Unlock()
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (s *BroadcastState) getShard(i uint16) *shard {
	s.shardMut.RLock()
	defer s.shardMut.RUnlock()
	return s.shards[i]
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(*Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	ViewNumber        uint64
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(*Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	c.SendFn(resp, err)
	return nil
}
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committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716377149 +0200

refactor(broadcast): refactored broadcast request to processor











MasterLab/example/reliablebroadcast/gorums/.git/objects/3c/3e0b76fe8a8b5d41275abfd00fad1609eae4fd

MasterLab/example/reliablebroadcast/gorums/.git/objects/3c/3e0b76fe8a8b5d41275abfd00fad1609eae4fd


blob 8824�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID           uint64
	router                Router
	broadcastChan         chan Msg
	sendChan              chan Content
	ctx                   context.Context
	cancelFunc            context.CancelFunc
	started               time.Time
	ended                 time.Time
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc // should only be called by the shard
	sentCancellation      bool

	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error)
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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				blob 3297�package gorums



				



				import (



								log



								time



				



								github.com/relab/gorums/broadcast



								google.golang.org/grpc



								google.golang.org/grpc/backoff



								google.golang.org/grpc/metadata



				)



				



				type managerOptions struct {



								grpcDialOpts    []grpc.DialOption



								nodeDialTimeout time.Duration



								logger          *log.Logger



								noConnect       bool



								backoff         backoff.Config



								sendBuffer      uint



								metadata        metadata.MD



								perNodeMD       func(uint32) metadata.MD



								publicKey       string



								machineID       uint64



				}



				



				func newManagerOptions() managerOptions {



								return managerOptions{



												backoff:         backoff.DefaultConfig,



												sendBuffer:      50,



												nodeDialTimeout: 50 * time.Millisecond,



												// Provide an illegal machineID to avoid unintentional collisions.



												// 0 is a valid MachineID and should not be used as default.



												machineID: uint64(broadcast.MaxMachineID) + 1,



								}



				}



				



				// ManagerOption provides a way to set different options on a new Manager.



				type ManagerOption func(*managerOptions)



				



				// WithDialTimeout returns a ManagerOption which is used to set the dial



				// context timeout to be used when initially connecting to each node in its pool.



				func WithDialTimeout(timeout time.Duration) ManagerOption {



								return func(o *managerOptions) {



												o.nodeDialTimeout = timeout



								}



				}



				



				// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options



				// the Manager should use when initially connecting to each node in its pool.



				func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {



								return func(o *managerOptions) {



												o.grpcDialOpts = append(o.grpcDialOpts, opts...)



								}



				}



				



				// WithLogger returns a ManagerOption which sets an optional error logger for



				// the Manager.



				func WithLogger(logger *log.Logger) ManagerOption {



								return func(o *managerOptions) {



												o.logger = logger



								}



				}



				



				// WithNoConnect returns a ManagerOption which instructs the Manager not to



				// connect to any of its nodes. Mainly used for testing purposes.



				func WithNoConnect() ManagerOption {



								return func(o *managerOptions) {



												o.noConnect = true



								}



				}



				



				// WithBackoff allows for changing the backoff delays used by Gorums.



				func WithBackoff(backoff backoff.Config) ManagerOption {



								return func(o *managerOptions) {



												o.backoff = backoff



								}



				}



				



				// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.



				// A larger buffer might achieve higher throughput for asynchronous calltypes, but at



				// the cost of latency.



				func WithSendBufferSize(size uint) ManagerOption {



								return func(o *managerOptions) {



												o.sendBuffer = size



								}



				}



				



				// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node



				// when the connection is initially established. This metadata can be retrieved from the



				// server-side method handlers.



				func WithMetadata(md metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.metadata = md



								}



				}



				



				// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each



				// node individually.



				func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.perNodeMD = f



								}



				}



				



				func WithPublicKey(publicKey string) ManagerOption {



								return func(o *managerOptions) {



												o.publicKey = publicKey



								}



				}



				



				func WithMachineID(id uint64) ManagerOption {



								return func(o *managerOptions) {



												o.machineID = id



								}



				}
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blob 4086�package gorums

import (
	"fmt"
	"log/slog"
	"sync"
	"sync/atomic"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
)

// RawManager maintains a connection pool of nodes on
// which quorum calls can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Manager` struct instead.
type RawManager struct {
	mu        sync.Mutex
	nodes     []*RawNode
	lookup    map[uint32]*RawNode
	closeOnce sync.Once
	logger    *slog.Logger
	opts      managerOptions
	nextMsgID uint64
	snowflake Snowflake
}

// NewRawManager returns a new RawManager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager. This function is meant for internal use.
// You should use the `NewManager` function in the generated code instead.
func NewRawManager(opts ...ManagerOption) *RawManager {
	m := &RawManager{
		lookup: make(map[uint32]*RawNode),
		opts:   newManagerOptions(),
	}
	for _, opt := range opts {
		opt(&m.opts)
	}
	if m.opts.logger != nil {
		m.logger = m.opts.logger.With(slog.Uint64("MachineID", m.opts.machineID))
	}
	m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithDefaultCallOptions(
		grpc.CallContentSubtype(ContentSubtype),
	))
	if m.opts.backoff != backoff.DefaultConfig {
		m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithConnectParams(
			grpc.ConnectParams{Backoff: m.opts.backoff},
		))
	}
	m.log("manager: ready", nil)
	m.snowflake = broadcast.NewSnowflake(m.opts.machineID)
	return m
}

func (m *RawManager) closeNodeConns() {
	for _, node := range m.nodes {
		err := node.close()
		if err != nil {
			m.log("manager: error closing node", err, logging.NodeID, node.ID())
		}
	}
}

// Close closes all node connections and any client streams.
func (m *RawManager) Close() {
	m.closeOnce.Do(func() {
		m.log("manager: closing", nil)
		m.closeNodeConns()
	})
}

// NodeIDs returns the identifier of each available node. IDs are returned in
// the same order as they were provided in the creation of the Manager.
func (m *RawManager) NodeIDs() []uint32 {
	m.mu.Lock()
	defer m.mu.Unlock()
	ids := make([]uint32, 0, len(m.nodes))
	for _, node := range m.nodes {
		ids = append(ids, node.ID())
	}
	return ids
}

// Node returns the node with the given identifier if present.
func (m *RawManager) Node(id uint32) (node *RawNode, found bool) {
	m.mu.Lock()
	defer m.mu.Unlock()
	node, found = m.lookup[id]
	return node, found
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
func (m *RawManager) Nodes() []*RawNode {
	m.mu.Lock()
	defer m.mu.Unlock()
	return m.nodes
}

// Size returns the number of nodes in the Manager.
func (m *RawManager) Size() (nodes int) {
	m.mu.Lock()
	defer m.mu.Unlock()
	return len(m.nodes)
}

// AddNode adds the node to the manager's node pool
// and establishes a connection to the node.
func (m *RawManager) AddNode(node *RawNode) error {
	if _, found := m.Node(node.ID()); found {
		// Node IDs must be unique
		return fmt.Errorf("config: node %d (%s) already exists", node.ID(), node.Address())
	}
	m.log("manager: connecting to node", nil, logging.NodeID, node.id, logging.NodeAddr, node.addr)
	if err := node.connect(m); err != nil {
		m.log("manager: failed to connect to node (retrying later)", err, logging.NodeID, node.id, logging.NodeAddr, node.addr)
	}
	m.mu.Lock()
	defer m.mu.Unlock()
	m.lookup[node.id] = node
	m.nodes = append(m.nodes, node)
	return nil
}

func (m *RawManager) Snowflake() Snowflake {
	return m.snowflake
}

// getMsgID returns a unique message ID.
func (m *RawManager) getMsgID() uint64 {
	return atomic.AddUint64(&m.nextMsgID, 1)
}

func (m *RawManager) log(msg string, err error, args ...any) {
	if m.logger != nil {
		args = append(args, logging.Err, err, logging.Type, "manager")
		if err != nil {
			m.logger.Error(msg, args...)
		} else {
			m.logger.Info(msg, args...)
		}
	}
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/7c/1e42f209bf9377913defa996e592fb90cd9ff0

MasterLab/example/reliablebroadcast/gorums/.git/objects/7c/1e42f209bf9377913defa996e592fb90cd9ff0


commit 297�tree d530bb705174c1a4e92e7d88e96d4028c3af980c
parent 1628a4b54085af54388f4063c15b48fa66531b73
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1717078556 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1717078556 +0200

feat: upgraded to structured logger on mgr and channel
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blob 17003�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"math"
	"math/rand"
	"sync"
	"sync/atomic"
	"time"

	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

var streamDownErr = status.Error(codes.Unavailable, "stream is down")

type request struct {
	ctx       context.Context
	msg       *Message
	opts      callOptions
	numFailed int
}

// waitForSend returns true if the WithNoSendWaiting call option is not set.
func (req request) waitForSend() bool {
	return req.opts.callType != nil && !req.opts.noSendWaiting
}

// relatedToBroadcast returns true if the request is related to a broadcast request.
func (req request) relatedToBroadcast() bool {
	if req.msg.Metadata == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return false
	}
	return true
}

// getLogArgs returns the args given to the structured logger.
func (req request) getLogArgs(c *channel) []slog.Attr {
	// no need to do processing if logging is not enabled
	if c.logger == nil {
		return nil
	}
	args := []slog.Attr{logging.MsgID(req.msg.Metadata.MessageID), logging.Method(req.msg.Metadata.Method), logging.NumFailed(req.numFailed), logging.MaxRetries(c.maxSendRetries)}
	if req.relatedToBroadcast() {
		args = append(args, logging.BroadcastID(req.msg.Metadata.BroadcastMsg.BroadcastID))
	}
	return args
}

type response struct {
	nid uint32
	msg protoreflect.ProtoMessage
	err error
}

type responseRouter struct {
	c         chan<- response
	streaming bool
}

type channel struct {
	sendQ           chan request
	node            *RawNode
	mu              sync.Mutex
	lastError       error
	latency         time.Duration
	backoffCfg      backoff.Config
	rand            *rand.Rand
	gorumsClient    ordering.GorumsClient
	gorumsStream    ordering.Gorums_NodeStreamClient
	streamMut       sync.RWMutex
	dialMut         sync.RWMutex
	streamBroken    atomicFlag
	connEstablished atomicFlag
	parentCtx       context.Context
	streamCtx       context.Context
	cancelStream    context.CancelFunc
	responseRouters map[uint64]responseRouter
	responseMut     sync.Mutex
	maxSendRetries  int // number of times we try to resend a failed msg
	maxConnRetries  int // number of times we try to reconnect to a node
	logger          *slog.Logger
}

// newChannel creates a new channel for the given node and starts the sending goroutine.
//
// Note that we start the sending goroutine even though the
// connection has not yet been established. This is to prevent
// deadlock when invoking a call type, as the goroutine will
// block on the sendQ until a connection has been established.
func newChannel(n *RawNode) *channel {
	var logger *slog.Logger
	if n.mgr.logger != nil {
		logger = n.mgr.logger.With(slog.Uint64("nodeID", uint64(n.ID())), slog.String("nodeAddr", n.Address()))
	}
	c := &channel{
		sendQ:           make(chan request, n.mgr.opts.sendBuffer),
		backoffCfg:      n.mgr.opts.backoff,
		node:            n,
		latency:         -1 * time.Second,
		rand:            rand.New(rand.NewSource(time.Now().UnixNano())),
		responseRouters: make(map[uint64]responseRouter),
		maxSendRetries:  n.mgr.opts.maxSendRetries,
		maxConnRetries:  n.mgr.opts.maxConnRetries,
		logger:          logger,
	}
	// parentCtx controls the channel and is used to shut it down
	c.parentCtx = n.newContext()
	go c.sender()
	return c
}

// newNodeStream creates a stream and starts the receiving goroutine.
//
// Note that the stream could fail even though conn != nil due
// to the non-blocking dial. Hence, we need to try to connect
// to the node before starting the receiving goroutine.
func (c *channel) newNodeStream(conn *grpc.ClientConn) error {
	if conn == nil {
		// no need to proceed if dial failed
		return fmt.Errorf("connection is nil")
	}
	c.streamMut.Lock()
	var err error
	c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
	c.gorumsClient = ordering.NewGorumsClient(conn)
	c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
	c.streamMut.Unlock()
	if err != nil {
		return err
	}
	c.streamBroken.clear()
	// guard against creating multiple receiver goroutines
	if !c.connEstablished.get() {
		// connEstablished indicates dial was successful
		// and that receiver have started
		c.connEstablished.set()
		go c.receiver()
	}
	return nil
}

func (c *channel) cancelPendingMsgs() {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	for msgID, router := range c.responseRouters {
		router.c <- response{nid: c.node.ID(), err: streamDownErr}
		c.log("channel: cancelling pending msg", streamDownErr, slog.LevelError, logging.MsgID(msgID))
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) routeResponse(msgID uint64, resp response) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	if router, ok := c.responseRouters[msgID]; ok {
		router.c <- resp
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) enqueue(req request, responseChan chan<- response, streaming bool) {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) enqueueFast(req request, responseChan chan<- response, streaming bool) bool {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// only enqueue the request on the sendQ if it is available and
	// the node is not closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
	case c.sendQ <- req:
	default:
		return false
	}
	return true
}

func (c *channel) enqueueSlow(req request) {
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) deleteRouter(msgID uint64) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	delete(c.responseRouters, msgID)
}

func (c *channel) sendMsg(req request) (err error) {
	defer func() {
		// While the default is to block the caller until the message has been sent, we
		// can provide the WithNoSendWaiting call option to more quickly unblock the caller.
		// Hence, after sending, we unblock the waiting caller if the call option is not set;
		// that is, waitForSend is true. Conversely, if the call option is set, the call type
		// will not block on the response channel, and the "receiver" goroutine below will
		// eventually clean up the responseRouter map by calling routeResponse.
		if req.waitForSend() {
			// unblock the caller and clean up the responseRouter map
			c.routeResponse(req.msg.Metadata.MessageID, response{})
		}
	}()

	// don't send if context is already cancelled.
	if req.ctx.Err() != nil {
		return req.ctx.Err()
	}

	c.streamMut.RLock()
	defer c.streamMut.RUnlock()

	done := make(chan struct{})

	// This goroutine waits for either 'done' to be closed, or the request context to be cancelled.
	// If the request context was cancelled, we have two possibilities:
	// The stream could be blocked, or the caller could be impatient.
	// We cannot know which is the case, but it seems wiser to cancel the stream as a precaution,
	// because reconnection is quite fast and cheap.
	go func() {
		select {
		case <-done:
			// all is good
		case <-req.ctx.Done():
			// Both channels could be ready at the same time, so we must check 'done' again.
			select {
			case <-done:
				// false alarm
			default:
				// CANCELLING HERE CAN HAVE DESTRUCTIVE EFFECTS!
				// Imagine the client has sent several requests and is waiting
				// for a response on each individual request. Furthermore, let's
				// say the client has sent a message to two different handlers:
				// 		1. A handler that does a lot of work and thus long response times are expected.
				// 		2. A handler that is normally very fast.
				//
				// If the client is impatient and cancels a request sent to a handler in scenario 2,
				// then all requests sent to the handler in scenario 1 will also be cancelled because
				// the stream is taken down.

				// trigger reconnect
				//c.streamMut.Lock()
				//c.cancelStream()
				//c.streamMut.Unlock()
			}
		}
	}()

	err = c.gorumsStream.SendMsg(req.msg)
	if err != nil {
		c.setLastErr(err)
		c.streamBroken.set()
	}

	close(done)

	return err
}

func (c *channel) sender() {
	var req request
	for {
		select {
		case <-c.parentCtx.Done():
			return
		case req = <-c.sendQ:
		}
		// try to connect to the node if previous attempts
		// have failed or if the node has disconnected
		if !c.isConnected() {
			// streamBroken will be set if the reconnection fails
			err := c.connect()
			if err != nil {
				c.setLastErr(err)
				c.streamBroken.set()
			}
		}
		// return error if stream is broken
		if c.streamBroken.get() {
			//c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: streamDownErr})
			go c.retryMsg(req, streamDownErr)
			continue
		}
		// else try to send message
		err := c.sendMsg(req)
		if err != nil {
			// return the error
			//c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: err})
			go c.retryMsg(req, err)
		} else {
			c.log("channel: successfully sent msg", nil, slog.LevelInfo, req.getLogArgs(c)...)
		}
	}
}

func (c *channel) receiver() {
	for {
		resp := newMessage(responseType)
		c.streamMut.RLock()
		var err error
		// the gorumsStream can be nil because this method
		// runs in a goroutine. If the stream goes down after
		// the streamMut is unlocked, then we can have a scenario
		// where the gorumsStream is set to nil in the reconnect
		// method by another goroutine.
		if c.gorumsStream != nil {
			err = c.gorumsStream.RecvMsg(resp)
		} else {
			err = streamDownErr
		}
		if err != nil {
			c.streamBroken.set()
			c.streamMut.RUnlock()
			c.setLastErr(err)
			// we only reach this point when the stream failed AFTER a message
			// was sent and we are waiting for a reply. We thus need to respond
			// with a stream is down error on all pending messages.
			c.cancelPendingMsgs()
			c.log("channel: lost connection", err, slog.LevelError, logging.Reconnect(true))
			// attempt to reconnect indefinitely until the node is closed.
			// This is necessary when streaming is enabled.
			c.reconnect(-1)
		} else {
			c.streamMut.RUnlock()
			err := status.FromProto(resp.Metadata.GetStatus()).Err()
			c.routeResponse(resp.Metadata.MessageID, response{nid: c.node.ID(), msg: resp.Message, err: err})
			if err != nil {
				c.log("channel: got response", err, slog.LevelError, logging.MsgID(resp.Metadata.MessageID), logging.Method(resp.Metadata.Method))
			} else {
				c.log("channel: got response", nil, slog.LevelInfo, logging.MsgID(resp.Metadata.MessageID), logging.Method(resp.Metadata.Method))
			}
		}

		select {
		case <-c.parentCtx.Done():
			return
		default:
		}
	}
}

func (c *channel) connect() error {
	if !c.connEstablished.get() {
		c.dialMut.Lock()
		defer c.dialMut.Unlock()
		// a connection has not yet been established; i.e.,
		// a previous dial attempt could have failed.
		// try dialing again.
		err := c.node.dial()
		if err != nil {
			return err
		}
		err = c.newNodeStream(c.node.conn)
		if err != nil {
			return err
		}
		// return early because streamBroken will be cleared if no error occurs.
		// also works a preemptive measure to a deadlock since dialMut.Unlock()
		// is deferred.
		return nil
	}
	// the node was previously connected but is now disconnected
	if c.streamBroken.get() {
		// try to reconnect only once.
		// Maybe add this as a user option?
		c.reconnect(1)
	}
	return nil
}

type retry float64

func (r retry) exceeds(maxRetries int) bool {
	return r >= retry(maxRetries) && maxRetries > 0
}

// reconnect tries to reconnect to the node using an exponential backoff strategy.
// maxRetries = -1 represents infinite retries.
func (c *channel) reconnect(maxRetries int) {
	select {
	case <-c.parentCtx.Done():
		// no need to try to reconnect if the node is closed.
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		return
	default:
	}
	backoffCfg := c.backoffCfg

	var retries retry
	for {
		var err error
		c.streamMut.Lock()
		// check if stream is already up
		if !c.streamBroken.get() {
			// do nothing because stream is up
			c.streamMut.Unlock()
			return
		}
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
		c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
		if err == nil {
			c.log("channel: restored connection", nil, slog.LevelInfo)
			c.streamBroken.clear()
			c.streamMut.Unlock()
			return
		}
		c.log("channel: reconnection failed", err, slog.LevelWarn, logging.RetryNum(float64(retries)), logging.Reconnect(!(retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries))))
		c.cancelStream()
		c.streamMut.Unlock()
		c.setLastErr(err)
		if retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries) {
			c.streamBroken.set()
			return
		}
		delay := float64(backoffCfg.BaseDelay)
		max := float64(backoffCfg.MaxDelay)
		for r := retries; delay < max && r > 0; r-- {
			delay *= backoffCfg.Multiplier
		}
		delay = math.Min(delay, max)
		delay *= 1 + backoffCfg.Jitter*(rand.Float64()*2-1)
		select {
		case <-time.After(time.Duration(delay)):
			retries++
		case <-c.parentCtx.Done():
			return
		}
	}
}

// This method should always be run in a goroutine. It will
// enqueue a msg if it has previously failed. The message will
// be dropped if it fails more than maxRetries or if the ctx
// is cancelled.
func (c *channel) retryMsg(req request, err error) {
	req.numFailed++
	c.log("channel: failed to send msg", err, slog.LevelError, req.getLogArgs(c)...)
	// c.maxRetries = -1, is the same as infinite retries.
	if req.numFailed > c.maxSendRetries && c.maxSendRetries != -1 {
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("max retries exceeded. err=%e", err)})
		return
	}
	delay := float64(c.backoffCfg.BaseDelay)
	//delay := float64(10 * time.Millisecond)
	max := float64(c.backoffCfg.MaxDelay)
	for r := req.numFailed; delay < max && r > 0; r-- {
		delay *= c.backoffCfg.Multiplier
	}
	delay = math.Min(delay, max)
	delay *= 1 + c.backoffCfg.Jitter*(rand.Float64()*2-1)
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case <-req.ctx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("context cancelled")})
		return
	case <-time.After(time.Duration(delay)):
		// enqueue the request again
	}
	c.enqueueSlow(req)
}

func (c *channel) setLastErr(err error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	c.lastError = err
}

// lastErr returns the last error encountered (if any) when using this channel.
func (c *channel) lastErr() error {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.lastError
}

// channelLatency returns the latency between the client and this channel.
func (c *channel) channelLatency() time.Duration {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.latency
}

// isConnected returns true if the channel has an active connection to the node.
func (c *channel) isConnected() bool {
	// streamBroken.get() is initially false and NodeStream could be down
	// even though node.conn is not nil. Hence, we need connEstablished
	// to make sure a proper connection has been made.
	return c.connEstablished.get() && !c.streamBroken.get()
}

func (c *channel) log(msg string, err error, level slog.Level, args ...slog.Attr) {
	if c.logger != nil {
		args = append(args, logging.Err(err), logging.Type("channel"))
		c.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type atomicFlag struct {
	flag int32
}

func (f *atomicFlag) set()      { atomic.StoreInt32(&f.flag, 1) }
func (f *atomicFlag) get() bool { return atomic.LoadInt32(&f.flag) == 1 }
func (f *atomicFlag) clear()    { atomic.StoreInt32(&f.flag, 0) }
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blob 8178�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the ID given to the manager
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(slog.Uint64("BroadcastID", broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", "cancelled", true)
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", "cancelled", true)
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", "cancelled", false)
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", "cancelled", true)
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", "cancelled", true)
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", "BroadcastID", broadcastID)
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(slog.Uint64("ClientID", serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	mgr := &RawManager{
		opts: managerOptions{
			grpcDialOpts: dialOpts,
		},
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			return node.close()
		},
	}, nil
}
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commit 296�tree c2fcf92193235a5ac9c91e673d68298ed472d134
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feat(logging): provided strong type safety to logging
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blob 7816�package gorums

import (
	"context"
	"fmt"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T RequestTypes, V ResponseTypes](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T RequestTypes, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		ctx.Release()
		req := in.Message.(T)

		var start time.Time
		if srv.broadcastSrv.metrics != nil {
			srv.broadcastSrv.metrics.AddMsg()
			srv.broadcastSrv.metrics.AddGoroutine(in.Metadata.BroadcastMsg.BroadcastID, "handler")
			defer srv.broadcastSrv.metrics.RemoveGoroutine(in.Metadata.BroadcastMsg.BroadcastID, "handler")
			start = time.Now()
			//defer srv.broadcastSrv.metrics.AddReqLatency(time.Now())
		}

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "req", req, "err", err)
			}
			if srv.broadcastSrv.metrics != nil {
				srv.broadcastSrv.metrics.AddDropped(true)
			}
			return
		}
		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished)

		//err := srv.broadcastSrv.state.Process(msg)
		err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			if srv.broadcastSrv.metrics != nil {
				srv.broadcastSrv.metrics.AddDropped(false)
			}
			return
		}

		//ctx.Release()
		broadcastMetadata := newBroadcastMetadata(in.Metadata)
		broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator).(V)
		impl(ctx, req, broadcaster)
		if srv.broadcastSrv.metrics != nil {
			srv.broadcastSrv.metrics.AddProcessed()
			srv.broadcastSrv.metrics.AddReqLatency(start)
		}
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message) {
	addOriginMethod(in.Metadata)
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) {
	return func(resp protoreflect.ProtoMessage, err error) {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		SendMessage(ctx, finished, msg)
	}
}

func addOriginMethod(md *ordering.Metadata) {
	if !md.BroadcastMsg.IsBroadcastClient {
		return
	}
	// keep track of the method called by the user
	md.BroadcastMsg.OriginMethod = md.Method
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID == 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(b func(m BroadcastMetadata, o *BroadcastOrchestrator) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = b
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, opts ...broadcast.BroadcastOptions) {
	//srv.state.ProcessBroadcast(broadcastID, req, method)
	srv.manager.ProcessBroadcast(broadcastID, req, method, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error) {
	//srv.state.ProcessSendToClient(broadcastID, resp, err)
	srv.manager.ProcessSendToClient(broadcastID, resp, err)
}

func (srv *broadcastServer) forwardHandler(req RequestTypes, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := broadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.broadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req RequestTypes, opts ...broadcast.BroadcastOptions) {
	cd := broadcastCallData{
		Message: req,
		Method:  method,
		//BroadcastID:       srv.state.NewBroadcastID(),
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        "server",
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.broadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	//srv.router.AddServerHandler(method, func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
	srv.manager.AddServerHandler(method, func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := broadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.broadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	})
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.router.AddClientHandler(method, handler)
	srv.manager.AddClientHandler(method)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	//srv.broadcastSrv.state.prune()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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fix(broadcast): connections wont be made when not broadcastcall
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fix(broadcast): send cancel is user option on call
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blob 9166�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.SenderAddr = in.Metadata.BroadcastMsg.SenderAddr
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.Cancel(broadcastID, srvAddrs, enqueueBroadcast)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64, enqueueBroadcast EnqueueBroadcast) {
	srv.manager.Done(broadcastID, enqueueBroadcast)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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blob 9292�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(*broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(&msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(*broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.SenderAddr = in.Metadata.BroadcastMsg.SenderAddr
	if msg.SenderAddr == "" && msg.IsBroadcastClient {
		msg.SenderAddr = "client"
	}
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.Cancel(broadcastID, srvAddrs, enqueueBroadcast)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64, enqueueBroadcast EnqueueBroadcast) {
	srv.manager.Done(broadcastID, enqueueBroadcast)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
			SkipSelf:          options.SkipSelf,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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blob 9020�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithListenAddr(addr), gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer(gorums.WithListenAddr(addr))
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
	broadcast.Cancel()
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(5 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 8964�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer()
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
	broadcast.Cancel()
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(5 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 2490�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, options)
}

func (b *Broadcast) MulticastWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastMulticastWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, b.metadata.BroadcastID, options)
}

func (b *Broadcast) BroadcastInternal(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastInternal instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastInternal", req, b.metadata.BroadcastID, options)
}

func (b *Broadcast) BroadcastWithClientHandlerAndBroadcastOption(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastWithClientHandlerAndBroadcastOption instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, b.metadata.BroadcastID, options)
}
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blob 8029�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req msg) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		Ctx:          context.Background(),
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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blob 5293�package broadcast

import (
	"fmt"
	"sync"
	"time"
)

type timingMetric struct {
	Avg time.Duration
	//Median time.Duration
	Min time.Duration
	Max time.Duration
}

type goroutineMetric struct {
	started time.Time
	ended   time.Time
}

type Metrics struct {
	start             time.Time
	TotalNum          uint64
	GoroutinesStarted uint64
	GoroutinesStopped uint64
	Goroutines        map[string]*goroutineMetric
	FinishedReqs      struct {
		Total     uint64
		Succesful uint64
		Failed    uint64
	}
	Processed         uint64
	Dropped           uint64
	Invalid           uint64
	AlreadyProcessed  uint64
	RoundTripLatency  timingMetric
	ReqLatency        timingMetric
	ShardDistribution map[uint32]uint64
	// measures unique number of broadcastIDs processed simultaneounsly
	ConcurrencyDistribution timingMetric
}

type Metric struct {
	mut sync.Mutex
	m   Metrics
}

func NewMetric() *Metric {
	return &Metric{
		m: Metrics{
			start:             time.Now(),
			ShardDistribution: make(map[uint32]uint64, 16),
			Goroutines:        make(map[string]*goroutineMetric, 2000),
			RoundTripLatency: timingMetric{
				Min: 100 * time.Hour,
			},
			ReqLatency: timingMetric{
				Min: 100 * time.Hour,
			},
		},
	}
}

func (m *Metric) Reset() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m = Metrics{
		start:             time.Now(),
		ShardDistribution: make(map[uint32]uint64, 16),
		Goroutines:        make(map[string]*goroutineMetric, 2000),
		RoundTripLatency: timingMetric{
			Min: 100 * time.Hour,
		},
		ReqLatency: timingMetric{
			Min: 100 * time.Hour,
		},
	}
}

func (m Metrics) String() string {
	dur := time.Since(m.start)
	res := "Metrics:"
	res += "\n\t- TotalTime: " + fmt.Sprintf("%v", dur)
	if m.FinishedReqs.Total > 0 {
		res += "\n\t- ReqTime: " + fmt.Sprintf("%v", dur/time.Duration(m.FinishedReqs.Total))
	}
	res += "\n\t- TotalNum: " + fmt.Sprintf("%v", m.TotalNum)
	res += "\n\t- Goroutines started: " + fmt.Sprintf("%v", m.GoroutinesStarted)
	res += "\n\t- Goroutines stopped: " + fmt.Sprintf("%v", m.GoroutinesStopped)
	res += "\n\t- FinishedReqs:"
	res += "\n\t\t- Total: " + fmt.Sprintf("%v", m.FinishedReqs.Total)
	res += "\n\t\t- Successful: " + fmt.Sprintf("%v", m.FinishedReqs.Succesful)
	res += "\n\t\t- Failed: " + fmt.Sprintf("%v", m.FinishedReqs.Failed)
	res += "\n\t- Processed: " + fmt.Sprintf("%v", m.Processed)
	res += "\n\t- Dropped: " + fmt.Sprintf("%v", m.Dropped)
	res += "\n\t\t- Invalid: " + fmt.Sprintf("%v", m.Invalid)
	res += "\n\t\t- AlreadyProcessed: " + fmt.Sprintf("%v", m.AlreadyProcessed)
	res += "\n\t- RoundTripLatency:"
	res += "\n\t\t- Avg: " + fmt.Sprintf("%v", m.RoundTripLatency.Avg)
	res += "\n\t\t- Min: " + fmt.Sprintf("%v", m.RoundTripLatency.Min)
	res += "\n\t\t- Max: " + fmt.Sprintf("%v", m.RoundTripLatency.Max)
	res += "\n\t- ReqLatency:"
	res += "\n\t\t- Avg: " + fmt.Sprintf("%v", m.ReqLatency.Avg)
	res += "\n\t\t- Min: " + fmt.Sprintf("%v", m.ReqLatency.Min)
	res += "\n\t\t- Max: " + fmt.Sprintf("%v", m.ReqLatency.Max)
	res += "\n\t- ShardDistribution: " + fmt.Sprintf("%v", m.ShardDistribution)
	return res
}

func (m *Metric) GetStats() Metrics {
	if m == nil {
		return Metrics{}
	}
	time.Sleep(5 * time.Second)
	m.mut.Lock()
	defer m.mut.Unlock()
	if m.m.Processed > 0 {
		m.m.ReqLatency.Avg /= time.Duration(m.m.Processed)
	}
	if m.m.FinishedReqs.Total > 0 {
		m.m.RoundTripLatency.Avg /= time.Duration(m.m.FinishedReqs.Total)
	}
	return m.m
}

func (m *Metric) AddReqLatency(start time.Time) {
	latency := time.Since(start)
	m.mut.Lock()
	defer m.mut.Unlock()
	if latency > m.m.ReqLatency.Max {
		m.m.ReqLatency.Max = latency
	}
	if latency < m.m.ReqLatency.Min {
		m.m.ReqLatency.Min = latency
	}
	m.m.ReqLatency.Avg += latency
}

func (m *Metric) AddRoundTripLatency(start time.Time) {
	latency := time.Since(start)
	m.mut.Lock()
	defer m.mut.Unlock()
	if latency > m.m.RoundTripLatency.Max {
		m.m.RoundTripLatency.Max = latency
	}
	if latency < m.m.RoundTripLatency.Min {
		m.m.RoundTripLatency.Min = latency
	}
	m.m.RoundTripLatency.Avg += latency
	m.m.FinishedReqs.Total++
}

func (m *Metric) AddFinishedSuccessful() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.FinishedReqs.Succesful = m.m.FinishedReqs.Succesful + 1
}

func (m *Metric) AddFinishedFailed() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.FinishedReqs.Failed++
}

func (m *Metric) AddMsg() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.TotalNum++
}

func (m *Metric) AddGoroutine(broadcastID uint64, name string) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.GoroutinesStarted++
	index := fmt.Sprintf("%s.%v", name, broadcastID)
	m.m.Goroutines[index] = &goroutineMetric{
		started: time.Now(),
	}
}

func (m *Metric) RemoveGoroutine(broadcastID uint64, name string) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.GoroutinesStopped++
	index := fmt.Sprintf("%s.%v", name, broadcastID)
	if g, ok := m.m.Goroutines[index]; ok {
		g.ended = time.Now()
		//} else {
		//panic("what")
	}
}

func (m *Metric) AddDropped(invalid bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.Dropped++
	if invalid {
		m.m.Invalid++
	} else {
		m.m.AlreadyProcessed++
	}
}

func (m *Metric) AddProcessed() {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.Processed++
}

func (m *Metric) AddShardDistribution(i int) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.m.ShardDistribution[uint32(i)]++
}
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blob 46504�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...gorums.ServerOption) error {
	srv := gorums.NewClientServer(lis, opts...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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blob 8964�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer()
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
	broadcast.Cancel()
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(2 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 15747�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method, msg.CurrentMethod, logging.From, msg.SenderAddr)
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method, msg.CurrentMethod, logging.From, msg.SenderAddr)
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		//close(p.broadcastChan)
		//close(p.sendChan)
		p.emptyChannels(metadata)
		p.log("processor stopped", nil, logging.Started, p.started, logging.Ended, p.ended)
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType, bMsg.MsgType.String(), logging.Stopping, false)
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", nil, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", err, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method, new.CurrentMethod, logging.From, new.SenderAddr)
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType, bMsg.MsgType.String(), logging.Stopping, true)
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType, bMsg.MsgType.String(), logging.Stopping, false)
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", nil, logging.MsgType, bMsg.MsgType.String(), logging.Method, bMsg.Method, logging.Stopping, false, logging.IsBroadcastCall, metadata.isBroadcastCall())

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...any) {
	if p.logger != nil {
		args = append(args, logging.Err, err, logging.Type, "broadcast processor")
		if err != nil {
			p.logger.Error(msg, args...)
		} else {
			p.logger.Info(msg, args...)
		}
	}
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.MsgType, bMsg.MsgType.String(), logging.Stopping, true, logging.IsBroadcastCall, metadata.isBroadcastCall())
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.MsgType, bMsg.MsgType.String(), logging.Stopping, false, logging.IsBroadcastCall, metadata.isBroadcastCall())
		return false
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.MsgType, bMsg.MsgType.String(), logging.Stopping, true, logging.IsBroadcastCall, metadata.isBroadcastCall())
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method, msg.CurrentMethod, logging.From, msg.SenderAddr)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 7362�package broadcast

import (
	"context"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

/*type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
return nil
}

type mockRouter struct {
returnError bool
reqType     string
resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}*/

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) {},
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandle1(b *testing.B) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) {}

	b.ResetTimer()
	b.Run("RequestHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       make(chan shardResponse, 1),
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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commit 287�tree 735e681426a7c7cdfeea15e76306c8c190bbc621
parent d8215b39af8af31e8c00dcd309d3f68b775357cf
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716421984 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716421984 +0200

feat(broadcast): added cleanup functionality
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blob 7980�package broadcast

import (
	"context"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

/*type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
return nil
}

type mockRouter struct {
returnError bool
reqType     string
resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}*/

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		Ctx:          context.Background(),
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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				blob 3092�package gorums



				



				import (



								context



				



								github.com/relab/gorums/ordering



								google.golang.org/protobuf/reflect/protoreflect



				)



				



				// BroadcastCallData holds the message, destination nodes, method identifier,



				// and other information necessary to perform the various quorum call types



				// supported by Gorums.



				type BroadcastCallData struct {



								Message           protoreflect.ProtoMessage



								Method            string



								BroadcastID       uint64 // a unique identifier for the current broadcast request



								IsBroadcastClient bool



								SenderAddr        string



								OriginAddr        string



								OriginMethod      string



								ServerAddresses   []string



				}



				



				// checks whether the given address is contained in the given subset



				// of server addresses. Will return true if a subset is not given.



				func (bcd *BroadcastCallData) inSubset(addr string) bool {



								if bcd.ServerAddresses == nil || len(bcd.ServerAddresses) <= 0 {



												return true



								}



								for _, srvAddr := range bcd.ServerAddresses {



												if addr == srvAddr {



																return true



												}



								}



								return false



				}



				



				// BroadcastCall performs a broadcast on the configuration.



				func (c RawConfiguration) BroadcastCall(ctx context.Context, d BroadcastCallData, opts ...CallOption) {



								md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{



												IsBroadcastClient: d.IsBroadcastClient,



												BroadcastID:       d.BroadcastID,



												SenderAddr:        d.SenderAddr,



												OriginAddr:        d.OriginAddr,



												OriginMethod:      d.OriginMethod,



								}}



								o := getCallOptions(E_Broadcast, opts)



				



								var replyChan chan response



								if !o.noSendWaiting {



												replyChan = make(chan response, len(c))



								}



								sentMsgs := 0



								notEnqueued := make([]*RawNode, 0, len(c))



								for _, n := range c {



												// skip nodes not specified in subset



												if !d.inSubset(n.addr) {



																continue



												}



												sentMsgs++



												msg := d.Message



												// do NOT enqueue in a goroutine. This inhibits ordering constraints.



												// the message will only be enqueued if the channel has enough capacity



												// or if the receiver is ready. This prevents a slow node from limiting the



												// enqueueing of messages to other nodes while still ensuring correct



												// ordering of messages.



												//



												// NOTE: the slow path will be invoked even though we buffer the channel. Hence,



												// the enqueueFast will provide a small performance benefit.



												enqueued := n.channel.enqueueFast(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)



												if !enqueued {



																notEnqueued = append(notEnqueued, n)



												}



								}



				



								// it is important to retry the enqueueing for slow nodes. the method



								// will block until the message is enqueued.



								// NOTE: enqueueFast() creates a responseRouter and thus it is not



								// necessary to provide the replyChan to enqueueSlow().



								for _, n := range notEnqueued {



												msg := d.Message



												n.channel.enqueueSlow(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o})



								}



				



								// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.



								if o.noSendWaiting {



												return



								}



				



								// wait until all requests have been sent



								for ; sentMsgs > 0; sentMsgs-- {



												<-replyChan



								}



				}
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blob 372�package broadcast

type BroadcastIDErr struct{}

func (err BroadcastIDErr) Error() string {
	return "wrong broadcastID"
}

type MissingClientReqErr struct{}

func (err MissingClientReqErr) Error() string {
	return "has not received client req yet"
}

type AlreadyProcessedErr struct{}

func (err AlreadyProcessedErr) Error() string {
	return "already processed request"
}
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blob 4159�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"sync"
	"sync/atomic"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
)

// RawManager maintains a connection pool of nodes on
// which quorum calls can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Manager` struct instead.
type RawManager struct {
	mu        sync.Mutex
	nodes     []*RawNode
	lookup    map[uint32]*RawNode
	closeOnce sync.Once
	logger    *slog.Logger
	opts      managerOptions
	nextMsgID uint64
	snowflake Snowflake
}

// NewRawManager returns a new RawManager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager. This function is meant for internal use.
// You should use the `NewManager` function in the generated code instead.
func NewRawManager(opts ...ManagerOption) *RawManager {
	m := &RawManager{
		lookup: make(map[uint32]*RawNode),
		opts:   newManagerOptions(),
	}
	for _, opt := range opts {
		opt(&m.opts)
	}
	if m.opts.logger != nil {
		m.logger = m.opts.logger.With(slog.Uint64("MachineID", m.opts.machineID))
	}
	m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithDefaultCallOptions(
		grpc.CallContentSubtype(ContentSubtype),
	))
	if m.opts.backoff != backoff.DefaultConfig {
		m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithConnectParams(
			grpc.ConnectParams{Backoff: m.opts.backoff},
		))
	}
	m.log("manager: ready", nil)
	m.snowflake = broadcast.NewSnowflake(m.opts.machineID)
	return m
}

func (m *RawManager) closeNodeConns() {
	for _, node := range m.nodes {
		err := node.close()
		if err != nil {
			m.log("manager: error closing node", err, logging.NodeID(node.ID()))
		}
	}
}

// Close closes all node connections and any client streams.
func (m *RawManager) Close() {
	m.closeOnce.Do(func() {
		m.log("manager: closing", nil)
		m.closeNodeConns()
	})
}

// NodeIDs returns the identifier of each available node. IDs are returned in
// the same order as they were provided in the creation of the Manager.
func (m *RawManager) NodeIDs() []uint32 {
	m.mu.Lock()
	defer m.mu.Unlock()
	ids := make([]uint32, 0, len(m.nodes))
	for _, node := range m.nodes {
		ids = append(ids, node.ID())
	}
	return ids
}

// Node returns the node with the given identifier if present.
func (m *RawManager) Node(id uint32) (node *RawNode, found bool) {
	m.mu.Lock()
	defer m.mu.Unlock()
	node, found = m.lookup[id]
	return node, found
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
func (m *RawManager) Nodes() []*RawNode {
	m.mu.Lock()
	defer m.mu.Unlock()
	return m.nodes
}

// Size returns the number of nodes in the Manager.
func (m *RawManager) Size() (nodes int) {
	m.mu.Lock()
	defer m.mu.Unlock()
	return len(m.nodes)
}

// AddNode adds the node to the manager's node pool
// and establishes a connection to the node.
func (m *RawManager) AddNode(node *RawNode) error {
	if _, found := m.Node(node.ID()); found {
		// Node IDs must be unique
		return fmt.Errorf("config: node %d (%s) already exists", node.ID(), node.Address())
	}
	m.log("manager: connecting to node", nil, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	if err := node.connect(m); err != nil {
		m.log("manager: failed to connect to node (retrying later)", err, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	}
	m.mu.Lock()
	defer m.mu.Unlock()
	m.lookup[node.id] = node
	m.nodes = append(m.nodes, node)
	return nil
}

func (m *RawManager) Snowflake() Snowflake {
	return m.snowflake
}

// getMsgID returns a unique message ID.
func (m *RawManager) getMsgID() uint64 {
	return atomic.AddUint64(&m.nextMsgID, 1)
}

func (m *RawManager) log(msg string, err error, args ...slog.Attr) {
	if m.logger != nil {
		args = append(args, logging.Err(err), logging.Type("manager"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		m.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}
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blob 7039�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
}

var defaultServerOptions = serverOptions{
	// Provide an illegal machineID to avoid unintentional collisions.
	// 0 is a valid MachineID and should not be used as default.
	machineID: uint64(broadcast.MaxMachineID) + 1,
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := defaultServerOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(serverOpts.logger, serverOpts.executionOrder, serverOpts.machineID),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	s.broadcastSrv.addAddr(listener.Addr().String())
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 7353�package broadcast

import (
	"context"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

/*type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
return nil
}

type mockRouter struct {
returnError bool
reqType     string
resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}*/

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandle1(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("RequestHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       make(chan shardResponse, 1),
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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				blob 4596�package gorums



				



				import (



								log/slog



								time



				



								github.com/relab/gorums/broadcast



								google.golang.org/grpc



								google.golang.org/grpc/backoff



								google.golang.org/grpc/metadata



				)



				



				type managerOptions struct {



								grpcDialOpts    []grpc.DialOption



								nodeDialTimeout time.Duration



								logger          *slog.Logger



								noConnect       bool



								backoff         backoff.Config



								sendBuffer      uint



								metadata        metadata.MD



								perNodeMD       func(uint32) metadata.MD



								publicKey       string // used when authenticating msgs



								machineID       uint64 // used for generating SnowflakeIDs



								maxSendRetries  int    // number of times we try to resend a failed msg



								maxConnRetries  int    // number of times we try to reconnect (in the background) to a node



				}



				



				func newManagerOptions() managerOptions {



								return managerOptions{



												backoff:         backoff.DefaultConfig,



												sendBuffer:      100,



												nodeDialTimeout: 50 * time.Millisecond,



												// Provide an illegal machineID to avoid unintentional collisions.



												// 0 is a valid MachineID and should not be used as default.



												machineID:      uint64(broadcast.MaxMachineID) + 1,



												maxSendRetries: 0,



												maxConnRetries: -1, // no limit



								}



				}



				



				// ManagerOption provides a way to set different options on a new Manager.



				type ManagerOption func(*managerOptions)



				



				// WithDialTimeout returns a ManagerOption which is used to set the dial



				// context timeout to be used when initially connecting to each node in its pool.



				func WithDialTimeout(timeout time.Duration) ManagerOption {



								return func(o *managerOptions) {



												o.nodeDialTimeout = timeout



								}



				}



				



				// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options



				// the Manager should use when initially connecting to each node in its pool.



				func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {



								return func(o *managerOptions) {



												o.grpcDialOpts = append(o.grpcDialOpts, opts...)



								}



				}



				



				// WithLogger returns a ManagerOption which sets an optional error logger for



				// the Manager.



				func WithLogger(logger *slog.Logger) ManagerOption {



								return func(o *managerOptions) {



												o.logger = logger



								}



				}



				



				// WithNoConnect returns a ManagerOption which instructs the Manager not to



				// connect to any of its nodes. Mainly used for testing purposes.



				func WithNoConnect() ManagerOption {



								return func(o *managerOptions) {



												o.noConnect = true



								}



				}



				



				// WithBackoff allows for changing the backoff delays used by Gorums.



				func WithBackoff(backoff backoff.Config) ManagerOption {



								return func(o *managerOptions) {



												o.backoff = backoff



								}



				}



				



				// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.



				// A larger buffer might achieve higher throughput for asynchronous calltypes, but at



				// the cost of latency.



				func WithSendBufferSize(size uint) ManagerOption {



								return func(o *managerOptions) {



												o.sendBuffer = size



								}



				}



				



				// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node



				// when the connection is initially established. This metadata can be retrieved from the



				// server-side method handlers.



				func WithMetadata(md metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.metadata = md



								}



				}



				



				// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each



				// node individually.



				func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.perNodeMD = f



								}



				}



				



				func WithPublicKey(publicKey string) ManagerOption {



								return func(o *managerOptions) {



												o.publicKey = publicKey



								}



				}



				



				// WithMachineID returns a ManagerOption that allows you to set a unique ID for the client.



				// This ID will be embedded in broadcast request sent from the client, making the requests



				// trackable by the whole cluster. A random ID will be generated if not set. This can cause



				// collisions if there are many clients. MaxID = 4096.



				func WithMachineID(id uint64) ManagerOption {



								return func(o *managerOptions) {



												o.machineID = id



								}



				}



				



				// WithSendRetries returns a ManagerOption that allows you to specify how many times the node



				// will try to send a message. The message will be dropped if it fails to send the message



				// more than the specified number of times.



				func WithSendRetries(maxRetries int) ManagerOption {



								return func(o *managerOptions) {



												o.maxSendRetries = maxRetries



								}



				}



				



				// WithConnRetries returns a ManagerOption that allows you to specify how many times the node



				// will try to reconnect to a node. Default: no limit but it will follow a backoff strategy.



				func WithConnRetries(maxRetries int) ManagerOption {



								return func(o *managerOptions) {



												o.maxConnRetries = maxRetries



								}



				}
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blob 4160�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"sync"
	"sync/atomic"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
)

// RawManager maintains a connection pool of nodes on
// which quorum calls can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Manager` struct instead.
type RawManager struct {
	mu        sync.Mutex
	nodes     []*RawNode
	lookup    map[uint32]*RawNode
	closeOnce sync.Once
	logger    *slog.Logger
	opts      managerOptions
	nextMsgID uint64
	snowflake Snowflake
}

// NewRawManager returns a new RawManager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager. This function is meant for internal use.
// You should use the `NewManager` function in the generated code instead.
func NewRawManager(opts ...ManagerOption) *RawManager {
	m := &RawManager{
		lookup: make(map[uint32]*RawNode),
		opts:   newManagerOptions(),
	}
	for _, opt := range opts {
		opt(&m.opts)
	}
	if m.opts.logger != nil {
		m.logger = m.opts.logger.With(slog.Uint64("MachineID", m.opts.machineID))
	}
	m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithDefaultCallOptions(
		grpc.CallContentSubtype(ContentSubtype),
	))
	if m.opts.backoff != backoff.DefaultConfig {
		m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithConnectParams(
			grpc.ConnectParams{Backoff: m.opts.backoff},
		))
	}
	m.log("manager: ready", nil)
	m.snowflake = broadcast.NewSnowflake(m.opts.machineID)
	return m
}

func (m *RawManager) closeNodeConns() {
	for _, node := range m.nodes {
		err := node.close()
		if err != nil {
			m.log("manager: error closing node", err, logging.NodeID(node.ID()))
		}
	}
}

// Close closes all node connections and any client streams.
func (m *RawManager) Close() {
	m.closeOnce.Do(func() {
		m.log("manager: closing", nil)
		m.closeNodeConns()
	})
}

// NodeIDs returns the identifier of each available node. IDs are returned in
// the same order as they were provided in the creation of the Manager.
func (m *RawManager) NodeIDs() []uint32 {
	m.mu.Lock()
	defer m.mu.Unlock()
	ids := make([]uint32, 0, len(m.nodes))
	for _, node := range m.nodes {
		ids = append(ids, node.ID())
	}
	return ids
}

// Node returns the node with the given identifier if present.
func (m *RawManager) Node(id uint32) (node *RawNode, found bool) {
	m.mu.Lock()
	defer m.mu.Unlock()
	node, found = m.lookup[id]
	return node, found
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
func (m *RawManager) Nodes() []*RawNode {
	m.mu.Lock()
	defer m.mu.Unlock()
	return m.nodes
}

// Size returns the number of nodes in the Manager.
func (m *RawManager) Size() (nodes int) {
	m.mu.Lock()
	defer m.mu.Unlock()
	return len(m.nodes)
}

// AddNode adds the node to the manager's node pool
// and establishes a connection to the node.
func (m *RawManager) AddNode(node *RawNode) error {
	if _, found := m.Node(node.ID()); found {
		// Node IDs must be unique
		return fmt.Errorf("config: node %d (%s) already exists", node.ID(), node.Address())
	}
	m.log("manager: connecting to node", nil, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	if err := node.connect(m); err != nil {
		m.log("manager: failed to connect to node (retrying later)", err, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	}
	m.mu.Lock()
	defer m.mu.Unlock()
	m.lookup[node.id] = node
	m.nodes = append(m.nodes, node)
	return nil
}

func (m *RawManager) Snowflake() Snowflake {
	return m.snowflake
}

// getMsgID returns a unique message ID.
func (m *RawManager) getMsgID() uint64 {
	return atomic.AddUint64(&m.nextMsgID, 1)
}

func (m *RawManager) log(msg string, err error, args ...slog.Attr) {
	if m.logger != nil {
		args = append(args, logging.Err(err), logging.Type("manager"))
		level := slog.LevelError
		if err != nil {
			level = slog.LevelError
		}
		m.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}
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commit 331�tree 19d9c97c5322a44f145d944bf9ea466fead81573
parent 0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716843840 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716843840 +0200

feat(broadcast): changed shard to use locks instead

Also fixed error with cancellations
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blob 5145�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	return errors.New("wrong req type")
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	return errors.New("not found")
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			return err
		}
		return client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	return errors.New("not routed")
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

type Msg struct {
	Broadcast    bool
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool
}
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blob 2275�package dev

import (
	"fmt"

	"github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator) gorums.Broadcaster {
	return &Broadcast{
		orchestrator: o,
		metadata:     m,
		srvAddrs:     make([]string, 0),
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator *gorums.BroadcastOrchestrator
	metadata     gorums.BroadcastMetadata
	srvAddrs     []string
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err)
}

func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID)
}
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blob 3695�package broadcast

import (
	"errors"
	"log/slog"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastManager interface {
	Process(Content) error
	ProcessBroadcast(uint64, protoreflect.ProtoMessage, string, ...BroadcastOptions)
	ProcessSendToClient(uint64, protoreflect.ProtoMessage, error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string)
	AddServerHandler(method string, handler ServerHandler)
	AddClientHandler(method string)
	Close() error
	GetStats() Metrics
}

type broadcastManager struct {
	state   *BroadcastState
	router  *BroadcastRouter
	metrics *Metric
	logger  *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, m *Metric, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error)) BroadcastManager {
	router := NewRouter(logger, m, createClient)
	state := NewState(logger, m)
	for _, shard := range state.shards {
		go shard.run(router, state.reqTTL, state.sendBuffer)
	}
	return &broadcastManager{
		state:   state,
		router:  router,
		logger:  logger,
		metrics: m,
	}
}

func (mgr *broadcastManager) Process(msg Content) error {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan error, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return errors.New("shard is down")
	case err := <-receiveChan:
		return err
	}
}

func (mgr *broadcastManager) ProcessBroadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, opts ...BroadcastOptions) {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *broadcastManager) ProcessSendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *broadcastManager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *broadcastManager) AddAddr(id uint32, addr string) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(addr)
}

func (mgr *broadcastManager) AddServerHandler(method string, handler ServerHandler) {
	mgr.router.serverHandlers[method] = handler
}

func (mgr *broadcastManager) AddClientHandler(method string) {
	// only needs to know whether the handler exists. routing is done
	// client-side using the provided metadata in the request.
	mgr.router.clientHandlers[method] = struct{}{}
}

func (mgr *broadcastManager) Close() error {
	return mgr.state.Close()
}

func (mgr *broadcastManager) GetStats() Metrics {
	time.Sleep(5 * time.Second)
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
		RoundTripLatency: timingMetric{
			Avg: m.avgLifetime,
			Max: m.maxLifetime,
			Min: m.minLifetime,
		},
	}
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/bb/7ef273aed51ee36ebdcc152b3dd333dcbabee9

MasterLab/example/reliablebroadcast/gorums/.git/objects/bb/7ef273aed51ee36ebdcc152b3dd333dcbabee9









MasterLab/example/reliablebroadcast/gorums/.git/objects/22/de5761c9869aa6f7fd244845f96ccbed006ed4

MasterLab/example/reliablebroadcast/gorums/.git/objects/22/de5761c9869aa6f7fd244845f96ccbed006ed4


blob 5041�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 30
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, TTL)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	//s.debug()
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) debug() {
	time.Sleep(1 * time.Second)
	for _, shard := range s.shards {
		for _, req := range shard.reqs {
			select {
			case <-req.ctx.Done():
			default:
				slog.Info("req not done", "req", req)
			}
		}
	}
}

func (s *BroadcastState) RunShards() {
	return
	//for _, shard := range s.shards {
	//go shard.run(s.sendBuffer)
	//}
}

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL)
	s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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blob 5085�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 30
	TTL := 5 * time.Minute
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, TTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	//s.debug()
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) debug() {
	time.Sleep(1 * time.Second)
	for _, shard := range s.shards {
		for _, req := range shard.reqs {
			select {
			case <-req.ctx.Done():
			default:
				slog.Info("req not done", "req", req)
			}
		}
	}
}

func (s *BroadcastState) RunShards() {
	return
	//for _, shard := range s.shards {
	//go shard.run(s.sendBuffer)
	//}
}

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/b9/461a116e797d02be12c71575177490fe0a8b96

MasterLab/example/reliablebroadcast/gorums/.git/objects/b9/461a116e797d02be12c71575177490fe0a8b96


blob 3062�package broadcast

import (
	"errors"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastManager interface {
	Process(Content) error
	ProcessBroadcast(uint64, protoreflect.ProtoMessage, string, ...BroadcastOptions)
	ProcessSendToClient(uint64, protoreflect.ProtoMessage, error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string)
	AddServerHandler(method string, handler ServerHandler)
	AddClientHandler(method string)
	Close() error
}

type broadcastManager struct {
	state   *BroadcastState
	router  *BroadcastRouter
	metrics *Metric
	logger  *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, m *Metric, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error)) BroadcastManager {
	router := NewRouter(logger, m, createClient)
	state := NewState(logger, m)
	for _, shard := range state.shards {
		go shard.run(router, state.reqTTL, state.sendBuffer, state.shardBuffer, m)
	}
	return &broadcastManager{
		state:   state,
		router:  router,
		logger:  logger,
		metrics: m,
	}
}

func (mgr *broadcastManager) Process(msg Content) error {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	receiveChan := make(chan error)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return errors.New("shard is down")
	case err := <-receiveChan:
		return err
	}
}

func (mgr *broadcastManager) ProcessBroadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, opts ...BroadcastOptions) {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *broadcastManager) ProcessSendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *broadcastManager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *broadcastManager) AddAddr(id uint32, addr string) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(addr)
}

func (mgr *broadcastManager) AddServerHandler(method string, handler ServerHandler) {
	mgr.router.serverHandlers[method] = handler
}

func (mgr *broadcastManager) AddClientHandler(method string) {
	mgr.router.clientHandlers[method] = struct{}{}
}

func (mgr *broadcastManager) Close() error {
	return mgr.state.Close()
}
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blob 3660�package broadcast

import (
	"errors"
	"log/slog"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastManager interface {
	Process(Content) error
	ProcessBroadcast(uint64, protoreflect.ProtoMessage, string, ...BroadcastOptions)
	ProcessSendToClient(uint64, protoreflect.ProtoMessage, error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string)
	AddServerHandler(method string, handler ServerHandler)
	AddClientHandler(method string)
	Close() error
	GetStats() Metrics
}

type broadcastManager struct {
	state   *BroadcastState
	router  *BroadcastRouter
	metrics *Metric
	logger  *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, m *Metric, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error)) BroadcastManager {
	router := NewRouter(logger, m, createClient)
	state := NewState(logger, m)
	for _, shard := range state.shards {
		go shard.run(router, state.reqTTL, state.sendBuffer, m)
	}
	return &broadcastManager{
		state:   state,
		router:  router,
		logger:  logger,
		metrics: m,
	}
}

func (mgr *broadcastManager) Process(msg Content) error {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	receiveChan := make(chan error)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return errors.New("shard is down")
	case err := <-receiveChan:
		return err
	}
}

func (mgr *broadcastManager) ProcessBroadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, opts ...BroadcastOptions) {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *broadcastManager) ProcessSendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *broadcastManager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *broadcastManager) AddAddr(id uint32, addr string) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(addr)
}

func (mgr *broadcastManager) AddServerHandler(method string, handler ServerHandler) {
	mgr.router.serverHandlers[method] = handler
}

func (mgr *broadcastManager) AddClientHandler(method string) {
	// only needs to know whether the handler exists. routing is done
	// client-side using the provided metadata in the request.
	mgr.router.clientHandlers[method] = struct{}{}
}

func (mgr *broadcastManager) Close() error {
	return mgr.state.Close()
}

func (mgr *broadcastManager) GetStats() Metrics {
	time.Sleep(5 * time.Second)
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
		RoundTripLatency: timingMetric{
			Avg: m.avgLifetime,
			Max: m.maxLifetime,
			Min: m.minLifetime,
		},
	}
}
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blob 5469�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	return errors.New("wrong req type")
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	return errors.New("not found")
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			return err
		}
		return client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	return errors.New("not routed")
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/d0/4cd2ee9456edb5f9f9ada63c10e3dc43043ace

MasterLab/example/reliablebroadcast/gorums/.git/objects/d0/4cd2ee9456edb5f9f9ada63c10e3dc43043ace









MasterLab/example/reliablebroadcast/gorums/.git/objects/d0/54cfc68a6d7b568d21e046ffed67df670280ce

MasterLab/example/reliablebroadcast/gorums/.git/objects/d0/54cfc68a6d7b568d21e046ffed67df670280ce


blob 6164�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(logger *slog.Logger, order map[string]int) *broadcastServer {
	srv := &broadcastServer{
		logger: logger,
	}
	srv.manager = broadcast.NewBroadcastManager(logger, createClient, srv.canceler, order)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

func (srv *broadcastServer) addAddr(addr string) {
	srv.propertiesMutex.Lock()
	defer srv.propertiesMutex.Unlock()
	//if srv.addr != "" {
	//return
	//}
	//t := strings.Split(addr, ":")
	//if len(t) < 2 || t[0] == "" || t[0] == "0.0.0.0" {
	//panic(fmt.Sprintf("addr cannot be 0.0.0.0 or empty. got: %s", addr))
	//}
	srv.addr = addr
	h := fnv.New32a()
	_, _ = h.Write([]byte(srv.addr))
	srv.id = h.Sum32()
	srv.manager.AddAddr(srv.id, srv.addr)
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string)
type DoneHandlerFunc func(broadcastID uint64)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool   // type of sender, could be: Client or Server
	SenderAddr        string // address of last hop
	OriginAddr        string // address of the origin
	OriginMethod      string // the first method called by the origin
	Method            string // the current method
	Digest            []byte // digest of original message sent by client
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
	}
}
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				blob 4130�package gorums



				



				import (



								log



								time



				



								github.com/relab/gorums/broadcast



								google.golang.org/grpc



								google.golang.org/grpc/backoff



								google.golang.org/grpc/metadata



				)



				



				type managerOptions struct {



								grpcDialOpts    []grpc.DialOption



								nodeDialTimeout time.Duration



								logger          *log.Logger



								noConnect       bool



								backoff         backoff.Config



								sendBuffer      uint



								metadata        metadata.MD



								perNodeMD       func(uint32) metadata.MD



								publicKey       string // used when authenticating msgs



								machineID       uint64 // used for generating SnowflakeIDs



								maxRetries      int    // number of times we try to resend a failed msg



				}



				



				func newManagerOptions() managerOptions {



								return managerOptions{



												backoff:         backoff.DefaultConfig,



												sendBuffer:      100,



												nodeDialTimeout: 50 * time.Millisecond,



												// Provide an illegal machineID to avoid unintentional collisions.



												// 0 is a valid MachineID and should not be used as default.



												machineID:  uint64(broadcast.MaxMachineID) + 1,



												maxRetries: 0,



								}



				}



				



				// ManagerOption provides a way to set different options on a new Manager.



				type ManagerOption func(*managerOptions)



				



				// WithDialTimeout returns a ManagerOption which is used to set the dial



				// context timeout to be used when initially connecting to each node in its pool.



				func WithDialTimeout(timeout time.Duration) ManagerOption {



								return func(o *managerOptions) {



												o.nodeDialTimeout = timeout



								}



				}



				



				// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options



				// the Manager should use when initially connecting to each node in its pool.



				func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {



								return func(o *managerOptions) {



												o.grpcDialOpts = append(o.grpcDialOpts, opts...)



								}



				}



				



				// WithLogger returns a ManagerOption which sets an optional error logger for



				// the Manager.



				func WithLogger(logger *log.Logger) ManagerOption {



								return func(o *managerOptions) {



												o.logger = logger



								}



				}



				



				// WithNoConnect returns a ManagerOption which instructs the Manager not to



				// connect to any of its nodes. Mainly used for testing purposes.



				func WithNoConnect() ManagerOption {



								return func(o *managerOptions) {



												o.noConnect = true



								}



				}



				



				// WithBackoff allows for changing the backoff delays used by Gorums.



				func WithBackoff(backoff backoff.Config) ManagerOption {



								return func(o *managerOptions) {



												o.backoff = backoff



								}



				}



				



				// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.



				// A larger buffer might achieve higher throughput for asynchronous calltypes, but at



				// the cost of latency.



				func WithSendBufferSize(size uint) ManagerOption {



								return func(o *managerOptions) {



												o.sendBuffer = size



								}



				}



				



				// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node



				// when the connection is initially established. This metadata can be retrieved from the



				// server-side method handlers.



				func WithMetadata(md metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.metadata = md



								}



				}



				



				// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each



				// node individually.



				func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {



								return func(o *managerOptions) {



												o.perNodeMD = f



								}



				}



				



				func WithPublicKey(publicKey string) ManagerOption {



								return func(o *managerOptions) {



												o.publicKey = publicKey



								}



				}



				



				// WithMachineID returns a ManagerOption that allows you to set a unique ID for the client.



				// This ID will be embedded in broadcast request sent from the client, making the requests



				// trackable by the whole cluster. A random ID will be generated if not set. This can cause



				// collisions if there are many clients. MaxID = 4096.



				func WithMachineID(id uint64) ManagerOption {



								return func(o *managerOptions) {



												o.machineID = id



								}



				}



				



				// WithRetries returns a ManagerOption that allows you to specify how many times the node



				// will try to send a message. The message will be dropped if it fails to send the message



				// more than the specified number of times.



				func WithRetries(maxRetries int) ManagerOption {



								return func(o *managerOptions) {



												o.maxRetries = maxRetries



								}



				}
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blob 8361�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the ID given to the manager
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(slog.Uint64(logging.BroadcastID, broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", logging.Cancelled, true)
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", logging.Cancelled, true)
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", logging.Cancelled, false)
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", logging.Cancelled, true)
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", logging.Cancelled, true)
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", logging.BroadcastID, broadcastID)
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(slog.Uint64(logging.MachineID, serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	opts := newManagerOptions()
	opts.grpcDialOpts = dialOpts
	mgr := &RawManager{
		opts: opts,
		/*opts: managerOptions{
			grpcDialOpts: dialOpts,
		},*/
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			mgr.Close()
			node.close()
			return nil
		},
	}, nil
}
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commit 278�tree 49a6697125ec8255ada856dc893d25553a04f23b
parent 872ad581ea3232393745a4daceff76e760a1fd5c
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1717189591 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1717189591 +0200

fix(logging): set correct log level
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blob 834�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastOptions struct {
	ServerAddresses      []string
	GossipPercentage     float32
	TTL                  int
	Deadline             time.Time
	OmitUniquenessChecks bool
	SkipSelf             bool
	RelatedToReq         uint64
}

const (
	BroadcastID string = "broadcastID"
	// special origin addr used in creating a broadcast request from a server
	ServerOriginAddr string = "server"
)

type ServerHandler func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options BroadcastOptions, id uint32, addr string)

//type ClientHandler func(broadcastID uint64, req protoreflect.ProtoMessage, cc *grpc.ClientConn, timeout time.Duration, opts ...grpc.CallOption) (any, error)
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blob 728�package broadcast

type BroadcastIDErr struct{}

func (err BroadcastIDErr) Error() string {
	return "wrong broadcastID"
}

type MissingClientReqErr struct{}

func (err MissingClientReqErr) Error() string {
	return "has not received client req yet"
}

type AlreadyProcessedErr struct{}

func (err AlreadyProcessedErr) Error() string {
	return "already processed request"
}

type OutOfOrderErr struct{}

func (err OutOfOrderErr) Error() string {
	return "the message is out of order"
}

type ShardDownErr struct{}

func (err ShardDownErr) Error() string {
	return "the shard is down"
}

type InvalidAddrErr struct {
	addr string
}

func (err InvalidAddrErr) Error() string {
	return "provided addr is invalid. got: " + err.addr
}
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blob 6739�package gorums

import (
	"context"
	"fmt"
	"hash/fnv"
	"net"
	"sort"
	"strconv"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/metadata"
)

const nilAngleString = "<nil>"

// RawNode encapsulates the state of a node on which a remote procedure call
// can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Node` struct instead.
type RawNode struct {
	// Only assigned at creation.
	id            uint32
	addr          string
	conn          *grpc.ClientConn
	cancel        func()
	mgr           *RawManager
	dialMut       sync.Mutex
	connectionMut sync.Mutex

	// the default channel
	channel *channel
}

// NewRawNode returns a new node for the provided address.
func NewRawNode(addr string) (*RawNode, error) {
	tcpAddr, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		return nil, err
	}
	h := fnv.New32a()
	_, _ = h.Write([]byte(tcpAddr.String()))
	return &RawNode{
		id:   h.Sum32(),
		addr: tcpAddr.String(),
	}, nil
}

// NewRawNodeWithID returns a new node for the provided address and id.
func NewRawNodeWithID(addr string, id uint32) (*RawNode, error) {
	tcpAddr, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		return nil, err
	}
	return &RawNode{
		id:   id,
		addr: tcpAddr.String(),
	}, nil
}

// connect to this node and associate it with the manager.
func (n *RawNode) connect(mgr *RawManager) error {
	n.mgr = mgr
	if n.mgr.opts.noConnect {
		return nil
	}
	n.channel = newChannel(n)
	if err := n.channel.connect(); err != nil {
		return nodeError{nodeID: n.id, cause: err}
	}
	return nil
}

// dial the node and close the current connection.
func (n *RawNode) dial() error {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	if n.conn != nil {
		// close the current connection before dialing again.
		n.conn.Close()
	}
	var err error
	ctx, cancel := context.WithTimeout(context.Background(), n.mgr.opts.nodeDialTimeout)
	defer cancel()
	n.conn, err = grpc.DialContext(ctx, n.addr, n.mgr.opts.grpcDialOpts...)
	return err
}

// newContext returns a new context for this node's channel.
// This context is used by the channel implementation to stop
// all goroutines and the NodeStream, when the context is canceled.
//
// This method must be called for each connection to ensure
// fresh contexts. Reusing contexts could result in reusing
// a cancelled context.
func (n *RawNode) newContext() context.Context {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	md := n.mgr.opts.metadata.Copy()
	if n.mgr.opts.perNodeMD != nil {
		md = metadata.Join(md, n.mgr.opts.perNodeMD(n.id))
	}
	//md = metadata.Join(md, metadata.Pairs("publicKey", n.mgr.publicKey))
	if n.cancel != nil {
		// make sure to close any old ctx
		n.cancel()
	}
	var ctx context.Context
	ctx, n.cancel = context.WithCancel(context.Background())
	return metadata.NewOutgoingContext(ctx, md)
}

// close this node.
func (n *RawNode) close() error {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	// important to cancel first to stop goroutines
	n.cancel()
	if n.conn == nil {
		return nil
	}
	if err := n.conn.Close(); err != nil {
		return nodeError{nodeID: n.id, cause: err}
	}
	return nil
}

// ID returns the ID of n.
func (n *RawNode) ID() uint32 {
	if n != nil {
		return n.id
	}
	return 0
}

// Address returns network address of n.
func (n *RawNode) Address() string {
	if n != nil {
		return n.addr
	}
	return nilAngleString
}

// Host returns the network host of n.
func (n *RawNode) Host() string {
	if n == nil {
		return nilAngleString
	}
	host, _, _ := net.SplitHostPort(n.addr)
	return host
}

// Port returns network port of n.
func (n *RawNode) Port() string {
	if n != nil {
		_, port, _ := net.SplitHostPort(n.addr)
		return port
	}
	return nilAngleString
}

func (n *RawNode) String() string {
	if n != nil {
		return fmt.Sprintf("addr: %s", n.addr)
	}
	return nilAngleString
}

// FullString returns a more descriptive string representation of n that
// includes id, network address and latency information.
func (n *RawNode) FullString() string {
	if n != nil {
		return fmt.Sprintf("node %d | addr: %s", n.id, n.addr)
	}
	return nilAngleString
}

// LastErr returns the last error encountered (if any) for this node.
func (n *RawNode) LastErr() error {
	return n.channel.lastErr()
}

// Latency returns the latency between the client and this node.
func (n *RawNode) Latency() time.Duration {
	return n.channel.channelLatency()
}

type lessFunc func(n1, n2 *RawNode) bool

// MultiSorter implements the Sort interface, sorting the nodes within.
type MultiSorter struct {
	nodes []*RawNode
	less  []lessFunc
}

// Sort sorts the argument slice according to the less functions passed to
// OrderedBy.
func (ms *MultiSorter) Sort(nodes []*RawNode) {
	ms.nodes = nodes
	sort.Sort(ms)
}

// OrderedBy returns a Sorter that sorts using the less functions, in order.
// Call its Sort method to sort the data.
func OrderedBy(less ...lessFunc) *MultiSorter {
	return &MultiSorter{
		less: less,
	}
}

// Len is part of sort.Interface.
func (ms *MultiSorter) Len() int {
	return len(ms.nodes)
}

// Swap is part of sort.Interface.
func (ms *MultiSorter) Swap(i, j int) {
	ms.nodes[i], ms.nodes[j] = ms.nodes[j], ms.nodes[i]
}

// Less is part of sort.Interface. It is implemented by looping along the
// less functions until it finds a comparison that is either Less or not
// Less. Note that it can call the less functions twice per call. We
// could change the functions to return -1, 0, 1 and reduce the
// number of calls for greater efficiency: an exercise for the reader.
func (ms *MultiSorter) Less(i, j int) bool {
	p, q := ms.nodes[i], ms.nodes[j]
	// Try all but the last comparison.
	var k int
	for k = 0; k < len(ms.less)-1; k++ {
		less := ms.less[k]
		switch {
		case less(p, q):
			// p < q, so we have a decision.
			return true
		case less(q, p):
			// p > q, so we have a decision.
			return false
		}
		// p == q; try the next comparison.
	}
	// All comparisons to here said "equal", so just return whatever
	// the final comparison reports.
	return ms.less[k](p, q)
}

// ID sorts nodes by their identifier in increasing order.
var ID = func(n1, n2 *RawNode) bool {
	return n1.id < n2.id
}

// Port sorts nodes by their port number in increasing order.
// Warning: This function may be removed in the future.
var Port = func(n1, n2 *RawNode) bool {
	p1, _ := strconv.Atoi(n1.Port())
	p2, _ := strconv.Atoi(n2.Port())
	return p1 < p2
}

// LastNodeError sorts nodes by their LastErr() status in increasing order. A
// node with LastErr() != nil is larger than a node with LastErr() == nil.
var LastNodeError = func(n1, n2 *RawNode) bool {
	if n1.channel.lastErr() != nil && n2.channel.lastErr() == nil {
		return false
	}
	return true
}
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feat(broadcast): added logging to clientserver
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blob 9501�package gorums

import (
	"context"
	"log/slog"
	"net"
	"sync"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()
	//md, _ := metadata.FromIncomingContext(ctx)
	//slog.Error("NodeStream created", "publicKey", md.Get("publicKey"))

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer          uint
	grpcOpts        []grpc.ServerOption
	connectCallback func(context.Context)
	logger          *slog.Logger
	executionOrder  map[string]int
	machineID       uint64
	// this is the address other nodes should connect to. Sometimes, e.g. when
	// running in a docker container it is useful to listen to the loopback
	// address and use forwarding from the host. If not this option is not given,
	// the listen address used on the gRPC listener will be used instead.
	listenAddr string
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

// WithOrder returns a ServerOption which defines the order of execution
// of gRPC methods.
//
// E.g. in PBFT we can specify the order: PrePrepare, Prepare, and Commit.
// Gorums will then make sure to only execute messages in this order.
// The rules are defined as such:
//  1. Messages to the first gRPC method (PrePrepare) will always be executed.
//  2. Messages to gRPC methods not defined in the order will always be executed.
//  3. Messages to gRPC methods appearing later in the order will be cached and executed later.
//  4. Messages to gRPC methods appearing earlier than the current method will be executed immediately.
//     E.g. if current method is Commit, then messages to PrePrepare and Prepare will be accepted.
//  5. The server itself needs to call the next method in the order to progress to the next gRPC method.
//     E.g. by calling broadcast.Prepare().
//  6. If the BroadcastOption ProgressTo() is used, then it will progress to the given gRPC method.
func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

// WithSLogger returns a ServerOption which sets an optional structured logger for
// the Server. This will log internal events regarding broadcast requests. The
// ManagerOption WithLogger() should be used when creating the manager in order
// to log events related to transmission of messages.
func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// WithSrvID sets the MachineID of the broadcast server. This ID is used to
// generate BroadcastIDs. This method should be used if a replica needs to
// initiate a broadcast request.
//
// An example use case is in Paxos:
// The designated leader sends a prepare and receives some promises it has
// never seen before. It thus needs to send accept messages correspondingly.
// These accept messages are not part of any broadcast request and the server
// is thus responsible for the origin of these requests.
func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

// WithListenAddr sets the IP address of the broadcast server which will be used in messages
// sent by the server. The network of the address has to be a TCP network name. Hence,
// net.ResolveTCPAddr() can be used to obtain the net.Addr type of an address.
func WithListenAddr(listenAddr net.Addr) ServerOption {
	return func(o *serverOptions) {
		o.listenAddr = listenAddr.String()
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(&serverOpts),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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blob 2341�package broadcast

import (
	"math/rand"
	"sync"
	"time"
)

type Snowflake struct {
	mut         sync.Mutex
	MachineID   uint64
	SequenceNum uint64
	lastT       uint64
	lastS       uint64
	epoch       time.Time
}

const (
	MaxMachineID       = uint16(1 << 12)
	maxShard           = uint8(1 << 4)
	maxSequenceNum     = uint32(1 << 18)
	bitMaskTimestamp   = uint64((1<<30)-1) << 34
	bitMaskShardID     = uint64((1<<4)-1) << 30
	bitMaskMachineID   = uint64((1<<12)-1) << 18
	bitMaskSequenceNum = uint64((1 << 18) - 1)
	epoch              = "2024-01-01T00:00:00"
)

func Epoch() time.Time {
	timestamp, _ := time.Parse("2006-01-02T15:04:05", epoch)
	return timestamp
}

func NewSnowflake(id uint64) *Snowflake {
	if id < 0 || id >= uint64(MaxMachineID) {
		//newID := uint64(rand.Int31n(int32(MaxMachineID)))
		//slog.Warn("snowflakeID: provided machineID is higher than max or lower than min. A random ID will be assigned instead.", "max", MaxMachineID, "min", 0, "givenID", id, "assignedID", newID)
		//id = newID
		id = uint64(rand.Int31n(int32(MaxMachineID)))
	}
	return &Snowflake{
		MachineID:   id,
		SequenceNum: 0,
		epoch:       Epoch(),
		//sequenceNum: uint32(maxSequenceNum * rand.Float32()),
	}
}

func (s *Snowflake) NewBroadcastID() uint64 {
	// timestamp: 30 bit -> seconds since 01.01.2024
	// shardID: 4 bit -> 16 different shards
	// machineID: 12 bit -> 4096 clients
	// sequenceNum: 18 bit -> 262 144 messages
start:
	s.mut.Lock()
	timestamp := uint64(time.Since(s.epoch).Seconds())
	l := (s.SequenceNum + 1) % uint64(maxSequenceNum)
	if timestamp-s.lastT <= 0 && l == s.lastS {
		s.mut.Unlock()
		time.Sleep(10 * time.Millisecond)
		goto start
	}
	if timestamp > s.lastT {
		s.lastT = timestamp
		s.lastS = l
	}
	s.SequenceNum = l
	s.mut.Unlock()

	t := (timestamp << 34) & bitMaskTimestamp
	shard := (uint64(rand.Int31n(int32(maxShard))) << 30) & bitMaskShardID
	m := uint64(s.MachineID<<18) & bitMaskMachineID
	n := l & bitMaskSequenceNum
	return t | shard | m | n
}

func DecodeBroadcastID(broadcastID uint64) (timestamp uint32, shardID uint16, machineID uint16, sequenceNo uint32) {
	t := (broadcastID & bitMaskTimestamp) >> 34
	shard := (broadcastID & bitMaskShardID) >> 30
	m := (broadcastID & bitMaskMachineID) >> 18
	n := (broadcastID & bitMaskSequenceNum)
	return uint32(t), uint16(shard), uint16(m), uint32(n)
}
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				blob 3232�package gorums



				



				import (



								context



				



								github.com/relab/gorums/ordering



								google.golang.org/protobuf/reflect/protoreflect



				)



				



				// BroadcastCallData holds the message, destination nodes, method identifier,



				// and other information necessary to perform the various quorum call types



				// supported by Gorums.



				type BroadcastCallData struct {



								Message           protoreflect.ProtoMessage



								Method            string



								BroadcastID       uint64 // a unique identifier for the current broadcast request



								IsBroadcastClient bool



								SenderAddr        string



								OriginAddr        string



								OriginMethod      string



								ServerAddresses   []string



								SkipSelf          bool



				}



				



				// checks whether the given address is contained in the given subset



				// of server addresses. Will return true if a subset is not given.



				func (bcd *BroadcastCallData) inSubset(addr string) bool {



								if bcd.ServerAddresses == nil || len(bcd.ServerAddresses) <= 0 {



												return true



								}



								for _, srvAddr := range bcd.ServerAddresses {



												if addr == srvAddr {



																return true



												}



								}



								return false



				}



				



				// BroadcastCall performs a broadcast on the configuration.



				func (c RawConfiguration) BroadcastCall(ctx context.Context, d BroadcastCallData, opts ...CallOption) {



								md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{



												IsBroadcastClient: d.IsBroadcastClient,



												BroadcastID:       d.BroadcastID,



												SenderAddr:        d.SenderAddr,



												OriginAddr:        d.OriginAddr,



												OriginMethod:      d.OriginMethod,



								}}



								o := getCallOptions(E_Broadcast, opts)



				



								var replyChan chan response



								if !o.noSendWaiting {



												replyChan = make(chan response, len(c))



								}



								sentMsgs := 0



								notEnqueued := make([]*RawNode, 0, len(c))



								for _, n := range c {



												if d.SkipSelf && n.Address() == d.SenderAddr {



																// the node will not send the message to itself



																continue



												}



												// skip nodes not specified in subset



												if !d.inSubset(n.addr) {



																continue



												}



												sentMsgs++



												msg := d.Message



												// do NOT enqueue in a goroutine. This inhibits ordering constraints.



												// the message will only be enqueued if the channel has enough capacity



												// or if the receiver is ready. This prevents a slow node from limiting the



												// enqueueing of messages to other nodes while still ensuring correct



												// ordering of messages.



												//



												// NOTE: the slow path will be invoked even though we buffer the channel. Hence,



												// the enqueueFast will provide a small performance benefit.



												enqueued := n.channel.enqueueFast(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)



												if !enqueued {



																notEnqueued = append(notEnqueued, n)



												}



								}



				



								// it is important to retry the enqueueing for slow nodes. the method



								// will block until the message is enqueued.



								// NOTE: enqueueFast() creates a responseRouter and thus it is not



								// necessary to provide the replyChan to enqueueSlow().



								for _, n := range notEnqueued {



												msg := d.Message



												n.channel.enqueueSlow(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o})



								}



				



								// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.



								if o.noSendWaiting {



												return



								}



				



								// wait until all requests have been sent



								for ; sentMsgs > 0; sentMsgs-- {



												<-replyChan



								}



				}
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blob 7332�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastRequest{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp := <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastRequest{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
	}
	go req.handle(router, msg.BroadcastID, msg)

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleRequest(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("RequestHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       make(chan shardResponse, 1),
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastRequest{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
			}
			go req.handle(router, msg.BroadcastID, msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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blob 7149�package gorums

import (
	"context"
	"fmt"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	broadcastID string
	data        protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, QuorumCallData) {
	cd := QuorumCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	doneChan := make(chan protoreflect.ProtoMessage)
	respChan := make(chan protoreflect.ProtoMessage)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			//slog.Info("clientserver: clientCtx done", "resps", len(resps))
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			select {
			case doneChan <- nil:
			case <-clientCtx.Done():
				return
			}
			return
		case resp := <-respChan:
			resps = append(resps, resp)
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
				case <-ctx.Done():
				case <-clientCtx.Done():
				}
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	mgr := &RawManager{
		opts: managerOptions{
			grpcDialOpts: dialOpts,
		},
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			return node.close()
		},
	}, nil
}
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blob 30641�package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	"net/http"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	skip := 0
	if len(down) > 0 {
		skip = down[0]
	}
	go func() {
		http.ListenAndServe("localhost:10001", nil)
	}()
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		srv := newtestServer(addr, srvAddrs, i)
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
	for _, srv := range srvs {
		if srv.GetNumMsgs() != numReqs*numSrvs {
			//t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", numReqs*numSrvs, srv.GetNumMsgs()))
		}
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom()))
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(j)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	/*b.Run(fmt.Sprintf("QC_SomeFailing_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			//slog.Warn("client reply", "val", resp.GetResult())
		}
	})*/

	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	// go test -bench=BenchmarkBroadcastOption -benchmem -count=5 -run=^# -benchtime=5x
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()
	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
	cpuProfile.Close()
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallTenClientsOnlyAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 500
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		go func(client *Configuration) {
			resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
		wg1.Add(1)
	}
	wg1.Wait()
	time.Sleep(1 * time.Second)

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		t.Error(err)
	}
	defer stop()
	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			go func(i int) {
				ctx, cancel := context.WithTimeout(context.Background(), 30*time.Second)
				defer cancel()
				//start := time.Now()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				//fmt.Println(i, "took:", time.Since(start))
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i)
			wg.Add(1)
		}
	}
	wg.Wait()
	srvCleanup()
}

//func TestBroadcastCallTenClientsOnlySync(t *testing.T) {
//srvs, srvAddrs, srvCleanup, err := createSrvs(3)
//if err != nil {
//t.Error(err)
//}

//numClients := 10
//clients := make([]*Configuration, numClients)
//for c := 0; c < numClients; c++ {
//config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
//if err != nil {
//t.Error(err)
//}
//defer clientCleanup()
//clients[c] = config
//}

//fmt.Println("making sure all clients are connected...")
//s := time.Now()
//for _, client := range clients {
//init := 1
//resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
//if err != nil {
//t.Error(err)
//}
//if resp.GetResult() != int64(init) {
//t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
//}
//}
//fmt.Println("total took (sync):", time.Since(s))

//for _, srv := range srvs {
//srv.PrintStats()
//}
//fmt.Println("starting...")
//s = time.Now()
//for r := 0; r < 100; r++ {
//for i, client := range clients {
//ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
//defer cancel()
////start := time.Now()
//resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
////fmt.Println(i, "took:", time.Since(start))
//if err != nil {
//t.Error(err)
//}
//if resp.GetResult() != int64(i) {
//t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
//}
//}
//}
//end := time.Now()
//srvCleanup()
//for _, srv := range srvs {
//srv.PrintStats()
//}
//fmt.Println("total took (async):", end.Sub(s))
//}
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test(broadcast): clients listen on free ports
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blob 4977�package broadcast

import (
	"context"
	"errors"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(Content) (context.Context, func(Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(Msg) error) error
	Cancel(uint64, []string) error
	Done(uint64)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
	GetStats() Metrics
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {
	router := NewRouter(logger, createClient, canceler)
	state := NewState(logger, router, order)
	router.registerState(state)
	state.RunShards()
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

func (mgr *manager) Process(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case resp := <-receiveChan:
		return resp.reqCtx, resp.enqueueBroadcast, resp.err
	}
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}

func (mgr *manager) Done(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}

func (mgr *manager) GetStats() Metrics {
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		Dropped:  m.droppedMsgs,
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
	}
}
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blob 6078�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (srv *clientServerImpl) clientBroadcastWithClientHandler1(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler1(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler1QF), "dev.ZorumsService.BroadcastWithClientHandler1")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandler2(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler2(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler2QF), "dev.ZorumsService.BroadcastWithClientHandler2")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandlerAndBroadcastOptionQF), "dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}
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blob 7074�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	h := fnv.New32a()
	_, _ = h.Write([]byte(serverOpts.listenAddr))
	id := h.Sum32()
	srv := &broadcastServer{
		id:        id,
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder)
	srv.manager.AddAddr(srv.id, serverOpts.listenAddr, srv.machineID)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(*broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func ProgressTo(method string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ProgressTo = method
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}
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blob 7823�package broadcast

import (
	"context"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(*Content) (context.Context, func(*Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(*Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(*Msg) error) error
	Cancel(uint64, []string, func(*Msg) error) error
	Done(uint64, func(*Msg) error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
	GetStats() Metrics
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {
	router := NewRouter(logger, createClient, canceler)
	state := NewState(logger, router, order)
	router.registerState(state)
	//state.RunShards()
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

/*func (mgr *manager) Process2(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case resp := <-receiveChan:
		return resp.reqCtx, resp.enqueueBroadcast, resp.err
	}
}*/

func (mgr *manager) Process(msg *Content) (context.Context, func(*Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(*Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := &Msg{
		//Broadcast:   true,
		MsgType:     BroadcastMsg,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Broadcast2(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(*Msg) error) error {
	msg := &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) SendToClient2(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(*Msg) error) error {
	msg := &Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end:      false, // should NOT stop the request
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Cancel2(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(*Msg) error) {
	msg := &Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end: true, // should stop the request
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		enqueueBroadcast(msg)
		return
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return
}

/*func (mgr *manager) Done2(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}*/

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}

func (mgr *manager) GetStats() Metrics {
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		Dropped:  m.droppedMsgs,
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
	}
}
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blob 5756�package broadcast

import (
	"context"
	"errors"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req msg) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		parentCtx: ctx,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		resp := shard.handleMsg(tt.in)
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.handleBMsg(Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	})

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	resp := shard.handleMsg(clientMsg)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}

	// wait for the request to finish
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	resp = shard.handleMsg(msgShouldBeDropped)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}
	//select {
	//case resp := <-msgShouldBeDropped.ReceiveChan:
	//if resp.err == nil {
	//t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//}
	//case <-time.After(3 * time.Second):
	//t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	//}

	//select {
	//case resp := <-clientMsg.ReceiveChan:
	//	if resp.err == nil {
	//		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//	}
	//case <-time.After(3 * time.Second):
	//	t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	//}
}

/*func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake(0)
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		ctx:        ctx,
		cancelFunc: cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		//		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
*/
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blob 6655�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req msg) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

type msg interface{}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req msg) error {
	if r.addr == "" {
		panic("The listen addr on the broadcast server cannot be empty. Use the WithListenAddr() option when creating the server.")
	}
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID(broadcastID))
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...slog.Attr) {
	if r.logger != nil {
		args = append(args, logging.Err(err), logging.Type("router"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		r.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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blob 7050�package gorums

import (
	"context"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type broadcastServer struct {
	propertiesMutex   sync.Mutex
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func (srv *Server) GetStats() broadcast.Metrics {
	return srv.broadcastSrv.manager.GetStats()
}

func newBroadcastServer(logger *slog.Logger, order map[string]int, machineID uint64) *broadcastServer {
	srv := &broadcastServer{
		logger:    logger,
		machineID: machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(logger, createClient, srv.canceler, order)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

func (srv *broadcastServer) addAddr(addr string) {
	srv.propertiesMutex.Lock()
	defer srv.propertiesMutex.Unlock()
	//if srv.addr != "" {
	//return
	//}
	//t := strings.Split(addr, ":")
	//if len(t) < 2 || t[0] == "" || t[0] == "0.0.0.0" {
	//panic(fmt.Sprintf("addr cannot be 0.0.0.0 or empty. got: %s", addr))
	//}
	srv.addr = addr
	h := fnv.New32a()
	_, _ = h.Write([]byte(srv.addr))
	srv.id = h.Sum32()
	srv.manager.AddAddr(srv.id, srv.addr, srv.machineID)
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Digest            []byte    // digest of original message sent by client
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}
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blob 7799�package broadcast

import (
	"context"
	"log/slog"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(Content) (context.Context, func(Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(Msg) error) error
	Cancel(uint64, []string, func(Msg) error) error
	Done(uint64, func(Msg) error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
	GetStats() Metrics
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {
	router := NewRouter(logger, createClient, canceler)
	state := NewState(logger, router, order)
	router.registerState(state)
	//state.RunShards()
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

/*func (mgr *manager) Process2(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case shard.sendChan <- msg:
	}
	select {
	case <-shard.ctx.Done():
		return nil, nil, errors.New("shard is down")
	case resp := <-receiveChan:
		return resp.reqCtx, resp.enqueueBroadcast, resp.err
	}
}*/

func (mgr *manager) Process(msg Content) (context.Context, func(Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		//Broadcast:   true,
		MsgType:     BroadcastMsg,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Broadcast2(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := Msg{
		Broadcast:   true,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) SendToClient2(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	slog.Info("manager: slow path")
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- msg:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(Msg) error) error {
	msg := Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end:      false, // should NOT stop the request
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return nil
}

/*func (mgr *manager) Cancel2(broadcastID uint64, srvAddrs []string) error {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}:
		return nil
	case <-shard.ctx.Done():
		return ShardDownErr{}
	}
}*/

func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(Msg) error) {
	msg := Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end: true, // should stop the request
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		enqueueBroadcast(msg)
		return
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	shard.handleBMsg(msg)
	return
}

/*func (mgr *manager) Done2(broadcastID uint64) {
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]
	select {
	case shard.broadcastChan <- Msg{
		Cancellation: &cancellation{
			end: true,
		},
		BroadcastID: broadcastID,
	}:
	case <-shard.ctx.Done():
	}
}*/

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}

func (mgr *manager) GetStats() Metrics {
	m := mgr.state.getStats()
	return Metrics{
		TotalNum: uint64(m.totalMsgs),
		Dropped:  m.droppedMsgs,
		FinishedReqs: struct {
			Total     uint64
			Succesful uint64
			Failed    uint64
		}{
			Total:     m.numReqs,
			Succesful: m.finishedReqs,
			Failed:    m.numReqs - m.finishedReqs,
		},
	}
}
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blob 15395�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", "err", OutOfOrderErr{}, "method", msg.CurrentMethod, "from", msg.SenderAddr)
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", "err", nil, "method", msg.CurrentMethod, "from", msg.SenderAddr)
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		//close(p.broadcastChan)
		//close(p.sendChan)
		p.emptyChannels(metadata)
		p.log("processor stopped", "err", nil, "started", p.started, "ended", p.ended)
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", "err", BroadcastIDErr{}, "type", bMsg.MsgType.String(), "stopping", false)
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", "err", BroadcastIDErr{}, "method", new.CurrentMethod, "from", new.SenderAddr)
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", "err", nil, "method", new.CurrentMethod, "from", new.SenderAddr)
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", "err", ClientReqAlreadyReceivedErr{}, "method", new.CurrentMethod, "from", new.SenderAddr)
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
				p.log("msg: received client req", "err", nil, "method", new.CurrentMethod, "from", new.SenderAddr)
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//	slog.Info("receive: late", "err", err, "id", p.broadcastID)
				p.log("msg: late msg", "err", err, "method", new.CurrentMethod, "from", new.SenderAddr)
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", "err", OutOfOrderErr{}, "method", new.CurrentMethod, "from", new.SenderAddr)
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", "err", nil, "method", new.CurrentMethod, "from", new.SenderAddr)
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", "err", nil, "type", bMsg.MsgType.String(), "stopping", true)
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", "err", nil, "type", bMsg.MsgType.String(), "stopping", false)
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", "err", nil, "type", bMsg.MsgType.String(), "stopping", false, "isBroadcastCall", metadata.isBroadcastCall())

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) log(msg string, args ...any) {
	if p.logger != nil {
		p.logger.Debug(msg, args...)
	}
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", "err", nil, "type", bMsg.MsgType.String(), "stopping", true, "isBroadcastCall", metadata.isBroadcastCall())
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", "err", err, "type", bMsg.MsgType.String(), "stopping", false, "isBroadcastCall", metadata.isBroadcastCall())
		return false
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", "err", err, "type", bMsg.MsgType.String(), "stopping", true, "isBroadcastCall", metadata.isBroadcastCall())
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", "err", nil, "method", msg.CurrentMethod, "from", msg.SenderAddr)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}
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blob 3773�package dev

import (
	"fmt"

	"github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}
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blob 3753�package gorums

import (
	"fmt"
	"log"
	"sync"
	"sync/atomic"

	"github.com/relab/gorums/broadcast"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
)

// RawManager maintains a connection pool of nodes on
// which quorum calls can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Manager` struct instead.
type RawManager struct {
	mu        sync.Mutex
	nodes     []*RawNode
	lookup    map[uint32]*RawNode
	closeOnce sync.Once
	logger    *log.Logger
	opts      managerOptions
	nextMsgID uint64
	snowflake Snowflake
}

// NewRawManager returns a new RawManager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager. This function is meant for internal use.
// You should use the `NewManager` function in the generated code instead.
func NewRawManager(opts ...ManagerOption) *RawManager {
	m := &RawManager{
		lookup: make(map[uint32]*RawNode),
		opts:   newManagerOptions(),
	}
	for _, opt := range opts {
		opt(&m.opts)
	}
	if m.opts.logger != nil {
		m.logger = m.opts.logger
	}
	m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithDefaultCallOptions(
		grpc.CallContentSubtype(ContentSubtype),
	))
	if m.opts.backoff != backoff.DefaultConfig {
		m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithConnectParams(
			grpc.ConnectParams{Backoff: m.opts.backoff},
		))
	}
	if m.logger != nil {
		m.logger.Printf("ready")
	}
	m.snowflake = broadcast.NewSnowflake(m.opts.machineID)
	return m
}

func (m *RawManager) closeNodeConns() {
	for _, node := range m.nodes {
		err := node.close()
		if err != nil && m.logger != nil {
			m.logger.Printf("error closing: %v", err)
		}
	}
}

// Close closes all node connections and any client streams.
func (m *RawManager) Close() {
	m.closeOnce.Do(func() {
		if m.logger != nil {
			m.logger.Printf("closing")
		}
		m.closeNodeConns()
	})
}

// NodeIDs returns the identifier of each available node. IDs are returned in
// the same order as they were provided in the creation of the Manager.
func (m *RawManager) NodeIDs() []uint32 {
	m.mu.Lock()
	defer m.mu.Unlock()
	ids := make([]uint32, 0, len(m.nodes))
	for _, node := range m.nodes {
		ids = append(ids, node.ID())
	}
	return ids
}

// Node returns the node with the given identifier if present.
func (m *RawManager) Node(id uint32) (node *RawNode, found bool) {
	m.mu.Lock()
	defer m.mu.Unlock()
	node, found = m.lookup[id]
	return node, found
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
func (m *RawManager) Nodes() []*RawNode {
	m.mu.Lock()
	defer m.mu.Unlock()
	return m.nodes
}

// Size returns the number of nodes in the Manager.
func (m *RawManager) Size() (nodes int) {
	m.mu.Lock()
	defer m.mu.Unlock()
	return len(m.nodes)
}

// AddNode adds the node to the manager's node pool
// and establishes a connection to the node.
func (m *RawManager) AddNode(node *RawNode) error {
	if _, found := m.Node(node.ID()); found {
		// Node IDs must be unique
		return fmt.Errorf("config: node %d (%s) already exists", node.ID(), node.Address())
	}
	if m.logger != nil {
		m.logger.Printf("Connecting to %s with id %d\n", node, node.id)
	}
	if err := node.connect(m); err != nil {
		if m.logger != nil {
			m.logger.Printf("Failed to connect to %s: %v (retrying)", node, err)
		}
	}
	m.mu.Lock()
	defer m.mu.Unlock()
	m.lookup[node.id] = node
	m.nodes = append(m.nodes, node)
	return nil
}

func (m *RawManager) Snowflake() Snowflake {
	return m.snowflake
}

// getMsgID returns a unique message ID.
func (m *RawManager) getMsgID() uint64 {
	return atomic.AddUint64(&m.nextMsgID, 1)
}
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blob 5756�package broadcast

import (
	"context"
	"errors"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req any) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		parentCtx: ctx,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		resp := shard.handleMsg(tt.in)
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.handleBMsg(Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	})

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	resp := shard.handleMsg(clientMsg)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}

	// wait for the request to finish
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	resp = shard.handleMsg(msgShouldBeDropped)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}
	//select {
	//case resp := <-msgShouldBeDropped.ReceiveChan:
	//if resp.err == nil {
	//t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//}
	//case <-time.After(3 * time.Second):
	//t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	//}

	//select {
	//case resp := <-clientMsg.ReceiveChan:
	//	if resp.err == nil {
	//		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	//	}
	//case <-time.After(3 * time.Second):
	//	t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	//}
}

/*func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake(0)
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id: 0,
		//sendChan:      make(chan Content, shardBuffer),
		//broadcastChan: make(chan Msg, shardBuffer),
		ctx:        ctx,
		cancelFunc: cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
		reqTTL: 5 * time.Minute,
	}
	//go shard.run(5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		//		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
*/
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blob 9112�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.Cancel(broadcastID, srvAddrs, enqueueBroadcast)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64, enqueueBroadcast EnqueueBroadcast) {
	srv.manager.Done(broadcastID, enqueueBroadcast)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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commit 299�tree d17ae8ccde7c8231934077a11f4c9fd54330aafb
parent 0c937f71b7677f67330216856ac242a14fa42a49
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716468252 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716468252 +0200

feat(broadcast): added more fields to broadcast metadata
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blob 9044�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID           uint64
	router                Router
	broadcastChan         chan Msg
	sendChan              chan Content
	ctx                   context.Context
	cancelFunc            context.CancelFunc
	started               time.Time
	ended                 time.Time
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc // should only be called by the shard
	sentCancellation      bool

	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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blob 8841�package broadcast

import (
	"context"
	"errors"
	"fmt"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	numMsg         map[string]int
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	err            error
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer()
	}
	srv := testServer{
		Server:   osrv,
		numMsg:   map[string]int{"BC": 0, "QC": 0, "QCB": 0, "QCM": 0, "M": 0, "BI": 0, "B": 0},
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	srv.mgr = NewManager(
		gorums.WithPublicKey("server"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QC"]++
	//slog.Warn("server received broadcast call")
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["QCB"]++
	//slog.Warn("server received quorum call with broadcast")
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.numMsg["QCM"]++
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	//slog.Warn("server received quorum call with broadcast")
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	srv.mut.Lock()
	srv.numMsg["M"]++
	srv.mut.Unlock()
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	srv.numMsg["M"]++
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
	//slog.Warn("server received quorum call with broadcast")
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//md := broadcast.GetMetadata()
	//slog.Warn("server received broadcast call", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	/*broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)*/
	//time.Sleep(1 * time.Millisecond)
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BI"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast intermediate", "srv", srv.addr, "bID", md.BroadcastID)
	//broadcast.SendToClient(&Response{
	//Result: req.Value,
	//}, nil)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["B"]++
	//srv.mu.Unlock()
	///md := broadcast.GetMetadata()
	///slog.Warn("server received broadcast", "srv", srv.addr, "bID", md.BroadcastID)
	//time.Sleep(1 * time.Millisecond)
	//time.Sleep(1 * time.Millisecond)
	broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	if srv.addr != srv.leader {
		broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	//srv.mu.Lock()
	//srv.numMsg["BC"]++
	//srv.mu.Unlock()
	//slog.Warn("server received broadcast call")
	// only broadcast to the leader
	broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	select {
	case <-ctx.Done():
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
	broadcast.Cancel()
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(2 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) GetMsgs() string {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	res := "Srv " + srv.addr
	res += fmt.Sprintf(" -> QC: %d, QCB: %d, QCM: %d, M: %d, BC: %d, BI: %d, B: %d", srv.numMsg["QC"], srv.numMsg["QCB"], srv.numMsg["QCM"], srv.numMsg["M"], srv.numMsg["BC"], srv.numMsg["BI"], srv.numMsg["B"])
	return res
}

func (srv *testServer) GetNumMsgs() int {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.numMsg["BC"] + srv.numMsg["B"] + srv.numMsg["BI"]
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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blob 6463�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, req any) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut               sync.RWMutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler          func(broadcastID uint64, srvAddrs []string)
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	logger            *slog.Logger
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    3 * time.Second,
		logger:         logger,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID, broadcastID)
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID, broadcastID, logging.NodeAddr, addr, logging.Method, method)
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID, broadcastID, logging.NodeAddr, addr, logging.Method, method)
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID, broadcastID, logging.NodeAddr, addr, logging.Method, method)
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID, broadcastID, logging.NodeAddr, addr, logging.Method, method)
	return err
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if addr == "" || addr == ServerOriginAddr {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...any) {
	if r.logger != nil {
		if err != nil {
			args = append(args, logging.Err, err.Error())
			r.logger.Error(msg, args...)
		} else {
			args = append(args, logging.Err, nil)
			r.logger.Info(msg, args...)
		}
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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blob 1144�package broadcast

type BroadcastIDErr struct{}

func (err BroadcastIDErr) Error() string {
	return "wrong broadcastID"
}

type MissingClientReqErr struct{}

func (err MissingClientReqErr) Error() string {
	return "has not received client req yet"
}

type AlreadyProcessedErr struct{}

func (err AlreadyProcessedErr) Error() string {
	return "already processed request"
}

type ReqFinishedErr struct{}

func (err ReqFinishedErr) Error() string {
	return "request has terminated"
}

type ClientReqAlreadyReceivedErr struct{}

func (err ClientReqAlreadyReceivedErr) Error() string {
	return "the client req has already been received. The forward req is thus dropped."
}

type MissingReqErr struct{}

func (err MissingReqErr) Error() string {
	return "a request has not been created yet."
}

type OutOfOrderErr struct{}

func (err OutOfOrderErr) Error() string {
	return "the message is out of order"
}

type ShardDownErr struct{}

func (err ShardDownErr) Error() string {
	return "the shard is down"
}

type InvalidAddrErr struct {
	addr string
}

func (err InvalidAddrErr) Error() string {
	return "provided addr is invalid. got: " + err.addr
}
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blob 8993�package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	// check and update TTL
	// check deadline
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string) {
	srv.manager.Cancel(broadcastID, srvAddrs)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64) {
	srv.manager.Done(broadcastID)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	// drop request if a view change has occured
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
		}
		srv.viewMutex.RLock()
		// drop request if a view change has occured
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	//srv.manager.AddClientHandler(method)
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	// temporarily stop the broadcast server to prevent queueing
	// broadcast messages. Otherwise, beacuse the broadcast queueing
	// method holds a read lock and can thus prevent this method
	// from running.
	// handle all queued broadcast messages before changing the view
	srv.broadcastSrv.viewMutex.Lock()
	// delete all client requests. This resets all broadcast requests.
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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blob 6595�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastRequest struct {
	broadcastChan         chan Msg
	sendChan              chan Content
	ctx                   context.Context
	cancelFunc            context.CancelFunc
	started               time.Time
	ended                 time.Time
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc // should only be called by the shard
	sentCancellation      bool

	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

// func (req *BroadcastRequest) handle(router *BroadcastRouter, broadcastID uint64, msg Content, metrics *Metric) {
func (req *BroadcastRequest) handle(router Router, broadcastID uint64, msg Content) {
	sent := false
	methods := make([]string, 0, 3)
	req.initOrder()
	var respErr error
	var respMsg protoreflect.ProtoMessage
	// connect to client immediately to potentially save some time
	go router.Connect(msg.OriginAddr)
	defer func() {
		req.ended = time.Now()
		req.cancelFunc()
		req.cancellationCtxCancel()
	}()
	for {
		select {
		case <-req.ctx.Done():
			return
		case bMsg := <-req.broadcastChan:
			if broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				// check if msg has already been broadcasted for this method
				if alreadyBroadcasted(methods, bMsg.Method) {
					continue
				}
				router.Send(broadcastID, msg.OriginAddr, msg.OriginMethod, bMsg.Msg)

				methods = append(methods, bMsg.Method)
				req.updateOrder(bMsg.Method)
				req.dispatchOutOfOrderMsgs(req.cancellationCtx)
			} else {
				// BroadcastCall if origin addr is non-empty.
				if msg.isBroadcastCall() {
					go router.Send(broadcastID, msg.OriginAddr, msg.OriginMethod, bMsg.Reply)
					return
				}
				// QuorumCall if origin addr is empty.
				err := msg.send(bMsg.Reply.Response, bMsg.Reply.Err)
				if err != nil {
					// add response if not already done
					if respMsg == nil {
						respMsg = bMsg.Reply.Response
						respErr = bMsg.Reply.Err
						sent = true
					}
					continue
				}
				return
			}
		case new := <-req.sendChan:
			if new.BroadcastID != broadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			if msg.OriginAddr == "" && new.OriginAddr != "" {
				msg.OriginAddr = new.OriginAddr
			}
			if msg.OriginMethod == "" && new.OriginMethod != "" {
				msg.OriginMethod = new.OriginMethod
			}
			if msg.SendFn == nil && new.SendFn != nil {
				msg.SendFn = new.SendFn
				msg.IsBroadcastClient = new.IsBroadcastClient
			}
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if sent && !msg.isBroadcastCall() {
				err := msg.send(respMsg, respErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				return
			}
			if !req.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				req.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           req.cancellationCtx,
				enqueueBroadcast: req.enqueueBroadcast,
			}
		}
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}

func (r *BroadcastRequest) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastRequest) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastRequest) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastRequest) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	r.orderIndex = order
}

func (r *BroadcastRequest) dispatchOutOfOrderMsgs(ctx context.Context) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(ctx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastRequest) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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				blob 4923�package broadcast



				



				import (



								context



								log/slog



				



								google.golang.org/grpc



								google.golang.org/protobuf/reflect/protoreflect



				)



				



				type Manager interface {



								Process(*Content) (context.Context, func(*Msg) error, error)



								Broadcast(uint64, protoreflect.ProtoMessage, string, func(*Msg) error, ...BroadcastOptions) error



								SendToClient(uint64, protoreflect.ProtoMessage, error, func(*Msg) error) error



								Cancel(uint64, []string, func(*Msg) error) error



								Done(uint64, func(*Msg) error)



								NewBroadcastID() uint64



								AddAddr(id uint32, addr string, machineID uint64)



								AddHandler(method string, handler any)



								Close() error



								ResetState()



								GetStats() Metrics



				}



				



				type manager struct {



								state  *BroadcastState



								router *BroadcastRouter



								logger *slog.Logger



				}



				



				func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int) Manager {



								router := NewRouter(logger, createClient, canceler)



								state := NewState(logger, router, order)



								router.registerState(state)



								return &manager{



												state:  state,



												router: router,



												logger: logger,



								}



				}



				



				func (mgr *manager) Process(msg *Content) (context.Context, func(*Msg) error, error) {



								_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)



								shardID = shardID % NumShards



								shard := mgr.state.shards[shardID]



				



								// we only need a single response



								receiveChan := make(chan shardResponse, 1)



								msg.ReceiveChan = receiveChan



								resp := shard.handleMsg(msg)



								return resp.reqCtx, resp.enqueueBroadcast, resp.err



				}



				



				func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(*Msg) error, opts ...BroadcastOptions) error {



								var options BroadcastOptions



								if len(opts) > 0 {



												options = opts[0]



								}



								msg := &Msg{



												MsgType:     BroadcastMsg,



												Msg:         NewMsg(broadcastID, req, method, options),



												Method:      method,



												BroadcastID: broadcastID,



								}



								// fast path: communicate directly with the broadcast request



								if enqueueBroadcast != nil {



												return enqueueBroadcast(msg)



								}



								// slow path: communicate with the shard first



								_, shardID, _, _ := DecodeBroadcastID(broadcastID)



								shardID = shardID % NumShards



								shard := mgr.state.getShard(shardID)



								shard.handleBMsg(msg)



								return nil



				}



				



				func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(*Msg) error) error {



								msg := &Msg{



												MsgType: ReplyMsg,



												Reply: &reply{



																Response: resp,



																Err:      err,



												},



												BroadcastID: broadcastID,



								}



								// fast path: communicate directly with the broadcast request



								if enqueueBroadcast != nil {



												return enqueueBroadcast(msg)



								}



								// slow path: communicate with the shard first



								_, shardID, _, _ := DecodeBroadcastID(broadcastID)



								shardID = shardID % NumShards



								shard := mgr.state.getShard(shardID)



								shard.handleBMsg(msg)



								return nil



				}



				



				func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(*Msg) error) error {



								msg := &Msg{



												MsgType: CancellationMsg,



												Cancellation: &cancellation{



																end:      false, // should NOT stop the request



																srvAddrs: srvAddrs,



												},



												BroadcastID: broadcastID,



								}



								if enqueueBroadcast != nil {



												return enqueueBroadcast(msg)



								}



								_, shardID, _, _ := DecodeBroadcastID(broadcastID)



								shardID = shardID % NumShards



								shard := mgr.state.getShard(shardID)



								shard.handleBMsg(msg)



								return nil



				}



				



				func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(*Msg) error) {



								msg := &Msg{



												MsgType: CancellationMsg,



												Cancellation: &cancellation{



																end: true, // should stop the request



												},



												BroadcastID: broadcastID,



								}



								if enqueueBroadcast != nil {



												enqueueBroadcast(msg)



												return



								}



								_, shardID, _, _ := DecodeBroadcastID(broadcastID)



								shardID = shardID % NumShards



								shard := mgr.state.getShard(shardID)



								shard.handleBMsg(msg)



								return



				}



				



				func (mgr *manager) NewBroadcastID() uint64 {



								return mgr.state.snowflake.NewBroadcastID()



				}



				



				func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {



								mgr.router.id = id



								mgr.router.addr = addr



								mgr.state.snowflake = NewSnowflake(machineID)



				}



				



				func (mgr *manager) AddHandler(method string, handler any) {



								switch h := handler.(type) {



								case ServerHandler:



												mgr.router.serverHandlers[method] = h



								default:



												// only needs to know whether the handler exists. routing is done



												// client-side using the provided metadata in the request.



												mgr.router.clientHandlers[method] = struct{}{}



								}



				}



				



				func (mgr *manager) Close() error {



								return mgr.state.Close()



				}



				



				func (mgr *manager) ResetState() {



								mgr.state.reset()



				}



				



				func (mgr *manager) GetStats() Metrics {



								m := mgr.state.getStats()



								return Metrics{



												TotalNum: uint64(m.totalMsgs),



												Dropped:  m.droppedMsgs,



												FinishedReqs: struct {



																Total     uint64



																Succesful uint64



																Failed    uint64



												}{



																Total:     m.numReqs,



																Succesful: m.finishedReqs,



																Failed:    m.numReqs - m.finishedReqs,



												},



								}



				}
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blob 8002�package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	id         uint64 // should correpond to the ID given to the manager
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	doneChan := make(chan protoreflect.ProtoMessage)
	respChan := make(chan protoreflect.ProtoMessage)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(slog.Uint64("BroadcastID", broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", "cancelled", true)
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", "cancelled", true)
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", "cancelled", false)
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", "cancelled", true)
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", "cancelled", true)
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", "BroadcastID", broadcastID)
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(slog.Uint64("ClientID", serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	mgr := &RawManager{
		opts: managerOptions{
			grpcDialOpts: dialOpts,
		},
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			return node.close()
		},
	}, nil
}
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				blob 2396�package gorums



				



				import (



								fmt



								hash/fnv



								log/slog



								net



								sync



				



								github.com/relab/gorums/broadcast



				)



				



				type broadcastServer struct {



								propertiesMutex   sync.Mutex



								viewMutex         sync.RWMutex



								id                uint32



								addr              string



								view              RawConfiguration



								createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator) Broadcaster



								orchestrator      *BroadcastOrchestrator



								manager           broadcast.BroadcastManager



								logger            *slog.Logger



								metrics           *broadcast.Metric



				}



				



				func (srv *Server) PrintStats() {



								fmt.Println(srv.broadcastSrv.metrics.GetStats())



								srv.broadcastSrv.metrics.Reset()



				}



				



				func (srv *Server) GetStats() broadcast.Metrics {



								//m := srv.broadcastSrv.metrics.GetStats()



								//srv.broadcastSrv.metrics.Reset()



								//return m



								return srv.broadcastSrv.manager.GetStats()



				}



				



				func newBroadcastServer(logger *slog.Logger, withMetrics bool) *broadcastServer {



								var m *broadcast.Metric = nil



								if withMetrics {



												//m = broadcast.NewMetric()



								}



								return &broadcastServer{



												manager: broadcast.NewBroadcastManager(logger, m, createClient),



												logger:  logger,



												metrics: m,



								}



				}



				



				//func newBroadcastServer(logger *slog.Logger, withMetrics bool) *broadcastServer {



				//var m *broadcast.Metric = nil



				//if withMetrics {



				//m = broadcast.NewMetric()



				//}



				//router := broadcast.NewRouter(logger, m, createClient)



				//return &broadcastServer{



				//router:  router,



				//state:   broadcast.NewState(logger, router, m),



				//logger:  logger,



				//metrics: m,



				//}



				//}



				



				func (srv *broadcastServer) stop() {



								//srv.state.Prune()



								srv.manager.Close()



				}



				



				//type BroadcastState interface {



				//Prune() error



				//Process(broadcast.Content) error



				//ProcessBroadcast(uint64, protoreflect.ProtoMessage, string)



				//ProcessSendToClient(uint64, protoreflect.ProtoMessage, error)



				//NewBroadcastID() uint64



				//}



				



				//type BroadcastRouter interface {



				//AddAddr(id uint32, addr string)



				//AddServerHandler(method string, handler broadcast.ServerHandler)



				//AddClientHandler(method string, handler broadcast.ClientHandler)



				//}



				



				type Snowflake interface {



								NewBroadcastID() uint64



				}



				



				func (srv *broadcastServer) addAddr(lis net.Listener) {



								srv.propertiesMutex.Lock()



								defer srv.propertiesMutex.Unlock()



								srv.addr = lis.Addr().String()



								h := fnv.New32a()



								_, _ = h.Write([]byte(srv.addr))



								srv.id = h.Sum32()



								//srv.router.AddAddr(srv.id, srv.addr)



								srv.manager.AddAddr(srv.id, srv.addr)



				}
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blob 2181�package gengorums

var clientServerVar = `
{{$callData := use "gorums.CallData" .GenFile}}
{{$context := use "context.Context" .GenFile}}
{{$fmt := use "fmt.FMT" .GenFile}}
{{$time := use "time.TIME" .GenFile}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
`

var clientServerMethodImpl = `
func (srv *clientServerImpl) client{{.Method.GoName}}(ctx context.Context, resp *{{out .GenFile .Method}}, broadcastID uint64) (*{{out .GenFile .Method}}, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

`

var clientServerImplMethod = `
func (c *Configuration) {{.Method.GoName}}(ctx context.Context, in *{{in .GenFile .Method}}) (resp *{{out .GenFile .Method}}, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout time.Duration
		ok bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.{{.Method.GoName}}QF), "{{.Method.Desc.FullName}}")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		bd := gorums.BroadcastCallData{
			Method:      gorums.Cancellation,
			BroadcastID: broadcastID,
		}
		cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
		defer cancelCancel()
		c.RawConfiguration.BroadcastCall(cancelCtx, bd, gorums.WithNoSendWaiting())
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*{{out .GenFile .Method}})
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}
`

var broadcastCall = clientServerVar + clientServerMethodImpl + clientServerImplMethod
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commit 300�tree fb5613b8ed8ae7413da8e287e9b93458d3ea2ba4
parent f8f71f91822c2e3cc6a971b84461d37f49d66485
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1716459624 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1716459624 +0200

fix(broadcast): all mgrs were assigned the same machineID
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blob 3941�package broadcast

import (
	"log/slog"
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	//slog.Warn("client received reply")
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "val", in.Value, "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	//slog.Warn("client received reply", "resps", len(replies))
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) SearchQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	numCorrect := 0
	for _, resp := range replies {
		if resp.Result == 1 {
			numCorrect++
		}
	}
	if numCorrect == 1 {
		return &Response{Result: 1}, true
	}
	slog.Info("got wrong res", "replies", replies)
	return &Response{Result: 0}, true
}

func (qs *testQSpec) LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		return nil, true
	}
	return nil, false
}

func (qs *testQSpec) GetValQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, reply := range replies {
			// all responses should be cancelled
			if reply.GetResult() != 1 {
				return &Response{Result: 0}, true
			}
		}
		return &Response{Result: 1}, true
	}
	return nil, false
}

func (qs *testQSpec) OrderQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			if resp.GetResult() != 0 {
				return resp, true
			}
		}
		return &Response{
			Result: 0,
		}, true
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithPublicKey("client"),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis, gorums.WithListenAddr(lis.Addr().String()))
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}
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blob 35700�package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	ordering := false
	skip := 0
	if len(down) > 0 {
		skip = down[0]
		if skip > numSrvs {
			skip = 0
			ordering = true
		}
	}
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		var srv *testServer
		if ordering {
			srv = newtestServer(addr, srvAddrs, i, true)
		} else {
			srv = newtestServer(addr, srvAddrs, i)
		}
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom()))
		}
		cancel()
	}
}

func TestSimpleBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 1000
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 10)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Search(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val})
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvDown(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	// stop one of the servers
	srvs[numSrvs-1].Stop()
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		config.LongRunningTask(ctx, &Request{Value: val})
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
		}
	}
}

func TestBroadcastCancelOneSrvFails(t *testing.T) {
	numSrvs := 3
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(100)
	ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
	config.LongRunningTask(ctx, &Request{Value: val})
	cancel()

	// stop one of the servers
	srvs[numSrvs-1].Stop()

	ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCancelOneClientFails(t *testing.T) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}

	val := int64(100)
	go config.LongRunningTask(context.Background(), &Request{Value: val})

	// make sure the request is sent and stop the client
	time.Sleep(100 * time.Millisecond)
	clientCleanup()

	// only want response from the online servers
	config2, clientCleanup2, err2 := newClient(srvAddrs, "127.0.0.1:8081")
	defer clientCleanup2()
	if err2 != nil {
		t.Error(err2)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config2.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 1, resp.GetResult()))
	}
}

func TestBroadcastCallOrderingSendToOneSrv(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", len(srvAddrs))
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingSendToAllSrvs(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		//slog.Info("req", "no", i)
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", 0, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallOrderingDoesNotInterfereWithMethodsNotSpecifiedInOrder(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		// BroadcastCall is not specified in the order
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Error(fmt.Sprintf("resp is wrong, want: %v, got: %v", val, resp.GetResult()))
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		defer cancel()
		resp, err := config.BroadcastCallForward(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
		resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
				resp, err := c.BroadcastCall(ctx, &Request{Value: int64(j)})
				cancel()
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	/*b.Run(fmt.Sprintf("QC_SomeFailing_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			//slog.Warn("client reply", "val", resp.GetResult())
		}
	})*/

	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	// go test -bench=BenchmarkBroadcastOption -benchmem -count=5 -run=^# -benchtime=5x
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	//stop, err := StartTrace("traceprofileBC")
	//if err != nil {
	//b.Error(err)
	//}
	//defer stop()
	//cpuProfile, _ := os.Create("cpuprofileBC")
	//memProfile, _ := os.Create("memprofileBC")
	//runtime.GC()
	//pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
	//pprof.StopCPUProfile()
	//pprof.WriteHeapProfile(memProfile)
	//cpuProfile.Close()
	//memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer stop()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallManyRequestsAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 50
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		go func(client *Configuration) {
			resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
		wg1.Add(1)
	}
	wg1.Wait()
	time.Sleep(500 * time.Millisecond)

	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			go func(i int) {
				ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
				defer cancel()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i)
			wg.Add(1)
		}
	}
	wg.Wait()
	srvCleanup()
}
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blob 9499�// Code generated by protoc-gen-gorums. DO NOT EDIT.
// Source files can be found in: ./cmd/protoc-gen-gorums/dev

package gengorums

// pkgIdentMap maps from package name to one of the package's identifiers.
// These identifiers are used by the Gorums protoc plugin to generate import statements.
var pkgIdentMap = map[string]string{"fmt": "Errorf", "github.com/relab/gorums": "BroadcastMetadata", "google.golang.org/grpc": "Server", "google.golang.org/grpc/encoding": "GetCodec", "google.golang.org/protobuf/reflect/protoreflect": "ProtoMessage", "net": "Listener"}

// reservedIdents holds the set of Gorums reserved identifiers.
// These identifiers cannot be used to define message types in a proto file.
var reservedIdents = []string{"Broadcast", "Configuration", "Manager", "Node", "QuorumSpec", "Server"}

var staticCode = `// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

func (mgr *Manager) AddClientServer(lis net.Listener, opts ...grpc.ServerOption) error {
	srv := gorums.NewClientServer(lis)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

`
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blob 8977�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan Msg
	sendChan      chan Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time

	// handled by shard
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc
	sentCancellation      bool

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}
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blob 5514�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, req any) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
	}
	go shard.run(5*time.Minute, 5)

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		shard.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.broadcastChan <- Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	shard.sendChan <- clientMsg

	// wait for the request to finish
	time.Sleep(1 * time.Second)
	msgShouldBeDropped := Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	shard.sendChan <- msgShouldBeDropped
	select {
	case resp := <-msgShouldBeDropped.ReceiveChan:
		if resp.err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to NOT buffering the receiveChan on the message.")
	}

	select {
	case resp := <-clientMsg.ReceiveChan:
		if resp.err == nil {
			t.Fatalf("the request should have been stopped. SendToClient has been called.")
		}
	case <-time.After(3 * time.Second):
		t.Fatalf("a deadlock has most probably occured due to buffering the sendChan on a request and not cleaning up afterwards.")
	}
}

func BenchmarkShard(b *testing.B) {
	snowflake := NewSnowflake("127.0.0.1:8080")
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:            0,
		sendChan:      make(chan Content, shardBuffer),
		broadcastChan: make(chan Msg, shardBuffer),
		ctx:           ctx,
		cancelFunc:    cancel,
		//reqs:          make(map[uint64]*BroadcastRequest, shardBuffer),
		reqs:   make(map[uint64]*BroadcastProcessor, shardBuffer),
		router: router,
	}
	go shard.run(5*time.Minute, 5)

	originMethod := "test"
	originAddr := "127.0.0.1:8080"
	msgs := make([]Content, 10)
	for i := 0; i < 10; i++ {
		msg := Content{
			BroadcastID:       snowflake.NewBroadcastID(),
			IsBroadcastClient: false,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ReceiveChan:       make(chan shardResponse, 1),
			Ctx:               context.Background(),
		}
		msgs[i] = msg
		shard.sendChan <- msg
		<-msg.ReceiveChan
	}
	//resp := Msg{
	//Reply: &reply{
	//Response: mockResp{},
	//Err:      nil,
	//},
	//BroadcastID: broadcastID,
	//}

	b.ResetTimer()
	b.Run("run", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var msg Content
			// every 5 msgs is a new broadcast request
			if i%5 == 0 {
				msg = Content{
					BroadcastID:       snowflake.NewBroadcastID(),
					IsBroadcastClient: true,
					OriginAddr:        originAddr,
					OriginMethod:      originMethod,
					ReceiveChan:       make(chan shardResponse, 1),
					Ctx:               context.Background(),
				}
			} else {
				msg = msgs[i%10]
			}

			shard.sendChan <- msg
			<-msg.ReceiveChan
		}
	})
	b.StopTimer()
	shard.Close()
}
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blob 8029�package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := Content{
		Ctx:          context.Background(),
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  Content
		out error
	}{
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan Content),
		broadcastChan:         make(chan Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.handle(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
			}

			cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
			ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
			req := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan Content),
				broadcastChan:         make(chan Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go req.handle(msg)

			req.broadcastChan <- resp

			<-req.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/2d/4304a97854b9840bcf71b5a7bcb5298500556d

MasterLab/example/reliablebroadcast/gorums/.git/objects/2d/4304a97854b9840bcf71b5a7bcb5298500556d


blob 4408�package gorums

import (
	"context"
	"strings"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

const (
	BroadcastID string = "broadcastID"
)

type RequestTypes interface {
	ProtoReflect() protoreflect.Message
}

type ResponseTypes interface {
	ProtoReflect() protoreflect.Message
}

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, options ...broadcast.BroadcastOptions)
type BroadcastForwardHandlerFunc func(req RequestTypes, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req RequestTypes, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error)

type defaultImplementationFunc[T RequestTypes, V ResponseTypes] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T RequestTypes, V Broadcaster] func(ServerCtx, T, V)

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

func WithGossip(percentage float32, ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.GossipPercentage = percentage
		b.TTL = ttl
	}
}

func WithTTL(ttl int) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.TTL = ttl
	}
}

func WithDeadline(deadline time.Time) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.Deadline = deadline
	}
}

func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

func WithoutUniquenessChecks() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.OmitUniquenessChecks = true
	}
}

func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool // type of sender, could be: Client or Server
	//SenderID     uint32 // nodeID of last hop
	SenderAddr   string // address of last hop
	OriginAddr   string // address of the origin
	OriginMethod string // the first method called by the origin
	Method       string // the current method
	Digest       []byte // digest of original message sent by client
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		//SenderID:     md.BroadcastMsg.SenderID,
		SenderAddr:   md.BroadcastMsg.SenderAddr,
		OriginAddr:   md.BroadcastMsg.OriginAddr,
		OriginMethod: md.BroadcastMsg.OriginMethod,
		Method:       m,
	}
}
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blob 13397�package broadcast

import (
	"context"
	"sync"
	"time"
)

const NumShards = 16

type shardMetrics struct {
	totalMsgs            uint64
	numMsgs              uint64
	droppedMsgs          uint64
	numBroadcastMsgs     uint64
	droppedBroadcastMsgs uint64
	numReqs              uint64
	finishedReqs         uint64
	lifetimes            [][]time.Time
	avgLifetime          time.Duration
	minLifetime          time.Duration
	maxLifetime          time.Duration
}

type shard struct {
	mut sync.RWMutex
	id  int
	//sendChan      chan Content
	//broadcastChan chan Msg
	ctx        context.Context
	cancelFunc context.CancelFunc
	metrics    shardMetrics
	//reqs          map[uint64]*BroadcastRequest
	reqs        map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		ctx, cancel := context.WithCancel(ctx)
		shards[i] = &shard{
			id: i,
			//sendChan:      make(chan Content, shardBuffer),
			//broadcastChan: make(chan Msg, shardBuffer),
			ctx:        ctx,
			cancelFunc: cancel,
			//reqs:             make(map[uint64]*BroadcastRequest, shardBuffer),
			reqs:             make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
		}
	}
	return shards
}

/*func (s *shard) run(sendBuffer int) {
for {
	select {
	case <-s.ctx.Done():
		// it is possible that GC is running concurrently in another goroutine
		s.mut.Lock()
		s.reqs = nil
		s.mut.Unlock()
		return
	case msg := <-s.sendChan:
		s.metrics.numMsgs++
		if req, ok := s.getProcessor(msg.BroadcastID); ok {
			// must check if the req is done first to prevent
			// unecessarily running the server handler
			select {
			case <-req.ctx.Done():
				s.metrics.droppedMsgs++
				msg.ReceiveChan <- shardResponse{
					err: AlreadyProcessedErr{},
				}
			default:
			}
			if msg.IsCancellation {
				req.cancellationCtxCancel()
				msg.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}
			if !msg.IsBroadcastClient && !s.preserveOrdering {
				// no need to send it to the broadcast request goroutine.
				// the first request should contain all info needed
				// except for the routing info given in the client req.
				msg.ReceiveChan <- shardResponse{
					err:              nil,
					reqCtx:           req.cancellationCtx,
					enqueueBroadcast: req.enqueueBroadcast,
				}
				continue
			}
			/*if msg.IsBroadcastClient {
				// msg.Ctx will correspond to the streamCtx between the client and this server.
				// We can thus listen to it and signal a cancellation if the client goes offline
				// or cancels the request. We also have to listen to the req.ctx to prevent leaking
				// the goroutine.
				go func() {
					select {
					case <-req.ctx.Done():
					case <-msg.Ctx.Done():
					}
					req.cancellationCtxCancel()
				}()
			}*/
// must check if the req is done to prevent deadlock
/*				select {
				case <-req.ctx.Done():
					s.metrics.droppedMsgs++
					msg.ReceiveChan <- shardResponse{
						err: AlreadyProcessedErr{},
					}
				case req.sendChan <- msg:
				}
			} else {
				if msg.IsCancellation {
					// ignore cancellations if a broadcast request
					// has not been created yet
					msg.ReceiveChan <- shardResponse{
						err: MissingReqErr{},
					}
					continue
				}
				s.addProcessor(sendBuffer, msg)
			}
		case msg := <-s.broadcastChan:
			s.metrics.numBroadcastMsgs++
			if req, ok := s.getProcessor(msg.BroadcastID); ok {
				if msg.Cancellation != nil {
					if msg.Cancellation.end {
						req.cancelFunc()
						continue
					}
					if !req.sentCancellation {
						req.sentCancellation = true
						go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
					}
					continue
				}
				select {
				case <-req.ctx.Done():
					s.metrics.droppedBroadcastMsgs++
				case req.broadcastChan <- msg:
				}
			}
		}
	}
}*/

func (s *shard) Close() {
	s.cancelFunc()
}

func (s *shard) handleMsg(msg Content) shardResponse {
	//s.metrics.numMsgs++
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor2(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor2(s.sendBuffer, msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	/*if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		req.hasReceivedClientReq = true
		// msg.Ctx will correspond to the streamCtx between the client and this server.
		// We can thus listen to it and signal a cancellation if the client goes offline
		// or cancels the request. We also have to listen to the req.ctx to prevent leaking
		// the goroutine.
		go func() {
			select {
			case <-req.ctx.Done():
			case <-msg.Ctx.Done():
			}
			req.cancellationCtxCancel()
		}()
	}*/
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		//s.metrics.droppedMsgs++
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg Msg) {
	//s.metrics.numBroadcastMsgs++
	if req, ok := s.getProcessor2(msg.BroadcastID); ok {
		/*if msg.Cancellation != nil {
			if msg.Cancellation.end {
				req.cancelFunc()
				return
			}
			//if !req.sentCancellation {
			//req.sentCancellation = true
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//}
			//req.sendCancellation.Do(func() {
			//go s.router.Send(msg.BroadcastID, "", "", msg.Cancellation)
			//})
			return
		}*/
		select {
		case <-req.ctx.Done():
			//s.metrics.droppedBroadcastMsgs++
		case req.broadcastChan <- msg:
		}
	}
}

/*func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}*/

func (s *shard) getProcessor2(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.reqs[broadcastID]
	return p, ok
}

/*func (s *shard) addProcessor(sendBuffer int, msg Content) *BroadcastProcessor {
	s.mut.RLock()
	defer s.mut.RUnlock()
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	//select {
	//case <-req.ctx.Done():
	//s.metrics.droppedMsgs++
	//msg.ReceiveChan <- shardResponse{
	//err: AlreadyProcessedErr{},
	//}
	//case req.sendChan <- msg:
	//}
	return req
}*/

func (s *shard) addProcessor2(sendBuffer int, msg Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.reqs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.ctx, s.reqTTL)
	//req := &BroadcastRequest{
	req := &BroadcastProcessor{
		ctx:        ctx,
		cancelFunc: cancel,
		// it is important to not buffer the channel. Otherwise,
		// it will cause a deadlock on the receiver. Will
		// happen in this scenario: A msg is queued/buffered but the
		// listening goroutine is stopped. This is because a req is
		// first processed by a shard and then sent to the goroutine.
		// the original sender is only listening on the receive channel
		// and not on the ctx of the request.
		sendChan: make(chan Content, sendBuffer),
		// this channel can be buffered because there is no receive
		// channel. The result is simply ignored.
		broadcastChan:         make(chan Msg, sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		//sendCancellation:      new(sync.Once),
	}
	s.reqs[msg.BroadcastID] = req
	//go req.handle(s.router, msg.BroadcastID, msg)
	go req.handle(msg)
	return req, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.reqs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.reqs = newReqs
}

func (s *shard) getStats() shardMetrics {
	s.mut.RLock()
	defer s.mut.RUnlock()
	s.metrics.numReqs = uint64(len(s.reqs))
	s.metrics.lifetimes = make([][]time.Time, len(s.reqs))
	s.metrics.totalMsgs = s.metrics.numBroadcastMsgs + s.metrics.numMsgs
	minLifetime := 100 * time.Hour
	maxLifetime := time.Duration(0)
	totalLifetime := time.Duration(0)
	i := 0
	for _, req := range s.reqs {
		select {
		case <-req.ctx.Done():
			s.metrics.finishedReqs++
		default:
		}
		s.metrics.lifetimes[i] = []time.Time{req.started, req.ended}
		lifetime := req.ended.Sub(req.started)
		if lifetime > 0 {
			if lifetime < minLifetime {
				minLifetime = lifetime
			}
			if lifetime > maxLifetime {
				maxLifetime = lifetime
			}
			totalLifetime += lifetime
		}
		i++
	}
	s.metrics.minLifetime = minLifetime
	s.metrics.maxLifetime = maxLifetime
	s.metrics.avgLifetime = totalLifetime
	return s.metrics
}
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blob 6853�package gorums

import (
	"context"
	"fmt"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

//func init() {
//if encoding.GetCodec(ContentSubtype) == nil {
//encoding.RegisterCodec(NewCodec())
//}
//}

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type ClientResponse struct {
	err error
	msg protoreflect.ProtoMessage
}

type ClientRequest struct {
	broadcastID string
	doneChan    chan protoreflect.ProtoMessage
	handler     ReplySpecHandler
}

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	req      protoreflect.ProtoMessage
	resps    []protoreflect.ProtoMessage
	doneChan chan protoreflect.ProtoMessage
	respChan chan protoreflect.ProtoMessage
	handler  ReplySpecHandler
}

type ClientServer struct {
	mu         sync.Mutex
	csr        map[uint64]*csr
	reqChan    chan *ClientRequest
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	inProgress uint64
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.lis.Addr().String(),
	}
	doneChan := make(chan protoreflect.ProtoMessage)
	respChan := make(chan protoreflect.ProtoMessage)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
				case <-ctx.Done():
				case <-clientCtx.Done():
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	//slog.Info("clientserver: connected to client", "addr", s.lis.Addr().String())
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	return srv.grpcServer.Serve(listener)
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	// TODO: find a better solution
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	mgr := &RawManager{
		opts: managerOptions{
			grpcDialOpts: dialOpts,
		},
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:      method,
				Message:     msg,
				BroadcastID: broadcastID,
			}
			node.Unicast(ctx, cd)
			return node.LastErr()
		},
		Close: func() error {
			return node.close()
		},
	}, nil
}
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blob 4743�package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type CacheOption int

/*
redis:

  - noeviction: New values aren’t saved when memory limit is reached. When a database uses replication, this applies to the primary database
  - allkeys-lru: Keeps most recently used keys; removes least recently used (LRU) keys
  - allkeys-lfu: Keeps frequently used keys; removes least frequently used (LFU) keys
  - volatile-lru: Removes least recently used keys with the expire field set to true.
  - volatile-lfu: Removes least frequently used keys with the expire field set to true.
  - allkeys-random: Randomly removes keys to make space for the new data added.
  - volatile-random: Randomly removes keys with expire field set to true.
  - volatile-ttl: Removes keys with expire field set to true and the shortest remaining time-to-live (TTL) value.
const (
	noeviction CacheOption = iota
	allkeysLRU
	allkeysLFU
	volatileLRU
	volatileLFU
	allkeysRANDOM
	volatileRANDOM
	volatileTTL
)
*/

type BroadcastState struct {
	mut                 sync.Mutex
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int) *BroadcastState {
	shardBuffer := 100
	sendBuffer := 5
	TTL := 20 * time.Second
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, router, order, TTL)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              TTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) RunShards() {
	for _, shard := range s.shards {
		go shard.run(s.sendBuffer)
	}
}

func (s *BroadcastState) reset() {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.parentCtxCancelFunc()
	ctx, cancel := context.WithCancel(context.Background())
	s.parentCtx = ctx
	s.parentCtxCancelFunc = cancel
	s.shards = createShards(ctx, s.shardBuffer, s.router, s.order, s.reqTTL)
	s.RunShards()
	for _, client := range s.clients {
		client.Close()
	}
	s.clients = make(map[string]*Client)
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (state *BroadcastState) getStats() shardMetrics {
	m := shardMetrics{
		lifetimes: make([][]time.Time, 0),
	}
	for _, shard := range state.shards {
		metric := shard.getStats()
		m.totalMsgs += metric.totalMsgs
		m.numMsgs += metric.numMsgs
		m.droppedMsgs += metric.droppedMsgs
		m.numBroadcastMsgs += metric.numBroadcastMsgs
		m.droppedBroadcastMsgs += metric.droppedBroadcastMsgs
		m.numReqs += metric.numReqs
		m.finishedReqs += metric.finishedReqs
		m.lifetimes = append(m.lifetimes, metric.lifetimes...)
		m.avgLifetime += metric.avgLifetime
		m.maxLifetime += metric.maxLifetime
		m.minLifetime += metric.minLifetime
	}
	if m.numReqs > 0 {
		m.avgLifetime /= time.Duration(m.numReqs)
	}
	return m
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error)
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(Msg) error)
}

func (c Content) send(resp protoreflect.ProtoMessage, err error) error {
	if !c.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	//if c.senderType != BroadcastClient {
	//return errors.New("has not received client req yet")
	//}
	c.SendFn(resp, err)
	return nil
}
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blob 4670�package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration) error
	Close   func() error
}

type BroadcastRouter struct {
	mut               sync.Mutex
	id                uint32
	addr              string
	prevMethod        uint16
	methodsConversion map[string]uint16
	serverHandlers    map[string]ServerHandler // handlers on other servers
	clientHandlers    map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	connections       map[string]*grpc.ClientConn
	clients           map[string]*Client
	createClient      func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	connMutexes       map[string]*sync.Mutex
	connectionTimeout time.Duration
	dialOpts          []grpc.DialOption
	dialTimeout       time.Duration
	doneChan          chan struct{}
	logger            *slog.Logger
	metrics           *Metric
	state             *BroadcastState
}

func NewRouter(logger *slog.Logger, metrics *Metric, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers:    make(map[string]ServerHandler),
		clientHandlers:    make(map[string]struct{}),
		connections:       make(map[string]*grpc.ClientConn),
		connMutexes:       make(map[string]*sync.Mutex),
		clients:           make(map[string]*Client),
		createClient:      createClient,
		dialOpts:          dialOpts,
		dialTimeout:       3 * time.Second,
		connectionTimeout: 1 * time.Minute,
		doneChan:          make(chan struct{}),
		logger:            logger,
		metrics:           metrics,
	}
}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, req any) error {
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val)
	}
	return errors.New("wrong req type")
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see (srv *broadcastServer) registerBroadcastFunc(method string).
		go handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr)
		return nil
	}
	return errors.New("not found")
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			return err
		}
		return client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout)
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	return errors.New("not routed")
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.clients[addr]; ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.clients[addr] = client
	return client, nil
}

type Msg struct {
	Broadcast   bool
	BroadcastID uint64
	Msg         *broadcastMsg
	Method      string
	Reply       *reply
	//receiveChan chan error
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func NewReply(response protoreflect.ProtoMessage, err error) *reply {
	return &reply{
		Response: response,
		Err:      err,
	}
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

func (r *reply) getError() error {
	return r.Err
}
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blob 2272�package gengorums

var clientServerVar = `
{{$callData := use "gorums.CallData" .GenFile}}
{{$context := use "context.Context" .GenFile}}
{{$fmt := use "fmt.FMT" .GenFile}}
{{$time := use "time.TIME" .GenFile}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
`

var clientServerMethodImpl = `
func (srv *clientServerImpl) client{{.Method.GoName}}(ctx context.Context, resp *{{out .GenFile .Method}}, broadcastID uint64) (*{{out .GenFile .Method}}, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

`

var clientServerImplMethod = `
func (c *Configuration) {{.Method.GoName}}(ctx context.Context, in *{{in .GenFile .Method}}, cancelOnTimeout... bool) (resp *{{out .GenFile .Method}}, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout time.Duration
		ok bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.{{.Method.GoName}}QF), "{{.Method.Desc.FullName}}")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*{{out .GenFile .Method}})
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}
`

var broadcastCall = clientServerVar + clientServerMethodImpl + clientServerImplMethod
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blob 16648�package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan *Msg
	sendChan      chan *Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]*Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
}

func (p *BroadcastProcessor) handle(msg *Content) {
	p.log("processor: started", nil, logging.Started(p.started))
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// make sure the context is cancelled before closing the channels
		<-p.ctx.Done()
		p.emptyChannels(metadata)
		// mark allocations ready for GC and minimize memory footprint of finished broadcast requests.
		// this is safe to do because all send operations listen to the cancelled p.ctx thus preventing
		// deadlocks/goroutine leaks.
		p.outOfOrderMsgs = nil
		p.executionOrder = nil
		p.broadcastChan = nil
		p.sendChan = nil
		p.cancellationCtxCancel = nil
		p.log("processor: stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}

			if new.IsBroadcastClient {
				if metadata.HasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				metadata.HasReceivedClientReq = true
				go func() {
					// new.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the p.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-new.Ctx.Done():
					}
					// when the processor returns it sets p.cancellationCtxCancel = nil.
					// Hence, it is important to check if it is nil. Also, the processor
					// calls this function when it returns.
					if p.cancellationCtxCancel != nil {
						p.cancellationCtxCancel()
					}
				}()
				p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
				p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
				continue
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg *Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go p.router.Send(p.broadcastID, "", "", bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg *Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	err := p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)
	p.log("broadcast: sending broadcast", err, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method, bMsg.Msg.options.ProgressTo)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg *Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		p.log("broadcast: failed to send reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		// we must stop the goroutine if we have received the client req. This can mean that
		// the client no longer accepts replies or has gone offline. In any case, the operation
		// is done.
		return metadata.hasReceivedClientRequest()
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (m *metadata) update(new *Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]*Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg *Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []*Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []*Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string, progressTo string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	if progressTo != "" {
		method = progressTo
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (c *Content) isBroadcastCall() bool {
	return c.OriginAddr != ""
}

func (c *Content) hasReceivedClientRequest() bool {
	return c.IsBroadcastClient && c.SendFn != nil
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg *Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}
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refactor(broadcast): removed unused code
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blob 10474�package broadcast

import (
	"context"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID          uint64
	router               Router
	broadcastChan        chan Msg
	sendChan             chan Content
	ctx                  context.Context
	cancelFunc           context.CancelFunc
	started              time.Time
	ended                time.Time
	hasReceivedClientReq bool

	// handled by shard
	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc
	sentCancellation      bool

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]Content
}

type metadata struct {
	OriginAddr        string
	OriginMethod      string
	Sent              bool
	ResponseMsg       protoreflect.ProtoMessage
	ResponseErr       error
	SendFn            func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient bool
}

func (p *BroadcastProcessor) handle(msg Content) {
	p.broadcastID = msg.BroadcastID
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
	}
	methods := make([]string, 0, 3)
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
		}
		msg.ReceiveChan <- shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	defer func() {
		p.ended = time.Now()
		p.cancelFunc()
		p.cancellationCtxCancel()
		// mark allocations ready for GC
		p.outOfOrderMsgs = nil
	}()
	for {
		select {
		case <-p.ctx.Done():
			return
		case bMsg := <-p.broadcastChan:
			if p.broadcastID != bMsg.BroadcastID {
				continue
			}
			if bMsg.Broadcast {
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			} else {
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			if p.broadcastID != new.BroadcastID {
				new.ReceiveChan <- shardResponse{
					err: BroadcastIDErr{},
				}
				continue
			}
			if new.IsCancellation {
				// the cancellation implementation is just an
				// empty function and does not need the ctx or
				// broadcastChan.
				new.ReceiveChan <- shardResponse{
					err: nil,
				}
				continue
			}

			if new.IsBroadcastClient {
				if p.hasReceivedClientReq {
					// this is a duplicate request, possibly from a forward operation.
					// the req should simply be dropped.
					new.ReceiveChan <- shardResponse{
						err: ClientReqAlreadyReceivedErr{},
					}
					continue
				}
				// important to set this option to prevent duplicate client reqs.
				// this can be the result if a server forwards the req but the
				// leader has already received the client req.
				p.hasReceivedClientReq = true
				go func() {
					// msg.Ctx will correspond to the streamCtx between the client and this server.
					// We can thus listen to it and signal a cancellation if the client goes offline
					// or cancels the request. We also have to listen to the req.ctx to prevent leaking
					// the goroutine.
					select {
					case <-p.ctx.Done():
					case <-msg.Ctx.Done():
					}
					p.cancellationCtxCancel()
				}()
			}

			metadata.update(new)
			// this only pertains to requests where the server has a
			// direct connection to the client, e.g. QuorumCall.
			if metadata.Sent && !metadata.isBroadcastCall() {
				// we must return an error to prevent executing the implementation func.
				// This is because the server has finished the request and tried to reply
				// to the client previously. The msg we have just received is from the client,
				// meaning we can finally return the cached response.
				err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
				if err == nil {
					err = AlreadyProcessedErr{}
				}
				new.ReceiveChan <- shardResponse{
					err: err,
				}
				//slog.Info("receive: late", "err", err, "id", p.broadcastID)
				return
			}
			if !p.isInOrder(new.CurrentMethod) {
				// save the message and execute it later
				p.addToOutOfOrder(new)
				new.ReceiveChan <- shardResponse{
					err: OutOfOrderErr{},
				}
			}
			new.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
		}
	}
}

func (p *BroadcastProcessor) handleBroadcast(bMsg Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Msg)

	p.updateOrder(bMsg.Method)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		//slog.Info("reply: late", "err", err, "id", p.broadcastID)
		return false
	}
	// the request is done becuase we have sent a reply to the client
	return true
}

func (m *metadata) update(new Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

//func alreadyBroadcasted(methods []string, method string) bool {
//for _, m := range methods {
//if m == method {
//return true
//}
//}
//return false
//}

//func (c *Content) isBroadcastCall() bool {
//return c.OriginAddr != ""
//}

//func (c *Content) hasReceivedClientRequest() bool {
//return c.IsBroadcastClient && c.SendFn != nil
//}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast request. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (req *BroadcastProcessor) enqueueBroadcast(msg Msg) error {
	select {
	case req.broadcastChan <- msg:
		return nil
	case <-req.ctx.Done():
		return AlreadyProcessedErr{}
	}
}











MasterLab/example/reliablebroadcast/gorums/.git/objects/57/78deecc9ed62696a107103671edc4f5f2dd5fb

MasterLab/example/reliablebroadcast/gorums/.git/objects/57/78deecc9ed62696a107103671edc4f5f2dd5fb


commit 294�tree 91d6159ebad2c42397d52e41ae9d1a7f9a4962d0
parent 42c554ee325420cefffc74677e3d9ea50a0821a4
author aleksander-vedvik <vedvik.aleksander@gmail.com> 1714565672 +0200
committer aleksander-vedvik <vedvik.aleksander@gmail.com> 1714565672 +0200

fix(broadcast): added tests and fixed broadcast bug
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blob 1508�// Test to benchmark quorum functions with and without the request parameter.
syntax = "proto3";
package broadcast;
option go_package = "github.com/relab/gorums/tests/broadcast";

import "gorums.proto";

service BroadcastService {
  rpc QuorumCall(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
  }
  rpc QuorumCallWithBroadcast(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
    option (gorums.broadcast) = true; 
  }
  rpc QuorumCallWithMulticast(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
  }
  rpc Multicast(Request) returns (Empty) { 
    option (gorums.multicast) = true; 
  }
  rpc MulticastIntermediate(Request) returns (Empty) { 
    option (gorums.multicast) = true; 
  }
  rpc BroadcastCall(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastIntermediate(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Broadcast(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc BroadcastCallForward(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastCallTo(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastToResponse(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
}

message Request { 
  int64 Value = 1; 
  string From = 2;
}

message Response { 
  int64 Result = 1;
  int64 Replies = 2;
  string From = 3;
}

message Empty {}
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#!/usr/bin/perl

use strict;
use warnings;
use IPC::Open2;

# An example hook script to integrate Watchman
# (https://facebook.github.io/watchman/) with git to speed up detecting
# new and modified files.
#
# The hook is passed a version (currently 2) and last update token
# formatted as a string and outputs to stdout a new update token and
# all files that have been modified since the update token. Paths must
# be relative to the root of the working tree and separated by a single NUL.
#
# To enable this hook, rename this file to "query-watchman" and set
# 'git config core.fsmonitor .git/hooks/query-watchman'
#
my ($version, $last_update_token) = @ARGV;

# Uncomment for debugging
# print STDERR "$0 $version $last_update_token\n";

# Check the hook interface version
if ($version ne 2) {
	die "Unsupported query-fsmonitor hook version '$version'.\n" .
	    "Falling back to scanning...\n";
}

my $git_work_tree = get_working_dir();

my $retry = 1;

my $json_pkg;
eval {
	require JSON::XS;
	$json_pkg = "JSON::XS";
	1;
} or do {
	require JSON::PP;
	$json_pkg = "JSON::PP";
};

launch_watchman();

sub launch_watchman {
	my $o = watchman_query();
	if (is_work_tree_watched($o)) {
		output_result($o->{clock}, @{$o->{files}});
	}
}

sub output_result {
	my ($clockid, @files) = @_;

	# Uncomment for debugging watchman output
	# open (my $fh, ">", ".git/watchman-output.out");
	# binmode $fh, ":utf8";
	# print $fh "$clockid\n@files\n";
	# close $fh;

	binmode STDOUT, ":utf8";
	print $clockid;
	print "\0";
	local $, = "\0";
	print @files;
}

sub watchman_clock {
	my $response = qx/watchman clock "$git_work_tree"/;
	die "Failed to get clock id on '$git_work_tree'.\n" .
		"Falling back to scanning...\n" if $? != 0;

	return $json_pkg->new->utf8->decode($response);
}

sub watchman_query {
	my $pid = open2(\*CHLD_OUT, \*CHLD_IN, 'watchman -j --no-pretty')
	or die "open2() failed: $!\n" .
	"Falling back to scanning...\n";

	# In the query expression below we're asking for names of files that
	# changed since $last_update_token but not from the .git folder.
	#
	# To accomplish this, we're using the "since" generator to use the
	# recency index to select candidate nodes and "fields" to limit the
	# output to file names only. Then we're using the "expression" term to
	# further constrain the results.
	if (substr($last_update_token, 0, 1) eq "c") {
		$last_update_token = "\"$last_update_token\"";
	}
	my $query = <<"	END";
		["query", "$git_work_tree", {
			"since": $last_update_token,
			"fields": ["name"],
			"expression": ["not", ["dirname", ".git"]]
		}]
	END

	# Uncomment for debugging the watchman query
	# open (my $fh, ">", ".git/watchman-query.json");
	# print $fh $query;
	# close $fh;

	print CHLD_IN $query;
	close CHLD_IN;
	my $response = do {local $/; <CHLD_OUT>};

	# Uncomment for debugging the watch response
	# open ($fh, ">", ".git/watchman-response.json");
	# print $fh $response;
	# close $fh;

	die "Watchman: command returned no output.\n" .
	"Falling back to scanning...\n" if $response eq "";
	die "Watchman: command returned invalid output: $response\n" .
	"Falling back to scanning...\n" unless $response =~ /^\{/;

	return $json_pkg->new->utf8->decode($response);
}

sub is_work_tree_watched {
	my ($output) = @_;
	my $error = $output->{error};
	if ($retry > 0 and $error and $error =~ m/unable to resolve root .* directory (.*) is not watched/) {
		$retry--;
		my $response = qx/watchman watch "$git_work_tree"/;
		die "Failed to make watchman watch '$git_work_tree'.\n" .
		    "Falling back to scanning...\n" if $? != 0;
		$output = $json_pkg->new->utf8->decode($response);
		$error = $output->{error};
		die "Watchman: $error.\n" .
		"Falling back to scanning...\n" if $error;

		# Uncomment for debugging watchman output
		# open (my $fh, ">", ".git/watchman-output.out");
		# close $fh;

		# Watchman will always return all files on the first query so
		# return the fast "everything is dirty" flag to git and do the
		# Watchman query just to get it over with now so we won't pay
		# the cost in git to look up each individual file.
		my $o = watchman_clock();
		$error = $output->{error};

		die "Watchman: $error.\n" .
		"Falling back to scanning...\n" if $error;

		output_result($o->{clock}, ("/"));
		$last_update_token = $o->{clock};

		eval { launch_watchman() };
		return 0;
	}

	die "Watchman: $error.\n" .
	"Falling back to scanning...\n" if $error;

	return 1;
}

sub get_working_dir {
	my $working_dir;
	if ($^O =~ 'msys' || $^O =~ 'cygwin') {
		$working_dir = Win32::GetCwd();
		$working_dir =~ tr/\\/\//;
	} else {
		require Cwd;
		$working_dir = Cwd::cwd();
	}

	return $working_dir;
}







MasterLab/example/reliablebroadcast/gorums/.git/hooks/update.sample

#!/bin/sh
#
# An example hook script to block unannotated tags from entering.
# Called by "git receive-pack" with arguments: refname sha1-old sha1-new
#
# To enable this hook, rename this file to "update".
#
# Config
# ------
# hooks.allowunannotated
#   This boolean sets whether unannotated tags will be allowed into the
#   repository.  By default they won't be.
# hooks.allowdeletetag
#   This boolean sets whether deleting tags will be allowed in the
#   repository.  By default they won't be.
# hooks.allowmodifytag
#   This boolean sets whether a tag may be modified after creation. By default
#   it won't be.
# hooks.allowdeletebranch
#   This boolean sets whether deleting branches will be allowed in the
#   repository.  By default they won't be.
# hooks.denycreatebranch
#   This boolean sets whether remotely creating branches will be denied
#   in the repository.  By default this is allowed.
#

# --- Command line
refname="$1"
oldrev="$2"
newrev="$3"

# --- Safety check
if [ -z "$GIT_DIR" ]; then
	echo "Don't run this script from the command line." >&2
	echo " (if you want, you could supply GIT_DIR then run" >&2
	echo "  $0 <ref> <oldrev> <newrev>)" >&2
	exit 1
fi

if [ -z "$refname" -o -z "$oldrev" -o -z "$newrev" ]; then
	echo "usage: $0 <ref> <oldrev> <newrev>" >&2
	exit 1
fi

# --- Config
allowunannotated=$(git config --type=bool hooks.allowunannotated)
allowdeletebranch=$(git config --type=bool hooks.allowdeletebranch)
denycreatebranch=$(git config --type=bool hooks.denycreatebranch)
allowdeletetag=$(git config --type=bool hooks.allowdeletetag)
allowmodifytag=$(git config --type=bool hooks.allowmodifytag)

# check for no description
projectdesc=$(sed -e '1q' "$GIT_DIR/description")
case "$projectdesc" in
"Unnamed repository"* | "")
	echo "*** Project description file hasn't been set" >&2
	exit 1
	;;
esac

# --- Check types
# if $newrev is 0000...0000, it's a commit to delete a ref.
zero=$(git hash-object --stdin </dev/null | tr '[0-9a-f]' '0')
if [ "$newrev" = "$zero" ]; then
	newrev_type=delete
else
	newrev_type=$(git cat-file -t $newrev)
fi

case "$refname","$newrev_type" in
	refs/tags/*,commit)
		# un-annotated tag
		short_refname=${refname##refs/tags/}
		if [ "$allowunannotated" != "true" ]; then
			echo "*** The un-annotated tag, $short_refname, is not allowed in this repository" >&2
			echo "*** Use 'git tag [ -a | -s ]' for tags you want to propagate." >&2
			exit 1
		fi
		;;
	refs/tags/*,delete)
		# delete tag
		if [ "$allowdeletetag" != "true" ]; then
			echo "*** Deleting a tag is not allowed in this repository" >&2
			exit 1
		fi
		;;
	refs/tags/*,tag)
		# annotated tag
		if [ "$allowmodifytag" != "true" ] && git rev-parse $refname > /dev/null 2>&1
		then
			echo "*** Tag '$refname' already exists." >&2
			echo "*** Modifying a tag is not allowed in this repository." >&2
			exit 1
		fi
		;;
	refs/heads/*,commit)
		# branch
		if [ "$oldrev" = "$zero" -a "$denycreatebranch" = "true" ]; then
			echo "*** Creating a branch is not allowed in this repository" >&2
			exit 1
		fi
		;;
	refs/heads/*,delete)
		# delete branch
		if [ "$allowdeletebranch" != "true" ]; then
			echo "*** Deleting a branch is not allowed in this repository" >&2
			exit 1
		fi
		;;
	refs/remotes/*,commit)
		# tracking branch
		;;
	refs/remotes/*,delete)
		# delete tracking branch
		if [ "$allowdeletebranch" != "true" ]; then
			echo "*** Deleting a tracking branch is not allowed in this repository" >&2
			exit 1
		fi
		;;
	*)
		# Anything else (is there anything else?)
		echo "*** Update hook: unknown type of update to ref $refname of type $newrev_type" >&2
		exit 1
		;;
esac

# --- Finished
exit 0
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#!/bin/sh

# An example hook script to update a checked-out tree on a git push.
#
# This hook is invoked by git-receive-pack(1) when it reacts to git
# push and updates reference(s) in its repository, and when the push
# tries to update the branch that is currently checked out and the
# receive.denyCurrentBranch configuration variable is set to
# updateInstead.
#
# By default, such a push is refused if the working tree and the index
# of the remote repository has any difference from the currently
# checked out commit; when both the working tree and the index match
# the current commit, they are updated to match the newly pushed tip
# of the branch. This hook is to be used to override the default
# behaviour; however the code below reimplements the default behaviour
# as a starting point for convenient modification.
#
# The hook receives the commit with which the tip of the current
# branch is going to be updated:
commit=$1

# It can exit with a non-zero status to refuse the push (when it does
# so, it must not modify the index or the working tree).
die () {
	echo >&2 "$*"
	exit 1
}

# Or it can make any necessary changes to the working tree and to the
# index to bring them to the desired state when the tip of the current
# branch is updated to the new commit, and exit with a zero status.
#
# For example, the hook can simply run git read-tree -u -m HEAD "$1"
# in order to emulate git fetch that is run in the reverse direction
# with git push, as the two-tree form of git read-tree -u -m is
# essentially the same as git switch or git checkout that switches
# branches while keeping the local changes in the working tree that do
# not interfere with the difference between the branches.

# The below is a more-or-less exact translation to shell of the C code
# for the default behaviour for git's push-to-checkout hook defined in
# the push_to_deploy() function in builtin/receive-pack.c.
#
# Note that the hook will be executed from the repository directory,
# not from the working tree, so if you want to perform operations on
# the working tree, you will have to adapt your code accordingly, e.g.
# by adding "cd .." or using relative paths.

if ! git update-index -q --ignore-submodules --refresh
then
	die "Up-to-date check failed"
fi

if ! git diff-files --quiet --ignore-submodules --
then
	die "Working directory has unstaged changes"
fi

# This is a rough translation of:
#
#   head_has_history() ? "HEAD" : EMPTY_TREE_SHA1_HEX
if git cat-file -e HEAD 2>/dev/null
then
	head=HEAD
else
	head=$(git hash-object -t tree --stdin </dev/null)
fi

if ! git diff-index --quiet --cached --ignore-submodules $head --
then
	die "Working directory has staged changes"
fi

if ! git read-tree -u -m "$commit"
then
	die "Could not update working tree to new HEAD"
fi







MasterLab/example/reliablebroadcast/gorums/.git/hooks/commit-msg.sample

#!/bin/sh
#
# An example hook script to check the commit log message.
# Called by "git commit" with one argument, the name of the file
# that has the commit message.  The hook should exit with non-zero
# status after issuing an appropriate message if it wants to stop the
# commit.  The hook is allowed to edit the commit message file.
#
# To enable this hook, rename this file to "commit-msg".

# Uncomment the below to add a Signed-off-by line to the message.
# Doing this in a hook is a bad idea in general, but the prepare-commit-msg
# hook is more suited to it.
#
# SOB=$(git var GIT_AUTHOR_IDENT | sed -n 's/^\(.*>\).*$/Signed-off-by: \1/p')
# grep -qs "^$SOB" "$1" || echo "$SOB" >> "$1"

# This example catches duplicate Signed-off-by lines.

test "" = "$(grep '^Signed-off-by: ' "$1" |
	 sort | uniq -c | sed -e '/^[ 	]*1[ 	]/d')" || {
	echo >&2 Duplicate Signed-off-by lines.
	exit 1
}
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#!/bin/sh
#
# An example hook script to check the commit log message taken by
# applypatch from an e-mail message.
#
# The hook should exit with non-zero status after issuing an
# appropriate message if it wants to stop the commit.  The hook is
# allowed to edit the commit message file.
#
# To enable this hook, rename this file to "applypatch-msg".

. git-sh-setup
commitmsg="$(git rev-parse --git-path hooks/commit-msg)"
test -x "$commitmsg" && exec "$commitmsg" ${1+"$@"}
:
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#!/bin/sh
#
# An example hook script to make use of push options.
# The example simply echoes all push options that start with 'echoback='
# and rejects all pushes when the "reject" push option is used.
#
# To enable this hook, rename this file to "pre-receive".

if test -n "$GIT_PUSH_OPTION_COUNT"
then
	i=0
	while test "$i" -lt "$GIT_PUSH_OPTION_COUNT"
	do
		eval "value=\$GIT_PUSH_OPTION_$i"
		case "$value" in
		echoback=*)
			echo "echo from the pre-receive-hook: ${value#*=}" >&2
			;;
		reject)
			exit 1
		esac
		i=$((i + 1))
	done
fi







MasterLab/example/reliablebroadcast/gorums/.git/hooks/pre-push.sample

#!/bin/sh

# An example hook script to verify what is about to be pushed.  Called by "git
# push" after it has checked the remote status, but before anything has been
# pushed.  If this script exits with a non-zero status nothing will be pushed.
#
# This hook is called with the following parameters:
#
# $1 -- Name of the remote to which the push is being done
# $2 -- URL to which the push is being done
#
# If pushing without using a named remote those arguments will be equal.
#
# Information about the commits which are being pushed is supplied as lines to
# the standard input in the form:
#
#   <local ref> <local oid> <remote ref> <remote oid>
#
# This sample shows how to prevent push of commits where the log message starts
# with "WIP" (work in progress).

remote="$1"
url="$2"

zero=$(git hash-object --stdin </dev/null | tr '[0-9a-f]' '0')

while read local_ref local_oid remote_ref remote_oid
do
	if test "$local_oid" = "$zero"
	then
		# Handle delete
		:
	else
		if test "$remote_oid" = "$zero"
		then
			# New branch, examine all commits
			range="$local_oid"
		else
			# Update to existing branch, examine new commits
			range="$remote_oid..$local_oid"
		fi

		# Check for WIP commit
		commit=$(git rev-list -n 1 --grep '^WIP' "$range")
		if test -n "$commit"
		then
			echo >&2 "Found WIP commit in $local_ref, not pushing"
			exit 1
		fi
	fi
done

exit 0







MasterLab/example/reliablebroadcast/gorums/.git/hooks/post-update.sample

#!/bin/sh
#
# An example hook script to prepare a packed repository for use over
# dumb transports.
#
# To enable this hook, rename this file to "post-update".

exec git update-server-info







MasterLab/example/reliablebroadcast/gorums/.git/hooks/prepare-commit-msg.sample

#!/bin/sh
#
# An example hook script to prepare the commit log message.
# Called by "git commit" with the name of the file that has the
# commit message, followed by the description of the commit
# message's source.  The hook's purpose is to edit the commit
# message file.  If the hook fails with a non-zero status,
# the commit is aborted.
#
# To enable this hook, rename this file to "prepare-commit-msg".

# This hook includes three examples. The first one removes the
# "# Please enter the commit message..." help message.
#
# The second includes the output of "git diff --name-status -r"
# into the message, just before the "git status" output.  It is
# commented because it doesn't cope with --amend or with squashed
# commits.
#
# The third example adds a Signed-off-by line to the message, that can
# still be edited.  This is rarely a good idea.

COMMIT_MSG_FILE=$1
COMMIT_SOURCE=$2
SHA1=$3

/usr/bin/perl -i.bak -ne 'print unless(m/^. Please enter the commit message/..m/^#$/)' "$COMMIT_MSG_FILE"

# case "$COMMIT_SOURCE,$SHA1" in
#  ,|template,)
#    /usr/bin/perl -i.bak -pe '
#       print "\n" . `git diff --cached --name-status -r`
# 	 if /^#/ && $first++ == 0' "$COMMIT_MSG_FILE" ;;
#  *) ;;
# esac

# SOB=$(git var GIT_COMMITTER_IDENT | sed -n 's/^\(.*>\).*$/Signed-off-by: \1/p')
# git interpret-trailers --in-place --trailer "$SOB" "$COMMIT_MSG_FILE"
# if test -z "$COMMIT_SOURCE"
# then
#   /usr/bin/perl -i.bak -pe 'print "\n" if !$first_line++' "$COMMIT_MSG_FILE"
# fi







MasterLab/example/reliablebroadcast/gorums/.git/hooks/pre-merge-commit.sample

#!/bin/sh
#
# An example hook script to verify what is about to be committed.
# Called by "git merge" with no arguments.  The hook should
# exit with non-zero status after issuing an appropriate message to
# stderr if it wants to stop the merge commit.
#
# To enable this hook, rename this file to "pre-merge-commit".

. git-sh-setup
test -x "$GIT_DIR/hooks/pre-commit" &&
        exec "$GIT_DIR/hooks/pre-commit"
:







MasterLab/example/reliablebroadcast/gorums/.git/hooks/pre-rebase.sample

#!/bin/sh
#
# Copyright (c) 2006, 2008 Junio C Hamano
#
# The "pre-rebase" hook is run just before "git rebase" starts doing
# its job, and can prevent the command from running by exiting with
# non-zero status.
#
# The hook is called with the following parameters:
#
# $1 -- the upstream the series was forked from.
# $2 -- the branch being rebased (or empty when rebasing the current branch).
#
# This sample shows how to prevent topic branches that are already
# merged to 'next' branch from getting rebased, because allowing it
# would result in rebasing already published history.

publish=next
basebranch="$1"
if test "$#" = 2
then
	topic="refs/heads/$2"
else
	topic=`git symbolic-ref HEAD` ||
	exit 0 ;# we do not interrupt rebasing detached HEAD
fi

case "$topic" in
refs/heads/??/*)
	;;
*)
	exit 0 ;# we do not interrupt others.
	;;
esac

# Now we are dealing with a topic branch being rebased
# on top of master.  Is it OK to rebase it?

# Does the topic really exist?
git show-ref -q "$topic" || {
	echo >&2 "No such branch $topic"
	exit 1
}

# Is topic fully merged to master?
not_in_master=`git rev-list --pretty=oneline ^master "$topic"`
if test -z "$not_in_master"
then
	echo >&2 "$topic is fully merged to master; better remove it."
	exit 1 ;# we could allow it, but there is no point.
fi

# Is topic ever merged to next?  If so you should not be rebasing it.
only_next_1=`git rev-list ^master "^$topic" ${publish} | sort`
only_next_2=`git rev-list ^master           ${publish} | sort`
if test "$only_next_1" = "$only_next_2"
then
	not_in_topic=`git rev-list "^$topic" master`
	if test -z "$not_in_topic"
	then
		echo >&2 "$topic is already up to date with master"
		exit 1 ;# we could allow it, but there is no point.
	else
		exit 0
	fi
else
	not_in_next=`git rev-list --pretty=oneline ^${publish} "$topic"`
	/usr/bin/perl -e '
		my $topic = $ARGV[0];
		my $msg = "* $topic has commits already merged to public branch:\n";
		my (%not_in_next) = map {
			/^([0-9a-f]+) /;
			($1 => 1);
		} split(/\n/, $ARGV[1]);
		for my $elem (map {
				/^([0-9a-f]+) (.*)$/;
				[$1 => $2];
			} split(/\n/, $ARGV[2])) {
			if (!exists $not_in_next{$elem->[0]}) {
				if ($msg) {
					print STDERR $msg;
					undef $msg;
				}
				print STDERR " $elem->[1]\n";
			}
		}
	' "$topic" "$not_in_next" "$not_in_master"
	exit 1
fi

<<\DOC_END

This sample hook safeguards topic branches that have been
published from being rewound.

The workflow assumed here is:

 * Once a topic branch forks from "master", "master" is never
   merged into it again (either directly or indirectly).

 * Once a topic branch is fully cooked and merged into "master",
   it is deleted.  If you need to build on top of it to correct
   earlier mistakes, a new topic branch is created by forking at
   the tip of the "master".  This is not strictly necessary, but
   it makes it easier to keep your history simple.

 * Whenever you need to test or publish your changes to topic
   branches, merge them into "next" branch.

The script, being an example, hardcodes the publish branch name
to be "next", but it is trivial to make it configurable via
$GIT_DIR/config mechanism.

With this workflow, you would want to know:

(1) ... if a topic branch has ever been merged to "next".  Young
    topic branches can have stupid mistakes you would rather
    clean up before publishing, and things that have not been
    merged into other branches can be easily rebased without
    affecting other people.  But once it is published, you would
    not want to rewind it.

(2) ... if a topic branch has been fully merged to "master".
    Then you can delete it.  More importantly, you should not
    build on top of it -- other people may already want to
    change things related to the topic as patches against your
    "master", so if you need further changes, it is better to
    fork the topic (perhaps with the same name) afresh from the
    tip of "master".

Let's look at this example:

		   o---o---o---o---o---o---o---o---o---o "next"
		  /       /           /           /
		 /   a---a---b A     /           /
		/   /               /           /
	       /   /   c---c---c---c B         /
	      /   /   /             \         /
	     /   /   /   b---b C     \       /
	    /   /   /   /             \     /
    ---o---o---o---o---o---o---o---o---o---o---o "master"


A, B and C are topic branches.

 * A has one fix since it was merged up to "next".

 * B has finished.  It has been fully merged up to "master" and "next",
   and is ready to be deleted.

 * C has not merged to "next" at all.

We would want to allow C to be rebased, refuse A, and encourage
B to be deleted.

To compute (1):

	git rev-list ^master ^topic next
	git rev-list ^master        next

	if these match, topic has not merged in next at all.

To compute (2):

	git rev-list master..topic

	if this is empty, it is fully merged to "master".

DOC_END







MasterLab/example/reliablebroadcast/gorums/.git/hooks/pre-commit.sample

#!/bin/sh
#
# An example hook script to verify what is about to be committed.
# Called by "git commit" with no arguments.  The hook should
# exit with non-zero status after issuing an appropriate message if
# it wants to stop the commit.
#
# To enable this hook, rename this file to "pre-commit".

if git rev-parse --verify HEAD >/dev/null 2>&1
then
	against=HEAD
else
	# Initial commit: diff against an empty tree object
	against=$(git hash-object -t tree /dev/null)
fi

# If you want to allow non-ASCII filenames set this variable to true.
allownonascii=$(git config --type=bool hooks.allownonascii)

# Redirect output to stderr.
exec 1>&2

# Cross platform projects tend to avoid non-ASCII filenames; prevent
# them from being added to the repository. We exploit the fact that the
# printable range starts at the space character and ends with tilde.
if [ "$allownonascii" != "true" ] &&
	# Note that the use of brackets around a tr range is ok here, (it's
	# even required, for portability to Solaris 10's /usr/bin/tr), since
	# the square bracket bytes happen to fall in the designated range.
	test $(git diff --cached --name-only --diff-filter=A -z $against |
	  LC_ALL=C tr -d '[ -~]\0' | wc -c) != 0
then
	cat <<\EOF
Error: Attempt to add a non-ASCII file name.

This can cause problems if you want to work with people on other platforms.

To be portable it is advisable to rename the file.

If you know what you are doing you can disable this check using:

  git config hooks.allownonascii true
EOF
	exit 1
fi

# If there are whitespace errors, print the offending file names and fail.
exec git diff-index --check --cached $against --







MasterLab/example/reliablebroadcast/gorums/.git/hooks/pre-applypatch.sample

#!/bin/sh
#
# An example hook script to verify what is about to be committed
# by applypatch from an e-mail message.
#
# The hook should exit with non-zero status after issuing an
# appropriate message if it wants to stop the commit.
#
# To enable this hook, rename this file to "pre-applypatch".

. git-sh-setup
precommit="$(git rev-parse --git-path hooks/pre-commit)"
test -x "$precommit" && exec "$precommit" ${1+"$@"}
:







MasterLab/example/reliablebroadcast/gorums/.git/info/exclude

# git ls-files --others --exclude-from=.git/info/exclude
# Lines that start with '#' are comments.
# For a project mostly in C, the following would be a good set of
# exclude patterns (uncomment them if you want to use them):
# *.[oa]
# *~







MasterLab/example/reliablebroadcast/gorums/.git/index





MasterLab/example/reliablebroadcast/gorums/.git/packed-refs

# pack-refs with: peeled fully-peeled sorted 
384caf9f6c26f96bae38cdc03a7d9e020411b226 refs/remotes/origin/call-adapter
4591f17d699a894ecebb21004b147b71e78b7045 refs/remotes/origin/generics
3e862fd467c7d38d41ea04620909dbc8d516d031 refs/remotes/origin/latency-experiment
e7ce532e8253015f43bcfe63291cdde404288460 refs/remotes/origin/master
35d558930c757fc75de58c7adbfaa004bc6b17ce refs/remotes/origin/multiparty
f6812d161dda53a22879d4d90b240f309643adef refs/remotes/origin/reduce-node-mgr-coupling
19769fce2532bb1b9bb5a76427f5de7ca4648700 refs/remotes/origin/retry
043c19eaec30de5e397faa9a111f4ef2166806d0 refs/remotes/origin/tree-config
4b6612605ac03e34edd1e88e4f8db3ac917dab25 refs/tags/v0.1.0-gogo
f16d7efc30144b27a4e0ff50604015dc4a1793db refs/tags/v0.2.0
141fef664e601bf4dcf4906da02fb747b6dfd320 refs/tags/v0.2.1
85ea364c7049e5023c913a0ffef8c40ee342f32b refs/tags/v0.2.2
384a2b7afe0928a23a68b0afc860b8c0b3ce59db refs/tags/v0.3.0
b456ee2efa46974db20c894adefce10f42c3f33a refs/tags/v0.4.0
ddabf0fcfa420388b64ccaa91ef07d49c3a97902 refs/tags/v0.5.0
b7beda7556c16751419324e33a8231f18a6ddc5a refs/tags/v0.6.0
0a950b28658df451ff762652f5090e2706e945cc refs/tags/v0.6.1
9ea81276a704df6940d755734858394ec8feefc4 refs/tags/v0.7.0







MasterLab/example/reliablebroadcast/gorums/.git/HEAD

ref: refs/heads/multiparty







MasterLab/example/reliablebroadcast/gorums/.git/config

[core]
	repositoryformatversion = 0
	filemode = true
	bare = false
	logallrefupdates = true
[remote "origin"]
	url = https://github.com/relab/gorums.git
	fetch = +refs/heads/*:refs/remotes/origin/*
[branch "master"]
	remote = origin
	merge = refs/heads/master
[branch "multiparty"]
	remote = origin
	merge = refs/heads/multiparty







MasterLab/example/reliablebroadcast/gorums/.git/logs/HEAD

			0000000000000000000000000000000000000000 e7ce532e8253015f43bcfe63291cdde404288460 aleks <aleks@DESKTOP-Q76LAD6> 1714298559 +0200			clone: from https://github.com/relab/gorums.git


			e7ce532e8253015f43bcfe63291cdde404288460 35d558930c757fc75de58c7adbfaa004bc6b17ce aleks <aleks@DESKTOP-Q76LAD6> 1714299078 +0200			pull origin multiparty: Fast-forward


			35d558930c757fc75de58c7adbfaa004bc6b17ce 35d558930c757fc75de58c7adbfaa004bc6b17ce aleks <aleks@DESKTOP-Q76LAD6> 1714299110 +0200			checkout: moving from master to multiparty


			35d558930c757fc75de58c7adbfaa004bc6b17ce 35d558930c757fc75de58c7adbfaa004bc6b17ce aleks <aleks@DESKTOP-Q76LAD6> 1714299122 +0200			checkout: moving from multiparty to master


			35d558930c757fc75de58c7adbfaa004bc6b17ce e7ce532e8253015f43bcfe63291cdde404288460 aleks <aleks@DESKTOP-Q76LAD6> 1714299307 +0200			reset: moving to origin/master


			e7ce532e8253015f43bcfe63291cdde404288460 35d558930c757fc75de58c7adbfaa004bc6b17ce aleks <aleks@DESKTOP-Q76LAD6> 1714299320 +0200			checkout: moving from master to multiparty


			35d558930c757fc75de58c7adbfaa004bc6b17ce 35d558930c757fc75de58c7adbfaa004bc6b17ce git stash <git@stash> 1714389685 +0200			reset: moving to HEAD


			35d558930c757fc75de58c7adbfaa004bc6b17ce 42c554ee325420cefffc74677e3d9ea50a0821a4 aleks <aleks@DESKTOP-Q76LAD6> 1714389696 +0200			pull: Fast-forward


			42c554ee325420cefffc74677e3d9ea50a0821a4 bafd2cef7cf529a6ac39d5c824d76b9dba4fa750 aleks <aleks@DESKTOP-Q76LAD6> 1714640350 +0200			pull: Fast-forward


			bafd2cef7cf529a6ac39d5c824d76b9dba4fa750 4ff4d75bbb8aa2a228da69de7a62ed0857626664 aleks <aleks@DESKTOP-Q76LAD6> 1715430199 +0200			pull: Fast-forward


			4ff4d75bbb8aa2a228da69de7a62ed0857626664 ef3f0eca7e2d264889a6f4e667bb9bd26e3b264a aleks <aleks@DESKTOP-Q76LAD6> 1716281635 +0200			pull: Fast-forward


			ef3f0eca7e2d264889a6f4e667bb9bd26e3b264a 40936b498d03dec0c547307dc15f95229686299b aleks <aleks@DESKTOP-Q76LAD6> 1716385183 +0200			pull: Fast-forward


			40936b498d03dec0c547307dc15f95229686299b 0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e aleks <aleks@DESKTOP-Q76LAD6> 1716643649 +0200			pull: Fast-forward


			0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e d49053292d39a2ed059e7750d3633ab46bfdfd9c aleks <aleks@DESKTOP-Q76LAD6> 1716925505 +0200			pull: Fast-forward


			d49053292d39a2ed059e7750d3633ab46bfdfd9c 4b08ceda3ccaa00fc8b2f943c893334217afb425 aleks <aleks@DESKTOP-Q76LAD6> 1717162267 +0200			pull: Fast-forward


			4b08ceda3ccaa00fc8b2f943c893334217afb425 a997e336f057ff200600695e0c6b63fa51195e97 aleks <aleks@DESKTOP-Q76LAD6> 1717186195 +0200			pull: Fast-forward


			a997e336f057ff200600695e0c6b63fa51195e97 872ad581ea3232393745a4daceff76e760a1fd5c aleks <aleks@DESKTOP-Q76LAD6> 1717187898 +0200			pull: Fast-forward


			872ad581ea3232393745a4daceff76e760a1fd5c 6e32f9d80b1e11e3823b87a91a67c1822c858e7f aleks <aleks@DESKTOP-Q76LAD6> 1717189691 +0200			pull: Fast-forward


			6e32f9d80b1e11e3823b87a91a67c1822c858e7f 258a680310f48c421f0fa22bbf7a3c88e12a222b aleks <aleks@DESKTOP-Q76LAD6> 1717192770 +0200			pull: Fast-forward


			258a680310f48c421f0fa22bbf7a3c88e12a222b a3564f724063f14a016b7b51565f53389018ed8e aleks <aleks@DESKTOP-Q76LAD6> 1717247570 +0200			pull: Fast-forward


			a3564f724063f14a016b7b51565f53389018ed8e 447ee4ee3846f8fecb7b2b7a3467d3eb2f27313c aleks <aleks@DESKTOP-Q76LAD6> 1717248514 +0200			pull: Fast-forward


			447ee4ee3846f8fecb7b2b7a3467d3eb2f27313c 4e29aeacaff6c6db8b83cc357dd799a6c846167a aleks <aleks@DESKTOP-Q76LAD6> 1717339413 +0200			pull: Fast-forward


			4e29aeacaff6c6db8b83cc357dd799a6c846167a c739e309d4038cbdb118bbb48551e1cdf327d45b aleks <aleks@DESKTOP-Q76LAD6> 1717355440 +0200			pull: Fast-forward


			c739e309d4038cbdb118bbb48551e1cdf327d45b 797e5eee563660a8d827eb636e8fbcfbbbc4520d aleks <aleks@DESKTOP-Q76LAD6> 1717700001 +0200			pull: Fast-forward


			797e5eee563660a8d827eb636e8fbcfbbbc4520d 7d2935fd3592c3b5b5e241bb6e5a8fc54aa7c448 aleks <aleks@DESKTOP-Q76LAD6> 1718454589 +0200			pull: Fast-forward









MasterLab/example/reliablebroadcast/gorums/.git/logs/refs/remotes/origin/multiparty

			35d558930c757fc75de58c7adbfaa004bc6b17ce 42c554ee325420cefffc74677e3d9ea50a0821a4 aleks <aleks@DESKTOP-Q76LAD6> 1714389696 +0200			pull: fast-forward


			42c554ee325420cefffc74677e3d9ea50a0821a4 bafd2cef7cf529a6ac39d5c824d76b9dba4fa750 aleks <aleks@DESKTOP-Q76LAD6> 1714640350 +0200			pull: fast-forward


			bafd2cef7cf529a6ac39d5c824d76b9dba4fa750 4ff4d75bbb8aa2a228da69de7a62ed0857626664 aleks <aleks@DESKTOP-Q76LAD6> 1715430198 +0200			pull: fast-forward


			4ff4d75bbb8aa2a228da69de7a62ed0857626664 ef3f0eca7e2d264889a6f4e667bb9bd26e3b264a aleks <aleks@DESKTOP-Q76LAD6> 1716281635 +0200			pull: fast-forward


			ef3f0eca7e2d264889a6f4e667bb9bd26e3b264a 40936b498d03dec0c547307dc15f95229686299b aleks <aleks@DESKTOP-Q76LAD6> 1716385183 +0200			pull: fast-forward


			40936b498d03dec0c547307dc15f95229686299b 0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e aleks <aleks@DESKTOP-Q76LAD6> 1716643649 +0200			pull: fast-forward


			0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e d49053292d39a2ed059e7750d3633ab46bfdfd9c aleks <aleks@DESKTOP-Q76LAD6> 1716925505 +0200			pull: fast-forward


			d49053292d39a2ed059e7750d3633ab46bfdfd9c 4b08ceda3ccaa00fc8b2f943c893334217afb425 aleks <aleks@DESKTOP-Q76LAD6> 1717162267 +0200			pull: fast-forward


			4b08ceda3ccaa00fc8b2f943c893334217afb425 a997e336f057ff200600695e0c6b63fa51195e97 aleks <aleks@DESKTOP-Q76LAD6> 1717186195 +0200			pull: fast-forward


			a997e336f057ff200600695e0c6b63fa51195e97 872ad581ea3232393745a4daceff76e760a1fd5c aleks <aleks@DESKTOP-Q76LAD6> 1717187898 +0200			pull: fast-forward


			872ad581ea3232393745a4daceff76e760a1fd5c 6e32f9d80b1e11e3823b87a91a67c1822c858e7f aleks <aleks@DESKTOP-Q76LAD6> 1717189691 +0200			pull: fast-forward


			6e32f9d80b1e11e3823b87a91a67c1822c858e7f 258a680310f48c421f0fa22bbf7a3c88e12a222b aleks <aleks@DESKTOP-Q76LAD6> 1717192770 +0200			pull: fast-forward


			258a680310f48c421f0fa22bbf7a3c88e12a222b a3564f724063f14a016b7b51565f53389018ed8e aleks <aleks@DESKTOP-Q76LAD6> 1717247570 +0200			pull: fast-forward


			a3564f724063f14a016b7b51565f53389018ed8e 447ee4ee3846f8fecb7b2b7a3467d3eb2f27313c aleks <aleks@DESKTOP-Q76LAD6> 1717248514 +0200			pull: fast-forward


			447ee4ee3846f8fecb7b2b7a3467d3eb2f27313c 4e29aeacaff6c6db8b83cc357dd799a6c846167a aleks <aleks@DESKTOP-Q76LAD6> 1717339413 +0200			pull: fast-forward


			4e29aeacaff6c6db8b83cc357dd799a6c846167a c739e309d4038cbdb118bbb48551e1cdf327d45b aleks <aleks@DESKTOP-Q76LAD6> 1717355440 +0200			pull: fast-forward


			c739e309d4038cbdb118bbb48551e1cdf327d45b 797e5eee563660a8d827eb636e8fbcfbbbc4520d aleks <aleks@DESKTOP-Q76LAD6> 1717700001 +0200			pull: fast-forward


			797e5eee563660a8d827eb636e8fbcfbbbc4520d 7d2935fd3592c3b5b5e241bb6e5a8fc54aa7c448 aleks <aleks@DESKTOP-Q76LAD6> 1718454589 +0200			pull: fast-forward









MasterLab/example/reliablebroadcast/gorums/.git/logs/refs/remotes/origin/HEAD

0000000000000000000000000000000000000000 e7ce532e8253015f43bcfe63291cdde404288460 aleks <aleks@DESKTOP-Q76LAD6> 1714298559 +0200	clone: from https://github.com/relab/gorums.git







MasterLab/example/reliablebroadcast/gorums/.git/logs/refs/heads/master

0000000000000000000000000000000000000000 e7ce532e8253015f43bcfe63291cdde404288460 aleks <aleks@DESKTOP-Q76LAD6> 1714298559 +0200	clone: from https://github.com/relab/gorums.git
e7ce532e8253015f43bcfe63291cdde404288460 35d558930c757fc75de58c7adbfaa004bc6b17ce aleks <aleks@DESKTOP-Q76LAD6> 1714299078 +0200	pull origin multiparty: Fast-forward
35d558930c757fc75de58c7adbfaa004bc6b17ce e7ce532e8253015f43bcfe63291cdde404288460 aleks <aleks@DESKTOP-Q76LAD6> 1714299307 +0200	reset: moving to origin/master







MasterLab/example/reliablebroadcast/gorums/.git/logs/refs/heads/multiparty

			0000000000000000000000000000000000000000 35d558930c757fc75de58c7adbfaa004bc6b17ce aleks <aleks@DESKTOP-Q76LAD6> 1714299110 +0200			branch: Created from refs/remotes/origin/multiparty


			35d558930c757fc75de58c7adbfaa004bc6b17ce 42c554ee325420cefffc74677e3d9ea50a0821a4 aleks <aleks@DESKTOP-Q76LAD6> 1714389696 +0200			pull: Fast-forward


			42c554ee325420cefffc74677e3d9ea50a0821a4 bafd2cef7cf529a6ac39d5c824d76b9dba4fa750 aleks <aleks@DESKTOP-Q76LAD6> 1714640350 +0200			pull: Fast-forward


			bafd2cef7cf529a6ac39d5c824d76b9dba4fa750 4ff4d75bbb8aa2a228da69de7a62ed0857626664 aleks <aleks@DESKTOP-Q76LAD6> 1715430199 +0200			pull: Fast-forward


			4ff4d75bbb8aa2a228da69de7a62ed0857626664 ef3f0eca7e2d264889a6f4e667bb9bd26e3b264a aleks <aleks@DESKTOP-Q76LAD6> 1716281635 +0200			pull: Fast-forward


			ef3f0eca7e2d264889a6f4e667bb9bd26e3b264a 40936b498d03dec0c547307dc15f95229686299b aleks <aleks@DESKTOP-Q76LAD6> 1716385183 +0200			pull: Fast-forward


			40936b498d03dec0c547307dc15f95229686299b 0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e aleks <aleks@DESKTOP-Q76LAD6> 1716643649 +0200			pull: Fast-forward


			0e2e7bc363918ae3c582bb0f2a2609f655bd7d4e d49053292d39a2ed059e7750d3633ab46bfdfd9c aleks <aleks@DESKTOP-Q76LAD6> 1716925505 +0200			pull: Fast-forward


			d49053292d39a2ed059e7750d3633ab46bfdfd9c 4b08ceda3ccaa00fc8b2f943c893334217afb425 aleks <aleks@DESKTOP-Q76LAD6> 1717162267 +0200			pull: Fast-forward


			4b08ceda3ccaa00fc8b2f943c893334217afb425 a997e336f057ff200600695e0c6b63fa51195e97 aleks <aleks@DESKTOP-Q76LAD6> 1717186195 +0200			pull: Fast-forward


			a997e336f057ff200600695e0c6b63fa51195e97 872ad581ea3232393745a4daceff76e760a1fd5c aleks <aleks@DESKTOP-Q76LAD6> 1717187898 +0200			pull: Fast-forward


			872ad581ea3232393745a4daceff76e760a1fd5c 6e32f9d80b1e11e3823b87a91a67c1822c858e7f aleks <aleks@DESKTOP-Q76LAD6> 1717189691 +0200			pull: Fast-forward


			6e32f9d80b1e11e3823b87a91a67c1822c858e7f 258a680310f48c421f0fa22bbf7a3c88e12a222b aleks <aleks@DESKTOP-Q76LAD6> 1717192770 +0200			pull: Fast-forward


			258a680310f48c421f0fa22bbf7a3c88e12a222b a3564f724063f14a016b7b51565f53389018ed8e aleks <aleks@DESKTOP-Q76LAD6> 1717247570 +0200			pull: Fast-forward


			a3564f724063f14a016b7b51565f53389018ed8e 447ee4ee3846f8fecb7b2b7a3467d3eb2f27313c aleks <aleks@DESKTOP-Q76LAD6> 1717248514 +0200			pull: Fast-forward


			447ee4ee3846f8fecb7b2b7a3467d3eb2f27313c 4e29aeacaff6c6db8b83cc357dd799a6c846167a aleks <aleks@DESKTOP-Q76LAD6> 1717339413 +0200			pull: Fast-forward


			4e29aeacaff6c6db8b83cc357dd799a6c846167a c739e309d4038cbdb118bbb48551e1cdf327d45b aleks <aleks@DESKTOP-Q76LAD6> 1717355440 +0200			pull: Fast-forward


			c739e309d4038cbdb118bbb48551e1cdf327d45b 797e5eee563660a8d827eb636e8fbcfbbbc4520d aleks <aleks@DESKTOP-Q76LAD6> 1717700001 +0200			pull: Fast-forward


			797e5eee563660a8d827eb636e8fbcfbbbc4520d 7d2935fd3592c3b5b5e241bb6e5a8fc54aa7c448 aleks <aleks@DESKTOP-Q76LAD6> 1718454589 +0200			pull: Fast-forward









MasterLab/example/reliablebroadcast/gorums/.git/FETCH_HEAD

7d2935fd3592c3b5b5e241bb6e5a8fc54aa7c448		branch 'multiparty' of https://github.com/relab/gorums
384caf9f6c26f96bae38cdc03a7d9e020411b226	not-for-merge	branch 'call-adapter' of https://github.com/relab/gorums
4591f17d699a894ecebb21004b147b71e78b7045	not-for-merge	branch 'generics' of https://github.com/relab/gorums
3e862fd467c7d38d41ea04620909dbc8d516d031	not-for-merge	branch 'latency-experiment' of https://github.com/relab/gorums
e7ce532e8253015f43bcfe63291cdde404288460	not-for-merge	branch 'master' of https://github.com/relab/gorums
f6812d161dda53a22879d4d90b240f309643adef	not-for-merge	branch 'reduce-node-mgr-coupling' of https://github.com/relab/gorums
19769fce2532bb1b9bb5a76427f5de7ca4648700	not-for-merge	branch 'retry' of https://github.com/relab/gorums
043c19eaec30de5e397faa9a111f4ef2166806d0	not-for-merge	branch 'tree-config' of https://github.com/relab/gorums







MasterLab/example/reliablebroadcast/gorums/.git/refs/remotes/origin/multiparty

7d2935fd3592c3b5b5e241bb6e5a8fc54aa7c448







MasterLab/example/reliablebroadcast/gorums/.git/refs/remotes/origin/HEAD

ref: refs/remotes/origin/master







MasterLab/example/reliablebroadcast/gorums/.git/refs/heads/master

e7ce532e8253015f43bcfe63291cdde404288460







MasterLab/example/reliablebroadcast/gorums/.git/refs/heads/multiparty

7d2935fd3592c3b5b5e241bb6e5a8fc54aa7c448







MasterLab/example/reliablebroadcast/gorums/.git/ORIG_HEAD

797e5eee563660a8d827eb636e8fbcfbbbc4520d







MasterLab/example/reliablebroadcast/gorums/.git/description

Unnamed repository; edit this file 'description' to name the repository.







MasterLab/example/reliablebroadcast/gorums/errors.go

package gorums

import (
	"errors"
	"fmt"
	"strings"
)

// Incomplete is the error returned by a quorum call when the call cannot completed
// due insufficient non-error replies to form a quorum according to the quorum function.
var Incomplete = errors.New("incomplete call")

// QuorumCallError reports on a failed quorum call.
type QuorumCallError struct {
	cause   error
	errors  []nodeError
	replies int
}

// Is reports whether the target error is the same as the cause of the QuorumCallError.
func (e QuorumCallError) Is(target error) bool {
	if t, ok := target.(QuorumCallError); ok {
		return e.cause == t.cause
	}
	return e.cause == target
}

func (e QuorumCallError) Error() string {
	s := fmt.Sprintf("quorum call error: %s (errors: %d, replies: %d)", e.cause, len(e.errors), e.replies)
	var b strings.Builder
	b.WriteString(s)
	if len(e.errors) == 0 {
		return b.String()
	}
	b.WriteString("\nnode errors:\n")
	for _, err := range e.errors {
		b.WriteByte('\t')
		b.WriteString(err.Error())
		b.WriteByte('\n')
	}
	return b.String()
}

// nodeError reports on a failed RPC call.
type nodeError struct {
	cause  error
	nodeID uint32
}

func (e nodeError) Error() string {
	return fmt.Sprintf("node %d: %v", e.nodeID, e.cause)
}







MasterLab/example/reliablebroadcast/gorums/ordering/ordering.proto

syntax = "proto3";

package ordering;
option go_package = "github.com/relab/gorums/ordering";

import "google/rpc/status.proto";

service Gorums {
  // NodeStream is a stream that connects a client to a Node.
  // The messages that are sent on the stream contain both Metadata
  // and an application-specific message.
  rpc NodeStream(stream Metadata) returns (stream Metadata);
}

// Metadata is sent together with application-specific message types,
// and contains information necessary for Gorums to handle the messages.
message Metadata {
  uint64 MessageID = 1;
  string Method = 2; // uint32: 4 bytes
  google.rpc.Status Status = 3;
  BroadcastMsg BroadcastMsg = 4;
  AuthMsg AuthMsg = 5;
}

message BroadcastMsg {
  bool IsBroadcastClient = 1;
  uint64 BroadcastID = 2;
  string SenderAddr = 3; // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
  string OriginAddr = 4; // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
  string OriginMethod = 5; // uint32: 4 bytes
  bytes OriginDigest = 6;
  bytes OriginSignature = 7;
  string OriginPubKey = 8;
}

message AuthMsg {
  string PublicKey = 1;
  bytes Signature = 2;
  string Sender = 3;
}






MasterLab/example/reliablebroadcast/gorums/ordering/ordering_grpc.pb.go

// Code generated by protoc-gen-go-grpc. DO NOT EDIT.
// versions:
// - protoc-gen-go-grpc v1.2.0
// - protoc             v3.12.4
// source: ordering/ordering.proto

package ordering

import (
	context "context"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	status "google.golang.org/grpc/status"
)

// This is a compile-time assertion to ensure that this generated file
// is compatible with the grpc package it is being compiled against.
// Requires gRPC-Go v1.32.0 or later.
const _ = grpc.SupportPackageIsVersion7

// GorumsClient is the client API for Gorums service.
//
// For semantics around ctx use and closing/ending streaming RPCs, please refer to https://pkg.go.dev/google.golang.org/grpc/?tab=doc#ClientConn.NewStream.
type GorumsClient interface {
	// NodeStream is a stream that connects a client to a Node.
	// The messages that are sent on the stream contain both Metadata
	// and an application-specific message.
	NodeStream(ctx context.Context, opts ...grpc.CallOption) (Gorums_NodeStreamClient, error)
}

type gorumsClient struct {
	cc grpc.ClientConnInterface
}

func NewGorumsClient(cc grpc.ClientConnInterface) GorumsClient {
	return &gorumsClient{cc}
}

func (c *gorumsClient) NodeStream(ctx context.Context, opts ...grpc.CallOption) (Gorums_NodeStreamClient, error) {
	stream, err := c.cc.NewStream(ctx, &Gorums_ServiceDesc.Streams[0], "/ordering.Gorums/NodeStream", opts...)
	if err != nil {
		return nil, err
	}
	x := &gorumsNodeStreamClient{stream}
	return x, nil
}

type Gorums_NodeStreamClient interface {
	Send(*Metadata) error
	Recv() (*Metadata, error)
	grpc.ClientStream
}

type gorumsNodeStreamClient struct {
	grpc.ClientStream
}

func (x *gorumsNodeStreamClient) Send(m *Metadata) error {
	return x.ClientStream.SendMsg(m)
}

func (x *gorumsNodeStreamClient) Recv() (*Metadata, error) {
	m := new(Metadata)
	if err := x.ClientStream.RecvMsg(m); err != nil {
		return nil, err
	}
	return m, nil
}

// GorumsServer is the server API for Gorums service.
// All implementations must embed UnimplementedGorumsServer
// for forward compatibility
type GorumsServer interface {
	// NodeStream is a stream that connects a client to a Node.
	// The messages that are sent on the stream contain both Metadata
	// and an application-specific message.
	NodeStream(Gorums_NodeStreamServer) error
	mustEmbedUnimplementedGorumsServer()
}

// UnimplementedGorumsServer must be embedded to have forward compatible implementations.
type UnimplementedGorumsServer struct {
}

func (UnimplementedGorumsServer) NodeStream(Gorums_NodeStreamServer) error {
	return status.Errorf(codes.Unimplemented, "method NodeStream not implemented")
}
func (UnimplementedGorumsServer) mustEmbedUnimplementedGorumsServer() {}

// UnsafeGorumsServer may be embedded to opt out of forward compatibility for this service.
// Use of this interface is not recommended, as added methods to GorumsServer will
// result in compilation errors.
type UnsafeGorumsServer interface {
	mustEmbedUnimplementedGorumsServer()
}

func RegisterGorumsServer(s grpc.ServiceRegistrar, srv GorumsServer) {
	s.RegisterService(&Gorums_ServiceDesc, srv)
}

func _Gorums_NodeStream_Handler(srv interface{}, stream grpc.ServerStream) error {
	return srv.(GorumsServer).NodeStream(&gorumsNodeStreamServer{stream})
}

type Gorums_NodeStreamServer interface {
	Send(*Metadata) error
	Recv() (*Metadata, error)
	grpc.ServerStream
}

type gorumsNodeStreamServer struct {
	grpc.ServerStream
}

func (x *gorumsNodeStreamServer) Send(m *Metadata) error {
	return x.ServerStream.SendMsg(m)
}

func (x *gorumsNodeStreamServer) Recv() (*Metadata, error) {
	m := new(Metadata)
	if err := x.ServerStream.RecvMsg(m); err != nil {
		return nil, err
	}
	return m, nil
}

// Gorums_ServiceDesc is the grpc.ServiceDesc for Gorums service.
// It's only intended for direct use with grpc.RegisterService,
// and not to be introspected or modified (even as a copy)
var Gorums_ServiceDesc = grpc.ServiceDesc{
	ServiceName: "ordering.Gorums",
	HandlerType: (*GorumsServer)(nil),
	Methods:     []grpc.MethodDesc{},
	Streams: []grpc.StreamDesc{
		{
			StreamName:    "NodeStream",
			Handler:       _Gorums_NodeStream_Handler,
			ServerStreams: true,
			ClientStreams: true,
		},
	},
	Metadata: "ordering/ordering.proto",
}







MasterLab/example/reliablebroadcast/gorums/ordering/ordering.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: ordering/ordering.proto

package ordering

import (
	status "google.golang.org/genproto/googleapis/rpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

// Metadata is sent together with application-specific message types,
// and contains information necessary for Gorums to handle the messages.
type Metadata struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	MessageID    uint64         `protobuf:"varint,1,opt,name=MessageID,proto3" json:"MessageID,omitempty"`
	Method       string         `protobuf:"bytes,2,opt,name=Method,proto3" json:"Method,omitempty"` // uint32: 4 bytes
	Status       *status.Status `protobuf:"bytes,3,opt,name=Status,proto3" json:"Status,omitempty"`
	BroadcastMsg *BroadcastMsg  `protobuf:"bytes,4,opt,name=BroadcastMsg,proto3" json:"BroadcastMsg,omitempty"`
	AuthMsg      *AuthMsg       `protobuf:"bytes,5,opt,name=AuthMsg,proto3" json:"AuthMsg,omitempty"`
}

func (x *Metadata) Reset() {
	*x = Metadata{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_ordering_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Metadata) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Metadata) ProtoMessage() {}

func (x *Metadata) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_ordering_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Metadata.ProtoReflect.Descriptor instead.
func (*Metadata) Descriptor() ([]byte, []int) {
	return file_ordering_ordering_proto_rawDescGZIP(), []int{0}
}

func (x *Metadata) GetMessageID() uint64 {
	if x != nil {
		return x.MessageID
	}
	return 0
}

func (x *Metadata) GetMethod() string {
	if x != nil {
		return x.Method
	}
	return ""
}

func (x *Metadata) GetStatus() *status.Status {
	if x != nil {
		return x.Status
	}
	return nil
}

func (x *Metadata) GetBroadcastMsg() *BroadcastMsg {
	if x != nil {
		return x.BroadcastMsg
	}
	return nil
}

func (x *Metadata) GetAuthMsg() *AuthMsg {
	if x != nil {
		return x.AuthMsg
	}
	return nil
}

type BroadcastMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	IsBroadcastClient bool   `protobuf:"varint,1,opt,name=IsBroadcastClient,proto3" json:"IsBroadcastClient,omitempty"`
	BroadcastID       uint64 `protobuf:"varint,2,opt,name=BroadcastID,proto3" json:"BroadcastID,omitempty"`
	SenderAddr        string `protobuf:"bytes,3,opt,name=SenderAddr,proto3" json:"SenderAddr,omitempty"`     // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
	OriginAddr        string `protobuf:"bytes,4,opt,name=OriginAddr,proto3" json:"OriginAddr,omitempty"`     // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
	OriginMethod      string `protobuf:"bytes,5,opt,name=OriginMethod,proto3" json:"OriginMethod,omitempty"` // uint32: 4 bytes
	OriginDigest      []byte `protobuf:"bytes,6,opt,name=OriginDigest,proto3" json:"OriginDigest,omitempty"`
	OriginSignature   []byte `protobuf:"bytes,7,opt,name=OriginSignature,proto3" json:"OriginSignature,omitempty"`
	OriginPubKey      string `protobuf:"bytes,8,opt,name=OriginPubKey,proto3" json:"OriginPubKey,omitempty"`
}

func (x *BroadcastMsg) Reset() {
	*x = BroadcastMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_ordering_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *BroadcastMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*BroadcastMsg) ProtoMessage() {}

func (x *BroadcastMsg) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_ordering_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use BroadcastMsg.ProtoReflect.Descriptor instead.
func (*BroadcastMsg) Descriptor() ([]byte, []int) {
	return file_ordering_ordering_proto_rawDescGZIP(), []int{1}
}

func (x *BroadcastMsg) GetIsBroadcastClient() bool {
	if x != nil {
		return x.IsBroadcastClient
	}
	return false
}

func (x *BroadcastMsg) GetBroadcastID() uint64 {
	if x != nil {
		return x.BroadcastID
	}
	return 0
}

func (x *BroadcastMsg) GetSenderAddr() string {
	if x != nil {
		return x.SenderAddr
	}
	return ""
}

func (x *BroadcastMsg) GetOriginAddr() string {
	if x != nil {
		return x.OriginAddr
	}
	return ""
}

func (x *BroadcastMsg) GetOriginMethod() string {
	if x != nil {
		return x.OriginMethod
	}
	return ""
}

func (x *BroadcastMsg) GetOriginDigest() []byte {
	if x != nil {
		return x.OriginDigest
	}
	return nil
}

func (x *BroadcastMsg) GetOriginSignature() []byte {
	if x != nil {
		return x.OriginSignature
	}
	return nil
}

func (x *BroadcastMsg) GetOriginPubKey() string {
	if x != nil {
		return x.OriginPubKey
	}
	return ""
}

type AuthMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	PublicKey string `protobuf:"bytes,1,opt,name=PublicKey,proto3" json:"PublicKey,omitempty"`
	Signature []byte `protobuf:"bytes,2,opt,name=Signature,proto3" json:"Signature,omitempty"`
	Sender    string `protobuf:"bytes,3,opt,name=Sender,proto3" json:"Sender,omitempty"`
}

func (x *AuthMsg) Reset() {
	*x = AuthMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_ordering_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *AuthMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*AuthMsg) ProtoMessage() {}

func (x *AuthMsg) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_ordering_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use AuthMsg.ProtoReflect.Descriptor instead.
func (*AuthMsg) Descriptor() ([]byte, []int) {
	return file_ordering_ordering_proto_rawDescGZIP(), []int{2}
}

func (x *AuthMsg) GetPublicKey() string {
	if x != nil {
		return x.PublicKey
	}
	return ""
}

func (x *AuthMsg) GetSignature() []byte {
	if x != nil {
		return x.Signature
	}
	return nil
}

func (x *AuthMsg) GetSender() string {
	if x != nil {
		return x.Sender
	}
	return ""
}

var File_ordering_ordering_proto protoreflect.FileDescriptor

var file_ordering_ordering_proto_rawDesc = []byte{
	0x0a, 0x17, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x69, 0x6e, 0x67, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x08, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x69, 0x6e, 0x67, 0x1a, 0x17, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x72, 0x70, 0x63, 0x2f,
	0x73, 0x74, 0x61, 0x74, 0x75, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0xd5, 0x01, 0x0a,
	0x08, 0x4d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x12, 0x1c, 0x0a, 0x09, 0x4d, 0x65, 0x73,
	0x73, 0x61, 0x67, 0x65, 0x49, 0x44, 0x18, 0x01, 0x20, 0x01, 0x28, 0x04, 0x52, 0x09, 0x4d, 0x65,
	0x73, 0x73, 0x61, 0x67, 0x65, 0x49, 0x44, 0x12, 0x16, 0x0a, 0x06, 0x4d, 0x65, 0x74, 0x68, 0x6f,
	0x64, 0x18, 0x02, 0x20, 0x01, 0x28, 0x09, 0x52, 0x06, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x12,
	0x2a, 0x0a, 0x06, 0x53, 0x74, 0x61, 0x74, 0x75, 0x73, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32,
	0x12, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x72, 0x70, 0x63, 0x2e, 0x53, 0x74, 0x61,
	0x74, 0x75, 0x73, 0x52, 0x06, 0x53, 0x74, 0x61, 0x74, 0x75, 0x73, 0x12, 0x3a, 0x0a, 0x0c, 0x42,
	0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x4d, 0x73, 0x67, 0x18, 0x04, 0x20, 0x01, 0x28,
	0x0b, 0x32, 0x16, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x42, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x4d, 0x73, 0x67, 0x52, 0x0c, 0x42, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x4d, 0x73, 0x67, 0x12, 0x2b, 0x0a, 0x07, 0x41, 0x75, 0x74, 0x68, 0x4d,
	0x73, 0x67, 0x18, 0x05, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x11, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x69, 0x6e, 0x67, 0x2e, 0x41, 0x75, 0x74, 0x68, 0x4d, 0x73, 0x67, 0x52, 0x07, 0x41, 0x75, 0x74,
	0x68, 0x4d, 0x73, 0x67, 0x22, 0xb4, 0x02, 0x0a, 0x0c, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x4d, 0x73, 0x67, 0x12, 0x2c, 0x0a, 0x11, 0x49, 0x73, 0x42, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08,
	0x52, 0x11, 0x49, 0x73, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x6c, 0x69,
	0x65, 0x6e, 0x74, 0x12, 0x20, 0x0a, 0x0b, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x49, 0x44, 0x18, 0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x0b, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x49, 0x44, 0x12, 0x1e, 0x0a, 0x0a, 0x53, 0x65, 0x6e, 0x64, 0x65, 0x72, 0x41,
	0x64, 0x64, 0x72, 0x18, 0x03, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0a, 0x53, 0x65, 0x6e, 0x64, 0x65,
	0x72, 0x41, 0x64, 0x64, 0x72, 0x12, 0x1e, 0x0a, 0x0a, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x41,
	0x64, 0x64, 0x72, 0x18, 0x04, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0a, 0x4f, 0x72, 0x69, 0x67, 0x69,
	0x6e, 0x41, 0x64, 0x64, 0x72, 0x12, 0x22, 0x0a, 0x0c, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x4d,
	0x65, 0x74, 0x68, 0x6f, 0x64, 0x18, 0x05, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0c, 0x4f, 0x72, 0x69,
	0x67, 0x69, 0x6e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x12, 0x22, 0x0a, 0x0c, 0x4f, 0x72, 0x69,
	0x67, 0x69, 0x6e, 0x44, 0x69, 0x67, 0x65, 0x73, 0x74, 0x18, 0x06, 0x20, 0x01, 0x28, 0x0c, 0x52,
	0x0c, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x44, 0x69, 0x67, 0x65, 0x73, 0x74, 0x12, 0x28, 0x0a,
	0x0f, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x53, 0x69, 0x67, 0x6e, 0x61, 0x74, 0x75, 0x72, 0x65,
	0x18, 0x07, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x0f, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x53, 0x69,
	0x67, 0x6e, 0x61, 0x74, 0x75, 0x72, 0x65, 0x12, 0x22, 0x0a, 0x0c, 0x4f, 0x72, 0x69, 0x67, 0x69,
	0x6e, 0x50, 0x75, 0x62, 0x4b, 0x65, 0x79, 0x18, 0x08, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0c, 0x4f,
	0x72, 0x69, 0x67, 0x69, 0x6e, 0x50, 0x75, 0x62, 0x4b, 0x65, 0x79, 0x22, 0x5d, 0x0a, 0x07, 0x41,
	0x75, 0x74, 0x68, 0x4d, 0x73, 0x67, 0x12, 0x1c, 0x0a, 0x09, 0x50, 0x75, 0x62, 0x6c, 0x69, 0x63,
	0x4b, 0x65, 0x79, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x09, 0x50, 0x75, 0x62, 0x6c, 0x69,
	0x63, 0x4b, 0x65, 0x79, 0x12, 0x1c, 0x0a, 0x09, 0x53, 0x69, 0x67, 0x6e, 0x61, 0x74, 0x75, 0x72,
	0x65, 0x18, 0x02, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x09, 0x53, 0x69, 0x67, 0x6e, 0x61, 0x74, 0x75,
	0x72, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x53, 0x65, 0x6e, 0x64, 0x65, 0x72, 0x18, 0x03, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x06, 0x53, 0x65, 0x6e, 0x64, 0x65, 0x72, 0x32, 0x42, 0x0a, 0x06, 0x47, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x12, 0x38, 0x0a, 0x0a, 0x4e, 0x6f, 0x64, 0x65, 0x53, 0x74, 0x72, 0x65,
	0x61, 0x6d, 0x12, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x4d, 0x65,
	0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x1a, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e,
	0x67, 0x2e, 0x4d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x28, 0x01, 0x30, 0x01, 0x42, 0x22,
	0x5a, 0x20, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c,
	0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69,
	0x6e, 0x67, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_ordering_ordering_proto_rawDescOnce sync.Once
	file_ordering_ordering_proto_rawDescData = file_ordering_ordering_proto_rawDesc
)

func file_ordering_ordering_proto_rawDescGZIP() []byte {
	file_ordering_ordering_proto_rawDescOnce.Do(func() {
		file_ordering_ordering_proto_rawDescData = protoimpl.X.CompressGZIP(file_ordering_ordering_proto_rawDescData)
	})
	return file_ordering_ordering_proto_rawDescData
}

var file_ordering_ordering_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_ordering_ordering_proto_goTypes = []interface{}{
	(*Metadata)(nil),      // 0: ordering.Metadata
	(*BroadcastMsg)(nil),  // 1: ordering.BroadcastMsg
	(*AuthMsg)(nil),       // 2: ordering.AuthMsg
	(*status.Status)(nil), // 3: google.rpc.Status
}
var file_ordering_ordering_proto_depIdxs = []int32{
	3, // 0: ordering.Metadata.Status:type_name -> google.rpc.Status
	1, // 1: ordering.Metadata.BroadcastMsg:type_name -> ordering.BroadcastMsg
	2, // 2: ordering.Metadata.AuthMsg:type_name -> ordering.AuthMsg
	0, // 3: ordering.Gorums.NodeStream:input_type -> ordering.Metadata
	0, // 4: ordering.Gorums.NodeStream:output_type -> ordering.Metadata
	4, // [4:5] is the sub-list for method output_type
	3, // [3:4] is the sub-list for method input_type
	3, // [3:3] is the sub-list for extension type_name
	3, // [3:3] is the sub-list for extension extendee
	0, // [0:3] is the sub-list for field type_name
}

func init() { file_ordering_ordering_proto_init() }
func file_ordering_ordering_proto_init() {
	if File_ordering_ordering_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_ordering_ordering_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Metadata); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_ordering_ordering_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*BroadcastMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_ordering_ordering_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*AuthMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_ordering_ordering_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_ordering_ordering_proto_goTypes,
		DependencyIndexes: file_ordering_ordering_proto_depIdxs,
		MessageInfos:      file_ordering_ordering_proto_msgTypes,
	}.Build()
	File_ordering_ordering_proto = out.File
	file_ordering_ordering_proto_rawDesc = nil
	file_ordering_ordering_proto_goTypes = nil
	file_ordering_ordering_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/server.go

package gorums

import (
	"context"
	"crypto/elliptic"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

func (s *orderingServer) encodeMsg(req *Message) ([]byte, error) {
	// we must not consider the signature field when validating.
	// also the msgType must be set to requestType.
	signature := make([]byte, len(req.Metadata.AuthMsg.Signature))
	copy(signature, req.Metadata.AuthMsg.Signature)
	reqType := req.msgType
	req.Metadata.AuthMsg.Signature = nil
	req.msgType = 0
	encodedMsg, err := s.opts.auth.EncodeMsg(*req)
	req.Metadata.AuthMsg.Signature = make([]byte, len(signature))
	copy(req.Metadata.AuthMsg.Signature, signature)
	req.msgType = reqType
	return encodedMsg, err
}

func (s *orderingServer) verify(req *Message) error {
	if s.opts.auth == nil {
		return nil
	}
	if req.Metadata.AuthMsg == nil {
		return fmt.Errorf("missing authMsg")
	}
	if req.Metadata.AuthMsg.Signature == nil {
		return fmt.Errorf("missing signature")
	}
	if req.Metadata.AuthMsg.PublicKey == "" {
		return fmt.Errorf("missing publicKey")
	}
	auth := s.opts.auth
	authMsg := req.Metadata.AuthMsg
	if s.opts.allowList != nil {
		pemEncodedPub, ok := s.opts.allowList[authMsg.Sender]
		if !ok {
			return fmt.Errorf("not allowed")
		}
		if pemEncodedPub != authMsg.PublicKey {
			return fmt.Errorf("publicKey did not match")
		}
	}
	encodedMsg, err := s.encodeMsg(req)
	if err != nil {
		return err
	}
	valid, err := auth.VerifySignature(authMsg.PublicKey, encodedMsg, authMsg.Signature)
	if err != nil {
		return err
	}
	if !valid {
		return fmt.Errorf("invalid signature")
	}
	return nil
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		err = s.verify(req)
		if err != nil {
			continue
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer            uint
	grpcOpts          []grpc.ServerOption
	connectCallback   func(context.Context)
	logger            *slog.Logger
	executionOrder    map[string]int
	machineID         uint64
	clientDialTimeout time.Duration
	reqTTL            time.Duration // the lifetime of a broadcast request
	shardBuffer       int           // size of a newly initialized shard
	sendBuffer        int           // buffer on the send and broadcast channels for a broadcast processor
	// this is the address other nodes should connect to. Sometimes, e.g. when
	// running in a docker container it is useful to listen to the loopback
	// address and use forwarding from the host. If not this option is not given,
	// the listen address used on the gRPC listener will be used instead.
	listenAddr   string
	allowList    map[string]string
	auth         *authentication.EllipticCurve
	grpcDialOpts []grpc.DialOption
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

// WithOrder returns a ServerOption which defines the order of execution
// of gRPC methods.
//
// E.g. in PBFT we can specify the order: PrePrepare, Prepare, and Commit.
// Gorums will then make sure to only execute messages in this order.
// The rules are defined as such:
//  1. Messages to the first gRPC method (PrePrepare) will always be executed.
//  2. Messages to gRPC methods not defined in the order will always be executed.
//  3. Messages to gRPC methods appearing later in the order will be cached and executed later.
//  4. Messages to gRPC methods appearing earlier than the current method will be executed immediately.
//     E.g. if current method is Commit, then messages to PrePrepare and Prepare will be accepted.
//  5. The server itself needs to call the next method in the order to progress to the next gRPC method.
//     E.g. by calling broadcast.Prepare().
//  6. If the BroadcastOption ProgressTo() is used, then it will progress to the given gRPC method.
func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

// WithClientDialTimeout returns a ServerOption which sets the dial timeout
// used to send replies back to the client in a BroadcastCall.
func WithClientDialTimeout(dialTimeout time.Duration) ServerOption {
	return func(o *serverOptions) {
		o.clientDialTimeout = dialTimeout
	}
}

// WithServerGrpcDialOptions returns a ServerOption which sets any gRPC dial options
// the Broadcast Router should use when connecting to each client.
func WithServerGrpcDialOptions(opts ...grpc.DialOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcDialOpts = make([]grpc.DialOption, 0, len(opts))
		o.grpcDialOpts = append(o.grpcDialOpts, opts...)
	}
}

// WithShardBuffer returns a ServerOption which sets the buffer size
// of the shards. A higher shard size uses more memory but saves time
// when the number of broadcast requests is large.
func WithShardBuffer(shardBuffer int) ServerOption {
	return func(o *serverOptions) {
		o.shardBuffer = shardBuffer
	}
}

// WithSendBuffer returns a ServerOption which sets the buffer size
// of the sendChannel and broadcastChannel for a broadcast processor.
// A higher sendBuffer uses more memory but saves time when the number
// broadcast messages is large.
func WithSendBuffer(sendBuffer int) ServerOption {
	return func(o *serverOptions) {
		o.sendBuffer = sendBuffer
	}
}

// WithBroadcastReqTTL returns a ServerOption which sets the lifetime
// used for the broadcast processors.
func WithBroadcastReqTTL(reqTTL time.Duration) ServerOption {
	return func(o *serverOptions) {
		o.reqTTL = reqTTL
	}
}

// WithSLogger returns a ServerOption which sets an optional structured logger for
// the Server. This will log internal events regarding broadcast requests. The
// ManagerOption WithLogger() should be used when creating the manager in order
// to log events related to transmission of messages.
func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// WithSrvID sets the MachineID of the broadcast server. This ID is used to
// generate BroadcastIDs. This method should be used if a replica needs to
// initiate a broadcast request.
//
// An example use case is in Paxos:
// The designated leader sends a prepare and receives some promises it has
// never seen before. It thus needs to send accept messages correspondingly.
// These accept messages are not part of any broadcast request and the server
// is thus responsible for the origin of these requests.
func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

// WithAllowList accepts (address, publicKey) pairs which is used to validate
// messages. Only nodes added to the allow list are allowed to send msgs to
// the server.
func WithAllowList(curve elliptic.Curve, allowed ...string) ServerOption {
	return func(o *serverOptions) {
		o.allowList = make(map[string]string)
		if len(allowed)%2 != 0 {
			panic("must provide (address, publicKey) pairs to WithAllowList()")
		}
		for i := range allowed {
			if i%2 != 0 {
				continue
			}
			o.allowList[allowed[i]] = allowed[i+1]
		}
		o.auth = authentication.New(curve)
	}
}

// EnforceAuthentication accepts an elliptic curve which is used to validate
// messages. Only msgs with a pubKey and signature will be processed by the
// server.
func EnforceAuthentication(curve elliptic.Curve) ServerOption {
	return func(o *serverOptions) {
		o.auth = authentication.New(curve)
	}
}

// WithListenAddr sets the IP address of the broadcast server which will be used in messages
// sent by the server. The network of the address has to be a TCP network name. Hence,
// net.ResolveTCPAddr() can be used to obtain the net.Addr type of an address.
func WithListenAddr(listenAddr net.Addr) ServerOption {
	return func(o *serverOptions) {
		o.listenAddr = listenAddr.String()
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		clientDialTimeout: 10 * time.Second,
		shardBuffer:       200,
		sendBuffer:        30,
		reqTTL:            5 * time.Minute,
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(&serverOpts),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}
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package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
)

// Unicast is a one-way call; no replies are processed.
// By default this function returns once the message has been sent.
// Providing the call option WithNoSendWaiting, the function may return
// before the message has been sent.
func (n *RawNode) Unicast(ctx context.Context, d CallData, opts ...CallOption) {
	o := getCallOptions(E_Unicast, opts)

	md := &ordering.Metadata{MessageID: n.mgr.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{BroadcastID: d.BroadcastID}}
	req := request{ctx: ctx, msg: &Message{Metadata: md, Message: d.Message}, opts: o}

	if o.noSendWaiting {
		n.channel.enqueue(req, nil, false)
		return // don't wait for message to be sent
	}

	// newReply must be called before adding req to sendQ
	replyChan := make(chan response, 1)
	n.channel.enqueue(req, replyChan, false)
	// channel sends an empty reply on replyChan when the message has been sent
	// wait until the message has been sent
	<-replyChan
}







MasterLab/example/reliablebroadcast/gorums/quorumcall.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// QuorumCallData holds the message, destination nodes, method identifier,
// and other information necessary to perform the various quorum call types
// supported by Gorums.
//
// This struct should be used by generated code only.
type QuorumCallData struct {
	Message           protoreflect.ProtoMessage
	Method            string
	PerNodeArgFn      func(protoreflect.ProtoMessage, uint32) protoreflect.ProtoMessage
	QuorumFunction    func(protoreflect.ProtoMessage, map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)
	IsBroadcastClient bool
	OriginAddr        string
	BroadcastID       uint64 // a unique identifier for the current message
}

// QuorumCall performs a quorum call on the configuration.
//
// This method should be used by generated code only.
func (c RawConfiguration) QuorumCall(ctx context.Context, d QuorumCallData) (resp protoreflect.ProtoMessage, err error) {
	expectedReplies := len(c)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient, BroadcastID: d.BroadcastID, OriginAddr: d.OriginAddr,
	}}

	replyChan := make(chan response, expectedReplies)
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				expectedReplies--
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}}, replyChan, false)
	}

	var (
		errs    []nodeError
		quorum  bool
		replies = make(map[uint32]protoreflect.ProtoMessage)
	)

	for {
		select {
		case r := <-replyChan:
			if r.err != nil {
				errs = append(errs, nodeError{nodeID: r.nid, cause: r.err})
				break
			}
			replies[r.nid] = r.msg
			if resp, quorum = d.QuorumFunction(d.Message, replies); quorum {
				return resp, nil
			}
		case <-ctx.Done():
			return resp, QuorumCallError{cause: ctx.Err(), errors: errs, replies: len(replies)}
		}
		if len(errs)+len(replies) == expectedReplies {
			return resp, QuorumCallError{cause: Incomplete, errors: errs, replies: len(replies)}
		}
	}
}







MasterLab/example/reliablebroadcast/gorums/handler.go

package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		_ = SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		_, _ = impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(*broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(&msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(*broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.SenderAddr = in.Metadata.BroadcastMsg.SenderAddr
	if msg.SenderAddr == "" && msg.IsBroadcastClient {
		msg.SenderAddr = "client"
	}
	if in.Metadata.BroadcastMsg.OriginDigest != nil {
		msg.OriginDigest = in.Metadata.BroadcastMsg.OriginDigest
	}
	if in.Metadata.BroadcastMsg.OriginSignature != nil {
		msg.OriginSignature = in.Metadata.BroadcastMsg.OriginSignature
	}
	if in.Metadata.BroadcastMsg.OriginPubKey != "" {
		msg.OriginPubKey = in.Metadata.BroadcastMsg.OriginPubKey
	}
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.Cancel(broadcastID, srvAddrs, enqueueBroadcast)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64, enqueueBroadcast EnqueueBroadcast) {
	srv.manager.Done(broadcastID, enqueueBroadcast)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string, originDigest, originSignature []byte, originPubKey string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
			SkipSelf:          options.SkipSelf,
			OriginDigest:      originDigest,
			OriginSignature:   originSignature,
			OriginPubKey:      originPubKey,
		}
		srv.viewMutex.RLock()
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	srv.broadcastSrv.viewMutex.Lock()
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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# Compiled Object files, Static and Dynamic libs (Shared Objects)
*.o
*.a
*.so

# Folders
_obj
_test

# Architecture specific extensions/prefixes
*.[568vq]
[568vq].out

*.cgo1.go
*.cgo2.c
_cgo_defun.c
_cgo_gotypes.go
_cgo_export.*

_testmain.go

*.exe
*.test
*.prof

# vim
[._]*.s[a-w][a-z]
[._]s[a-w][a-z]
*.un~
Session.vim
.netrwhist
*~

*.xo
.vscode/*.log

# binary files
cmd/benchmark/benchmark

ideas.txt

cmd/protoc-gen-gorums/gengorums/template_static.go.bak

# jetbrains IDE files
.idea/
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package gorums

import (
	"context"
	"fmt"
	"hash/fnv"
	"net"
	"sort"
	"strconv"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/metadata"
)

const nilAngleString = "<nil>"

// RawNode encapsulates the state of a node on which a remote procedure call
// can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Node` struct instead.
type RawNode struct {
	// Only assigned at creation.
	id      uint32
	addr    string
	conn    *grpc.ClientConn
	cancel  func()
	mgr     *RawManager
	dialMut sync.Mutex

	// the default channel
	channel *channel
}

// NewRawNode returns a new node for the provided address.
func NewRawNode(addr string) (*RawNode, error) {
	tcpAddr, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		return nil, err
	}
	h := fnv.New32a()
	_, _ = h.Write([]byte(tcpAddr.String()))
	return &RawNode{
		id:   h.Sum32(),
		addr: tcpAddr.String(),
	}, nil
}

// NewRawNodeWithID returns a new node for the provided address and id.
func NewRawNodeWithID(addr string, id uint32) (*RawNode, error) {
	tcpAddr, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		return nil, err
	}
	return &RawNode{
		id:   id,
		addr: tcpAddr.String(),
	}, nil
}

// connect to this node and associate it with the manager.
func (n *RawNode) connect(mgr *RawManager) error {
	n.mgr = mgr
	if n.mgr.opts.noConnect {
		return nil
	}
	n.channel = newChannel(n)
	if err := n.channel.connect(); err != nil {
		return nodeError{nodeID: n.id, cause: err}
	}
	return nil
}

// dial the node and close the current connection.
func (n *RawNode) dial() error {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	if n.conn != nil {
		// close the current connection before dialing again.
		n.conn.Close()
	}
	var err error
	ctx, cancel := context.WithTimeout(context.Background(), n.mgr.opts.nodeDialTimeout)
	defer cancel()
	n.conn, err = grpc.DialContext(ctx, n.addr, n.mgr.opts.grpcDialOpts...)
	return err
}

// newContext returns a new context for this node's channel.
// This context is used by the channel implementation to stop
// all goroutines and the NodeStream, when the context is canceled.
//
// This method must be called for each connection to ensure
// fresh contexts. Reusing contexts could result in reusing
// a cancelled context.
func (n *RawNode) newContext() context.Context {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	md := n.mgr.opts.metadata.Copy()
	if n.mgr.opts.perNodeMD != nil {
		md = metadata.Join(md, n.mgr.opts.perNodeMD(n.id))
	}
	if n.cancel != nil {
		// make sure to close any old ctx
		n.cancel()
	}
	var ctx context.Context
	ctx, n.cancel = context.WithCancel(context.Background())
	return metadata.NewOutgoingContext(ctx, md)
}

// close this node.
func (n *RawNode) close() error {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	// important to cancel first to stop goroutines
	n.cancel()
	if n.conn == nil {
		return nil
	}
	if err := n.conn.Close(); err != nil {
		return nodeError{nodeID: n.id, cause: err}
	}
	return nil
}

// ID returns the ID of n.
func (n *RawNode) ID() uint32 {
	if n != nil {
		return n.id
	}
	return 0
}

// Address returns network address of n.
func (n *RawNode) Address() string {
	if n != nil {
		return n.addr
	}
	return nilAngleString
}

// Host returns the network host of n.
func (n *RawNode) Host() string {
	if n == nil {
		return nilAngleString
	}
	host, _, _ := net.SplitHostPort(n.addr)
	return host
}

// Port returns network port of n.
func (n *RawNode) Port() string {
	if n != nil {
		_, port, _ := net.SplitHostPort(n.addr)
		return port
	}
	return nilAngleString
}

func (n *RawNode) String() string {
	if n != nil {
		return fmt.Sprintf("addr: %s", n.addr)
	}
	return nilAngleString
}

// FullString returns a more descriptive string representation of n that
// includes id, network address and latency information.
func (n *RawNode) FullString() string {
	if n != nil {
		return fmt.Sprintf("node %d | addr: %s", n.id, n.addr)
	}
	return nilAngleString
}

// LastErr returns the last error encountered (if any) for this node.
func (n *RawNode) LastErr() error {
	return n.channel.lastErr()
}

// Latency returns the latency between the client and this node.
func (n *RawNode) Latency() time.Duration {
	return n.channel.channelLatency()
}

type lessFunc func(n1, n2 *RawNode) bool

// MultiSorter implements the Sort interface, sorting the nodes within.
type MultiSorter struct {
	nodes []*RawNode
	less  []lessFunc
}

// Sort sorts the argument slice according to the less functions passed to
// OrderedBy.
func (ms *MultiSorter) Sort(nodes []*RawNode) {
	ms.nodes = nodes
	sort.Sort(ms)
}

// OrderedBy returns a Sorter that sorts using the less functions, in order.
// Call its Sort method to sort the data.
func OrderedBy(less ...lessFunc) *MultiSorter {
	return &MultiSorter{
		less: less,
	}
}

// Len is part of sort.Interface.
func (ms *MultiSorter) Len() int {
	return len(ms.nodes)
}

// Swap is part of sort.Interface.
func (ms *MultiSorter) Swap(i, j int) {
	ms.nodes[i], ms.nodes[j] = ms.nodes[j], ms.nodes[i]
}

// Less is part of sort.Interface. It is implemented by looping along the
// less functions until it finds a comparison that is either Less or not
// Less. Note that it can call the less functions twice per call. We
// could change the functions to return -1, 0, 1 and reduce the
// number of calls for greater efficiency: an exercise for the reader.
func (ms *MultiSorter) Less(i, j int) bool {
	p, q := ms.nodes[i], ms.nodes[j]
	// Try all but the last comparison.
	var k int
	for k = 0; k < len(ms.less)-1; k++ {
		less := ms.less[k]
		switch {
		case less(p, q):
			// p < q, so we have a decision.
			return true
		case less(q, p):
			// p > q, so we have a decision.
			return false
		}
		// p == q; try the next comparison.
	}
	// All comparisons to here said "equal", so just return whatever
	// the final comparison reports.
	return ms.less[k](p, q)
}

// ID sorts nodes by their identifier in increasing order.
var ID = func(n1, n2 *RawNode) bool {
	return n1.id < n2.id
}

// Port sorts nodes by their port number in increasing order.
// Warning: This function may be removed in the future.
var Port = func(n1, n2 *RawNode) bool {
	p1, _ := strconv.Atoi(n1.Port())
	p2, _ := strconv.Atoi(n2.Port())
	return p1 < p2
}

// LastNodeError sorts nodes by their LastErr() status in increasing order. A
// node with LastErr() != nil is larger than a node with LastErr() == nil.
var LastNodeError = func(n1, n2 *RawNode) bool {
	if n1.channel.lastErr() != nil && n2.channel.lastErr() == nil {
		return false
	}
	return true
}







MasterLab/example/reliablebroadcast/gorums/.github/workflows/go-test.yml

name: Test
on:
  push:
    branches: [ master ]
  pull_request:
    branches: [ master ]

jobs:
  test:
    strategy:
      matrix:
        go-version: ["1.22"]
        platform: [ubuntu-latest, macos-latest]
    runs-on: ${{ matrix.platform }}

    steps:
    - name: Cache Go Modules
      uses: actions/cache@v3
      with:
        path: |
          ~/.cache/go-build          # ubuntu-latest
          ~/Library/Caches/go-build  # macos-latest
          ~/go/pkg/mod
        key: ${{ runner.os }}-go-${{ hashFiles('**/go.sum') }}
        restore-keys: |
          ${{ runner.os }}-go-

    - name: Checkout code
      uses: actions/checkout@v3

    - name: Set up Go
      uses: actions/setup-go@v3
      with:
        go-version: ${{ matrix.go-version }}

    - name: Install Protoc
      uses: arduino/setup-protoc@v3.0.0
      with:
        repo-token: ${{ secrets.GITHUB_TOKEN }}

    - name: Install tools
      run: |
        make tools
        make installgorums

    - name: Run Tests
      run: make test







MasterLab/example/reliablebroadcast/gorums/.github/workflows/golangci-lint.yml

name: golangci-lint
on:
  push:
    branches: [master]
  pull_request:
permissions:
  contents: read
  # Optional: allow read access to pull request. Use with `only-new-issues` option.
  pull-requests: read

jobs:
  golangci:
    name: lint
    runs-on: ubuntu-latest
    steps:
      - name: Cache Go Modules
        uses: actions/cache@v3
        with:
          path: |
            ~/.cache/go-build          # ubuntu-latest
            ~/Library/Caches/go-build  # macos-latest
            ~/go/pkg/mod
          key: ${{ runner.os }}-go-${{ hashFiles('**/go.sum') }}
          restore-keys: |
            ${{ runner.os }}-go-

      - name: Checkout code
        uses: actions/checkout@v3

      - name: Set up Go
        uses: actions/setup-go@v3
        with:
          go-version: "1.22"

      - name: Setup Protoc
        uses: arduino/setup-protoc@v3.0.0
        with:
          repo-token: ${{ secrets.GITHUB_TOKEN }}

      - name: Run Make
        run: make

      - name: Run golangci-lint
        uses: golangci/golangci-lint-action@v3
        with:
          version: latest
          skip-pkg-cache: true
          skip-build-cache: true
          args: --timeout 5m --disable errcheck
          # Optional: show only new issues if it's a pull request. The default value is `false`.
          only-new-issues: true







MasterLab/example/reliablebroadcast/gorums/testing_gorums.go

package gorums

import (
	"net"
	"testing"
	"time"
)

// ServerIface is the interface that must be implemented by a server in order to support the TestSetup function.
type ServerIface interface {
	Serve(net.Listener) error
	Stop()
}

// TestSetup starts numServers gRPC servers using the given registration
// function, and returns the server addresses along with a stop function
// that should be called to shut down the test.
// This function can be used by other packages for testing purposes.
func TestSetup(t testing.TB, numServers int, srvFn func(i int) ServerIface) ([]string, func()) {
	t.Helper()
	servers := make([]ServerIface, numServers)
	addrs := make([]string, numServers)
	for i := 0; i < numServers; i++ {
		srv := srvFn(i)
		// listen on any available port
		lis, err := net.Listen("tcp", "127.0.0.1:0")
		if err != nil {
			t.Fatalf("Failed to listen on port: %v", err)
		}
		addrs[i] = lis.Addr().String()
		servers[i] = srv
		go func() { _ = srv.Serve(lis) }()
	}
	stopFn := func() {
		for _, srv := range servers {
			srv.Stop()
		}
	}
	return addrs, stopFn
}

func testServerSetup(t testing.TB, addr string, srv ServerIface) (func(), func()) {
	t.Helper()
	var lis net.Listener
	var err error
	startFn := func() {
		lis, err = net.Listen("tcp", addr)
		if err != nil {
			t.Fatalf("Failed to listen on port: %v", err)
		}
		go func() { _ = srv.Serve(lis) }()
		// to ensure that the server has started
		time.Sleep(100 * time.Millisecond)
	}
	stopFn := func() {
		lis.Close()
		srv.Stop()
	}
	return startFn, stopFn
}







MasterLab/example/reliablebroadcast/gorums/broadcast.go

package gorums

import (
	"context"
	"crypto/elliptic"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

// exposing the ellipticCurve struct for the user
func NewAuth(curve elliptic.Curve) *authentication.EllipticCurve {
	return authentication.New(curve)
}

type broadcastServer struct {
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	h := fnv.New32a()
	_, _ = h.Write([]byte(serverOpts.listenAddr))
	id := h.Sum32()
	srv := &broadcastServer{
		id:        id,
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder, serverOpts.clientDialTimeout, serverOpts.reqTTL, serverOpts.shardBuffer, serverOpts.sendBuffer, serverOpts.allowList, serverOpts.grpcDialOpts...)
	srv.manager.AddAddr(srv.id, serverOpts.listenAddr, srv.machineID)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(*broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

// WithSubset enables broadcasting to a subset of the servers in the view.
// It has the same function as broadcast.To().
func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

// WithoutSelf prevents the server from broadcasting to itself.
func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

// ProgressTo allows the server to accept messages to the given method.
// Should only be used if the ServerOption WithOrder() is used.
func ProgressTo(method string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ProgressTo = method
	}
}

// AllowDuplication allows the server to broadcast more than once
// to the same RPC method for a particular broadcast request.
func AllowDuplication() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.AllowDuplication = true
	}
}

// WithRelationToRequest allows for broadcasting outside a
// server handler related to a specific broadcastID.
// It is not recommended to use this method. Use the broadcast
// struct provided with a broadcast request instead.
func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
	OriginDigest      []byte
	OriginSignature   []byte
	OriginPubKey      string
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		OriginDigest:      md.BroadcastMsg.OriginDigest,
		OriginSignature:   md.BroadcastMsg.OriginSignature,
		OriginPubKey:      md.BroadcastMsg.OriginPubKey,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}

func (md BroadcastMetadata) Verify(msg protoreflect.ProtoMessage) (bool, error) {
	return authentication.Verify(md.OriginPubKey, md.OriginSignature, md.OriginDigest, msg)
}







MasterLab/example/reliablebroadcast/gorums/config.go

package gorums

import (
	"fmt"

	"github.com/relab/gorums/ordering"
)

// RawConfiguration represents a static set of nodes on which quorum calls may be invoked.
//
// NOTE: mutating the configuration is not supported.
//
// This type is intended to be used by generated code.
// You should use the generated `Configuration` type instead.
type RawConfiguration []*RawNode

// NewRawConfiguration returns a configuration based on the provided list of nodes.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func NewRawConfiguration(mgr *RawManager, opt NodeListOption) (nodes RawConfiguration, err error) {
	if opt == nil {
		return nil, fmt.Errorf("config: missing required node list")
	}
	return opt.newConfig(mgr)
}

// NodeIDs returns a slice of this configuration's Node IDs.
func (c RawConfiguration) NodeIDs() []uint32 {
	ids := make([]uint32, len(c))
	for i, node := range c {
		ids[i] = node.ID()
	}
	return ids
}

// Nodes returns the nodes in this configuration.
//
// NOTE: mutating the returned slice is not supported.
func (c RawConfiguration) Nodes() []*RawNode {
	return c
}

// Size returns the number of nodes in this configuration.
func (c RawConfiguration) Size() int {
	return len(c)
}

// Equal returns true if configurations b and c have the same set of nodes.
func (c RawConfiguration) Equal(b RawConfiguration) bool {
	if len(c) != len(b) {
		return false
	}
	for i := range c {
		if c[i].ID() != b[i].ID() {
			return false
		}
	}
	return true
}

func (c RawConfiguration) getMsgID() uint64 {
	return c[0].mgr.getMsgID()
}

func (c RawConfiguration) sign(msg *Message, signOrigin ...bool) {
	if c[0].mgr.opts.auth != nil {
		if len(signOrigin) > 0 && signOrigin[0] {
			originMsg, err := c[0].mgr.opts.auth.EncodeMsg(msg.Message)
			if err != nil {
				panic(err)
			}
			digest := c[0].mgr.opts.auth.Hash(originMsg)
			originSignature, err := c[0].mgr.opts.auth.Sign(originMsg)
			if err != nil {
				panic(err)
			}
			pubKey, err := c[0].mgr.opts.auth.EncodePublic()
			if err != nil {
				panic(err)
			}
			msg.Metadata.BroadcastMsg.OriginDigest = digest
			msg.Metadata.BroadcastMsg.OriginPubKey = pubKey
			msg.Metadata.BroadcastMsg.OriginSignature = originSignature
		}
		encodedMsg, err := c.encodeMsg(msg)
		if err != nil {
			panic(err)
		}
		signature, err := c[0].mgr.opts.auth.Sign(encodedMsg)
		if err != nil {
			panic(err)
		}
		msg.Metadata.AuthMsg.Signature = signature
	}
}

func (c RawConfiguration) encodeMsg(msg *Message) ([]byte, error) {
	// we do not want to include the signature field in the signature
	auth := c[0].mgr.opts.auth
	pubKey, err := auth.EncodePublic()
	if err != nil {
		panic(err)
	}
	msg.Metadata.AuthMsg = &ordering.AuthMsg{
		PublicKey: pubKey,
		Signature: nil,
		Sender:    auth.Addr(),
	}
	return auth.EncodeMsg(*msg)
}







MasterLab/example/reliablebroadcast/gorums/node_test.go

package gorums

import (
	"errors"
	"fmt"
	"testing"
	"time"
)

func TestNodeSort(t *testing.T) {
	nodes := []*RawNode{
		{
			id: 100,
			channel: &channel{
				lastError: nil,
				latency:   time.Second,
			},
		},
		{
			id: 101,
			channel: &channel{
				lastError: errors.New("some error"),
				latency:   250 * time.Millisecond,
			},
		},
		{
			id: 42,
			channel: &channel{
				lastError: nil,
				latency:   300 * time.Millisecond,
			},
		},
		{
			id: 99,
			channel: &channel{
				lastError: errors.New("some error"),
				latency:   500 * time.Millisecond,
			},
		},
	}

	n := len(nodes)

	OrderedBy(ID).Sort(nodes)
	for i := n - 1; i > 0; i-- {
		if nodes[i].id < nodes[i-1].id {
			t.Error("by id: not sorted")
			printNodes(t, nodes)
		}
	}

	OrderedBy(LastNodeError).Sort(nodes)
	for i := n - 1; i > 0; i-- {
		if nodes[i].LastErr() == nil && nodes[i-1].LastErr() != nil {
			t.Error("by error: not sorted")
			printNodes(t, nodes)
		}
	}
}

func printNodes(t *testing.T, nodes []*RawNode) {
	t.Helper()
	for i, n := range nodes {
		nodeStr := fmt.Sprintf(
			"%d: node %d | addr: %s | latency: %v | err: %v",
			i, n.id, n.addr, n.Latency(), n.LastErr())
		t.Logf("%s", nodeStr)
	}
}







MasterLab/example/reliablebroadcast/gorums/gorums.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: gorums.proto

package gorums

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	descriptorpb "google.golang.org/protobuf/types/descriptorpb"
	reflect "reflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

var file_gorums_proto_extTypes = []protoimpl.ExtensionInfo{
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50001,
		Name:          "gorums.rpc",
		Tag:           "varint,50001,opt,name=rpc",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50002,
		Name:          "gorums.unicast",
		Tag:           "varint,50002,opt,name=unicast",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50003,
		Name:          "gorums.multicast",
		Tag:           "varint,50003,opt,name=multicast",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50004,
		Name:          "gorums.quorumcall",
		Tag:           "varint,50004,opt,name=quorumcall",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50005,
		Name:          "gorums.correctable",
		Tag:           "varint,50005,opt,name=correctable",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50006,
		Name:          "gorums.broadcastcall",
		Tag:           "varint,50006,opt,name=broadcastcall",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50010,
		Name:          "gorums.async",
		Tag:           "varint,50010,opt,name=async",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50020,
		Name:          "gorums.per_node_arg",
		Tag:           "varint,50020,opt,name=per_node_arg",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*string)(nil),
		Field:         50030,
		Name:          "gorums.custom_return_type",
		Tag:           "bytes,50030,opt,name=custom_return_type",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50050,
		Name:          "gorums.broadcast",
		Tag:           "varint,50050,opt,name=broadcast",
		Filename:      "gorums.proto",
	},
}

// Extension fields to descriptorpb.MethodOptions.
var (
	// call types
	//
	// optional bool rpc = 50001;
	E_Rpc = &file_gorums_proto_extTypes[0]
	// optional bool unicast = 50002;
	E_Unicast = &file_gorums_proto_extTypes[1]
	// optional bool multicast = 50003;
	E_Multicast = &file_gorums_proto_extTypes[2]
	// optional bool quorumcall = 50004;
	E_Quorumcall = &file_gorums_proto_extTypes[3]
	// optional bool correctable = 50005;
	E_Correctable = &file_gorums_proto_extTypes[4]
	// optional bool broadcastcall = 50006;
	E_Broadcastcall = &file_gorums_proto_extTypes[5]
	// options for call types
	//
	// optional bool async = 50010;
	E_Async = &file_gorums_proto_extTypes[6]
	// optional bool per_node_arg = 50020;
	E_PerNodeArg = &file_gorums_proto_extTypes[7]
	// optional string custom_return_type = 50030;
	E_CustomReturnType = &file_gorums_proto_extTypes[8]
	// optional bool broadcast = 50050;
	E_Broadcast = &file_gorums_proto_extTypes[9]
)

var File_gorums_proto protoreflect.FileDescriptor

var file_gorums_proto_rawDesc = []byte{
	0x0a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x06,
	0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x1a, 0x20, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x64, 0x65, 0x73, 0x63, 0x72, 0x69, 0x70, 0x74,
	0x6f, 0x72, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x3a, 0x32, 0x0a, 0x03, 0x72, 0x70, 0x63, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xd1, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x03, 0x72, 0x70, 0x63, 0x3a, 0x3a, 0x0a, 0x07,
	0x75, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64,
	0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd2, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52,
	0x07, 0x75, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x3a, 0x3e, 0x0a, 0x09, 0x6d, 0x75, 0x6c, 0x74,
	0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70,
	0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd3, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x09, 0x6d,
	0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x3a, 0x40, 0x0a, 0x0a, 0x71, 0x75, 0x6f, 0x72,
	0x75, 0x6d, 0x63, 0x61, 0x6c, 0x6c, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f,
	0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd4, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0a,
	0x71, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x63, 0x61, 0x6c, 0x6c, 0x3a, 0x42, 0x0a, 0x0b, 0x63, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67,
	0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68,
	0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd5, 0x86, 0x03, 0x20, 0x01, 0x28,
	0x08, 0x52, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x3a, 0x46,
	0x0a, 0x0d, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x63, 0x61, 0x6c, 0x6c, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xd6, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0d, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x63, 0x61, 0x6c, 0x6c, 0x3a, 0x36, 0x0a, 0x05, 0x61, 0x73, 0x79, 0x6e, 0x63, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xda, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x05, 0x61, 0x73, 0x79, 0x6e, 0x63, 0x3a, 0x42,
	0x0a, 0x0c, 0x70, 0x65, 0x72, 0x5f, 0x6e, 0x6f, 0x64, 0x65, 0x5f, 0x61, 0x72, 0x67, 0x12, 0x1e,
	0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66,
	0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xe4,
	0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0a, 0x70, 0x65, 0x72, 0x4e, 0x6f, 0x64, 0x65, 0x41,
	0x72, 0x67, 0x3a, 0x4e, 0x0a, 0x12, 0x63, 0x75, 0x73, 0x74, 0x6f, 0x6d, 0x5f, 0x72, 0x65, 0x74,
	0x75, 0x72, 0x6e, 0x5f, 0x74, 0x79, 0x70, 0x65, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c,
	0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f,
	0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xee, 0x86, 0x03, 0x20, 0x01, 0x28, 0x09,
	0x52, 0x10, 0x63, 0x75, 0x73, 0x74, 0x6f, 0x6d, 0x52, 0x65, 0x74, 0x75, 0x72, 0x6e, 0x54, 0x79,
	0x70, 0x65, 0x3a, 0x3e, 0x0a, 0x09, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0x82, 0x87, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x09, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x42, 0x19, 0x5a, 0x17, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d,
	0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x62, 0x06, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var file_gorums_proto_goTypes = []interface{}{
	(*descriptorpb.MethodOptions)(nil), // 0: google.protobuf.MethodOptions
}
var file_gorums_proto_depIdxs = []int32{
	0,  // 0: gorums.rpc:extendee -> google.protobuf.MethodOptions
	0,  // 1: gorums.unicast:extendee -> google.protobuf.MethodOptions
	0,  // 2: gorums.multicast:extendee -> google.protobuf.MethodOptions
	0,  // 3: gorums.quorumcall:extendee -> google.protobuf.MethodOptions
	0,  // 4: gorums.correctable:extendee -> google.protobuf.MethodOptions
	0,  // 5: gorums.broadcastcall:extendee -> google.protobuf.MethodOptions
	0,  // 6: gorums.async:extendee -> google.protobuf.MethodOptions
	0,  // 7: gorums.per_node_arg:extendee -> google.protobuf.MethodOptions
	0,  // 8: gorums.custom_return_type:extendee -> google.protobuf.MethodOptions
	0,  // 9: gorums.broadcast:extendee -> google.protobuf.MethodOptions
	10, // [10:10] is the sub-list for method output_type
	10, // [10:10] is the sub-list for method input_type
	10, // [10:10] is the sub-list for extension type_name
	0,  // [0:10] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_gorums_proto_init() }
func file_gorums_proto_init() {
	if File_gorums_proto != nil {
		return
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_gorums_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   0,
			NumExtensions: 10,
			NumServices:   0,
		},
		GoTypes:           file_gorums_proto_goTypes,
		DependencyIndexes: file_gorums_proto_depIdxs,
		ExtensionInfos:    file_gorums_proto_extTypes,
	}.Build()
	File_gorums_proto = out.File
	file_gorums_proto_rawDesc = nil
	file_gorums_proto_goTypes = nil
	file_gorums_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/cmd/benchmark/main.go

package main

import (
	"context"
	"flag"
	"fmt"
	"net"
	"os"
	"os/signal"
	"regexp"
	"strings"
	"syscall"
	"text/tabwriter"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/benchmark"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type regexpFlag struct {
	val *regexp.Regexp
}

func (f *regexpFlag) String() string {
	if f.val == nil {
		return ""
	}
	return fmt.Sprintf("'%s'", f.val.String())
}

func (f *regexpFlag) Set(v string) (err error) {
	f.val, err = regexp.Compile(v)
	return
}

func (f *regexpFlag) Get() *regexp.Regexp {
	return f.val
}

type listFlag struct {
	val []string
}

func (f *listFlag) String() string {
	return strings.Join(f.val, ",")
}

func (f *listFlag) Set(v string) error {
	f.val = strings.Split(v, ",")
	return nil
}

func (f *listFlag) Get() []string {
	return f.val
}

func listBenchmarks() {
	tw := tabwriter.NewWriter(os.Stdout, 0, 0, 4, ' ', 0)
	benchmarks := benchmark.GetBenchmarks(nil)
	for _, b := range benchmarks {
		fmt.Fprintf(tw, "%s:\t%s\n", b.Name, b.Description)
	}
	tw.Flush()
}

func runServer(server string, serverBuffer uint) {
	signals := make(chan os.Signal, 1)
	signal.Notify(signals, syscall.SIGINT, syscall.SIGTERM)

	lis, err := net.Listen("tcp", server)
	checkf("Failed to listen on '%s': %v", server, err)

	srv := gorums.NewServer(gorums.WithReceiveBufferSize(serverBuffer))
	go func() { checkf("serve failed: %v", srv.Serve(lis)) }()

	fmt.Printf("Running benchmark server on '%s'\n", server)

	<-signals
	srv.Stop()
}

func printResults(results []*benchmark.Result, options benchmark.Options, serverStats bool) {
	resultWriter := tabwriter.NewWriter(os.Stdout, 0, 0, 4, ' ', 0)
	fmt.Fprint(resultWriter, "Benchmark\tThroughput\tLatency\tStd.dev\tClient")
	if !serverStats || !options.Remote {
		fmt.Fprint(resultWriter, "+Servers\t\t")
	} else if serverStats {
		fmt.Fprint(resultWriter, "\t\t")
		for i := 1; i <= options.NumNodes; i++ {
			fmt.Fprintf(resultWriter, "Server %d\t\t", i)
		}
	}
	fmt.Fprintln(resultWriter)
	for _, r := range results {
		if !serverStats && options.Remote {
			for _, s := range r.ServerStats {
				r.MemPerOp += s.Memory / r.TotalOps
				r.AllocsPerOp += s.Allocs / r.TotalOps
			}
		}
		fmt.Fprint(resultWriter, r.Format())
		if serverStats && options.Remote {
			for _, s := range r.ServerStats {
				fmt.Fprintf(resultWriter, "%d B/op\t%d allocs/op\t", s.Memory/r.TotalOps, s.Allocs/r.TotalOps)
			}
		}
		fmt.Fprintln(resultWriter)
	}
	resultWriter.Flush()
}

func main() {
	var (
		benchmarksFlag = regexpFlag{val: regexp.MustCompile(".*")}
		remotesFlag    = listFlag{}
		warmupFlag     = flag.Duration("warmup", 100*time.Millisecond, "Warmup duration.")
		benchTimeFlag  = flag.Duration("time", 1*time.Second, "The duration of each benchmark.")
		traceFile      = flag.String("trace", "", "A `file` to write trace to.")
		cpuprofile     = flag.String("cpuprofile", "", "A `file` to write cpu profile to.")
		memprofile     = flag.String("memprofile", "", "A `file` to write memory profile to.")
		payload        = flag.Int("payload", 0, "Size of the payload in request and response messages (in bytes).")
		concurrent     = flag.Int("concurrent", 1, "Number of goroutines that can make calls concurrently.")
		maxAsync       = flag.Int("max-async", 1000, "Maximum number of async calls that can be in flight at once.")
		server         = flag.String("server", "", "Run a benchmark server on given `address`.")
		serverStats    = flag.Bool("server-stats", false, "Show server statistics separately")
		cfgSize        = flag.Int("config-size", 4, "Size of the configuration to use. If < 1, all nodes will be used.")
		qSize          = flag.Int("quorum-size", 0, "Number of replies to wait for before completing a quorum call.")
		sendBuffer     = flag.Uint("send-buffer", 0, "The size of the send buffer.")
		serverBuffer   = flag.Uint("server-buffer", 0, "The size of the server buffers.")
		list           = flag.Bool("list", false, "List all available benchmarks")
	)
	flag.Var(&benchmarksFlag, "benchmarks", "A `regexp` matching the benchmarks to run.")
	flag.Var(&remotesFlag, "remotes", "A comma separated `list` of remote addresses to connect to.")
	flag.Parse()

	benchReg := benchmarksFlag.Get()
	remotes := remotesFlag.Get()

	if *list {
		listBenchmarks()
		return
	}

	stopProfilers, err := StartProfilers(*cpuprofile, *memprofile, *traceFile)
	checkf("Failed to start profiling: %v", err)
	defer func() {
		checkf("Failed to stop profiling: %v", stopProfilers())
	}()

	if *server != "" {
		runServer(*server, *serverBuffer)
		return
	}

	var options benchmark.Options
	options.Concurrent = *concurrent
	options.MaxAsync = *maxAsync
	options.Payload = *payload
	options.Warmup = *warmupFlag
	options.Duration = *benchTimeFlag
	options.Remote = true

	// start local servers if needed
	if len(remotes) < 1 {
		options.Remote = false
		ctx, cancel := context.WithCancel(context.Background())
		defer cancel()
		remotes = benchmark.StartLocalServers(ctx, *cfgSize, gorums.WithReceiveBufferSize(*serverBuffer))
	}

	numNodes := len(remotes)
	if *cfgSize < 1 || *cfgSize > numNodes {
		options.NumNodes = numNodes
	} else {
		options.NumNodes = *cfgSize
	}

	// find a valid value for QuorumSize
	switch {
	case options.NumNodes == 1:
		options.QuorumSize = 1
	case *qSize < 1:
		options.QuorumSize = options.NumNodes / 2 // the default value
	case *qSize > options.NumNodes:
		options.QuorumSize = options.NumNodes
	default:
		options.QuorumSize = *qSize
	}

	mgrOpts := []gorums.ManagerOption{
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithDialTimeout(10 * time.Second),
		gorums.WithSendBufferSize(*sendBuffer),
	}

	mgr := benchmark.NewManager(mgrOpts...)
	defer mgr.Close()

	qspec := &benchmark.QSpec{
		QSize:   options.QuorumSize,
		CfgSize: options.NumNodes,
	}

	cfg, err := mgr.NewConfiguration(qspec, gorums.WithNodeList(remotes[:options.NumNodes]))
	checkf("Failed to create configuration: %v", err)

	results, err := benchmark.RunBenchmarks(benchReg, options, cfg)
	checkf("Error running benchmarks: %v", err)

	printResults(results, options, *serverStats)
}

func checkf(format string, args ...interface{}) {
	for _, arg := range args {
		if err, _ := arg.(error); err != nil {
			fmt.Fprintf(os.Stderr, format, args...)
			os.Exit(1)
		}
	}
}
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package main

import (
	"os"
	"runtime"
	"runtime/pprof"
	"runtime/trace"
)

// StartCPUProfile starts a CPU profile that will be written to the given path.
// Returns a function to stop the profiler.
func StartCPUProfile(cpuProfilePath string) (stop func() error, err error) {
	cpuProfile, err := os.Create(cpuProfilePath)
	if err != nil {
		return nil, err
	}
	if err := pprof.StartCPUProfile(cpuProfile); err != nil {
		return nil, err
	}
	return func() error {
		pprof.StopCPUProfile()
		err = cpuProfile.Close()
		if err != nil {
			return err
		}
		return nil
	}, nil
}

// WriteMemProfile writes a memory profile to the given path.
func WriteMemProfile(memProfilePath string) error {
	f, err := os.Create(memProfilePath)
	if err != nil {
		return err
	}
	runtime.GC() // get up-to-date statistics
	if err := pprof.WriteHeapProfile(f); err != nil {
		return err
	}
	err = f.Close()
	return err
}

// StartTrace starts a program trace using the "runtime/trace" package.
// Returns a function to stop the trace.
func StartTrace(tracePath string) (stop func() error, err error) {
	traceFile, err := os.Create(tracePath)
	if err != nil {
		return nil, err
	}
	if err := trace.Start(traceFile); err != nil {
		return nil, err
	}
	return func() error {
		trace.Stop()
		err = traceFile.Close()
		if err != nil {
			return err
		}
		return nil
	}, nil
}

// StartProfilers starts various profilers and returns a function to stop them.
func StartProfilers(cpuProfilePath, memProfilePath, tracePath string) (stopProfile func() error, err error) {
	nilFunc := func() error { return nil }

	var (
		cpuProfileStop = nilFunc
		traceStop      = nilFunc
	)

	if cpuProfilePath != "" {
		cpuProfileStop, err = StartCPUProfile(cpuProfilePath)
		if err != nil {
			return nil, err
		}
	}

	if tracePath != "" {
		traceStop, err = StartTrace(tracePath)
		if err != nil {
			return nil, err
		}
	}

	return func() error {
		err := cpuProfileStop()
		if err != nil {
			return err
		}
		err = traceStop()
		if err != nil {
			return err
		}
		if memProfilePath != "" {
			err = WriteMemProfile(memProfilePath)
		}
		return err
	}, nil
}
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package gengorums

import (
	"google.golang.org/protobuf/compiler/protogen"
)

// GenerateDevFiles generates a zorums_{{gorumsType}}_gorums.pb.go file for each Gorums datatype
// and for each call type in the service definition.
func GenerateDevFiles(gen *protogen.Plugin, file *protogen.File) {
	if !gorumsGuard(file) {
		return
	}
	for gorumsType := range gorumsCallTypesInfo {
		generateDevFile(gen, file, gorumsType)
	}
}

func generateDevFile(gen *protogen.Plugin, file *protogen.File, gorumsType string) {
	// generate dev file for given gorumsType
	filename := file.GeneratedFilenamePrefix + "_" + gorumsType + "_gorums.pb.go"
	g := gen.NewGeneratedFile(filename, file.GoImportPath)
	genGeneratedHeader(gen, g, file)
	g.P("package ", file.GoPackageName)
	g.P()
	genVersionCheck(g)
	genGorumsType(g, file.Services, gorumsType)
}
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// Package gengorums is internal to the gorums protobuf module.
package gengorums

import (
	"fmt"
	"log"
	"sort"
	"strings"

	"github.com/relab/gorums"
	"github.com/relab/gorums/internal/correctable"
	"github.com/relab/gorums/internal/version"
	"google.golang.org/protobuf/compiler/protogen"
	"google.golang.org/protobuf/proto"
	"google.golang.org/protobuf/runtime/protoimpl"
)

// GenerateVersionMarkers specifies whether to generate version markers.
var GenerateVersionMarkers = true

// GenerateFile generates a _gorums.pb.go file containing Gorums service definitions.
func GenerateFile(gen *protogen.Plugin, file *protogen.File) {
	if !gorumsGuard(file) {
		return
	}
	filename := file.GeneratedFilenamePrefix + "_gorums.pb.go"
	g := gen.NewGeneratedFile(filename, file.GoImportPath)
	genGeneratedHeader(gen, g, file)
	g.P("package ", file.GoPackageName)
	g.P()
	genVersionCheck(g)
	g.P(staticCode)
	g.P()
	for path, ident := range pkgIdentMap {
		addImport(path, ident, g)
	}
	generateFileContent(gen, file, g)
}

func genGeneratedHeader(gen *protogen.Plugin, g *protogen.GeneratedFile, f *protogen.File) {
	g.P("// Code generated by protoc-gen-gorums. DO NOT EDIT.")

	if GenerateVersionMarkers {
		g.P("// versions:")
		protocVersion := "(unknown)"
		if v := gen.Request.GetCompilerVersion(); v != nil {
			protocVersion = fmt.Sprintf("v%v.%v.%v", v.GetMajor(), v.GetMinor(), v.GetPatch())
		}
		g.P("// \tprotoc-gen-gorums ", version.String())
		g.P("// \tprotoc            ", protocVersion)
	}

	if f.Proto.GetOptions().GetDeprecated() {
		g.P("// ", f.Desc.Path(), " is a deprecated file.")
	} else {
		g.P("// source: ", f.Desc.Path())
	}
	g.P()
}

func genVersionCheck(g *protogen.GeneratedFile) {
	if GenerateVersionMarkers {
		g.P("const (")
		g.P("// Verify that this generated code is sufficiently up-to-date.")
		g.P("_ = gorums.EnforceVersion(", gorums.GenVersion, " - gorums.MinVersion)")
		g.P("// Verify that the gorums runtime is sufficiently up-to-date.")
		g.P("_ = gorums.EnforceVersion(gorums.MaxVersion - ", gorums.GenVersion, ")")
		g.P(")")
		g.P()
	}
}

// gorumsGuard returns true if there is something for Gorums to generate
// for the given file. If it returns false, there is nothing for Gorums
// generate for this file. If may also fail with an error message.
func gorumsGuard(file *protogen.File) bool {
	if len(file.Services) == 0 || !hasGorumsMethods(file.Services) {
		// there is nothing for this plugin to do
		return false
	}
	if len(file.Services) > 1 {
		// To build multiple services, make separate proto files and
		// run the plugin separately for each proto file.
		// These cannot share the same Go package.
		log.Fatalln("Gorums does not support multiple services in the same proto file.")
	}
	// fail generator if a Gorums reserved identifier is used as a message name.
	for _, msg := range file.Messages {
		msgName := fmt.Sprintf("%v", msg.Desc.Name())
		for _, reserved := range reservedIdents {
			if msgName == reserved {
				log.Fatalf("%v.proto: contains message %s, which is a reserved Gorums type.\n", file.GeneratedFilenamePrefix, msgName)
			}
		}
	}
	return true
}

// GenerateFileContent generates the Gorums service definitions, excluding the package statement.
func generateFileContent(gen *protogen.Plugin, file *protogen.File, g *protogen.GeneratedFile) {
	// sort the gorums types so that output remains stable across rebuilds
	sortedTypes := make([]string, 0, len(gorumsCallTypesInfo))
	for gorumsType := range gorumsCallTypesInfo {
		sortedTypes = append(sortedTypes, gorumsType)
	}
	sort.Strings(sortedTypes)
	for _, gorumsType := range sortedTypes {
		genGorumsType(g, file.Services, gorumsType)
	}
}

// servicesData hold the services to generate and a reference to the file in which
// the services should be generated. This is data to be used by template generator.
type servicesData struct {
	GenFile  *protogen.GeneratedFile
	Services []*protogen.Service
}

// genGorumsType generates Gorums methods and corresponding data structures for gorumsType.
func genGorumsType(g *protogen.GeneratedFile, services []*protogen.Service, gorumsType string) {
	data := servicesData{g, services}
	if callTypeInfo := gorumsCallTypesInfo[gorumsType]; callTypeInfo.extInfo == nil {
		g.P(mustExecute(parseTemplate(gorumsType, callTypeInfo.template), data))
	} else {
		genGorumsMethods(gorumsType, data, callTypeInfo)
	}
	g.P()
}

// genGorumsMethods generates Gorums methods for the given call type.
func genGorumsMethods(gorumsType string, data servicesData, callTypeInfo *callTypeInfo) {
	type methodData struct {
		GenFile *protogen.GeneratedFile
		Method  *protogen.Method
	}
	g := data.GenFile
	for _, service := range data.Services {
		for _, method := range service.Methods {
			err := validateOptions(method)
			if err != nil {
				log.Fatal(err)
			}
			callType := callTypeInfo.deriveCallType(method)
			if callType.check(method) {
				g.P(mustExecute(parseTemplate(gorumsType, callType.template), methodData{g, method}))
			}
		}
	}
}

// callType returns call type information for the given method.
// If the given method has specified a Gorums method option that
// correspond to a call type, this call type is returned. Further,
// if the call type has a sub call type, then this is returned instead.
func callType(method *protogen.Method) *callTypeInfo {
	for _, callTypeInfo := range callTypeOptions(method) {
		callType := callTypeInfo.deriveCallType(method)
		if callType.check(method) {
			return callType
		}
	}
	panic(fmt.Sprintf("unknown call type for method %s\n", method.GoName))
}

// callTypeOptions returns all Gorums call types for the given method.
func callTypeOptions(method *protogen.Method) []*callTypeInfo {
	methExt := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	var options []*callTypeInfo
	for _, callType := range gorumsCallTypesInfo {
		if callType.extInfo != nil {
			if proto.HasExtension(methExt, callType.extInfo) {
				options = append(options, callType)
			}
		}
	}
	return options
}

// hasGorumsMethods returns true if one of the methods in the set of services
// has a Gorums call type.
func hasGorumsMethods(services []*protogen.Service) bool {
	for _, service := range services {
		for _, method := range service.Methods {
			for _, callTypeInfo := range gorumsCallTypesInfo {
				callType := callTypeInfo.deriveCallType(method)
				if callType.check(method) {
					return true
				}
			}
		}
	}
	return false
}

// callTypeInfo holds information about the option type, the option type name,
// documentation string for the option type, the template used to generate
// a method annotated with the given option, and a chkFn function that returns
// true if code for the option type should be generated for the given method.
type callTypeInfo struct {
	extInfo        *protoimpl.ExtensionInfo
	docName        string
	template       string
	outPrefix      string
	chkFn          func(m *protogen.Method) bool
	nestedCallType map[string]*callTypeInfo
}

// check returns true if the given method is associated with this call type.
func (c *callTypeInfo) check(m *protogen.Method) bool {
	if c != nil && c.chkFn != nil {
		return c.chkFn(m)
	}
	return false
}

// deriveCallType resolves the nested call type if any.
func (c *callTypeInfo) deriveCallType(m *protogen.Method) *callTypeInfo {
	if c != nil {
		if c.nestedCallType != nil {
			for _, nestedCallType := range c.nestedCallType {
				if nestedCallType.chkFn(m) {
					return nestedCallType
				}
			}
		}
	}
	return c
}

// callTypeName returns the name of the call type option with the prefix removed.
func callTypeName(ext *protoimpl.ExtensionInfo) string {
	s := string(ext.TypeDescriptor().FullName())
	return s[strings.LastIndex(s, ".")+1:]
}

// gorumsCallTypesInfo maps Gorums call type names to callTypeInfo.
// This includes details such as the template, extension info and
// a chkFn function used to check for the particular call type.
// The entries in this map is used to generate dev/zorums_{type}.pb.go
// files for the different keys.
var gorumsCallTypesInfo = map[string]*callTypeInfo{
	"qspec":        {template: qspecInterface},
	"types":        {template: dataTypes},
	"server":       {template: server},
	"clientserver": {template: clientServer},

	callTypeName(gorums.E_Rpc): {
		extInfo:  gorums.E_Rpc,
		docName:  "rpc",
		template: rpcCall,
		chkFn: func(m *protogen.Method) bool {
			return !hasMethodOption(m, gorumsCallTypes...) && !hasMethodOption(m, gorums.E_Broadcast)
		},
	},
	callTypeName(gorums.E_Quorumcall): {
		extInfo:  gorums.E_Quorumcall,
		docName:  "quorum",
		template: quorumCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Quorumcall) && !hasMethodOption(m, gorums.E_Async)
		},
	},
	callTypeName(gorums.E_Async): {
		extInfo:   gorums.E_Async,
		docName:   "asynchronous quorum",
		template:  asyncCall,
		outPrefix: "Async",
		chkFn: func(m *protogen.Method) bool {
			return hasAllMethodOption(m, gorums.E_Quorumcall, gorums.E_Async)
		},
	},
	callTypeName(gorums.E_Correctable): {
		extInfo: gorums.E_Correctable,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Correctable)
		},
		nestedCallType: map[string]*callTypeInfo{
			callTypeName(correctable.E_Correctable): {
				extInfo:   correctable.E_Correctable,
				docName:   "correctable quorum",
				template:  correctableCall,
				outPrefix: "Correctable",
				chkFn: func(m *protogen.Method) bool {
					return hasMethodOption(m, gorums.E_Correctable) && !m.Desc.IsStreamingServer()
				},
			},
			callTypeName(correctable.E_CorrectableStream): {
				extInfo:   correctable.E_CorrectableStream,
				docName:   "correctable stream quorum",
				template:  correctableCall,
				outPrefix: "CorrectableStream",
				chkFn: func(m *protogen.Method) bool {
					return hasMethodOption(m, gorums.E_Correctable) && m.Desc.IsStreamingServer()
				},
			},
		},
	},
	callTypeName(gorums.E_Multicast): {
		extInfo:  gorums.E_Multicast,
		docName:  "multicast",
		template: multicastCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Multicast)
		},
	},
	callTypeName(gorums.E_Unicast): {
		extInfo:  gorums.E_Unicast,
		docName:  "unicast",
		template: unicastCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Unicast)
		},
	},
	callTypeName(gorums.E_Broadcast): {
		extInfo:  gorums.E_Broadcast,
		docName:  "broadcast",
		template: broadcastMethod,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Broadcast)
		},
	},
	callTypeName(gorums.E_Broadcastcall): {
		extInfo:  gorums.E_Broadcastcall,
		docName:  "broadcastcall",
		template: broadcastCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Broadcastcall)
		},
	},
}

// gorumsCallTypes should list all available call types supported by Gorums.
// These are considered mutually incompatible.
var gorumsCallTypes = []*protoimpl.ExtensionInfo{
	gorums.E_Quorumcall,
	gorums.E_Async,
	gorums.E_Correctable,
	gorums.E_Multicast,
	gorums.E_Unicast,
	gorums.E_Broadcastcall,
}

// callTypesWithInternal should list all available call types that
// has a quorum function and hence need an internal type that wraps
// the return type with additional information.
var callTypesWithInternal = []*protoimpl.ExtensionInfo{
	gorums.E_Quorumcall,
	gorums.E_Async,
	gorums.E_Correctable,
}

// callTypesWithPromiseObject lists all call types that returns
// a promise (async or correctable) object.
var callTypesWithPromiseObject = []*protoimpl.ExtensionInfo{
	gorums.E_Async,
	gorums.E_Correctable,
}

// hasGorumsCallType returns true if the given method has specified
// one of the call types supported by Gorums.
func hasGorumsCallType(method *protogen.Method) bool {
	return hasMethodOption(method, gorumsCallTypes...)
}

// hasMethodOption returns true if the method has one of the given method options.
func hasMethodOption(method *protogen.Method, methodOptions ...*protoimpl.ExtensionInfo) bool {
	ext := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	for _, callType := range methodOptions {
		if proto.HasExtension(ext, callType) {
			return true
		}
	}
	return false
}

// hasAllMethodOption returns true if the method has all of the given method options
func hasAllMethodOption(method *protogen.Method, methodOptions ...*protoimpl.ExtensionInfo) bool {
	ext := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	for _, callType := range methodOptions {
		if !proto.HasExtension(ext, callType) {
			return false
		}
	}
	return true
}

// validateOptions returns an error if the extension options
// for the provided method are incompatible.
func validateOptions(method *protogen.Method) error {
	switch {
	case hasMethodOption(method, gorums.E_Async) && !hasMethodOption(method, gorums.E_Quorumcall):
		return optionErrorf("is required for async methods", method, gorums.E_Quorumcall)

	case !hasMethodOption(method, gorums.E_Multicast) && method.Desc.IsStreamingClient():
		return optionErrorf("is required for client-server stream methods", method, gorums.E_Multicast)

	case !hasMethodOption(method, gorums.E_Correctable) && method.Desc.IsStreamingServer():
		return optionErrorf("is required for server-client stream methods", method, gorums.E_Correctable)

	case hasMethodOption(method, gorums.E_Correctable) && method.Desc.IsStreamingClient():
		return optionErrorf("is only valid for server-client stream methods", method, gorums.E_Correctable)
	}
	return nil
}

func optionErrorf(s string, method *protogen.Method, ext *protoimpl.ExtensionInfo) error {
	return fmt.Errorf("%s.%s: option '%s' "+s, method.Parent.Desc.Name(), method.Desc.Name(), ext.TypeDescriptor().FullName())
}
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package gengorums

import (
	"bytes"
	"fmt"
	"go/ast"
	"go/format"
	"go/printer"
	"go/token"
	"go/types"
	"log"
	"os"
	"path"
	"sort"
	"strings"

	"github.com/google/go-cmp/cmp"
	"golang.org/x/tools/go/packages"
)

const (
	devPkgPath = "./cmd/protoc-gen-gorums/dev"
)

// GenerateBundleFile generates a file with static definitions for Gorums.
func GenerateBundleFile(dst string) {
	pkg := loadPackage(devPkgPath)
	code := printFiles(pkg)
	pkgIdentMap, reservedIdents := findIdentifiers(pkg)

	src := fmt.Sprintf(`// Code generated by protoc-gen-gorums. DO NOT EDIT.
	// Source files can be found in: %s

	package gengorums

	// pkgIdentMap maps from package name to one of the package's identifiers.
	// These identifiers are used by the Gorums protoc plugin to generate import statements.
	var pkgIdentMap = %#v

	// reservedIdents holds the set of Gorums reserved identifiers.
	// These identifiers cannot be used to define message types in a proto file.
	var reservedIdents = %#v

	var staticCode = `+"`%s`", devPkgPath, pkgIdentMap, reservedIdents, code)

	staticContent, err := format.Source([]byte(src))
	if err != nil {
		log.Fatalf("formatting failed: %v", err)
	}
	currentContent, err := os.ReadFile(dst)
	if err != nil {
		log.Fatal(err)
	}
	if diff := cmp.Diff(currentContent, staticContent); diff != "" {
		fmt.Printf("change detected (-current +new):\n%s", diff)
		fmt.Printf("\nReview changes above; to revert use:\n")
		fmt.Printf("mv %s.bak %s\n", dst, dst)
	}
	err = os.WriteFile(dst, []byte(staticContent), 0o666)
	if err != nil {
		log.Fatal(err)
	}
}

// loadPackage returns the parsed package.
func loadPackage(pkgPath string) *packages.Package {
	cfg := &packages.Config{
		Mode: packages.NeedName | packages.NeedFiles | packages.NeedSyntax | packages.NeedImports | packages.NeedTypes | packages.NeedTypesInfo,
	}
	pkgs, err := packages.Load(cfg, pkgPath)
	if err != nil {
		log.Fatalf("failed to load %s: %v", pkgPath, err)
	}
	if packages.PrintErrors(pkgs) > 0 {
		os.Exit(1)
	}
	// Since Load succeeded and pkgPath is a single package, the following is safe
	return pkgs[0]
}

// findIdentifiers returns the imported packages as a map from package name to one of its identifiers,
// and a slice of Gorums reserved identifiers that cannot be used in proto files.
// The returned map is used by the Gorums protoc plugin to generate import statements.
func findIdentifiers(pkgInfo *packages.Package) (map[string]string, []string) {
	pkgIdents := make(map[string][]string)
	for id, obj := range pkgInfo.TypesInfo.Uses {
		pos := pkgInfo.Fset.Position(id.Pos())
		if ignore(pos.Filename) || !obj.Exported() {
			// ignore identifiers in zorums generated files and unexported identifiers
			continue
		}
		if pkg := obj.Pkg(); pkg != nil {
			switch obj := obj.(type) {
			case *types.Func:
				if typ := obj.Type(); typ != nil {
					if recv := typ.(*types.Signature).Recv(); recv != nil {
						// ignore functions on non-package types
						continue
					}
				}
				addUniqueIdentifier(pkgIdents, pkg.Path(), obj.Name())

			case *types.Const, *types.TypeName:
				addUniqueIdentifier(pkgIdents, pkg.Path(), obj.Name())

			case *types.Var:
				// no need to import obj's pkg if obj is a field of a struct.
				if obj.IsField() {
					continue
				}
				addUniqueIdentifier(pkgIdents, pkg.Path(), obj.Name())
			}
		}
	}
	// Only need to store one identifier for each imported package.
	// However, to ensure stable output, we sort the identifiers
	// and use the first element.
	pkgIdent := make(map[string]string, len(pkgIdents))
	var reservedIdents []string
	for path, idents := range pkgIdents {
		sort.Strings(idents)
		if path == pkgInfo.PkgPath {
			reservedIdents = idents
			continue
		}
		pkgIdent[path] = idents[0]
	}
	return pkgIdent, reservedIdents
}

func addUniqueIdentifier(pkgIdents map[string][]string, path, name string) {
	currentNames := pkgIdents[path]
	for _, known := range currentNames {
		if name == known {
			return
		}
	}
	pkgIdents[path] = append(pkgIdents[path], name)
}

// printFiles returns the source files of pkg without package and import statements.
func printFiles(pkg *packages.Package) string {
	out := &bytes.Buffer{}
	for _, f := range pkg.Syntax {
		// filter files in dev package that shouldn't be bundled in template_static.go
		fileName := pkg.Fset.File(f.Pos()).Name()
		if ignore(fileName) {
			continue
		}

		last := f.Package
		if len(f.Imports) > 0 {
			imp := f.Imports[len(f.Imports)-1]
			last = imp.End()
			if imp.Comment != nil {
				if e := imp.Comment.End(); e > last {
					last = e
				}
			}
		}

		// Pretty-print package-level declarations.
		// but no package or import declarations.
		var buf bytes.Buffer
		for _, decl := range f.Decls {
			if decl, ok := decl.(*ast.GenDecl); ok && decl.Tok == token.IMPORT {
				continue
			}
			beg, end := sourceRange(decl)
			printComments(out, f.Comments, last, beg)

			buf.Reset()
			err := format.Node(&buf, pkg.Fset, &printer.CommentedNode{Node: decl, Comments: f.Comments})
			if err != nil {
				log.Fatalf("failed to format source AST node: %v", err)
			}
			out.Write(buf.Bytes())
			last = printSameLineComment(out, f.Comments, pkg.Fset, end)
			out.WriteString("\n\n")
		}
		printLastComments(out, f.Comments, last)
	}
	// escape backticks
	return strings.ReplaceAll(out.String(), "`", "`+\"`\"+`")
}

// ignore files in dev folder with suffixes that shouldn't be bundled.
func ignore(file string) bool {
	for _, suffix := range []string{".proto", "_test.go"} {
		if strings.HasSuffix(file, suffix) {
			return true
		}
	}
	base := path.Base(file)
	// ignore zorums* files
	return strings.HasPrefix(base, "zorums")
}

// sourceRange returns the [beg, end) interval of source code
// belonging to decl (incl. associated comments).
func sourceRange(decl ast.Decl) (beg, end token.Pos) {
	beg = decl.Pos()
	end = decl.End()

	var doc, com *ast.CommentGroup

	switch d := decl.(type) {
	case *ast.GenDecl:
		doc = d.Doc
		if len(d.Specs) > 0 {
			switch spec := d.Specs[len(d.Specs)-1].(type) {
			case *ast.ValueSpec:
				com = spec.Comment
			case *ast.TypeSpec:
				com = spec.Comment
			}
		}
	case *ast.FuncDecl:
		doc = d.Doc
	}

	if doc != nil {
		beg = doc.Pos()
	}
	if com != nil && com.End() > end {
		end = com.End()
	}

	return beg, end
}

func printComments(out *bytes.Buffer, comments []*ast.CommentGroup, pos, end token.Pos) {
	for _, cg := range comments {
		if pos <= cg.Pos() && cg.Pos() < end {
			for _, c := range cg.List {
				fmt.Fprintln(out, c.Text)
			}
			fmt.Fprintln(out)
		}
	}
}

const infinity = 1 << 30

func printLastComments(out *bytes.Buffer, comments []*ast.CommentGroup, pos token.Pos) {
	printComments(out, comments, pos, infinity)
}

func printSameLineComment(out *bytes.Buffer, comments []*ast.CommentGroup, fset *token.FileSet, pos token.Pos) token.Pos {
	tf := fset.File(pos)
	for _, cg := range comments {
		if pos <= cg.Pos() && tf.Line(cg.Pos()) == tf.Line(pos) {
			for _, c := range cg.List {
				fmt.Fprintln(out, c.Text)
			}
			return cg.End()
		}
	}
	return pos
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_async.go

package gengorums

var asyncCallComment = `
{{$comments := .Method.Comments.Leading}}
{{if ne $comments ""}}
{{$comments -}}
{{else}}
{{if hasPerNodeArg .Method}}
// {{$method}} asynchronously invokes a quorum call on each node in
// configuration c, with the argument returned by the provided function f
// and returns the result as a {{$asyncOut}}, which can be used to inspect
// the quorum call reply and error when available.
// The provide per node function f takes the provided {{$in}} argument
// and returns an {{$out}} object to be passed to the given nodeID.
// The per node function f should be thread-safe.
{{else}}
// {{$method}} asynchronously invokes a quorum call on configuration c
// and returns a {{$asyncOut}}, which can be used to inspect the quorum call
// reply and error when available.
{{end -}}
{{end -}}
`

var asyncSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}}) ` +
	`*{{$asyncOut}} {`

var asyncVar = qcVar + `
{{$asyncOut := outType .Method $customOut}}
`

var asyncBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
	}
	cd.QuorumFunction = func(req {{$protoMessage}}, replies map[uint32]{{$protoMessage}}) ({{$protoMessage}}, bool) {
		r := make(map[uint32]*{{$out}}, len(replies))
		for k, v := range replies {
			r[k] = v.(*{{$out}})
		}
		return c.qspec.{{$method}}QF(req.(*{{$in}}), r)
	}
{{- if hasPerNodeArg .Method}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &{{$asyncOut}}{fut}
}
`

var asyncCall = commonVariables +
	asyncVar +
	asyncCallComment +
	asyncSignature +
	asyncBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_datatypes.go

package gengorums

var internalOutDataType = `
{{range $intOut, $out := mapInternalOutType .GenFile .Services}}
type {{$intOut}} struct {
	nid   uint32
	reply *{{$out}}
	err   error
}
{{end}}
`

// This struct and API functions are generated only once per return type
// for a async call type. That is, if multiple async calls use the same
// return type, this struct and associated methods are only generated once.
var asyncDataType = `
{{$async := use "gorums.Async" .GenFile}}
{{range $asyncOut, $customOut := mapAsyncOutType .GenFile .Services}}
{{$customOutField := field $customOut}}
// {{$asyncOut}} is a async object for processing replies.
type {{$asyncOut}} struct {
	*{{$async}}
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *{{$asyncOut}}) Get() (*{{$customOut}}, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*{{$customOut}}), err
}
{{end}}
`

// This struct and API functions are generated only once per return type
// for a correctable call type. That is, if multiple correctable calls use the same
// return type, this struct and associated methods are only generated once.
var correctableDataType = `
{{$correctable := use "gorums.Correctable" .GenFile}}
{{range $correctableOut, $customOut := mapCorrectableOutType .GenFile .Services}}
{{$customOutField := field $customOut}}
// {{$correctableOut}} is a correctable object for processing replies.
type {{$correctableOut}} struct {
	*{{$correctable}}
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *{{$correctableOut}}) Get() (*{{$customOut}}, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*{{$customOut}}), level, err
}
{{- end -}}
`

var dataTypes = internalOutDataType +
	asyncDataType +
	correctableDataType







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_quorumcall.go

package gengorums

// Common variables used in several template functions.
var commonVariables = `
{{$fullName := .Method.Desc.FullName}}
{{$method := .Method.GoName}}
{{$in := in .GenFile .Method}}
{{$out := out .GenFile .Method}}
{{$intOut := internalOut $out}}
{{$customOut := customOut .GenFile .Method}}
{{$customOutField := field $customOut}}
{{$unexportOutput := unexport .Method.Output.GoIdent.GoName}}
`

var quorumCallComment = `
{{$comments := .Method.Comments.Leading}}
{{if ne $comments ""}}
{{$comments -}}
{{else}}
{{if hasPerNodeArg .Method}}
// {{$method}} is a quorum call invoked on each node in configuration c,
// with the argument returned by the provided function f, and returns the combined result.
// The per node function f receives a copy of the {{$in}} request argument and
// returns a {{$in}} manipulated to be passed to the given nodeID.
// The function f must be thread-safe.
{{else}}
// {{$method}} is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
{{end -}}
{{end -}}
`

var quorumCallSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}})` +
	`(resp *{{$customOut}}, err error) {
`

var qcVar = `
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
{{$callData := use "gorums.QuorumCallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
`

var quorumCallBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
		{{if isBroadcast .Method}}
		BroadcastID: c.snowflake.NewBroadcastID(),
		IsBroadcastClient:  true,
		{{end -}}
	}
	cd.QuorumFunction = func(req {{$protoMessage}}, replies map[uint32]{{$protoMessage}}) ({{$protoMessage}}, bool) {
		r := make(map[uint32]*{{$out}}, len(replies))
		for k, v := range replies {
			r[k] = v.(*{{$out}})
		}
		return c.qspec.{{$method}}QF(req.(*{{$in}}), r)
	}
{{- if hasPerNodeArg .Method}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*{{$customOut}}), err
}
`

var quorumCall = commonVariables +
	qcVar +
	quorumCallComment +
	quorumCallSignature +
	quorumCallBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_correctable.go

package gengorums

var correctableCallComment = `
{{$comments := .Method.Comments.Leading}}
{{if ne $comments ""}}
{{$comments -}}
{{else}}
{{if hasPerNodeArg .Method}}
// {{$method}} asynchronously invokes a correctable quorum call on each node
// in configuration c, with the argument returned by the provided function f
// and returns a {{$correctableOut}}, which can be used to inspect
// the reply and error when available.
// The provide per node function f takes the provided {{$in}} argument
// and returns an {{$out}} object to be passed to the given nodeID.
// The per node function f should be thread-safe.
{{else}}
// {{$method}} asynchronously invokes a correctable quorum call on each node
// in configuration c and returns a {{$correctableOut}}, which can be used
// to inspect any replies or errors when available.
{{if correctableStream .Method -}}
// This method supports server-side preliminary replies (correctable stream).
{{end -}}
{{end -}}
{{end -}}
`

var correctableVar = `
{{$correctableOut := outType .Method $customOut}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
{{$callData := use "gorums.CorrectableCallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
`

var correctableSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}}) ` +
	`*{{$correctableOut}} {`

var correctableBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
		ServerStream: {{correctableStream .Method}},
	}
	cd.QuorumFunction = func(req {{$protoMessage}}, replies map[uint32]{{$protoMessage}}) ({{$protoMessage}}, int, bool) {
		r := make(map[uint32]*{{$out}}, len(replies))
		for k, v := range replies {
			r[k] = v.(*{{$out}})
		}
		return c.qspec.{{$method}}QF(req.(*{{$in}}), r)
	}
{{- if hasPerNodeArg .Method}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &{{$correctableOut}}{corr}
}
`

var correctableCall = commonVariables +
	correctableVar +
	correctableCallComment +
	correctableSignature +
	correctableBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_clientserver.go

package gengorums

var clientServerVariables = `
{{$callData := use "gorums.CallData" .GenFile}}
`

var clientServerHandlers = `
{{$genFile := .GenFile}}
func registerClientServerHandlers(srv *clientServerImpl) {
	{{range .Services -}}
	{{- range .Methods}}
	{{- if isBroadcastCall .}}
	srv.RegisterHandler("{{.Desc.FullName}}", gorums.ClientHandler(srv.client{{.GoName}}))
	{{- end}}
	{{- end}}
	{{- end}}
}
`

var clientServer = clientServerVariables + clientServerHandlers







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_server.go

package gengorums

var serverVariables = `
{{$context := use "gorums.ServerCtx" .GenFile}}
{{$codes := use "codes.Code" .GenFile}}
{{$status := use "status.Status" .GenFile}}
`

var serverInterface = `
{{$genFile := .GenFile}}
{{range .Services -}}
{{$service := .GoName}}
// {{$service}} is the server-side API for the {{$service}} Service
type {{$service}} interface {
	{{- range .Methods}}
	{{- if isBroadcast  .}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, broadcast *Broadcast)
	{{- else if correctableStream .}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, send func(response *{{out $genFile .}}) error) error
	{{- else if isOneway .}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}})
	{{- else}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}) (response *{{out $genFile .}}, err error)
	{{- end}}
	{{- end}}
}
{{- end}}
`

var registerServerMethods = `
{{$genFile := .GenFile}}

{{range .Services -}}
{{$service := .GoName}}
{{- range .Methods}}
{{- if isOneway .}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}) {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- else if correctableStream .}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, send func(response *{{out $genFile .}}) error) error {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- else if isBroadcast .}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- else}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}) (response *{{out $genFile .}}, err error) {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- end}}
{{- end}}
{{- end}}
`

var registerInterface = `
{{$genFile := .GenFile}}
{{$gorumsMessage := use "gorums.Message" .GenFile}}
{{$wrapMessage := use "gorums.WrapMessage" $genFile}}
{{$sendMessage := use "gorums.SendMessage" $genFile}}
{{range .Services -}}
{{$service := .GoName}}
func Register{{$service}}Server(srv *Server, impl {{$service}}) {
	{{- range .Methods}}
	{{- if isBroadcast .}}
	srv.RegisterHandler("{{.Desc.FullName}}", gorums.BroadcastHandler(impl.{{.GoName}}, srv.Server))
	{{- if isBroadcastCall .}}
	srv.RegisterClientHandler("{{.Desc.FullName}}")
	{{- end}}
	{{- else }}
	srv.RegisterHandler("{{.Desc.FullName}}", func(ctx {{$context}}, in *{{$gorumsMessage}}, {{if isOneway .}} _ {{- else}} finished {{- end}} chan<- *{{$gorumsMessage}}) {
		req := in.Message.(*{{in $genFile .}})
		defer ctx.Release()
		{{- if isOneway .}}
		impl.{{.GoName}}(ctx, req)
		{{- else if correctableStream .}}
		err := impl.{{.GoName}}(ctx, req, func(resp *{{out $genFile .}}) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := {{use "proto.Clone" $genFile}}(in.Metadata)
			return {{$sendMessage}}(ctx, finished, {{$wrapMessage}}(md.(*{{use "ordering.Metadata" $genFile}}), resp, nil))
		})
		if err != nil {
			{{$sendMessage}}(ctx, finished, {{$wrapMessage}}(in.Metadata, nil, err))
		}
		{{- else }}
		resp, err := impl.{{.GoName}}(ctx, req)
		{{$sendMessage}}(ctx, finished, {{$wrapMessage}}(in.Metadata, resp, err))
		{{- end}}
	})
	{{- end}}
	{{- end}}
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}
{{- end}}
`

var registerServerBroadcast = `
{{$genFile := .GenFile}}

{{range .Services -}}
{{$service := .GoName}}
{{- range .Methods}}
{{- if isBroadcastOption .}}

func (srv *Server) Broadcast{{.GoName}}(req *{{in $genFile .}}, opts... gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("{{.Desc.FullName}}", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("{{.Desc.FullName}}", req, options)
	}
}

{{- end}}
{{- end}}
{{- end}}
`

var registerMethodConstants = `
{{$genFile := .GenFile}}
{{$gorumsMessage := use "gorums.Message" .GenFile}}
const (
{{range .Services -}}
{{$service := .GoName}}
{{- range .Methods}}
{{- if isBroadcast .}}
	{{$service}}{{.GoName}} string = "{{.Desc.FullName}}"
{{- else }}
	{{- if isBroadcastCall .}}
	{{$service}}{{.GoName}} string = "{{.Desc.FullName}}"
	{{- end}}
{{- end}}
{{- end}}
{{- end}}
)
`

var server = serverVariables + serverInterface + registerServerMethods + registerInterface + registerServerBroadcast + registerMethodConstants







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_static.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// Source files can be found in: ./cmd/protoc-gen-gorums/dev

package gengorums

// pkgIdentMap maps from package name to one of the package's identifiers.
// These identifiers are used by the Gorums protoc plugin to generate import statements.
var pkgIdentMap = map[string]string{"fmt": "Errorf", "github.com/relab/gorums": "BroadcastMetadata", "google.golang.org/grpc": "Server", "google.golang.org/grpc/encoding": "GetCodec", "google.golang.org/protobuf/reflect/protoreflect": "ProtoMessage", "net": "Addr"}

// reservedIdents holds the set of Gorums reserved identifiers.
// These identifiers cannot be used to define message types in a proto file.
var reservedIdents = []string{"Broadcast", "Configuration", "Manager", "Node", "QuorumSpec", "Server"}

var staticCode = `// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

`







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_qspec.go

package gengorums

import (
	"github.com/relab/gorums"
	"google.golang.org/protobuf/compiler/protogen"
)

var qspecInterface = `
{{$genFile := .GenFile}}
{{$configOpt := use "gorums.ConfigOption" .GenFile}}
{{- range qspecServices .Services}}
// QuorumSpec is the interface of quorum functions for {{.GoName}}.
type QuorumSpec interface {
	{{$configOpt}}

{{range qspecMethods .Methods -}}
	{{/* Below . is the method object */}}
	{{$method := .GoName}}
	{{$in := in $genFile .}}
	{{$out := out $genFile .}}
	{{$customOut := customOut $genFile .}}
	// {{$method}}QF is the quorum function for the {{$method}}
	// {{docName .}} call method. The in parameter is the request object
	// supplied to the {{$method}} method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *{{$in}}'.
	{{- if isBroadcastCall .}}
	{{.GoName}}QF(in *{{$in}}, replies []*{{$out}}) (*{{$out}}, bool)
	{{- else}}
	{{$method}}QF(in *{{$in}}, replies map[uint32]*{{$out}}) (*{{$customOut}}{{withCorrectable . ", int"}}, bool)
	{{- end}}
{{end}}
}
{{end}}
`

// qspecMethods returns all Gorums methods that require
// a quorum function; that is, all except multicast and plain gRPC methods.
func qspecMethods(methods []*protogen.Method) (s []*protogen.Method) {
	for _, method := range methods {
		if hasMethodOption(method, gorums.E_Multicast, gorums.E_Unicast) || !hasGorumsCallType(method) {
			// ignore multicast and non-Gorums methods
			continue
		}
		s = append(s, method)
	}
	return s
}

// qspecServices returns all services that have Gorums methods.
func qspecServices(services []*protogen.Service) (s []*protogen.Service) {
	for _, service := range services {
		for _, method := range service.Methods {
			if !hasGorumsCallType(method) {
				// ignore services without Gorums methods
				continue
			}
		}
		s = append(s, service)
	}
	return s
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_multicast.go

package gengorums

var multicastRefImports = `
{{if contains $out "."}}
// Reference imports to suppress errors if they are not otherwise used.
var _ {{$out}}
{{end}}
`

var mcVar = `
{{$callData := use "gorums.QuorumCallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
{{$callOpt := use "gorums.CallOption" .GenFile}}
`

var multicastSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}},` +
	`opts ...{{$callOpt}}) {
`

var multicastBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
	}
{{- if hasPerNodeArg .Method}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}
`

var multicastCall = commonVariables +
	mcVar +
	multicastRefImports +
	quorumCallComment +
	multicastSignature +
	multicastBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/gorums_func_map.go

package gengorums

import (
	"bytes"
	"fmt"
	"strings"
	"text/template"

	"github.com/relab/gorums"
	"google.golang.org/protobuf/compiler/protogen"
	"google.golang.org/protobuf/proto"
	"google.golang.org/protobuf/runtime/protoimpl"
)

// importMap holds the mapping between short-hand import name
// and full import path for the default package.
var importMap = map[string]protogen.GoImportPath{
	"io":           protogen.GoImportPath("io"),
	"time":         protogen.GoImportPath("time"),
	"fmt":          protogen.GoImportPath("fmt"),
	"log":          protogen.GoImportPath("log"),
	"math":         protogen.GoImportPath("math"),
	"rand":         protogen.GoImportPath("math/rand"),
	"sync":         protogen.GoImportPath("sync"),
	"atomic":       protogen.GoImportPath("sync/atomic"),
	"context":      protogen.GoImportPath("context"),
	"trace":        protogen.GoImportPath("golang.org/x/net/trace"),
	"grpc":         protogen.GoImportPath("google.golang.org/grpc"),
	"codes":        protogen.GoImportPath("google.golang.org/grpc/codes"),
	"status":       protogen.GoImportPath("google.golang.org/grpc/status"),
	"backoff":      protogen.GoImportPath("google.golang.org/grpc/backoff"),
	"proto":        protogen.GoImportPath("google.golang.org/protobuf/proto"),
	"gorums":       protogen.GoImportPath("github.com/relab/gorums"),
	"ordering":     protogen.GoImportPath("github.com/relab/gorums/ordering"),
	"protoreflect": protogen.GoImportPath("google.golang.org/protobuf/reflect/protoreflect"),
	"uuid":         protogen.GoImportPath("github.com/google/uuid"),
	"metadata":     protogen.GoImportPath("google.golang.org/grpc/metadata"),
}

func addImport(path, ident string, g *protogen.GeneratedFile) string {
	pkg := path[strings.LastIndex(path, "/")+1:]
	impPath, ok := importMap[pkg]
	if !ok {
		impPath = protogen.GoImportPath(path)
		importMap[pkg] = impPath
	}
	return g.QualifiedGoIdent(impPath.Ident(ident))
}

var funcMap = template.FuncMap{
	// this function will stop the generator if incorrect input is used
	// the output contains the descriptive strings below to help debug any bad inputs.
	"use": func(pkgIdent string, g *protogen.GeneratedFile) string {
		if strings.Count(pkgIdent, ".") != 1 {
			return "EXPECTED PACKAGE NAME AND IDENTIFIER, but got: " + pkgIdent
		}
		i := strings.Index(pkgIdent, ".")
		path, ident := pkgIdent[0:i], pkgIdent[i+1:]
		pkg, ok := importMap[path]
		if !ok {
			return "IMPORT NOT FOUND: " + path
		}
		return g.QualifiedGoIdent(pkg.Ident(ident))
	},
	"hasPerNodeArg": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_PerNodeArg)
	},
	"perNodeArg": func(method *protogen.Method, arg string) string {
		if hasMethodOption(method, gorums.E_PerNodeArg) {
			return arg
		}
		return ""
	},
	"perNodeFnType": func(g *protogen.GeneratedFile, method *protogen.Method, arg string) string {
		if hasMethodOption(method, gorums.E_PerNodeArg) {
			inType := g.QualifiedGoIdent(method.Input.GoIdent)
			return arg + " func(*" + inType + ", uint32) *" + inType
		}
		return ""
	},
	"correctableStream": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Correctable) && method.Desc.IsStreamingServer()
	},
	"withCorrectable": func(method *protogen.Method, arg string) string {
		if hasMethodOption(method, gorums.E_Correctable) {
			return arg
		}
		return ""
	},
	"withPromise": func(method *protogen.Method, arg string) string {
		if hasMethodOption(method, callTypesWithPromiseObject...) {
			return arg
		}
		return ""
	},
	"docName": func(method *protogen.Method) string {
		return callType(method).docName
	},
	"fullName": func(method *protogen.Method) string {
		return fmt.Sprintf("/%s/%s", method.Parent.Desc.FullName(), method.Desc.Name())
	},
	"serviceName": func(method *protogen.Method) string {
		return string(method.Parent.Desc.Name())
	},
	"in": func(g *protogen.GeneratedFile, method *protogen.Method) string {
		return g.QualifiedGoIdent(method.Input.GoIdent)
	},
	"isOneway": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Multicast, gorums.E_Unicast)
	},
	"isBroadcast": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Broadcast, gorums.E_Broadcastcall)
	},
	"isBroadcastOption": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Broadcast)
	},
	"isBroadcastCall": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Broadcastcall)
	},
	"methods": func(services []*protogen.Service) (methods []*protogen.Method) {
		for _, s := range services {
			methods = append(methods, s.Methods...)
		}
		return
	},
	"out":                   out,
	"outType":               outType,
	"internalOut":           internalOut,
	"customOut":             customOut,
	"mapInternalOutType":    mapInternalOutType,
	"mapCorrectableOutType": mapCorrectableOutType,
	"mapAsyncOutType":       mapAsyncOutType,
	"qspecServices":         qspecServices,
	"qspecMethods":          qspecMethods,
	"unexport":              unexport,
	"contains":              strings.Contains,
	"field":                 field,
}

type mapFunc func(*protogen.GeneratedFile, *protogen.Method, map[string]string)

// mapType returns a map of types as defined by the function mapFn.
func mapType(g *protogen.GeneratedFile, services []*protogen.Service, mapFn mapFunc) (s map[string]string) {
	s = make(map[string]string)
	for _, service := range services {
		for _, method := range service.Methods {
			mapFn(g, method, s)
		}
	}
	return s
}

func out(g *protogen.GeneratedFile, method *protogen.Method) string {
	return g.QualifiedGoIdent(method.Output.GoIdent)
}

func outType(method *protogen.Method, out string) string {
	return fmt.Sprintf("%s%s", callType(method).outPrefix, field(out))
}

func internalOut(out string) string {
	return fmt.Sprintf("internal%s", field(out))
}

// customOut returns the output type to be used for the given method.
// This may be the output type specified in the rpc line,
// or if a custom_return_type option is provided for the method,
// this provided custom type will be returned.
func customOut(g *protogen.GeneratedFile, method *protogen.Method) string {
	ext := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	customOutType := fmt.Sprintf("%v", proto.GetExtension(ext, gorums.E_CustomReturnType))
	outType := method.Output.GoIdent
	if customOutType != "" {
		outType.GoName = customOutType
	}
	return g.QualifiedGoIdent(outType)
}

func mapInternalOutType(g *protogen.GeneratedFile, services []*protogen.Service) (s map[string]string) {
	return mapType(g, services, func(g *protogen.GeneratedFile, method *protogen.Method, s map[string]string) {
		if hasMethodOption(method, callTypesWithInternal...) {
			out := out(g, method)
			intOut := internalOut(out)
			s[intOut] = out
		}
	})
}

func mapAsyncOutType(g *protogen.GeneratedFile, services []*protogen.Service) (s map[string]string) {
	return mapType(g, services, func(g *protogen.GeneratedFile, method *protogen.Method, s map[string]string) {
		if hasAllMethodOption(method, gorums.E_Quorumcall, gorums.E_Async) {
			out := customOut(g, method)
			futOut := outType(method, out)
			s[futOut] = out
		}
	})
}

func mapCorrectableOutType(g *protogen.GeneratedFile, services []*protogen.Service) (s map[string]string) {
	return mapType(g, services, func(g *protogen.GeneratedFile, method *protogen.Method, s map[string]string) {
		if hasMethodOption(method, gorums.E_Correctable) {
			out := customOut(g, method)
			corrOut := outType(method, out)
			s[corrOut] = out
		}
	})
}

// field derives an embedded field name from the given typeName.
// If typeName contains a package, this will be removed.
func field(typeName string) string {
	return typeName[strings.LastIndex(typeName, ".")+1:]
}

func unexport(s string) string { return strings.ToLower(s[:1]) + s[1:] }

func parseTemplate(name, tmpl string) *template.Template {
	return template.Must(template.New(name).Funcs(funcMap).Parse(tmpl))
}

func mustExecute(t *template.Template, data interface{}) string {
	var b bytes.Buffer
	if err := t.Execute(&b, data); err != nil {
		panic(err)
	}
	return b.String()
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_broadcast.go

package gengorums

var broadcastVar = `
{{$callData := use "gorums.CallData" .GenFile}}
`

var broadcastSignature = `func (b *Broadcast) {{.Method.GoName}}(req *{{in .GenFile .Method}}, opts... gorums.BroadcastOption) {`

var broadcastBody = `
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.Broadcast{{.Method.GoName}} instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("{{.Method.Desc.FullName}}", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}
`

var broadcastMethod = broadcastVar +
	broadcastSignature + broadcastBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_unicast.go

package gengorums

var unicastVar = rpcVar + `{{$callOpt := use "gorums.CallOption" .GenFile}}`

var unicastSignature = `func (n *Node) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}, opts ...{{$callOpt}}) {
`

var unicastBody = `	cd := {{$callData}}{
		Message:  in,
		Method: "{{$fullName}}",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}
`

var unicastCall = commonVariables +
	unicastVar +
	multicastRefImports +
	quorumCallComment +
	unicastSignature +
	unicastBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_rpc.go

package gengorums

var rpcSignature = `func (n *Node) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}}) (resp *{{$customOut}}, err error) {
`

var rpcVar = `
{{$callData := use "gorums.CallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
`

var rpcBody = `	cd := {{$callData}}{
		Message:  in,
		Method: "{{$fullName}}",
	}
{{- if hasPerNodeArg .Method}}
	{{$protoMessage := use "protoreflect.ProtoMessage" $genFile}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*{{$customOut}}), err
}
`

var rpcCall = commonVariables +
	rpcVar +
	quorumCallComment +
	rpcSignature +
	rpcBody







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/template_broadcastcall.go

package gengorums

var clientServerVar = `
{{$callData := use "gorums.CallData" .GenFile}}
{{$context := use "context.Context" .GenFile}}
{{$fmt := use "fmt.FMT" .GenFile}}
{{$time := use "time.TIME" .GenFile}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
`

var clientServerMethodImpl = `
func (srv *clientServerImpl) client{{.Method.GoName}}(ctx context.Context, resp *{{out .GenFile .Method}}, broadcastID uint64) (*{{out .GenFile .Method}}, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

`

var clientServerImplMethod = `
func (c *Configuration) {{.Method.GoName}}(ctx context.Context, in *{{in .GenFile .Method}}, cancelOnTimeout... bool) (resp *{{out .GenFile .Method}}, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout time.Duration
		ok bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.{{.Method.GoName}}QF), "{{.Method.Desc.FullName}}")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*{{out .GenFile .Method}})
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}
`

var broadcastCall = clientServerVar + clientServerMethodImpl + clientServerImplMethod







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/gengorums/gorums_test.go

package gengorums

import (
	"testing"
)

//TODO(meling) Test various generator functions that are non-trivial
// methods to tests:
// qspecMethods
// qspecServices

func TestQSpecMethods(t *testing.T) {
	t.Skip("Not implemented yet")
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/main.go

package main

import (
	"flag"
	"fmt"
	"os"
	"path/filepath"
	"strings"

	"github.com/relab/gorums/cmd/protoc-gen-gorums/gengorums"
	"github.com/relab/gorums/internal/version"

	"google.golang.org/protobuf/compiler/protogen"
	"google.golang.org/protobuf/types/pluginpb"
)

const (
	bundleLen         = len("--bundle=")
	genGorumsDocURL   = "https://github.com/relab/gorums/blob/master/doc/user-guide.md"
	genGoDocURL       = "https://developers.google.com/protocol-buffers/docs/reference/go-generated"
	supportedFeatures = uint64(pluginpb.CodeGeneratorResponse_FEATURE_PROTO3_OPTIONAL)
)

func main() {
	if len(os.Args) == 2 && os.Args[1] == "--version" {
		fmt.Printf("%v %v\n", filepath.Base(os.Args[0]), version.String())
		os.Exit(0)
	}
	if len(os.Args) == 2 && os.Args[1] == "--help" {
		fmt.Printf("See %s for usage information.\n", genGorumsDocURL)
		fmt.Printf("See %s for information about protobuf.\n", genGoDocURL)
		os.Exit(0)
	}
	if len(os.Args) == 2 && strings.HasPrefix(os.Args[1], "--bundle=") {
		bundle := os.Args[1][bundleLen:]
		if bundle != "" {
			fmt.Printf("Generating bundle file: %s\n", bundle)
			gengorums.GenerateBundleFile(bundle)
			os.Exit(0)
		}
		fmt.Printf("%v --bundle flag cannot be empty\n", filepath.Base(os.Args[0]))
		os.Exit(1)
	}

	var (
		flags flag.FlagSet
		dev   = flags.Bool("dev", false, "generate development files in dev folder")
		opts  = &protogen.Options{
			ParamFunc: flags.Set,
		}
	)

	opts.Run(func(gen *protogen.Plugin) error {
		for _, f := range gen.Files {
			if f.Generate {
				switch {
				case *dev:
					gengorums.GenerateDevFiles(gen, f)
				default:
					gengorums.GenerateFile(gen, f)
				}
			}
		}
		gen.SupportedFeatures = supportedFeatures
		return nil
	})
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_types_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

type internalEmpty struct {
	nid   uint32
	reply *empty.Empty
	err   error
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}

// AsyncEmpty is a async object for processing replies.
type AsyncEmpty struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncEmpty) Get() (*empty.Empty, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*empty.Empty), err
}

// AsyncMyResponse is a async object for processing replies.
type AsyncMyResponse struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncMyResponse) Get() (*MyResponse, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*MyResponse), err
}

// AsyncResponse is a async object for processing replies.
type AsyncResponse struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncResponse) Get() (*Response, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*Response), err
}

// CorrectableEmpty is a correctable object for processing replies.
type CorrectableEmpty struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableEmpty) Get() (*empty.Empty, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*empty.Empty), level, err
}

// CorrectableMyResponse is a correctable object for processing replies.
type CorrectableMyResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableMyResponse) Get() (*MyResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*MyResponse), level, err
}

// CorrectableResponse is a correctable object for processing replies.
type CorrectableResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableResponse) Get() (*Response, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*Response), level, err
}

// CorrectableStreamEmpty is a correctable object for processing replies.
type CorrectableStreamEmpty struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamEmpty) Get() (*empty.Empty, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*empty.Empty), level, err
}

// CorrectableStreamMyResponse is a correctable object for processing replies.
type CorrectableStreamMyResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamMyResponse) Get() (*MyResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*MyResponse), level, err
}

// CorrectableStreamResponse is a correctable object for processing replies.
type CorrectableStreamResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamResponse) Get() (*Response, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*Response), level, err
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_server_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	ordering "github.com/relab/gorums/ordering"
	codes "google.golang.org/grpc/codes"
	status "google.golang.org/grpc/status"
	proto "google.golang.org/protobuf/proto"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// ZorumsService is the server-side API for the ZorumsService Service
type ZorumsService interface {
	GRPCCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallEmpty(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error)
	QuorumCallEmpty2(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	MulticastWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastInternal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastWithClientHandler1(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastWithClientHandler2(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastWithClientHandlerAndBroadcastOption(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastPerNodeArg(ctx gorums.ServerCtx, request *Request)
	Multicast2(ctx gorums.ServerCtx, request *Request)
	Multicast3(ctx gorums.ServerCtx, request *Request)
	Multicast4(ctx gorums.ServerCtx, request *empty.Empty)
	QuorumCallAsync(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsync2(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error)
	QuorumCallAsyncEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error)
	Correctable(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectablePerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectableCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectableCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectableEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error)
	CorrectableEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error)
	CorrectableStream(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamPerNodeArg(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamCustomReturnType(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamCombo(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamEmpty(ctx gorums.ServerCtx, request *Request, send func(response *empty.Empty) error) error
	CorrectableStreamEmpty2(ctx gorums.ServerCtx, request *empty.Empty, send func(response *Response) error) error
	Unicast(ctx gorums.ServerCtx, request *Request)
	Unicast2(ctx gorums.ServerCtx, request *Request)
}

func (srv *Server) GRPCCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method GRPCCall not implemented"))
}
func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallPerNodeArg not implemented"))
}
func (srv *Server) QuorumCallCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallCustomReturnType not implemented"))
}
func (srv *Server) QuorumCallCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallCombo not implemented"))
}
func (srv *Server) QuorumCallEmpty(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallEmpty not implemented"))
}
func (srv *Server) QuorumCallEmpty2(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallEmpty2 not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) MulticastWithBroadcast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastWithBroadcast not implemented"))
}
func (srv *Server) BroadcastInternal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastInternal not implemented"))
}
func (srv *Server) BroadcastWithClientHandler1(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastWithClientHandler1 not implemented"))
}
func (srv *Server) BroadcastWithClientHandler2(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastWithClientHandler2 not implemented"))
}
func (srv *Server) BroadcastWithClientHandlerAndBroadcastOption(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastWithClientHandlerAndBroadcastOption not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastPerNodeArg(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastPerNodeArg not implemented"))
}
func (srv *Server) Multicast2(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast2 not implemented"))
}
func (srv *Server) Multicast3(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast3 not implemented"))
}
func (srv *Server) Multicast4(ctx gorums.ServerCtx, request *empty.Empty) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast4 not implemented"))
}
func (srv *Server) QuorumCallAsync(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsync not implemented"))
}
func (srv *Server) QuorumCallAsyncPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncPerNodeArg not implemented"))
}
func (srv *Server) QuorumCallAsyncCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncCustomReturnType not implemented"))
}
func (srv *Server) QuorumCallAsyncCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncCombo not implemented"))
}
func (srv *Server) QuorumCallAsync2(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsync2 not implemented"))
}
func (srv *Server) QuorumCallAsyncEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncEmpty not implemented"))
}
func (srv *Server) QuorumCallAsyncEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncEmpty2 not implemented"))
}
func (srv *Server) Correctable(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Correctable not implemented"))
}
func (srv *Server) CorrectablePerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectablePerNodeArg not implemented"))
}
func (srv *Server) CorrectableCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableCustomReturnType not implemented"))
}
func (srv *Server) CorrectableCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableCombo not implemented"))
}
func (srv *Server) CorrectableEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableEmpty not implemented"))
}
func (srv *Server) CorrectableEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableEmpty2 not implemented"))
}
func (srv *Server) CorrectableStream(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStream not implemented"))
}
func (srv *Server) CorrectableStreamPerNodeArg(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamPerNodeArg not implemented"))
}
func (srv *Server) CorrectableStreamCustomReturnType(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamCustomReturnType not implemented"))
}
func (srv *Server) CorrectableStreamCombo(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamCombo not implemented"))
}
func (srv *Server) CorrectableStreamEmpty(ctx gorums.ServerCtx, request *Request, send func(response *empty.Empty) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamEmpty not implemented"))
}
func (srv *Server) CorrectableStreamEmpty2(ctx gorums.ServerCtx, request *empty.Empty, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamEmpty2 not implemented"))
}
func (srv *Server) Unicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Unicast not implemented"))
}
func (srv *Server) Unicast2(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Unicast2 not implemented"))
}

func RegisterZorumsServiceServer(srv *Server, impl ZorumsService) {
	srv.RegisterHandler("dev.ZorumsService.GRPCCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.GRPCCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallPerNodeArg(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallCustomReturnType(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallCombo(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.QuorumCallEmpty(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallEmpty2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("dev.ZorumsService.MulticastWithBroadcast", gorums.BroadcastHandler(impl.MulticastWithBroadcast, srv.Server))
	srv.RegisterHandler("dev.ZorumsService.BroadcastInternal", gorums.BroadcastHandler(impl.BroadcastInternal, srv.Server))
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler1", gorums.BroadcastHandler(impl.BroadcastWithClientHandler1, srv.Server))
	srv.RegisterClientHandler("dev.ZorumsService.BroadcastWithClientHandler1")
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler2", gorums.BroadcastHandler(impl.BroadcastWithClientHandler2, srv.Server))
	srv.RegisterClientHandler("dev.ZorumsService.BroadcastWithClientHandler2")
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", gorums.BroadcastHandler(impl.BroadcastWithClientHandlerAndBroadcastOption, srv.Server))
	srv.RegisterClientHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption")
	srv.RegisterHandler("dev.ZorumsService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.MulticastPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastPerNodeArg(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Multicast2", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast2(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Multicast3", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast3(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Multicast4", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		impl.Multicast4(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsync", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsync(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncPerNodeArg(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncCustomReturnType(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncCombo(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsync2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsync2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncEmpty(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncEmpty2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.Correctable", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.Correctable(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectablePerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectablePerNodeArg(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectableCustomReturnType(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectableCombo(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectableEmpty(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.CorrectableEmpty2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStream", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStream(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamPerNodeArg(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamCustomReturnType(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamCombo(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamEmpty(ctx, req, func(resp *empty.Empty) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		err := impl.CorrectableStreamEmpty2(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.Unicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Unicast(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Unicast2", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Unicast2(ctx, req)
	})
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastMulticastWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastInternal(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastInternal", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.BroadcastInternal", req, options)
	}
}

func (srv *Server) BroadcastBroadcastWithClientHandlerAndBroadcastOption(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, options)
	}
}

const (
	ZorumsServiceQuorumCallWithBroadcast                      string = "dev.ZorumsService.QuorumCallWithBroadcast"
	ZorumsServiceMulticastWithBroadcast                       string = "dev.ZorumsService.MulticastWithBroadcast"
	ZorumsServiceBroadcastInternal                            string = "dev.ZorumsService.BroadcastInternal"
	ZorumsServiceBroadcastWithClientHandler1                  string = "dev.ZorumsService.BroadcastWithClientHandler1"
	ZorumsServiceBroadcastWithClientHandler2                  string = "dev.ZorumsService.BroadcastWithClientHandler2"
	ZorumsServiceBroadcastWithClientHandlerAndBroadcastOption string = "dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption"
)







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_broadcast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) MulticastWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastMulticastWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastInternal(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastInternal instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastInternal", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastWithClientHandlerAndBroadcastOption(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastWithClientHandlerAndBroadcastOption instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_unicast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// Unicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Unicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dev.ZorumsService.Unicast",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Unicast2 is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Unicast2(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dev.ZorumsService.Unicast2",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value string `protobuf:"bytes,1,opt,name=Value,proto3" json:"Value,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_zorums_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_zorums_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_zorums_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result int64 `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_zorums_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_zorums_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_zorums_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

type MyResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value string `protobuf:"bytes,1,opt,name=Value,proto3" json:"Value,omitempty"`
}

func (x *MyResponse) Reset() {
	*x = MyResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_zorums_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *MyResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*MyResponse) ProtoMessage() {}

func (x *MyResponse) ProtoReflect() protoreflect.Message {
	mi := &file_zorums_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use MyResponse.ProtoReflect.Descriptor instead.
func (*MyResponse) Descriptor() ([]byte, []int) {
	return file_zorums_proto_rawDescGZIP(), []int{2}
}

func (x *MyResponse) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

var File_zorums_proto protoreflect.FileDescriptor

var file_zorums_proto_rawDesc = []byte{
	0x0a, 0x0c, 0x7a, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x03,
	0x64, 0x65, 0x76, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62,
	0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1f,
	0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c,
	0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x22,
	0x22, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x52,
	0x65, 0x73, 0x75, 0x6c, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65, 0x73,
	0x75, 0x6c, 0x74, 0x22, 0x22, 0x0a, 0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73,
	0x65, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09,
	0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x32, 0xae, 0x14, 0x0a, 0x0d, 0x5a, 0x6f, 0x72, 0x75,
	0x6d, 0x73, 0x53, 0x65, 0x72, 0x76, 0x69, 0x63, 0x65, 0x12, 0x29, 0x0a, 0x08, 0x47, 0x52, 0x50,
	0x43, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x22, 0x00, 0x12, 0x2f, 0x0a, 0x0a, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22,
	0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3d, 0x0a, 0x14, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43,
	0x61, 0x6c, 0x6c, 0x50, 0x65, 0x72, 0x4e, 0x6f, 0x64, 0x65, 0x41, 0x72, 0x67, 0x12, 0x0c, 0x2e,
	0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65,
	0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01,
	0xa0, 0xb6, 0x18, 0x01, 0x12, 0x4d, 0x0a, 0x1a, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x43, 0x75, 0x73, 0x74, 0x6f, 0x6d, 0x52, 0x65, 0x74, 0x75, 0x72, 0x6e, 0x54, 0x79,
	0x70, 0x65, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22,
	0x12, 0xa0, 0xb5, 0x18, 0x01, 0xf2, 0xb6, 0x18, 0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x12, 0x46, 0x0a, 0x0f, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c,
	0x6c, 0x43, 0x6f, 0x6d, 0x62, 0x6f, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x22, 0x16, 0xa0, 0xb5, 0x18, 0x01, 0xa0, 0xb6, 0x18, 0x01, 0xf2, 0xb6, 0x18,
	0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x3e, 0x0a, 0x0f, 0x51,
	0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x12, 0x16,
	0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x10, 0x51,
	0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x32, 0x12,
	0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e,
	0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e,
	0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x40, 0x0a, 0x17, 0x51,
	0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x42, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x48, 0x0a,
	0x16, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x57, 0x69, 0x74, 0x68, 0x42, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x08, 0x98,
	0xb5, 0x18, 0x01, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x3f, 0x0a, 0x11, 0x42, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6e, 0x61, 0x6c, 0x12, 0x0c, 0x2e, 0x64,
	0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f,
	0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70,
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	0x74, 0x79, 0x32, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x0d, 0x2e, 0x64, 0x65,
	0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01,
	0x30, 0x01, 0x12, 0x2c, 0x0a, 0x07, 0x55, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0c, 0x2e,
	0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65,
	0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0x90, 0xb5, 0x18, 0x01,
	0x12, 0x36, 0x0a, 0x08, 0x55, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x32, 0x12, 0x0c, 0x2e, 0x64,
	0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f,
	0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x22, 0x04, 0x90, 0xb5, 0x18, 0x01, 0x42, 0x1b, 0x5a, 0x19, 0x63, 0x6d, 0x64, 0x2f,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x63, 0x2d, 0x67, 0x65, 0x6e, 0x2d, 0x67, 0x6f, 0x72, 0x75, 0x6d,
	0x73, 0x2f, 0x64, 0x65, 0x76, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_zorums_proto_rawDescOnce sync.Once
	file_zorums_proto_rawDescData = file_zorums_proto_rawDesc
)

func file_zorums_proto_rawDescGZIP() []byte {
	file_zorums_proto_rawDescOnce.Do(func() {
		file_zorums_proto_rawDescData = protoimpl.X.CompressGZIP(file_zorums_proto_rawDescData)
	})
	return file_zorums_proto_rawDescData
}

var file_zorums_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_zorums_proto_goTypes = []interface{}{
	(*Request)(nil),     // 0: dev.Request
	(*Response)(nil),    // 1: dev.Response
	(*MyResponse)(nil),  // 2: dev.MyResponse
	(*empty.Empty)(nil), // 3: google.protobuf.Empty
}
var file_zorums_proto_depIdxs = []int32{
	0,  // 0: dev.ZorumsService.GRPCCall:input_type -> dev.Request
	0,  // 1: dev.ZorumsService.QuorumCall:input_type -> dev.Request
	0,  // 2: dev.ZorumsService.QuorumCallPerNodeArg:input_type -> dev.Request
	0,  // 3: dev.ZorumsService.QuorumCallCustomReturnType:input_type -> dev.Request
	0,  // 4: dev.ZorumsService.QuorumCallCombo:input_type -> dev.Request
	3,  // 5: dev.ZorumsService.QuorumCallEmpty:input_type -> google.protobuf.Empty
	0,  // 6: dev.ZorumsService.QuorumCallEmpty2:input_type -> dev.Request
	0,  // 7: dev.ZorumsService.QuorumCallWithBroadcast:input_type -> dev.Request
	0,  // 8: dev.ZorumsService.MulticastWithBroadcast:input_type -> dev.Request
	0,  // 9: dev.ZorumsService.BroadcastInternal:input_type -> dev.Request
	0,  // 10: dev.ZorumsService.BroadcastWithClientHandler1:input_type -> dev.Request
	0,  // 11: dev.ZorumsService.BroadcastWithClientHandler2:input_type -> dev.Request
	0,  // 12: dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption:input_type -> dev.Request
	0,  // 13: dev.ZorumsService.Multicast:input_type -> dev.Request
	0,  // 14: dev.ZorumsService.MulticastPerNodeArg:input_type -> dev.Request
	0,  // 15: dev.ZorumsService.Multicast2:input_type -> dev.Request
	0,  // 16: dev.ZorumsService.Multicast3:input_type -> dev.Request
	3,  // 17: dev.ZorumsService.Multicast4:input_type -> google.protobuf.Empty
	0,  // 18: dev.ZorumsService.QuorumCallAsync:input_type -> dev.Request
	0,  // 19: dev.ZorumsService.QuorumCallAsyncPerNodeArg:input_type -> dev.Request
	0,  // 20: dev.ZorumsService.QuorumCallAsyncCustomReturnType:input_type -> dev.Request
	0,  // 21: dev.ZorumsService.QuorumCallAsyncCombo:input_type -> dev.Request
	0,  // 22: dev.ZorumsService.QuorumCallAsync2:input_type -> dev.Request
	0,  // 23: dev.ZorumsService.QuorumCallAsyncEmpty:input_type -> dev.Request
	3,  // 24: dev.ZorumsService.QuorumCallAsyncEmpty2:input_type -> google.protobuf.Empty
	0,  // 25: dev.ZorumsService.Correctable:input_type -> dev.Request
	0,  // 26: dev.ZorumsService.CorrectablePerNodeArg:input_type -> dev.Request
	0,  // 27: dev.ZorumsService.CorrectableCustomReturnType:input_type -> dev.Request
	0,  // 28: dev.ZorumsService.CorrectableCombo:input_type -> dev.Request
	0,  // 29: dev.ZorumsService.CorrectableEmpty:input_type -> dev.Request
	3,  // 30: dev.ZorumsService.CorrectableEmpty2:input_type -> google.protobuf.Empty
	0,  // 31: dev.ZorumsService.CorrectableStream:input_type -> dev.Request
	0,  // 32: dev.ZorumsService.CorrectableStreamPerNodeArg:input_type -> dev.Request
	0,  // 33: dev.ZorumsService.CorrectableStreamCustomReturnType:input_type -> dev.Request
	0,  // 34: dev.ZorumsService.CorrectableStreamCombo:input_type -> dev.Request
	0,  // 35: dev.ZorumsService.CorrectableStreamEmpty:input_type -> dev.Request
	3,  // 36: dev.ZorumsService.CorrectableStreamEmpty2:input_type -> google.protobuf.Empty
	0,  // 37: dev.ZorumsService.Unicast:input_type -> dev.Request
	0,  // 38: dev.ZorumsService.Unicast2:input_type -> dev.Request
	1,  // 39: dev.ZorumsService.GRPCCall:output_type -> dev.Response
	1,  // 40: dev.ZorumsService.QuorumCall:output_type -> dev.Response
	1,  // 41: dev.ZorumsService.QuorumCallPerNodeArg:output_type -> dev.Response
	1,  // 42: dev.ZorumsService.QuorumCallCustomReturnType:output_type -> dev.Response
	1,  // 43: dev.ZorumsService.QuorumCallCombo:output_type -> dev.Response
	1,  // 44: dev.ZorumsService.QuorumCallEmpty:output_type -> dev.Response
	3,  // 45: dev.ZorumsService.QuorumCallEmpty2:output_type -> google.protobuf.Empty
	1,  // 46: dev.ZorumsService.QuorumCallWithBroadcast:output_type -> dev.Response
	3,  // 47: dev.ZorumsService.MulticastWithBroadcast:output_type -> google.protobuf.Empty
	3,  // 48: dev.ZorumsService.BroadcastInternal:output_type -> google.protobuf.Empty
	1,  // 49: dev.ZorumsService.BroadcastWithClientHandler1:output_type -> dev.Response
	1,  // 50: dev.ZorumsService.BroadcastWithClientHandler2:output_type -> dev.Response
	1,  // 51: dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption:output_type -> dev.Response
	1,  // 52: dev.ZorumsService.Multicast:output_type -> dev.Response
	1,  // 53: dev.ZorumsService.MulticastPerNodeArg:output_type -> dev.Response
	1,  // 54: dev.ZorumsService.Multicast2:output_type -> dev.Response
	3,  // 55: dev.ZorumsService.Multicast3:output_type -> google.protobuf.Empty
	3,  // 56: dev.ZorumsService.Multicast4:output_type -> google.protobuf.Empty
	1,  // 57: dev.ZorumsService.QuorumCallAsync:output_type -> dev.Response
	1,  // 58: dev.ZorumsService.QuorumCallAsyncPerNodeArg:output_type -> dev.Response
	1,  // 59: dev.ZorumsService.QuorumCallAsyncCustomReturnType:output_type -> dev.Response
	1,  // 60: dev.ZorumsService.QuorumCallAsyncCombo:output_type -> dev.Response
	1,  // 61: dev.ZorumsService.QuorumCallAsync2:output_type -> dev.Response
	3,  // 62: dev.ZorumsService.QuorumCallAsyncEmpty:output_type -> google.protobuf.Empty
	1,  // 63: dev.ZorumsService.QuorumCallAsyncEmpty2:output_type -> dev.Response
	1,  // 64: dev.ZorumsService.Correctable:output_type -> dev.Response
	1,  // 65: dev.ZorumsService.CorrectablePerNodeArg:output_type -> dev.Response
	1,  // 66: dev.ZorumsService.CorrectableCustomReturnType:output_type -> dev.Response
	1,  // 67: dev.ZorumsService.CorrectableCombo:output_type -> dev.Response
	3,  // 68: dev.ZorumsService.CorrectableEmpty:output_type -> google.protobuf.Empty
	1,  // 69: dev.ZorumsService.CorrectableEmpty2:output_type -> dev.Response
	1,  // 70: dev.ZorumsService.CorrectableStream:output_type -> dev.Response
	1,  // 71: dev.ZorumsService.CorrectableStreamPerNodeArg:output_type -> dev.Response
	1,  // 72: dev.ZorumsService.CorrectableStreamCustomReturnType:output_type -> dev.Response
	1,  // 73: dev.ZorumsService.CorrectableStreamCombo:output_type -> dev.Response
	3,  // 74: dev.ZorumsService.CorrectableStreamEmpty:output_type -> google.protobuf.Empty
	1,  // 75: dev.ZorumsService.CorrectableStreamEmpty2:output_type -> dev.Response
	1,  // 76: dev.ZorumsService.Unicast:output_type -> dev.Response
	3,  // 77: dev.ZorumsService.Unicast2:output_type -> google.protobuf.Empty
	39, // [39:78] is the sub-list for method output_type
	0,  // [0:39] is the sub-list for method input_type
	0,  // [0:0] is the sub-list for extension type_name
	0,  // [0:0] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_zorums_proto_init() }
func file_zorums_proto_init() {
	if File_zorums_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_zorums_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_zorums_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_zorums_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*MyResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_zorums_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_zorums_proto_goTypes,
		DependencyIndexes: file_zorums_proto_depIdxs,
		MessageInfos:      file_zorums_proto_msgTypes,
	}.Build()
	File_zorums_proto = out.File
	file_zorums_proto_rawDesc = nil
	file_zorums_proto_goTypes = nil
	file_zorums_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_broadcastcall_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (srv *clientServerImpl) clientBroadcastWithClientHandler1(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler1(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler1QF), "dev.ZorumsService.BroadcastWithClientHandler1")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandler2(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler2(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler2QF), "dev.ZorumsService.BroadcastWithClientHandler2")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandlerAndBroadcastOptionQF), "dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_clientserver_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler1", gorums.ClientHandler(srv.clientBroadcastWithClientHandler1))
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler2", gorums.ClientHandler(srv.clientBroadcastWithClientHandler2))
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", gorums.ClientHandler(srv.clientBroadcastWithClientHandlerAndBroadcastOption))
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_qspec_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// QuorumSpec is the interface of quorum functions for ZorumsService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallPerNodeArgQF is the quorum function for the QuorumCallPerNodeArg
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallPerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallPerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallCustomReturnTypeQF is the quorum function for the QuorumCallCustomReturnType
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallComboQF is the quorum function for the QuorumCallCombo
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallEmptyQF is the quorum function for the QuorumCallEmpty
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	QuorumCallEmptyQF(in *empty.Empty, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallEmpty2QF is the quorum function for the QuorumCallEmpty2
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallEmpty2QF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// broadcast call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastWithClientHandler1QF is the quorum function for the BroadcastWithClientHandler1
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastWithClientHandler1 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastWithClientHandler1QF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastWithClientHandler2QF is the quorum function for the BroadcastWithClientHandler2
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastWithClientHandler2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastWithClientHandler2QF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastWithClientHandlerAndBroadcastOptionQF is the quorum function for the BroadcastWithClientHandlerAndBroadcastOption
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastWithClientHandlerAndBroadcastOption method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastWithClientHandlerAndBroadcastOptionQF(in *Request, replies []*Response) (*Response, bool)

	// QuorumCallAsyncQF is the quorum function for the QuorumCallAsync
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsync method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallAsyncPerNodeArgQF is the quorum function for the QuorumCallAsyncPerNodeArg
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncPerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncPerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallAsyncCustomReturnTypeQF is the quorum function for the QuorumCallAsyncCustomReturnType
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallAsyncComboQF is the quorum function for the QuorumCallAsyncCombo
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallAsync2QF is the quorum function for the QuorumCallAsync2
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsync2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsync2QF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallAsyncEmptyQF is the quorum function for the QuorumCallAsyncEmpty
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncEmptyQF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, bool)

	// QuorumCallAsyncEmpty2QF is the quorum function for the QuorumCallAsyncEmpty2
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	QuorumCallAsyncEmpty2QF(in *empty.Empty, replies map[uint32]*Response) (*Response, bool)

	// CorrectableQF is the quorum function for the Correctable
	// correctable quorum call method. The in parameter is the request object
	// supplied to the Correctable method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectablePerNodeArgQF is the quorum function for the CorrectablePerNodeArg
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectablePerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectablePerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableCustomReturnTypeQF is the quorum function for the CorrectableCustomReturnType
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableComboQF is the quorum function for the CorrectableCombo
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableEmptyQF is the quorum function for the CorrectableEmpty
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableEmptyQF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, int, bool)

	// CorrectableEmpty2QF is the quorum function for the CorrectableEmpty2
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	CorrectableEmpty2QF(in *empty.Empty, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableStreamQF is the quorum function for the CorrectableStream
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStream method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableStreamPerNodeArgQF is the quorum function for the CorrectableStreamPerNodeArg
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamPerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamPerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableStreamCustomReturnTypeQF is the quorum function for the CorrectableStreamCustomReturnType
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableStreamComboQF is the quorum function for the CorrectableStreamCombo
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableStreamEmptyQF is the quorum function for the CorrectableStreamEmpty
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamEmptyQF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, int, bool)

	// CorrectableStreamEmpty2QF is the quorum function for the CorrectableStreamEmpty2
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	CorrectableStreamEmpty2QF(in *empty.Empty, replies map[uint32]*Response) (*Response, int, bool)
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/server.go

package dev

import (
	"fmt"

	"github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_multicast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Multicast with broadcast option enables the server handler to broadcast.
// The handler still works like a regular QuorumCall from the client's
// perpective.
func (c *Configuration) MulticastWithBroadcast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.MulticastWithBroadcast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Multicast plain. Response type is not needed here.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastPerNodeArg with per_node_arg option.
func (c *Configuration) MulticastPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.MulticastPerNodeArg",
	}

	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Multicast2 is testing whether multiple streams work.
func (c *Configuration) Multicast2(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast2",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Multicast3 is testing imported message type.
func (c *Configuration) Multicast3(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast3",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Multicast4 is testing imported message type.
func (c *Configuration) Multicast4(ctx context.Context, in *empty.Empty, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast4",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/node.go

package dev

import "github.com/relab/gorums"

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_async_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// QuorumCallAsync plain.
func (c *Configuration) QuorumCallAsync(ctx context.Context, in *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsync",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumCallAsyncPerNodeArg with per_node_arg option.
func (c *Configuration) QuorumCallAsyncPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncPerNodeArg",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncPerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumCallAsyncCustomReturnType with custom_return_type option.
func (c *Configuration) QuorumCallAsyncCustomReturnType(ctx context.Context, in *Request) *AsyncMyResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncCustomReturnType",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncCustomReturnTypeQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncMyResponse{fut}
}

// QuorumCallAsyncCombo with all supported options.
func (c *Configuration) QuorumCallAsyncCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *AsyncMyResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncCombo",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncMyResponse{fut}
}

// QuorumCallAsync2 plain; with same return type: Response.
func (c *Configuration) QuorumCallAsync2(ctx context.Context, in *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsync2",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsync2QF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumCallAsyncEmpty for testing imported message type.
func (c *Configuration) QuorumCallAsyncEmpty(ctx context.Context, in *Request) *AsyncEmpty {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncEmpty",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.QuorumCallAsyncEmptyQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncEmpty{fut}
}

// QuorumCallAsyncEmpty2 for testing imported message type; with same return
// type as QuorumCallAsync: Response.
func (c *Configuration) QuorumCallAsyncEmpty2(ctx context.Context, in *empty.Empty) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncEmpty2",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncEmpty2QF(req.(*empty.Empty), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_rpc_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// GRPCCall plain gRPC call; testing that Gorums can ignore these, but that
// they are added to the _grpc.pb.go generated file.
func (n *Node) GRPCCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dev.ZorumsService.GRPCCall",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/config.go

package dev

import (
	"fmt"

	"github.com/relab/gorums"
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums.proto

syntax = "proto3";

package dev;

option go_package = "cmd/protoc-gen-gorums/dev";

import "gorums.proto";
import "google/protobuf/empty.proto";

message Request { string Value = 1; }
message Response { int64 Result = 1; }
message MyResponse { string Value = 1; }

// ZorumsService is not meant to be implemented.
// The zorums generated code is placed alongside Gorums static code files
// (without the zorums prefix) because they depend on the generated code.
// The generated code must pass compilation, but no further tests are performed.
// Other tests are provided to test the actual generated code.
// The RPCs in this service aims to test various uses of Gorums's
// options and call types, including imported message types and
// multiple RPCs reusing the same input and output types.
service ZorumsService {

  // GRPCCall plain gRPC call; testing that Gorums can ignore these, but that
  // they are added to the _grpc.pb.go generated file.
  rpc GRPCCall(Request) returns (Response) {}

  // ---------------------------------------------------------------
  // QuorumCall variants
  // ---------------------------------------------------------------

  // QuorumCall plain.
  rpc QuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCall with per_node_arg option.
  rpc QuorumCallPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCall with custom_return_type option.
  rpc QuorumCallCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallCombo with all supported options.
  rpc QuorumCallCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallEmpty for testing imported message type.
  rpc QuorumCallEmpty(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCallEmpty2 for testing imported message type.
  rpc QuorumCallEmpty2(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
  }

  // QuorumCall with broadcast option enables the server handler to broadcast.
  // The handler still works like a regular QuorumCall from the client's 
  // perpective.
  rpc QuorumCallWithBroadcast(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.broadcast) = true;
  }

  // Multicast with broadcast option enables the server handler to broadcast.
  // The handler still works like a regular QuorumCall from the client's 
  // perpective.
  rpc MulticastWithBroadcast(Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
    option (gorums.broadcast) = true;
  }

  // An rpc method with only the broadcast option specified will create a 
  // server handler which can be used to broadcast. The handler will not 
  // be exposed to the client, only to server. Hence, it is named internal.
  rpc BroadcastInternal(Request) returns (google.protobuf.Empty) {
    option (gorums.broadcast) = true;
  }

  // The BroadcastCall is similar to a QuorumCall, but it enables the servers
  // to send the response to a client-side server handler. I.e. the client
  // needs to register a client-side server and register it.
  //
  // NOTE: this will NOT create a broadcast method, meaning servers cannot
  // call this method (only clients)
  rpc BroadcastWithClientHandler1(Request) returns (Response) {
    option (gorums.broadcastcall) = true;
  }

  // The BroadcastCall is similar to a QuorumCall, but it enables the servers
  // to send the response to a client-side server handler. I.e. the client
  // needs to register a client-side server and register it.
  //
  // NOTE: this will NOT create a broadcast method, meaning servers cannot
  // call this method (only clients)
  rpc BroadcastWithClientHandler2(Request) returns (Response) {
    option (gorums.broadcastcall) = true;
  }

  // The BroadcastCall is similar to a QuorumCall, but it enables the servers
  // to send the response to a client-side server handler. I.e. the client
  // needs to register a client-side server and register it.
  //
  // NOTE: this WILL create a broadcast method, meaning servers (and clients)
  // can call this method
  rpc BroadcastWithClientHandlerAndBroadcastOption(Request) returns (Response) {
    option (gorums.broadcastcall) = true;
    option (gorums.broadcast) = true;
  }

  // ------------------------------------------------------------------
  // Multicast variants
  // The multicast call type does not support the 'custom_return_type'
  // option since multicast is one-way and so it doesn't make sense to
  // operate on response types.
  // ------------------------------------------------------------------

  // Multicast plain. Response type is not needed here.
  rpc Multicast(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // MulticastPerNodeArg with per_node_arg option.
  rpc MulticastPerNodeArg(Request) returns (Response) {
    option (gorums.multicast) = true;
    option (gorums.per_node_arg) = true;
  }
  // Multicast2 is testing whether multiple streams work.
  rpc Multicast2(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // Multicast3 is testing imported message type.
  rpc Multicast3(Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
  // Multicast4 is testing imported message type.
  rpc Multicast4(google.protobuf.Empty) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }

  // ---------------------------------------------------------------
  // Async variants
  // ---------------------------------------------------------------

  // QuorumCallAsync plain.
  rpc QuorumCallAsync(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncPerNodeArg with per_node_arg option.
  rpc QuorumCallAsyncPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCallAsyncCustomReturnType with custom_return_type option.
  rpc QuorumCallAsyncCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsyncCombo with all supported options.
  rpc QuorumCallAsyncCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsync2 plain; with same return type: Response.
  rpc QuorumCallAsync2(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty for testing imported message type.
  rpc QuorumCallAsyncEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty2 for testing imported message type; with same return
  // type as QuorumCallAsync: Response.
  rpc QuorumCallAsyncEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  // ---------------------------------------------------------------
  // Correctable variants
  // ---------------------------------------------------------------

  // Correctable plain.
  rpc Correctable(Request) returns (Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectablePerNodeArg(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableCustomReturnType(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableCombo(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // CorrectableStream variants
  // ---------------------------------------------------------------

  // CorrectableStream plain.
  rpc CorrectableStream(Request) returns (stream Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectableStreamPerNodeArg(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableStreamCustomReturnType(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableStreamCombo(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableStreamEmpty(Request) returns (stream google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableStreamEmpty2(google.protobuf.Empty) returns (stream Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // Unicast
  // ---------------------------------------------------------------

  rpc Unicast(Request) returns (Response) { option (gorums.unicast) = true; }

  rpc Unicast2(Request) returns (google.protobuf.Empty) {
    option (gorums.unicast) = true;
  }
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_correctable_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// Correctable plain.
func (c *Configuration) Correctable(ctx context.Context, in *Request) *CorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.Correctable",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableResponse{corr}
}

// CorrectablePerNodeArg with per_node_arg option.
func (c *Configuration) CorrectablePerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectablePerNodeArg",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectablePerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableResponse{corr}
}

// CorrectableCustomReturnType with custom_return_type option.
func (c *Configuration) CorrectableCustomReturnType(ctx context.Context, in *Request) *CorrectableMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableCustomReturnType",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableCustomReturnTypeQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableMyResponse{corr}
}

// CorrectableCombo with all supported options.
func (c *Configuration) CorrectableCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableCombo",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableMyResponse{corr}
}

// CorrectableEmpty for testing imported message type.
func (c *Configuration) CorrectableEmpty(ctx context.Context, in *Request) *CorrectableEmpty {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableEmpty",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.CorrectableEmptyQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableEmpty{corr}
}

// CorrectableEmpty2 for testing imported message type; with same return
// type as Correctable: Response.
func (c *Configuration) CorrectableEmpty2(ctx context.Context, in *empty.Empty) *CorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableEmpty2",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableEmpty2QF(req.(*empty.Empty), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableResponse{corr}
}

// CorrectableStream plain.
func (c *Configuration) CorrectableStream(ctx context.Context, in *Request) *CorrectableStreamResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStream",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamResponse{corr}
}

// CorrectablePerNodeArg with per_node_arg option.
func (c *Configuration) CorrectableStreamPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableStreamResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamPerNodeArg",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamPerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamResponse{corr}
}

// CorrectableCustomReturnType with custom_return_type option.
func (c *Configuration) CorrectableStreamCustomReturnType(ctx context.Context, in *Request) *CorrectableStreamMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamCustomReturnType",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamCustomReturnTypeQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamMyResponse{corr}
}

// CorrectableCombo with all supported options.
func (c *Configuration) CorrectableStreamCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableStreamMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamCombo",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamMyResponse{corr}
}

// CorrectableEmpty for testing imported message type.
func (c *Configuration) CorrectableStreamEmpty(ctx context.Context, in *Request) *CorrectableStreamEmpty {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamEmpty",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.CorrectableStreamEmptyQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamEmpty{corr}
}

// CorrectableEmpty2 for testing imported message type; with same return
// type as Correctable: Response.
func (c *Configuration) CorrectableStreamEmpty2(ctx context.Context, in *empty.Empty) *CorrectableStreamResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamEmpty2",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamEmpty2QF(req.(*empty.Empty), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamResponse{corr}
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/mgr.go

package dev

import (
	"fmt"
	"net"

	"github.com/relab/gorums"
	"google.golang.org/grpc/encoding"
)

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}







MasterLab/example/reliablebroadcast/gorums/cmd/protoc-gen-gorums/dev/zorums_quorumcall_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// QuorumCall plain.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCall with per_node_arg option.
func (c *Configuration) QuorumCallPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallPerNodeArg",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallPerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCall with custom_return_type option.
func (c *Configuration) QuorumCallCustomReturnType(ctx context.Context, in *Request) (resp *MyResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallCustomReturnType",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallCustomReturnTypeQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*MyResponse), err
}

// QuorumCallCombo with all supported options.
func (c *Configuration) QuorumCallCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) (resp *MyResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallCombo",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*MyResponse), err
}

// QuorumCallEmpty for testing imported message type.
func (c *Configuration) QuorumCallEmpty(ctx context.Context, in *empty.Empty) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallEmpty",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallEmptyQF(req.(*empty.Empty), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallEmpty2 for testing imported message type.
func (c *Configuration) QuorumCallEmpty2(ctx context.Context, in *Request) (resp *empty.Empty, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallEmpty2",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.QuorumCallEmpty2QF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*empty.Empty), err
}

// QuorumCall with broadcast option enables the server handler to broadcast.
// The handler still works like a regular QuorumCall from the client's
// perpective.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}
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package gorums

import (
	"log/slog"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/metadata"
)

type managerOptions struct {
	grpcDialOpts    []grpc.DialOption
	nodeDialTimeout time.Duration
	logger          *slog.Logger
	noConnect       bool
	backoff         backoff.Config
	sendBuffer      uint
	metadata        metadata.MD
	perNodeMD       func(uint32) metadata.MD
	machineID       uint64                        // used for generating SnowflakeIDs
	maxSendRetries  int                           // number of times we try to resend a failed msg
	maxConnRetries  int                           // number of times we try to reconnect (in the background) to a node
	auth            *authentication.EllipticCurve // used when authenticating msgs
}

func newManagerOptions() managerOptions {
	return managerOptions{
		backoff:         backoff.DefaultConfig,
		sendBuffer:      100,
		nodeDialTimeout: 50 * time.Millisecond,
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID:      uint64(broadcast.MaxMachineID) + 1,
		maxSendRetries: 0,
		maxConnRetries: -1, // no limit
	}
}

// ManagerOption provides a way to set different options on a new Manager.
type ManagerOption func(*managerOptions)

// WithDialTimeout returns a ManagerOption which is used to set the dial
// context timeout to be used when initially connecting to each node in its pool.
func WithDialTimeout(timeout time.Duration) ManagerOption {
	return func(o *managerOptions) {
		o.nodeDialTimeout = timeout
	}
}

// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options
// the Manager should use when initially connecting to each node in its pool.
func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {
	return func(o *managerOptions) {
		o.grpcDialOpts = append(o.grpcDialOpts, opts...)
	}
}

// WithLogger returns a ManagerOption which sets an optional structured logger for
// the Manager. This will log events regarding creation of nodes and transmission
// of messages.
func WithLogger(logger *slog.Logger) ManagerOption {
	return func(o *managerOptions) {
		o.logger = logger
	}
}

// WithNoConnect returns a ManagerOption which instructs the Manager not to
// connect to any of its nodes. Mainly used for testing purposes.
func WithNoConnect() ManagerOption {
	return func(o *managerOptions) {
		o.noConnect = true
	}
}

// WithBackoff allows for changing the backoff delays used by Gorums.
func WithBackoff(backoff backoff.Config) ManagerOption {
	return func(o *managerOptions) {
		o.backoff = backoff
	}
}

// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.
// A larger buffer might achieve higher throughput for asynchronous calltypes, but at
// the cost of latency.
func WithSendBufferSize(size uint) ManagerOption {
	return func(o *managerOptions) {
		o.sendBuffer = size
	}
}

// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node
// when the connection is initially established. This metadata can be retrieved from the
// server-side method handlers.
func WithMetadata(md metadata.MD) ManagerOption {
	return func(o *managerOptions) {
		o.metadata = md
	}
}

// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each
// node individually.
func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {
	return func(o *managerOptions) {
		o.perNodeMD = f
	}
}

// WithAuthentication returns a ManagerOptions that enables digital signatures for msgs.
func WithAuthentication(auth *authentication.EllipticCurve) ManagerOption {
	return func(o *managerOptions) {
		o.auth = auth
	}
}

// WithMachineID returns a ManagerOption that allows you to set a unique ID for the client.
// This ID will be embedded in broadcast request sent from the client, making the requests
// trackable by the whole cluster. A random ID will be generated if not set. This can cause
// collisions if there are many clients. MinID = 0 and MaxID = 4095.
func WithMachineID(id uint64) ManagerOption {
	return func(o *managerOptions) {
		o.machineID = id
	}
}

// WithSendRetries returns a ManagerOption that allows you to specify how many times the node
// will try to send a message. The message will be dropped if it fails to send the message
// more than the specified number of times.
func WithSendRetries(maxRetries int) ManagerOption {
	return func(o *managerOptions) {
		o.maxSendRetries = maxRetries
	}
}

// WithConnRetries returns a ManagerOption that allows you to specify how many times the node
// will try to reconnect to a node. Default: no limit but it will follow a backoff strategy.
func WithConnRetries(maxRetries int) ManagerOption {
	return func(o *managerOptions) {
		o.maxConnRetries = maxRetries
	}
}
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github.com/golang/protobuf v1.5.4 h1:i7eJL8qZTpSEXOPTxNKhASYpMn+8e5Q6AdndVa1dWek=
github.com/golang/protobuf v1.5.4/go.mod h1:lnTiLA8Wa4RWRcIUkrtSVa5nRhsEGBg48fD6rSs7xps=
github.com/google/go-cmp v0.6.0 h1:ofyhxvXcZhMsU5ulbFiLKl/XBFqE1GSq7atu8tAmTRI=
github.com/google/go-cmp v0.6.0/go.mod h1:17dUlkBOakJ0+DkrSSNjCkIjxS6bF9zb3elmeNGIjoY=
golang.org/x/mod v0.16.0 h1:QX4fJ0Rr5cPQCF7O9lh9Se4pmwfwskqZfq5moyldzic=
golang.org/x/mod v0.16.0/go.mod h1:hTbmBsO62+eylJbnUtE2MGJUyE7QWk4xUqPFrRgJ+7c=
golang.org/x/net v0.22.0 h1:9sGLhx7iRIHEiX0oAJ3MRZMUCElJgy7Br1nO+AMN3Tc=
golang.org/x/net v0.22.0/go.mod h1:JKghWKKOSdJwpW2GEx0Ja7fmaKnMsbu+MWVZTokSYmg=
golang.org/x/sync v0.6.0 h1:5BMeUDZ7vkXGfEr1x9B4bRcTH4lpkTkpdh0T/J+qjbQ=
golang.org/x/sync v0.6.0/go.mod h1:Czt+wKu1gCyEFDUtn0jG5QVvpJ6rzVqr5aXyt9drQfk=
golang.org/x/sys v0.18.0 h1:DBdB3niSjOA/O0blCZBqDefyWNYveAYMNF1Wum0DYQ4=
golang.org/x/sys v0.18.0/go.mod h1:/VUhepiaJMQUp4+oa/7Zr1D23ma6VTLIYjOOTFZPUcA=
golang.org/x/text v0.14.0 h1:ScX5w1eTa3QqT8oi6+ziP7dTV1S2+ALU0bI+0zXKWiQ=
golang.org/x/text v0.14.0/go.mod h1:18ZOQIKpY8NJVqYksKHtTdi31H5itFRjB5/qKTNYzSU=
golang.org/x/tools v0.19.0 h1:tfGCXNR1OsFG+sVdLAitlpjAvD/I6dHDKnYrpEZUHkw=
golang.org/x/tools v0.19.0/go.mod h1:qoJWxmGSIBmAeriMx19ogtrEPrGtDbPK634QFIcLAhc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 h1:NnYq6UN9ReLM9/Y01KWNOWyI5xQ9kbIms5GGJVwS/Yc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237/go.mod h1:WtryC6hu0hhx87FDGxWCDptyssuo68sk10vYjF+T9fY=
google.golang.org/grpc v1.62.1 h1:B4n+nfKzOICUXMgyrNd19h/I9oH0L1pizfk1d4zSgTk=
google.golang.org/grpc v1.62.1/go.mod h1:IWTG0VlJLCh1SkC58F7np9ka9mx/WNkjl4PGJaiq+QE=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 h1:rNBFJjBCOgVr9pWD7rs/knKL4FRTKgpZmsRfV214zcA=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0/go.mod h1:Dk1tviKTvMCz5tvh7t+fh94dhmQVHuCt2OzJB3CTW9Y=
google.golang.org/protobuf v1.33.0 h1:uNO2rsAINq/JlFpSdYEKIZ0uKD/R9cpdv0T+yoGwGmI=
google.golang.org/protobuf v1.33.0/go.mod h1:c6P6GXX6sHbq/GpV6MGZEdwhWPcYBgnhAHhKbcUYpos=
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package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"sync"
	"sync/atomic"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
)

// RawManager maintains a connection pool of nodes on
// which quorum calls can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Manager` struct instead.
type RawManager struct {
	mu        sync.Mutex
	nodes     []*RawNode
	lookup    map[uint32]*RawNode
	closeOnce sync.Once
	logger    *slog.Logger
	opts      managerOptions
	nextMsgID uint64
	snowflake Snowflake
}

// NewRawManager returns a new RawManager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager. This function is meant for internal use.
// You should use the `NewManager` function in the generated code instead.
func NewRawManager(opts ...ManagerOption) *RawManager {
	m := &RawManager{
		lookup: make(map[uint32]*RawNode),
		opts:   newManagerOptions(),
	}
	for _, opt := range opts {
		opt(&m.opts)
	}
	snowflake := broadcast.NewSnowflake(m.opts.machineID)
	if m.opts.logger != nil {
		// a random machineID will be generated if m.opts.machineID is invalid
		mID := snowflake.MachineID
		m.logger = m.opts.logger.With(slog.Uint64("MachineID", mID))
	}
	m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithDefaultCallOptions(
		grpc.CallContentSubtype(ContentSubtype),
	))
	if m.opts.backoff != backoff.DefaultConfig {
		m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithConnectParams(
			grpc.ConnectParams{Backoff: m.opts.backoff},
		))
	}
	m.log("manager: ready", nil)
	m.snowflake = snowflake
	return m
}

func (m *RawManager) closeNodeConns() {
	for _, node := range m.nodes {
		err := node.close()
		if err != nil {
			m.log("manager: error closing node", err, logging.NodeID(node.ID()))
		}
	}
}

// Close closes all node connections and any client streams.
func (m *RawManager) Close() {
	m.closeOnce.Do(func() {
		m.log("manager: closing", nil)
		m.closeNodeConns()
	})
}

// NodeIDs returns the identifier of each available node. IDs are returned in
// the same order as they were provided in the creation of the Manager.
func (m *RawManager) NodeIDs() []uint32 {
	m.mu.Lock()
	defer m.mu.Unlock()
	ids := make([]uint32, 0, len(m.nodes))
	for _, node := range m.nodes {
		ids = append(ids, node.ID())
	}
	return ids
}

// Node returns the node with the given identifier if present.
func (m *RawManager) Node(id uint32) (node *RawNode, found bool) {
	m.mu.Lock()
	defer m.mu.Unlock()
	node, found = m.lookup[id]
	return node, found
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
func (m *RawManager) Nodes() []*RawNode {
	m.mu.Lock()
	defer m.mu.Unlock()
	return m.nodes
}

// Size returns the number of nodes in the Manager.
func (m *RawManager) Size() (nodes int) {
	m.mu.Lock()
	defer m.mu.Unlock()
	return len(m.nodes)
}

// AddNode adds the node to the manager's node pool
// and establishes a connection to the node.
func (m *RawManager) AddNode(node *RawNode) error {
	if _, found := m.Node(node.ID()); found {
		// Node IDs must be unique
		return fmt.Errorf("config: node %d (%s) already exists", node.ID(), node.Address())
	}
	m.log("manager: connecting to node", nil, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	if err := node.connect(m); err != nil {
		m.log("manager: failed to connect to node (retrying later)", err, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	}
	m.mu.Lock()
	defer m.mu.Unlock()
	m.lookup[node.id] = node
	m.nodes = append(m.nodes, node)
	return nil
}

func (m *RawManager) Snowflake() Snowflake {
	return m.snowflake
}

// getMsgID returns a unique message ID.
func (m *RawManager) getMsgID() uint64 {
	return atomic.AddUint64(&m.nextMsgID, 1)
}

func (m *RawManager) log(msg string, err error, args ...slog.Attr) {
	if m.logger != nil {
		args = append(args, logging.Err(err), logging.Type("manager"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		m.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}
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package gorums

import (
	"bytes"
	"context"
	"crypto/elliptic"
	"net"
	"testing"
	"time"

	"github.com/relab/gorums/ordering"
	"github.com/relab/gorums/tests/mock"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type mockSrv struct{}

func (mockSrv) Test(_ ServerCtx, _ *mock.Request) (*mock.Response, error) {
	return nil, nil
}

func dummyMgr() *RawManager {
	return NewRawManager(
		WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
}

var handlerName = "mock.Server.Test"

func dummySrv() *Server {
	mockSrv := &mockSrv{}
	srv := NewServer()
	srv.RegisterHandler(handlerName, func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(*mock.Request)
		defer ctx.Release()
		resp, err := mockSrv.Test(ctx, req)
		_ = SendMessage(ctx, finished, WrapMessage(in.Metadata, resp, err))
	})
	return srv
}

func TestChannelCreation(t *testing.T) {
	node, err := NewRawNode("127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}
	mgr := dummyMgr()
	defer mgr.Close()
	// a proper connection should NOT be established here
	_ = node.connect(mgr)

	replyChan := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 1, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}}
		node.channel.enqueue(req, replyChan, false)
	}()
	select {
	case <-replyChan:
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}
}

func TestChannelSuccessfulConnection(t *testing.T) {
	addrs, teardown := TestSetup(t, 1, func(_ int) ServerIface {
		return dummySrv()
	})
	defer teardown()
	mgr := dummyMgr()
	defer mgr.Close()
	node, err := NewRawNode(addrs[0])
	if err != nil {
		t.Fatal(err)
	}

	if err = mgr.AddNode(node); err != nil {
		t.Fatal(err)
	}
	if len(mgr.Nodes()) < 1 {
		t.Fatal("the node was not added to the configuration")
	}
	if !node.channel.isConnected() {
		t.Fatal("a connection could not be made to a live node")
	}
	if node.conn == nil {
		t.Fatal("connection should not be nil")
	}
}

func TestChannelUnsuccessfulConnection(t *testing.T) {
	mgr := dummyMgr()
	defer mgr.Close()
	// no servers are listening on the given address
	node, err := NewRawNode("127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}

	// the node should still be added to the configuration
	if err = mgr.AddNode(node); err != nil {
		t.Fatal(err)
	}
	if len(mgr.Nodes()) < 1 {
		t.Fatal("the node was not added to the configuration")
	}
	if node.conn == nil {
		t.Fatal("connection should not be nil when NOT using WithBlock()")
	}
}

func TestChannelReconnection(t *testing.T) {
	srvAddr := "127.0.0.1:5005"
	// wait to start the server
	startServer, stopServer := testServerSetup(t, srvAddr, dummySrv())
	node, err := NewRawNode(srvAddr)
	if err != nil {
		t.Fatal(err)
	}
	mgr := dummyMgr()
	defer mgr.Close()
	// a proper connection should NOT be established here because server is not started
	_ = node.connect(mgr)

	// send first message when server is down
	replyChan1 := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 1, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}}
		node.channel.enqueue(req, replyChan1, false)
	}()

	// check response: should be error because server is down
	select {
	case resp := <-replyChan1:
		if resp.err == nil {
			t.Error("response err: got <nil>, want error")
		}
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}

	startServer()

	// send second message when server is up
	replyChan2 := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 2, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}, opts: getCallOptions(E_Multicast, nil)}
		node.channel.enqueue(req, replyChan2, false)
	}()

	// check response: error should be nil because server is up
	select {
	case resp := <-replyChan2:
		if resp.err != nil {
			t.Errorf("response err: got %v, want <nil>", resp.err)
		}
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}

	stopServer()

	// send third message when server has been previously up but is now down
	replyChan3 := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 3, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}}
		node.channel.enqueue(req, replyChan3, false)
	}()

	// check response: should be error because server is down
	select {
	case resp3 := <-replyChan3:
		if resp3.err == nil {
			t.Error("response err: got <nil>, want error")
		}
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}
}

func TestAuthentication(t *testing.T) {
	srv := NewServer(EnforceAuthentication(elliptic.P256()))
	node, err := NewRawNode("127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}
	addr, err := net.ResolveTCPAddr("tcp", "127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}
	auth := NewAuth(elliptic.P256())
	_ = auth.GenerateKeys()
	privKey, pubKey := auth.Keys()
	auth.RegisterKeys(addr, privKey, pubKey)
	mgr := NewRawManager(WithAuthentication(auth))
	defer mgr.Close()
	node.mgr = mgr
	config := make(RawConfiguration, 0)
	config = append(config, node)

	md := &ordering.Metadata{MessageID: 0, Method: "test", BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: true,
		BroadcastID:       0,
		SenderAddr:        "127.0.0.1:5000",
		OriginAddr:        "127.0.0.1:5000",
		OriginMethod:      "test",
	}}
	msg := &Message{Metadata: md, Message: &mock.Request{}}
	msg1 := &Message{Metadata: md, Message: &mock.Request{}}

	chEncodedMsg, _ := config.encodeMsg(msg1)
	srvEncodedMsg, _ := srv.srv.encodeMsg(msg1)
	if !bytes.Equal(chEncodedMsg, srvEncodedMsg) {
		t.Fatalf("wrong encoding. want: %x, got: %x", chEncodedMsg, srvEncodedMsg)
	}
	pemEncodedPub, err := auth.EncodePublic()
	if err != nil {
		t.Fatal(err)
	}
	signature, err := auth.Sign(chEncodedMsg)
	if err != nil {
		t.Fatal(err)
	}
	valid, err := auth.VerifySignature(pemEncodedPub, chEncodedMsg, signature)
	if err != nil {
		t.Fatal(err)
	}
	if !valid {
		t.Fatal("channel encoded msg not valid")
	}
	valid, err = auth.VerifySignature(pemEncodedPub, srvEncodedMsg, signature)
	if err != nil {
		t.Fatal(err)
	}
	if !valid {
		t.Fatal("srv encoded msg not valid")
	}

	config.sign(msg)

	if pemEncodedPub != msg.Metadata.AuthMsg.PublicKey {
		t.Fatalf("wrong pub key. want: %s, got: %s", pemEncodedPub, msg.Metadata.AuthMsg.PublicKey)
	}

	if err := srv.srv.verify(msg); err != nil {
		t.Fatalf("authentication failed. want: nil, got: %s", err)
	}
}







MasterLab/example/reliablebroadcast/gorums/version.go

package gorums

import "github.com/relab/gorums/internal/version"

const (
	// MaxVersion is the maximum supported version for generated .pb.go files.
	// It is always the current version of the module.
	MaxVersion = version.Minor

	// GenVersion is the runtime version required by generated .pb.go files.
	// This is incremented when generated code relies on new functionality
	// in the runtime.
	GenVersion = 7

	// MinVersion is the minimum supported version for generated .pb.go files.
	// This is incremented when the runtime drops support for old code.
	MinVersion = 7
)

// EnforceVersion is used by code generated by protoc-gen-gorums
// to statically enforce minimum and maximum versions of this package.
// A compilation failure implies either that:
//	* the runtime package is too old and needs to be updated OR
//	* the generated code is too old and needs to be regenerated.
//
// The runtime package can be upgraded by running:
//	go get github.com/relab/gorums
//
// The generated code can be regenerated by running:
//	protoc --gorums_out=${PROTOC_GEN_GORUMS_ARGS} ${PROTO_FILES}
//
// Example usage by generated code:
//	const (
//		// Verify that this generated code is sufficiently up-to-date.
//		_ = gorums.EnforceVersion(genVersion - gorums.MinVersion)
//		// Verify that runtime/protoimpl is sufficiently up-to-date.
//		_ = gorums.EnforceVersion(gorums.MaxVersion - genVersion)
//	)
//
// The genVersion is the current minor version used to generated the code.
// This compile-time check relies on negative integer overflow of a uint
// being a compilation failure (guaranteed by the Go specification).
type EnforceVersion uint

// This enforces the following invariant:
//	MinVersion ≤ GenVersion ≤ MaxVersion
const (
	_ = EnforceVersion(GenVersion - MinVersion)
	_ = EnforceVersion(MaxVersion - GenVersion)
)







MasterLab/example/reliablebroadcast/gorums/.vscode/settings.json

{
    "protoc": {
        "compile_on_save": false,
        "options": [
            "--proto_path=${workspaceRoot}",
            "--proto_path=${workspaceRoot}/cmd/protoc-gen-gorums/dev",
            "--proto_path=${workspaceRoot}/third_party"
        ]
    },
    "cSpell.enabled": true,
    "cSpell.showStatus": true,
    "cSpell.languageSettings": [
        {
            // use with Markdown files
            "languageId": "markdown",
            // Exclude code.
            "ignoreRegExpList": [
                "/^\\s*```(.|\\n)+?^\\s*```/gm"
            ]
        }
    ],
    "cSpell.customWorkspaceDictionaries": [
        {
            "addWords": true,
            "name": "gorums",
            "path": "${workspaceRoot}/.vscode/gorums.txt"
        }
    ],
    "go.lintTool": "golangci-lint",
    "go.lintFlags": [
        "--fast",
    ]
}







MasterLab/example/reliablebroadcast/gorums/.vscode/gorums.txt

Ansible
benchgraph
bootstrapgorums
calltype
calltypes
checkf
clevel
cpuprofile
descriptorpb
devel
devguide
donech
emptypb
Erevik
errcheck
extendee
Frausing's
fset
gengorums
GOBIN
godoc
golangci
GOPATH
gopls
gorelease
goroutines
Gorums
gorumsexample
grpc
Hein
ICDCS
Idents
Idxs
Iface
Ingve
installgorums
Jehl
Lmsgprefix
Mallocs
markdownlint
mcast
Meland's
Meling
memprofile
multicast
naddr
obj's
Paxos
Pedersen
pkgs
proto
protobuf
protoc
protogen
protoimpl
protoreflect
protoregistry
protowire
ptypes
QCQF
qcresult
qspec
quorumcall
Reconf
relab
rlevel
RPC's
RPCs
semver
shlex
srvs
struct
syncrq
testprotos
timestamppb
tmpl
Tormod
unexport
Unexported
unicast
unmarshal
unmarshaled
unmarshaling
unmarshals
userguide
Xeon
Zorums







MasterLab/example/reliablebroadcast/gorums/doc.go

// Package gorums provide protobuf options for gRPC-based quorum calls.
package gorums

//go:generate protoc --go_out=paths=source_relative:. gorums.proto







MasterLab/example/reliablebroadcast/gorums/tools.go

//go:build tools
// +build tools

package gorums

import (
	_ "golang.org/x/tools/cmd/stress"
	_ "google.golang.org/grpc/cmd/protoc-gen-go-grpc"
	_ "google.golang.org/protobuf/cmd/protoc-gen-go"
)







MasterLab/example/reliablebroadcast/gorums/tests/broadcast/broadcast.proto

// Test to benchmark quorum functions with and without the request parameter.
syntax = "proto3";
package broadcast;
option go_package = "github.com/relab/gorums/tests/broadcast";

import "gorums.proto";

service BroadcastService {
  rpc QuorumCall(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
  }
  rpc QuorumCallWithBroadcast(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
    option (gorums.broadcast) = true; 
  }
  rpc QuorumCallWithMulticast(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
  }
  rpc Multicast(Request) returns (Empty) { 
    option (gorums.multicast) = true; 
  }
  rpc MulticastIntermediate(Request) returns (Empty) { 
    option (gorums.multicast) = true; 
  }
  rpc BroadcastCall(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastIntermediate(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Broadcast(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc BroadcastCallForward(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastCallTo(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastToResponse(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Search(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc LongRunningTask(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc GetVal(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc Order(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc PrePrepare(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Prepare(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Commit(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
}

message Request { 
  int64 Value = 1; 
  string From = 2;
}

message Response { 
  int64 Result = 1;
  int64 Replies = 2;
  string From = 3;
}

message Empty {}







MasterLab/example/reliablebroadcast/gorums/tests/broadcast/broadcast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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package broadcast

import (
	"context"
	"crypto/elliptic"
	"errors"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithListenAddr(address), gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer(gorums.WithListenAddr(address))
	}
	srv := testServer{
		Server:   osrv,
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 1 * time.Second
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func newAuthenticatedServer(addr string, srvAddresses []string) *testServer {
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	asrv := NewServer(gorums.WithListenAddr(address), gorums.EnforceAuthentication(elliptic.P256()))
	srv := testServer{
		Server:   asrv,
		respChan: make(map[int64]response),
		leader:   leader,
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	auth := gorums.NewAuth(elliptic.P256())
	_ = auth.GenerateKeys()
	privKey, pubKey := auth.Keys()
	auth.RegisterKeys(address, privKey, pubKey)
	srv.mgr = NewManager(
		gorums.WithAuthentication(auth),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	_ = srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	_ = broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	if srv.addr != srv.leader {
		_ = broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	_ = broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		_ = broadcast.Cancel()
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		_ = broadcast.Cancel()
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(5 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	_ = broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	_ = broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}







MasterLab/example/reliablebroadcast/gorums/tests/broadcast/broadcast_test.go

package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createAuthServers(numSrvs int) ([]*testServer, []string, func(), error) {
	skip := 0
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for _, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		srv := newAuthenticatedServer(addr, srvAddrs)
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	ordering := false
	skip := 0
	if len(down) > 0 {
		skip = down[0]
		if skip > numSrvs {
			skip = 0
			ordering = true
		}
	}
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		var srv *testServer
		if ordering {
			srv = newtestServer(addr, srvAddrs, i, true)
		} else {
			srv = newtestServer(addr, srvAddrs, i)
		}
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Errorf("resp is wrong, want: %v, got: %v", val, resp.GetResult())
		}
		cancel()
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Errorf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom())
		}
		cancel()
	}
}

func TestSimpleBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 10)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Search(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		_, _ = config.LongRunningTask(ctx, &Request{Value: val}, true)
		cancel()
		// wait until cancel has reaced the servers before asking for the result
		time.Sleep(1 * time.Second)
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
		}
	}
}

func TestBroadcastCancelOneSrvDown(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	// stop one of the servers
	srvs[numSrvs-1].Stop()
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		_, _ = config.LongRunningTask(ctx, &Request{Value: val}, true)
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
		}
	}
}

func TestBroadcastCancelOneSrvFails(t *testing.T) {
	numSrvs := 3
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(100)
	ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
	_, _ = config.LongRunningTask(ctx, &Request{Value: val}, true)
	cancel()

	// stop one of the servers
	srvs[numSrvs-1].Stop()

	ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
	}
}

func TestBroadcastCancelOneClientFails(t *testing.T) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}

	val := int64(100)
	go func() {
		_, _ = config.LongRunningTask(context.Background(), &Request{Value: val}, true)
	}()

	// make sure the request is sent and stop the client
	time.Sleep(100 * time.Millisecond)
	clientCleanup()

	// only want response from the online servers
	config2, clientCleanup2, err2 := newClient(srvAddrs, "127.0.0.1:8081")
	defer clientCleanup2()
	if err2 != nil {
		t.Error(err2)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config2.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
	}
}

func TestBroadcastCallOrderingSendToOneSrv(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", len(srvAddrs))
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Errorf("resp is wrong, want: %v, got: %v", 0, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCallOrderingSendToAllSrvs(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Errorf("resp is wrong, want: %v, got: %v", 0, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCallOrderingDoesNotInterfereWithMethodsNotSpecifiedInOrder(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		// BroadcastCall is not specified in the order
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Errorf("resp is wrong, want: %v, got: %v", val, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		defer cancel()
		resp, err := config.BroadcastCallForward(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := c.BroadcastCall(ctx, &Request{Value: int64(j)})
				cancel()
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				wg.Add(1)
				go func(i int, c *Configuration) {
					defer wg.Done()
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
				}(i, client)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	_ = pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer func() {
		_ = stop()
	}()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallManyRequestsAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		wg1.Add(1)
		go func(client *Configuration) {
			ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
			defer cancel()
			resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
	}
	wg1.Wait()
	time.Sleep(500 * time.Millisecond)

	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			wg.Add(1)
			go func(i int, client *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
				defer cancel()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i, client)
		}
	}
	wg.Wait()
	srvCleanup()
}

func TestAuthenticationBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createAuthServers(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newAuthClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Errorf("resp is wrong, want: %v, got: %v", val, resp.GetResult())
		}
		cancel()
	}
}







MasterLab/example/reliablebroadcast/gorums/tests/broadcast/profiling.go

package broadcast

import (
	"os"
	"runtime/trace"
)

func StartTrace(tracePath string) (stop func() error, err error) {
	traceFile, err := os.Create(tracePath)
	if err != nil {
		return nil, err
	}
	if err := trace.Start(traceFile); err != nil {
		return nil, err
	}
	return func() error {
		trace.Stop()
		err = traceFile.Close()
		if err != nil {
			return err
		}
		return nil
	}, nil
}







MasterLab/example/reliablebroadcast/gorums/tests/broadcast/client.go

package broadcast

import (
	"crypto/elliptic"
	"log/slog"
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) SearchQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	numCorrect := 0
	for _, resp := range replies {
		if resp.Result == 1 {
			numCorrect++
		}
	}
	if numCorrect == 1 {
		return &Response{Result: 1}, true
	}
	slog.Info("got wrong res", "replies", replies)
	return &Response{Result: 0}, true
}

func (qs *testQSpec) LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		return nil, true
	}
	return nil, false
}

func (qs *testQSpec) GetValQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, reply := range replies {
			// all responses should be cancelled
			if reply.GetResult() != 1 {
				return &Response{Result: 0}, true
			}
		}
		return &Response{Result: 1}, true
	}
	return nil, false
}

func (qs *testQSpec) OrderQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			if resp.GetResult() != 0 {
				return resp, true
			}
		}
		return &Response{
			Result: 0,
		}, true
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis, lis.Addr())
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}

func newAuthClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	var (
		lis net.Listener
		err error
	)
	if listenAddr != "" {
		lis, err = net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
	}
	auth := gorums.NewAuth(elliptic.P256())
	_ = auth.GenerateKeys()
	privKey, pubKey := auth.Keys()
	auth.RegisterKeys(lis.Addr(), privKey, pubKey)
	mgr := NewManager(
		gorums.WithAuthentication(auth),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		err = mgr.AddClientServer(lis, lis.Addr())
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}







MasterLab/example/reliablebroadcast/gorums/tests/broadcast/broadcast.pb.go

// Test to benchmark quorum functions with and without the request parameter.

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value int64  `protobuf:"varint,1,opt,name=Value,proto3" json:"Value,omitempty"`
	From  string `protobuf:"bytes,2,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() int64 {
	if x != nil {
		return x.Value
	}
	return 0
}

func (x *Request) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result  int64  `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
	Replies int64  `protobuf:"varint,2,opt,name=Replies,proto3" json:"Replies,omitempty"`
	From    string `protobuf:"bytes,3,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

func (x *Response) GetReplies() int64 {
	if x != nil {
		return x.Replies
	}
	return 0
}

func (x *Response) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{2}
}

var File_broadcast_broadcast_proto protoreflect.FileDescriptor

var file_broadcast_broadcast_proto_rawDesc = []byte{
	0x0a, 0x19, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2f, 0x62, 0x72, 0x6f, 0x61,
	0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x09, 0x62, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x22, 0x33, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12,
	0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x05,
	0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18, 0x02, 0x20,
	0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x22, 0x50, 0x0a, 0x08, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x18,
	0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x12, 0x18, 0x0a,
	0x07, 0x52, 0x65, 0x70, 0x6c, 0x69, 0x65, 0x73, 0x18, 0x02, 0x20, 0x01, 0x28, 0x03, 0x52, 0x07,
	0x52, 0x65, 0x70, 0x6c, 0x69, 0x65, 0x73, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18,
	0x03, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x22, 0x07, 0x0a, 0x05, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x32, 0x82, 0x09, 0x0a, 0x10, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x53, 0x65, 0x72, 0x76, 0x69, 0x63, 0x65, 0x12, 0x3b, 0x0a, 0x0a, 0x51, 0x75, 0x6f,
	0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65,
	0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x4c, 0x0a, 0x17, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d,
	0x43, 0x61, 0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01,
	0x90, 0xb8, 0x18, 0x01, 0x12, 0x48, 0x0a, 0x17, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12,
	0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e,
	0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x37,
	0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x12, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x43, 0x0a, 0x15, 0x4d, 0x75, 0x6c, 0x74, 0x69,
	0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6d, 0x65, 0x64, 0x69, 0x61, 0x74, 0x65,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x0d,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x12, 0x2e,
	0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12, 0x43, 0x0a, 0x15,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6d, 0x65,
	0x64, 0x69, 0x61, 0x74, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61,
	0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18,
	0x01, 0x12, 0x37, 0x0a, 0x09, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x12,
	0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65,
	0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x45, 0x0a, 0x14, 0x42, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61, 0x6c, 0x6c, 0x46, 0x6f, 0x72, 0x77, 0x61,
	0x72, 0x64, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18,
	0x01, 0x12, 0x40, 0x0a, 0x0f, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61,
	0x6c, 0x6c, 0x54, 0x6f, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0,
	0xb5, 0x18, 0x01, 0x12, 0x41, 0x0a, 0x13, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x54, 0x6f, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10,
	0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x37, 0x0a, 0x06, 0x53, 0x65, 0x61, 0x72, 0x63, 0x68,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12,
	0x40, 0x0a, 0x0f, 0x4c, 0x6f, 0x6e, 0x67, 0x52, 0x75, 0x6e, 0x6e, 0x69, 0x6e, 0x67, 0x54, 0x61,
	0x73, 0x6b, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18,
	0x01, 0x12, 0x37, 0x0a, 0x06, 0x47, 0x65, 0x74, 0x56, 0x61, 0x6c, 0x12, 0x12, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70,
	0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12, 0x36, 0x0a, 0x05, 0x4f, 0x72,
	0x64, 0x65, 0x72, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e,
	0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5,
	0x18, 0x01, 0x12, 0x38, 0x0a, 0x0a, 0x50, 0x72, 0x65, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x35, 0x0a, 0x07,
	0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90,
	0xb8, 0x18, 0x01, 0x12, 0x34, 0x0a, 0x06, 0x43, 0x6f, 0x6d, 0x6d, 0x69, 0x74, 0x12, 0x12, 0x2e,
	0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d,
	0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x42, 0x29, 0x5a, 0x27, 0x67, 0x69, 0x74,
	0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x62, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_broadcast_broadcast_proto_rawDescOnce sync.Once
	file_broadcast_broadcast_proto_rawDescData = file_broadcast_broadcast_proto_rawDesc
)

func file_broadcast_broadcast_proto_rawDescGZIP() []byte {
	file_broadcast_broadcast_proto_rawDescOnce.Do(func() {
		file_broadcast_broadcast_proto_rawDescData = protoimpl.X.CompressGZIP(file_broadcast_broadcast_proto_rawDescData)
	})
	return file_broadcast_broadcast_proto_rawDescData
}

var file_broadcast_broadcast_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_broadcast_broadcast_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: broadcast.Request
	(*Response)(nil), // 1: broadcast.Response
	(*Empty)(nil),    // 2: broadcast.Empty
}
var file_broadcast_broadcast_proto_depIdxs = []int32{
	0,  // 0: broadcast.BroadcastService.QuorumCall:input_type -> broadcast.Request
	0,  // 1: broadcast.BroadcastService.QuorumCallWithBroadcast:input_type -> broadcast.Request
	0,  // 2: broadcast.BroadcastService.QuorumCallWithMulticast:input_type -> broadcast.Request
	0,  // 3: broadcast.BroadcastService.Multicast:input_type -> broadcast.Request
	0,  // 4: broadcast.BroadcastService.MulticastIntermediate:input_type -> broadcast.Request
	0,  // 5: broadcast.BroadcastService.BroadcastCall:input_type -> broadcast.Request
	0,  // 6: broadcast.BroadcastService.BroadcastIntermediate:input_type -> broadcast.Request
	0,  // 7: broadcast.BroadcastService.Broadcast:input_type -> broadcast.Request
	0,  // 8: broadcast.BroadcastService.BroadcastCallForward:input_type -> broadcast.Request
	0,  // 9: broadcast.BroadcastService.BroadcastCallTo:input_type -> broadcast.Request
	0,  // 10: broadcast.BroadcastService.BroadcastToResponse:input_type -> broadcast.Request
	0,  // 11: broadcast.BroadcastService.Search:input_type -> broadcast.Request
	0,  // 12: broadcast.BroadcastService.LongRunningTask:input_type -> broadcast.Request
	0,  // 13: broadcast.BroadcastService.GetVal:input_type -> broadcast.Request
	0,  // 14: broadcast.BroadcastService.Order:input_type -> broadcast.Request
	0,  // 15: broadcast.BroadcastService.PrePrepare:input_type -> broadcast.Request
	0,  // 16: broadcast.BroadcastService.Prepare:input_type -> broadcast.Request
	0,  // 17: broadcast.BroadcastService.Commit:input_type -> broadcast.Request
	1,  // 18: broadcast.BroadcastService.QuorumCall:output_type -> broadcast.Response
	1,  // 19: broadcast.BroadcastService.QuorumCallWithBroadcast:output_type -> broadcast.Response
	1,  // 20: broadcast.BroadcastService.QuorumCallWithMulticast:output_type -> broadcast.Response
	2,  // 21: broadcast.BroadcastService.Multicast:output_type -> broadcast.Empty
	2,  // 22: broadcast.BroadcastService.MulticastIntermediate:output_type -> broadcast.Empty
	1,  // 23: broadcast.BroadcastService.BroadcastCall:output_type -> broadcast.Response
	2,  // 24: broadcast.BroadcastService.BroadcastIntermediate:output_type -> broadcast.Empty
	2,  // 25: broadcast.BroadcastService.Broadcast:output_type -> broadcast.Empty
	1,  // 26: broadcast.BroadcastService.BroadcastCallForward:output_type -> broadcast.Response
	1,  // 27: broadcast.BroadcastService.BroadcastCallTo:output_type -> broadcast.Response
	2,  // 28: broadcast.BroadcastService.BroadcastToResponse:output_type -> broadcast.Empty
	1,  // 29: broadcast.BroadcastService.Search:output_type -> broadcast.Response
	1,  // 30: broadcast.BroadcastService.LongRunningTask:output_type -> broadcast.Response
	1,  // 31: broadcast.BroadcastService.GetVal:output_type -> broadcast.Response
	1,  // 32: broadcast.BroadcastService.Order:output_type -> broadcast.Response
	2,  // 33: broadcast.BroadcastService.PrePrepare:output_type -> broadcast.Empty
	2,  // 34: broadcast.BroadcastService.Prepare:output_type -> broadcast.Empty
	2,  // 35: broadcast.BroadcastService.Commit:output_type -> broadcast.Empty
	18, // [18:36] is the sub-list for method output_type
	0,  // [0:18] is the sub-list for method input_type
	0,  // [0:0] is the sub-list for extension type_name
	0,  // [0:0] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_broadcast_broadcast_proto_init() }
func file_broadcast_broadcast_proto_init() {
	if File_broadcast_broadcast_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_broadcast_broadcast_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_broadcast_broadcast_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_broadcast_broadcast_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_broadcast_broadcast_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_broadcast_broadcast_proto_goTypes,
		DependencyIndexes: file_broadcast_broadcast_proto_depIdxs,
		MessageInfos:      file_broadcast_broadcast_proto_msgTypes,
	}.Build()
	File_broadcast_broadcast_proto = out.File
	file_broadcast_broadcast_proto_rawDesc = nil
	file_broadcast_broadcast_proto_goTypes = nil
	file_broadcast_broadcast_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/dummy/dummy.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: dummy/dummy.proto

package dummy

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_dummy_dummy_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_dummy_dummy_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_dummy_dummy_proto_rawDescGZIP(), []int{0}
}

var File_dummy_dummy_proto protoreflect.FileDescriptor

var file_dummy_dummy_proto_rawDesc = []byte{
	0x0a, 0x11, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2f, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x12, 0x05, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x22, 0x07, 0x0a, 0x05, 0x45, 0x6d,
	0x70, 0x74, 0x79, 0x32, 0x2d, 0x0a, 0x05, 0x44, 0x75, 0x6d, 0x6d, 0x79, 0x12, 0x24, 0x0a, 0x04,
	0x54, 0x65, 0x73, 0x74, 0x12, 0x0c, 0x2e, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2e, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x1a, 0x0c, 0x2e, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x00, 0x42, 0x25, 0x5a, 0x23, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d,
	0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65,
	0x73, 0x74, 0x73, 0x2f, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x33,
}

var (
	file_dummy_dummy_proto_rawDescOnce sync.Once
	file_dummy_dummy_proto_rawDescData = file_dummy_dummy_proto_rawDesc
)

func file_dummy_dummy_proto_rawDescGZIP() []byte {
	file_dummy_dummy_proto_rawDescOnce.Do(func() {
		file_dummy_dummy_proto_rawDescData = protoimpl.X.CompressGZIP(file_dummy_dummy_proto_rawDescData)
	})
	return file_dummy_dummy_proto_rawDescData
}

var file_dummy_dummy_proto_msgTypes = make([]protoimpl.MessageInfo, 1)
var file_dummy_dummy_proto_goTypes = []interface{}{
	(*Empty)(nil), // 0: dummy.Empty
}
var file_dummy_dummy_proto_depIdxs = []int32{
	0, // 0: dummy.Dummy.Test:input_type -> dummy.Empty
	0, // 1: dummy.Dummy.Test:output_type -> dummy.Empty
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_dummy_dummy_proto_init() }
func file_dummy_dummy_proto_init() {
	if File_dummy_dummy_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_dummy_dummy_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_dummy_dummy_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   1,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_dummy_dummy_proto_goTypes,
		DependencyIndexes: file_dummy_dummy_proto_depIdxs,
		MessageInfos:      file_dummy_dummy_proto_msgTypes,
	}.Build()
	File_dummy_dummy_proto = out.File
	file_dummy_dummy_proto_rawDesc = nil
	file_dummy_dummy_proto_goTypes = nil
	file_dummy_dummy_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/dummy/dummy.proto

syntax = "proto3";
package dummy;
option go_package = "github.com/relab/gorums/tests/dummy";

service Dummy {
  rpc Test(Empty) returns (Empty) {}
}

message Empty {}







MasterLab/example/reliablebroadcast/gorums/tests/dummy/dummy_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: dummy/dummy.proto

package dummy

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for Dummy.
type QuorumSpec interface {
	gorums.ConfigOption
}

// Test is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Test(ctx context.Context, in *Empty) (resp *Empty, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dummy.Dummy.Test",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Empty), err
}

// Dummy is the server-side API for the Dummy Service
type Dummy interface {
	Test(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error)
}

func RegisterDummyServer(srv *gorums.Server, impl Dummy) {
	srv.RegisterHandler("dummy.Dummy.Test", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.Test(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}







MasterLab/example/reliablebroadcast/gorums/tests/unresponsive/unresponsive_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: unresponsive/unresponsive.proto

package unresponsive

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for Unresponsive.
type QuorumSpec interface {
	gorums.ConfigOption
}

// TestUnresponsive is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) TestUnresponsive(ctx context.Context, in *Empty) (resp *Empty, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "unresponsive.Unresponsive.TestUnresponsive",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Empty), err
}

// Unresponsive is the server-side API for the Unresponsive Service
type Unresponsive interface {
	TestUnresponsive(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error)
}

func RegisterUnresponsiveServer(srv *gorums.Server, impl Unresponsive) {
	srv.RegisterHandler("unresponsive.Unresponsive.TestUnresponsive", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.TestUnresponsive(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}







MasterLab/example/reliablebroadcast/gorums/tests/unresponsive/unreponsive_test.go

package unresponsive

import (
	context "context"
	"errors"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testSrv struct{}

func (srv testSrv) TestUnresponsive(ctx gorums.ServerCtx, _ *Empty) (resp *Empty, err error) {
	<-ctx.Done()
	return nil, nil
}

// TestUnresponsive checks that the client is not blocked when the server is not receiving messages
func TestUnresponsive(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		gorumsSrv := gorums.NewServer()
		srv := &testSrv{}
		RegisterUnresponsiveServer(gorumsSrv, srv)
		return gorumsSrv
	})
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]

	for i := 0; i < 1000; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		_, err = node.TestUnresponsive(ctx, &Empty{})
		if err != nil && errors.Is(err, context.Canceled) {
			t.Error(err)
		}
		cancel()
	}
}







MasterLab/example/reliablebroadcast/gorums/tests/unresponsive/unresponsive.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: unresponsive/unresponsive.proto

package unresponsive

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_unresponsive_unresponsive_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_unresponsive_unresponsive_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_unresponsive_unresponsive_proto_rawDescGZIP(), []int{0}
}

var File_unresponsive_unresponsive_proto protoreflect.FileDescriptor

var file_unresponsive_unresponsive_proto_rawDesc = []byte{
	0x0a, 0x1f, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x2f, 0x75,
	0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x12, 0x0c, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x22,
	0x07, 0x0a, 0x05, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x32, 0x4e, 0x0a, 0x0c, 0x55, 0x6e, 0x72, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x12, 0x3e, 0x0a, 0x10, 0x54, 0x65, 0x73, 0x74,
	0x55, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x12, 0x13, 0x2e, 0x75,
	0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x2e, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x1a, 0x13, 0x2e, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x00, 0x42, 0x2c, 0x5a, 0x2a, 0x67, 0x69, 0x74, 0x68,
	0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72,
	0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70,
	0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_unresponsive_unresponsive_proto_rawDescOnce sync.Once
	file_unresponsive_unresponsive_proto_rawDescData = file_unresponsive_unresponsive_proto_rawDesc
)

func file_unresponsive_unresponsive_proto_rawDescGZIP() []byte {
	file_unresponsive_unresponsive_proto_rawDescOnce.Do(func() {
		file_unresponsive_unresponsive_proto_rawDescData = protoimpl.X.CompressGZIP(file_unresponsive_unresponsive_proto_rawDescData)
	})
	return file_unresponsive_unresponsive_proto_rawDescData
}

var file_unresponsive_unresponsive_proto_msgTypes = make([]protoimpl.MessageInfo, 1)
var file_unresponsive_unresponsive_proto_goTypes = []interface{}{
	(*Empty)(nil), // 0: unresponsive.Empty
}
var file_unresponsive_unresponsive_proto_depIdxs = []int32{
	0, // 0: unresponsive.Unresponsive.TestUnresponsive:input_type -> unresponsive.Empty
	0, // 1: unresponsive.Unresponsive.TestUnresponsive:output_type -> unresponsive.Empty
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_unresponsive_unresponsive_proto_init() }
func file_unresponsive_unresponsive_proto_init() {
	if File_unresponsive_unresponsive_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_unresponsive_unresponsive_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_unresponsive_unresponsive_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   1,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_unresponsive_unresponsive_proto_goTypes,
		DependencyIndexes: file_unresponsive_unresponsive_proto_depIdxs,
		MessageInfos:      file_unresponsive_unresponsive_proto_msgTypes,
	}.Build()
	File_unresponsive_unresponsive_proto = out.File
	file_unresponsive_unresponsive_proto_rawDesc = nil
	file_unresponsive_unresponsive_proto_goTypes = nil
	file_unresponsive_unresponsive_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/unresponsive/unresponsive.proto

syntax = "proto3";
package unresponsive;
option go_package = "github.com/relab/gorums/tests/unresponsive";

service Unresponsive {
  rpc TestUnresponsive(Empty) returns (Empty) {}
}

message Empty {}







MasterLab/example/reliablebroadcast/gorums/tests/config/config.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: config/config.proto

package config

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Num uint64 `protobuf:"varint,1,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_config_config_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_config_config_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_config_config_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Name string `protobuf:"bytes,1,opt,name=Name,proto3" json:"Name,omitempty"`
	Num  uint64 `protobuf:"varint,2,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_config_config_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_config_config_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_config_config_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetName() string {
	if x != nil {
		return x.Name
	}
	return ""
}

func (x *Response) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

var File_config_config_proto protoreflect.FileDescriptor

var file_config_config_proto_rawDesc = []byte{
	0x0a, 0x13, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2f, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x06, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x1a, 0x0c, 0x67,
	0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1b, 0x0a, 0x07, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x22, 0x30, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70,
	0x6f, 0x6e, 0x73, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x4e, 0x61, 0x6d, 0x65, 0x18, 0x01, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x04, 0x4e, 0x61, 0x6d, 0x65, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d, 0x18,
	0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x32, 0x3f, 0x0a, 0x0a, 0x43, 0x6f,
	0x6e, 0x66, 0x69, 0x67, 0x54, 0x65, 0x73, 0x74, 0x12, 0x31, 0x0a, 0x06, 0x43, 0x6f, 0x6e, 0x66,
	0x69, 0x67, 0x12, 0x0f, 0x2e, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2e, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42, 0x26, 0x5a, 0x24, 0x67,
	0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f,
	0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x63, 0x6f, 0x6e,
	0x66, 0x69, 0x67, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_config_config_proto_rawDescOnce sync.Once
	file_config_config_proto_rawDescData = file_config_config_proto_rawDesc
)

func file_config_config_proto_rawDescGZIP() []byte {
	file_config_config_proto_rawDescOnce.Do(func() {
		file_config_config_proto_rawDescData = protoimpl.X.CompressGZIP(file_config_config_proto_rawDescData)
	})
	return file_config_config_proto_rawDescData
}

var file_config_config_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_config_config_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: config.Request
	(*Response)(nil), // 1: config.Response
}
var file_config_config_proto_depIdxs = []int32{
	0, // 0: config.ConfigTest.Config:input_type -> config.Request
	1, // 1: config.ConfigTest.Config:output_type -> config.Response
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_config_config_proto_init() }
func file_config_config_proto_init() {
	if File_config_config_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_config_config_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_config_config_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_config_config_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_config_config_proto_goTypes,
		DependencyIndexes: file_config_config_proto_depIdxs,
		MessageInfos:      file_config_config_proto_msgTypes,
	}.Build()
	File_config_config_proto = out.File
	file_config_config_proto_rawDesc = nil
	file_config_config_proto_goTypes = nil
	file_config_config_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/config/config_test.go

package config

import (
	"context"
	fmt "fmt"
	"testing"
	"time"

	gorums "github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type (
	cfgSrv struct {
		name string
	}
	cfgQSpec struct {
		quorum int
	}
)

func (srv cfgSrv) Config(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		Name: srv.name,
		Num:  req.GetNum(),
	}, nil
}

func newQSpec(cfgSize int) *cfgQSpec {
	return &cfgQSpec{quorum: cfgSize/2 + 1}
}

func (q cfgQSpec) ConfigQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

// setup returns a new configuration of cfgSize and a corresponding teardown function.
// Calling setup multiple times will return a different configuration with different
// sets of nodes.
func setup(t *testing.T, mgr *Manager, cfgSize int) (cfg *Configuration, teardown func()) {
	t.Helper()
	srvs := make([]*cfgSrv, cfgSize)
	for i := range srvs {
		srvs[i] = &cfgSrv{}
	}
	addrs, closeServers := gorums.TestSetup(t, cfgSize, func(i int) gorums.ServerIface {
		srv := gorums.NewServer()
		RegisterConfigTestServer(srv, srvs[i])
		return srv
	})
	for i := range srvs {
		srvs[i].name = addrs[i]
	}
	cfg, err := mgr.NewConfiguration(newQSpec(cfgSize), gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}
	teardown = func() {
		mgr.Close()
		closeServers()
	}
	return cfg, teardown
}

// TestConfig creates and combines multiple configurations and invokes the Config RPC
// method on the different configurations created below.
func TestConfig(t *testing.T) {
	callRPC := func(cfg *Configuration) {
		for i := 0; i < 5; i++ {
			resp, err := cfg.Config(context.Background(), &Request{Num: uint64(i)})
			if err != nil {
				t.Fatal(err)
			}
			if resp == nil {
				t.Fatal("Got nil response")
			}
		}
	}
	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	c1, teardown1 := setup(t, mgr, 4)
	defer teardown1()
	fmt.Println("--- c1 ", c1.Nodes())
	callRPC(c1)

	c2, teardown2 := setup(t, mgr, 2)
	defer teardown2()
	fmt.Println("--- c2 ", c2.Nodes())
	callRPC(c2)

	newNodeList := c1.And(c2)
	c3, err := mgr.NewConfiguration(
		newQSpec(c1.Size()+c2.Size()),
		newNodeList,
	)
	if err != nil {
		t.Fatal(err)
	}
	fmt.Println("--- c3 ", c3.Nodes())
	callRPC(c3)

	rmNodeList := c3.Except(c1)
	c4, err := mgr.NewConfiguration(
		newQSpec(c2.Size()),
		rmNodeList,
	)
	if err != nil {
		t.Fatal(err)
	}
	fmt.Println("--- c4 ", c4.Nodes())
	callRPC(c4)
}







MasterLab/example/reliablebroadcast/gorums/tests/config/config_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: config/config.proto

package config

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for ConfigTest.
type QuorumSpec interface {
	gorums.ConfigOption

	// ConfigQF is the quorum function for the Config
	// quorum call method. The in parameter is the request object
	// supplied to the Config method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	ConfigQF(in *Request, replies map[uint32]*Response) (*Response, bool)
}

// Config is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Config(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "config.ConfigTest.Config",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.ConfigQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// ConfigTest is the server-side API for the ConfigTest Service
type ConfigTest interface {
	Config(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterConfigTestServer(srv *gorums.Server, impl ConfigTest) {
	srv.RegisterHandler("config.ConfigTest.Config", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.Config(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}







MasterLab/example/reliablebroadcast/gorums/tests/config/config.proto

syntax = "proto3";
package config;
option go_package = "github.com/relab/gorums/tests/config";

import "gorums.proto";

service ConfigTest {
    rpc Config(Request) returns (Response) { option (gorums.quorumcall) = true; }
}

message Request { uint64 Num = 1; }

message Response {
    string Name = 1;
    uint64 Num = 2;
}







MasterLab/example/reliablebroadcast/gorums/tests/correctable/correctable.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: correctable/correctable.proto

package correctable

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type CorrectableRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *CorrectableRequest) Reset() {
	*x = CorrectableRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_correctable_correctable_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *CorrectableRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*CorrectableRequest) ProtoMessage() {}

func (x *CorrectableRequest) ProtoReflect() protoreflect.Message {
	mi := &file_correctable_correctable_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use CorrectableRequest.ProtoReflect.Descriptor instead.
func (*CorrectableRequest) Descriptor() ([]byte, []int) {
	return file_correctable_correctable_proto_rawDescGZIP(), []int{0}
}

type CorrectableResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Level int32 `protobuf:"varint,1,opt,name=Level,proto3" json:"Level,omitempty"`
}

func (x *CorrectableResponse) Reset() {
	*x = CorrectableResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_correctable_correctable_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *CorrectableResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*CorrectableResponse) ProtoMessage() {}

func (x *CorrectableResponse) ProtoReflect() protoreflect.Message {
	mi := &file_correctable_correctable_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use CorrectableResponse.ProtoReflect.Descriptor instead.
func (*CorrectableResponse) Descriptor() ([]byte, []int) {
	return file_correctable_correctable_proto_rawDescGZIP(), []int{1}
}

func (x *CorrectableResponse) GetLevel() int32 {
	if x != nil {
		return x.Level
	}
	return 0
}

var File_correctable_correctable_proto protoreflect.FileDescriptor

var file_correctable_correctable_proto_rawDesc = []byte{
	0x0a, 0x1d, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2f, 0x63, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12,
	0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x1a, 0x0c, 0x67, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x14, 0x0a, 0x12, 0x43, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x22, 0x2b, 0x0a, 0x13, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52,
	0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x14, 0x0a, 0x05, 0x4c, 0x65, 0x76, 0x65, 0x6c,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x05, 0x52, 0x05, 0x4c, 0x65, 0x76, 0x65, 0x6c, 0x32, 0xc9, 0x01,
	0x0a, 0x0f, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x54, 0x65, 0x73,
	0x74, 0x12, 0x56, 0x0a, 0x0b, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65,
	0x12, 0x1f, 0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x43,
	0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x20, 0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e,
	0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01, 0x12, 0x5e, 0x0a, 0x11, 0x43, 0x6f, 0x72,
	0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53, 0x74, 0x72, 0x65, 0x61, 0x6d, 0x12, 0x1f,
	0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x43, 0x6f, 0x72,
	0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x20, 0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x43, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73,
	0x65, 0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01, 0x30, 0x01, 0x42, 0x2b, 0x5a, 0x29, 0x67, 0x69, 0x74,
	0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x63, 0x6f, 0x72, 0x72, 0x65,
	0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_correctable_correctable_proto_rawDescOnce sync.Once
	file_correctable_correctable_proto_rawDescData = file_correctable_correctable_proto_rawDesc
)

func file_correctable_correctable_proto_rawDescGZIP() []byte {
	file_correctable_correctable_proto_rawDescOnce.Do(func() {
		file_correctable_correctable_proto_rawDescData = protoimpl.X.CompressGZIP(file_correctable_correctable_proto_rawDescData)
	})
	return file_correctable_correctable_proto_rawDescData
}

var file_correctable_correctable_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_correctable_correctable_proto_goTypes = []interface{}{
	(*CorrectableRequest)(nil),  // 0: correctable.CorrectableRequest
	(*CorrectableResponse)(nil), // 1: correctable.CorrectableResponse
}
var file_correctable_correctable_proto_depIdxs = []int32{
	0, // 0: correctable.CorrectableTest.Correctable:input_type -> correctable.CorrectableRequest
	0, // 1: correctable.CorrectableTest.CorrectableStream:input_type -> correctable.CorrectableRequest
	1, // 2: correctable.CorrectableTest.Correctable:output_type -> correctable.CorrectableResponse
	1, // 3: correctable.CorrectableTest.CorrectableStream:output_type -> correctable.CorrectableResponse
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_correctable_correctable_proto_init() }
func file_correctable_correctable_proto_init() {
	if File_correctable_correctable_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_correctable_correctable_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*CorrectableRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_correctable_correctable_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*CorrectableResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_correctable_correctable_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_correctable_correctable_proto_goTypes,
		DependencyIndexes: file_correctable_correctable_proto_depIdxs,
		MessageInfos:      file_correctable_correctable_proto_msgTypes,
	}.Build()
	File_correctable_correctable_proto = out.File
	file_correctable_correctable_proto_rawDesc = nil
	file_correctable_correctable_proto_goTypes = nil
	file_correctable_correctable_proto_depIdxs = nil
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: correctable/correctable.proto

package correctable

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	ordering "github.com/relab/gorums/ordering"
	encoding "google.golang.org/grpc/encoding"
	proto "google.golang.org/protobuf/proto"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// Correctable asynchronously invokes a correctable quorum call on each node
// in configuration c and returns a CorrectableCorrectableResponse, which can be used
// to inspect any replies or errors when available.
func (c *Configuration) Correctable(ctx context.Context, in *CorrectableRequest) *CorrectableCorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "correctable.CorrectableTest.Correctable",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*CorrectableResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*CorrectableResponse)
		}
		return c.qspec.CorrectableQF(req.(*CorrectableRequest), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableCorrectableResponse{corr}
}

// CorrectableStream asynchronously invokes a correctable quorum call on each node
// in configuration c and returns a CorrectableStreamCorrectableResponse, which can be used
// to inspect any replies or errors when available.
// This method supports server-side preliminary replies (correctable stream).
func (c *Configuration) CorrectableStream(ctx context.Context, in *CorrectableRequest) *CorrectableStreamCorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "correctable.CorrectableTest.CorrectableStream",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*CorrectableResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*CorrectableResponse)
		}
		return c.qspec.CorrectableStreamQF(req.(*CorrectableRequest), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamCorrectableResponse{corr}
}

// QuorumSpec is the interface of quorum functions for CorrectableTest.
type QuorumSpec interface {
	gorums.ConfigOption

	// CorrectableQF is the quorum function for the Correctable
	// correctable quorum call method. The in parameter is the request object
	// supplied to the Correctable method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *CorrectableRequest'.
	CorrectableQF(in *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool)

	// CorrectableStreamQF is the quorum function for the CorrectableStream
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStream method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *CorrectableRequest'.
	CorrectableStreamQF(in *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool)
}

// CorrectableTest is the server-side API for the CorrectableTest Service
type CorrectableTest interface {
	Correctable(ctx gorums.ServerCtx, request *CorrectableRequest) (response *CorrectableResponse, err error)
	CorrectableStream(ctx gorums.ServerCtx, request *CorrectableRequest, send func(response *CorrectableResponse) error) error
}

func RegisterCorrectableTestServer(srv *gorums.Server, impl CorrectableTest) {
	srv.RegisterHandler("correctable.CorrectableTest.Correctable", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*CorrectableRequest)
		defer ctx.Release()
		resp, err := impl.Correctable(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("correctable.CorrectableTest.CorrectableStream", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*CorrectableRequest)
		defer ctx.Release()
		err := impl.CorrectableStream(ctx, req, func(resp *CorrectableResponse) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
}

type internalCorrectableResponse struct {
	nid   uint32
	reply *CorrectableResponse
	err   error
}

// CorrectableCorrectableResponse is a correctable object for processing replies.
type CorrectableCorrectableResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableCorrectableResponse) Get() (*CorrectableResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*CorrectableResponse), level, err
}

// CorrectableStreamCorrectableResponse is a correctable object for processing replies.
type CorrectableStreamCorrectableResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamCorrectableResponse) Get() (*CorrectableResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*CorrectableResponse), level, err
}







MasterLab/example/reliablebroadcast/gorums/tests/correctable/correctable_test.go

package correctable

import (
	"context"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

// run a test on a correctable call.
// n is the number of replicas, and div is a divider.
// the target level is n, and the level is calculated by the quorum function
// by dividing the sum of levels from the servers with the divider.
func run(t *testing.T, n int, div int, corr func(context.Context, *Configuration) *gorums.Correctable) {
	addrs, teardown := gorums.TestSetup(t, n, func(i int) gorums.ServerIface {
		gorumsSrv := gorums.NewServer()
		RegisterCorrectableTestServer(gorumsSrv, &testSrv{n})
		return gorumsSrv
	})
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)

	cfg, err := mgr.NewConfiguration(qspec{div, n}, gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 100*time.Millisecond)
	defer cancel()
	res := corr(ctx, cfg)

	donech := res.Done()

	for i := 1; i <= n; i++ {
		select {
		case <-res.Watch(i):
		case <-donech:
		}
	}

	<-donech

	_, _, err = res.Get()
	if err != nil {
		t.Error(err)
	}
}

func TestCorrectable(t *testing.T) {
	run(t, 4, 1, func(ctx context.Context, c *Configuration) *gorums.Correctable {
		corr := c.Correctable(ctx, &CorrectableRequest{})
		return corr.Correctable
	})
}

func TestCorrectableStream(t *testing.T) {
	run(t, 4, 4, func(ctx context.Context, c *Configuration) *gorums.Correctable {
		corr := c.CorrectableStream(ctx, &CorrectableRequest{})
		return corr.Correctable
	})
}

type qspec struct {
	div       int
	doneLevel int
}

func (q qspec) q(replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool) {
	sum := 0
	for _, reply := range replies {
		sum += int(reply.Level)
	}
	level := sum / q.div
	return &CorrectableResponse{Level: int32(level)}, level, level >= q.doneLevel
}

// CorrectableStreamQF is the quorum function for the CorrectableStream
// correctable stream quorum call method. The in parameter is the request object
// supplied to the CorrectableStream method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *CorrectableRequest'.
func (q qspec) CorrectableStreamQF(_ *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool) {
	return q.q(replies)
}

// CorrectableQF is the quorum function for the Correctable
// correctable quorum call method. The in parameter is the request object
// supplied to the Correctable method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *CorrectableRequest'.
func (q qspec) CorrectableQF(_ *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool) {
	return q.q(replies)
}

type testSrv struct {
	n int
}

func (srv testSrv) CorrectableStream(_ gorums.ServerCtx, request *CorrectableRequest, send func(response *CorrectableResponse) error) error {
	for i := 0; i < srv.n; i++ {
		err := send(&CorrectableResponse{Level: int32(i + 1)})
		if err != nil {
			return err
		}
	}
	return nil
}

func (srv testSrv) Correctable(_ gorums.ServerCtx, request *CorrectableRequest) (response *CorrectableResponse, err error) {
	return &CorrectableResponse{Level: 1}, nil
}







MasterLab/example/reliablebroadcast/gorums/tests/correctable/correctable.proto

syntax = "proto3";
package correctable;

option go_package = "github.com/relab/gorums/tests/correctable";

import "gorums.proto";

service CorrectableTest{
  rpc Correctable(CorrectableRequest) returns (CorrectableResponse) {
    option (gorums.correctable) = true;
  }
  rpc CorrectableStream(CorrectableRequest) returns (stream CorrectableResponse) {
    option (gorums.correctable) = true;
  }
}

message CorrectableRequest {}

message CorrectableResponse {
  int32 Level = 1;
}








MasterLab/example/reliablebroadcast/gorums/tests/mock/mock.proto

syntax = "proto3";
package mock;
option go_package = "github.com/relab/gorums/tests/mock";

message Request {
    string val = 1;
}
message Response {
    string val = 1;
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: mock.proto

package mock

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Val string `protobuf:"bytes,1,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_mock_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_mock_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_mock_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetVal() string {
	if x != nil {
		return x.Val
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Val string `protobuf:"bytes,1,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_mock_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_mock_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_mock_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetVal() string {
	if x != nil {
		return x.Val
	}
	return ""
}

var File_mock_proto protoreflect.FileDescriptor

var file_mock_proto_rawDesc = []byte{
	0x0a, 0x0a, 0x6d, 0x6f, 0x63, 0x6b, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x04, 0x6d, 0x6f,
	0x63, 0x6b, 0x22, 0x1b, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a,
	0x03, 0x76, 0x61, 0x6c, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03, 0x76, 0x61, 0x6c, 0x22,
	0x1c, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x10, 0x0a, 0x03, 0x76,
	0x61, 0x6c, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03, 0x76, 0x61, 0x6c, 0x42, 0x24, 0x5a,
	0x22, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61,
	0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x6d,
	0x6f, 0x63, 0x6b, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_mock_proto_rawDescOnce sync.Once
	file_mock_proto_rawDescData = file_mock_proto_rawDesc
)

func file_mock_proto_rawDescGZIP() []byte {
	file_mock_proto_rawDescOnce.Do(func() {
		file_mock_proto_rawDescData = protoimpl.X.CompressGZIP(file_mock_proto_rawDescData)
	})
	return file_mock_proto_rawDescData
}

var file_mock_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_mock_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: mock.Request
	(*Response)(nil), // 1: mock.Response
}
var file_mock_proto_depIdxs = []int32{
	0, // [0:0] is the sub-list for method output_type
	0, // [0:0] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_mock_proto_init() }
func file_mock_proto_init() {
	if File_mock_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_mock_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_mock_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_mock_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   0,
		},
		GoTypes:           file_mock_proto_goTypes,
		DependencyIndexes: file_mock_proto_depIdxs,
		MessageInfos:      file_mock_proto_msgTypes,
	}.Build()
	File_mock_proto = out.File
	file_mock_proto_rawDesc = nil
	file_mock_proto_goTypes = nil
	file_mock_proto_depIdxs = nil
}
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// Test to benchmark quorum functions with and without the request parameter.
syntax = "proto3";
package qf;
option go_package = "github.com/relab/gorums/tests/qf";

import "gorums.proto";

service QuorumFunction {
  rpc UseReq(Request) returns (Response) { option (gorums.quorumcall) = true; }
  rpc IgnoreReq(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
}

message Request { int64 Value = 1; }
message Response { int64 Result = 1; }
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# Benchmarks for quorum functions with and without the request object

The question we want to answer in this document is:
_Will Gorums be faster if we generate quorum functions without the `request` parameter, when the `request` is not needed by the quorum function?_

Below are three runs of the benchmark for three variants of using the quorum function.

- The `UseReqQF` method actually receive and use the `request` object passed to the quorum function. If your quorum function needs the request object, you anyway have to use this approach.
- The `IgnoreReqQF` method has the same function signature as `UseReqQF`, but ignores the `request` object by using a `_` in the implementation. This would be the recommended approach if we make the quorum function signature always require the request object.
- The `WithoutReqQF` method has a function signature without the `request` object, and as such it should be the fastest, since it does not need to pass the request object on the stack at all.

All three benchmark methods has the same number of allocations, and so we exclude those details from the results below.

The conclusion from the benchmarks below is that `UseReqQF` is always slower, which is to be expected. However, from three runs of the benchmark on the same machine (a mid-2013 MacPro), it is not possible to observe any relevant difference between `WithoutReqQF` and `IgnoreReqQF`. In conclusion, it does not appear to be any value keeping the `qf_with_req` option.

## Running the benchmarks

First compile the qf proto file.

```sh
cd tests
make qf
```

To plot graphs based on the benchmarks, you will need benchgraph:

TODO(meling): fork this repo and fix the go.mod file

```sh
go get -v github.com/AntonioSun/benchgraph
```

To run the benchmarks:

```sh
cd qf
go test -bench=BenchmarkQF | benchgraph -title "Quorum Function Evaluation"
go test -bench=BenchmarkFullStackQF | benchgraph -title "Quorum Function Evaluation (full stack)"
```

To view plots for three separate runs with slice implementation and one with both map and slice implementations:

- [Run 1](plots/benchgraph-run1.html)
- [Run 2](plots/benchgraph-run2.html)
- [Run 3](plots/benchgraph-run3.html)
- [New Run with both slice and map comparison](plots/benchgraph-run-map-and-slice.html)
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: qf/qf.proto

package qf

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for QuorumFunction.
type QuorumSpec interface {
	gorums.ConfigOption

	// UseReqQF is the quorum function for the UseReq
	// quorum call method. The in parameter is the request object
	// supplied to the UseReq method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	UseReqQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// IgnoreReqQF is the quorum function for the IgnoreReq
	// quorum call method. The in parameter is the request object
	// supplied to the IgnoreReq method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	IgnoreReqQF(in *Request, replies map[uint32]*Response) (*Response, bool)
}

// UseReq is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) UseReq(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "qf.QuorumFunction.UseReq",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.UseReqQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// IgnoreReq is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) IgnoreReq(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "qf.QuorumFunction.IgnoreReq",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.IgnoreReqQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumFunction is the server-side API for the QuorumFunction Service
type QuorumFunction interface {
	UseReq(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	IgnoreReq(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterQuorumFunctionServer(srv *gorums.Server, impl QuorumFunction) {
	srv.RegisterHandler("qf.QuorumFunction.UseReq", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.UseReq(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("qf.QuorumFunction.IgnoreReq", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.IgnoreReq(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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package qf

import (
	"context"
	"fmt"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

const requestValue = 0x1001_1001

type testQSpec struct {
	quorum int
}

func (q testQSpec) SliceUseReqQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	expected := in.GetValue()
	for _, reply := range replies {
		if expected != reply.GetResult() {
			return reply, true
		}
	}
	return replies[0], true
}

func (q testQSpec) SliceIgnoreReqQF(_ *Request, replies []*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	expected := int64(requestValue)
	for _, reply := range replies {
		if expected != reply.GetResult() {
			return reply, true
		}
	}
	return replies[0], true
}

func (q testQSpec) SliceWithoutReqQF(replies []*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	expected := int64(requestValue)
	for _, reply := range replies {
		if expected != reply.GetResult() {
			return reply, true
		}
	}
	return replies[0], true
}

func (q testQSpec) UseReqQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	_ = in.GetValue()
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func (q testQSpec) IgnoreReqQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func (q testQSpec) WithoutReqQF(replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func BenchmarkQF(b *testing.B) {
	for n := 3; n < 20; n += 2 {
		quorum := n / 2
		mapSize := n << 1
		qspec := &testQSpec{quorum: quorum}
		request := &Request{Value: 1}

		b.Run(fmt.Sprintf("UseReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make(map[uint32]*Response, mapSize)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.UseReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("IgnoreReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make(map[uint32]*Response, mapSize)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.IgnoreReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("WithoutReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make(map[uint32]*Response, mapSize)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.WithoutReqQF(replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})

		// Slice versions

		b.Run(fmt.Sprintf("SliceUseReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make([]*Response, n)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.SliceUseReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("SliceIgnoreReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make([]*Response, n)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.SliceIgnoreReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("SliceWithoutReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make([]*Response, n)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.SliceWithoutReqQF(replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
	}
}

type testSrv struct{}

func (s testSrv) UseReq(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{Result: req.GetValue()}, nil
}

func (s testSrv) IgnoreReq(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{Result: req.GetValue()}, nil
}

func BenchmarkFullStackQF(b *testing.B) {
	for n := 3; n < 20; n += 2 {
		_, stop := gorums.TestSetup(b, n, func(_ int) gorums.ServerIface {
			srv := gorums.NewServer()
			RegisterQuorumFunctionServer(srv, &testSrv{})
			return srv
		})
		mgr := NewManager(
			gorums.WithDialTimeout(10*time.Second),
			gorums.WithGrpcDialOptions(
				grpc.WithTransportCredentials(insecure.NewCredentials()),
			),
		)
		c, err := mgr.NewConfiguration(
			&testQSpec{quorum: n / 2},
			gorums.WithNodeList([]string{"127.0.0.1:9080", "127.0.0.1:9081", "127.0.0.1:9082"}), // dummy node list; won't actually be used in test
		)
		if err != nil {
			b.Fatal(err)
		}

		b.ReportAllocs()
		b.ResetTimer()

		b.Run(fmt.Sprintf("UseReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				resp, err := c.UseReq(context.Background(), &Request{Value: int64(requestValue)})
				if err != nil {
					b.Fatalf("UseReq error: %v", err)
				}
				_ = resp.GetResult()
			}
		})
		b.Run(fmt.Sprintf("IgnoreReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				resp, err := c.IgnoreReq(context.Background(), &Request{Value: int64(requestValue)})
				if err != nil {
					b.Fatalf("IgnoreReq error: %v", err)
				}
				_ = resp.GetResult()
			}
		})
		// close manager and stop gRPC servers;
		// must be done for each iteration
		mgr.Close()
		stop()
	}
}
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// Test to benchmark quorum functions with and without the request parameter.

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: qf/qf.proto

package qf

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value int64 `protobuf:"varint,1,opt,name=Value,proto3" json:"Value,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_qf_qf_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_qf_qf_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_qf_qf_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() int64 {
	if x != nil {
		return x.Value
	}
	return 0
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result int64 `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_qf_qf_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_qf_qf_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_qf_qf_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

var File_qf_qf_proto protoreflect.FileDescriptor

var file_qf_qf_proto_rawDesc = []byte{
	0x0a, 0x0b, 0x71, 0x66, 0x2f, 0x71, 0x66, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x02, 0x71,
	0x66, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22,
	0x1f, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61,
	0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65,
	0x22, 0x22, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06,
	0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65,
	0x73, 0x75, 0x6c, 0x74, 0x32, 0x69, 0x0a, 0x0e, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x46, 0x75,
	0x6e, 0x63, 0x74, 0x69, 0x6f, 0x6e, 0x12, 0x29, 0x0a, 0x06, 0x55, 0x73, 0x65, 0x52, 0x65, 0x71,
	0x12, 0x0b, 0x2e, 0x71, 0x66, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0c, 0x2e,
	0x71, 0x66, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18,
	0x01, 0x12, 0x2c, 0x0a, 0x09, 0x49, 0x67, 0x6e, 0x6f, 0x72, 0x65, 0x52, 0x65, 0x71, 0x12, 0x0b,
	0x2e, 0x71, 0x66, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0c, 0x2e, 0x71, 0x66,
	0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42,
	0x22, 0x5a, 0x20, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65,
	0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73,
	0x2f, 0x71, 0x66, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_qf_qf_proto_rawDescOnce sync.Once
	file_qf_qf_proto_rawDescData = file_qf_qf_proto_rawDesc
)

func file_qf_qf_proto_rawDescGZIP() []byte {
	file_qf_qf_proto_rawDescOnce.Do(func() {
		file_qf_qf_proto_rawDescData = protoimpl.X.CompressGZIP(file_qf_qf_proto_rawDescData)
	})
	return file_qf_qf_proto_rawDescData
}

var file_qf_qf_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_qf_qf_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: qf.Request
	(*Response)(nil), // 1: qf.Response
}
var file_qf_qf_proto_depIdxs = []int32{
	0, // 0: qf.QuorumFunction.UseReq:input_type -> qf.Request
	0, // 1: qf.QuorumFunction.IgnoreReq:input_type -> qf.Request
	1, // 2: qf.QuorumFunction.UseReq:output_type -> qf.Response
	1, // 3: qf.QuorumFunction.IgnoreReq:output_type -> qf.Response
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_qf_qf_proto_init() }
func file_qf_qf_proto_init() {
	if File_qf_qf_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_qf_qf_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_qf_qf_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_qf_qf_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_qf_qf_proto_goTypes,
		DependencyIndexes: file_qf_qf_proto_depIdxs,
		MessageInfos:      file_qf_qf_proto_msgTypes,
	}.Build()
	File_qf_qf_proto = out.File
	file_qf_qf_proto_rawDesc = nil
	file_qf_qf_proto_goTypes = nil
	file_qf_qf_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/Makefile

# Tests that should be run each time
RUNTESTS := qf ordering metadata tls unresponsive dummy oneway config correctable broadcast

.PHONY: all qf ordering metadata tls unresponsive dummy oneway config correctable broadcast

all: $(RUNTESTS)

qf: qf/qf.pb.go qf/qf_gorums.pb.go

ordering: ordering/order.pb.go ordering/order_gorums.pb.go

metadata: metadata/metadata.pb.go metadata/metadata_gorums.pb.go

tls: tls/tls.pb.go tls/tls_gorums.pb.go

unresponsive: unresponsive/unresponsive.pb.go unresponsive/unresponsive_gorums.pb.go

dummy: dummy/dummy.pb.go dummy/dummy_gorums.pb.go

oneway: oneway/oneway.pb.go oneway/oneway_gorums.pb.go

config: config/config.pb.go config/config_gorums.pb.go

correctable: correctable/correctable.pb.go correctable/correctable_gorums.pb.go

broadcast: broadcast/broadcast.pb.go broadcast/broadcast_gorums.pb.go

%.pb.go : %.proto
	@protoc -I=..:. --go_out=paths=source_relative:. $<

%_grpc.pb.go : %.proto
	@protoc -I=..:. --go-grpc_out=paths=source_relative:. $<

%_gorums.pb.go : %.proto
	@protoc -I=..:. --gorums_out=paths=source_relative:. $<

clean:
	find . -name '*.pb.go' -exec rm {} \;







MasterLab/example/reliablebroadcast/gorums/tests/oneway/oneway_test.go

package oneway_test

import (
	context "context"
	"fmt"
	"sync"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/oneway"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type onewaySrv struct {
	benchmark bool
	wg        sync.WaitGroup
	received  chan *oneway.Request
}

func (s *onewaySrv) Unicast(ctx gorums.ServerCtx, r *oneway.Request) {
	if s.benchmark {
		return
	}
	s.received <- r
	s.wg.Done()
}

func (s *onewaySrv) Multicast(ctx gorums.ServerCtx, r *oneway.Request) {
	if s.benchmark {
		return
	}
	s.received <- r
	s.wg.Done()
}

func (s *onewaySrv) MulticastPerNode(ctx gorums.ServerCtx, r *oneway.Request) {
	if s.benchmark {
		return
	}
	s.received <- r
	s.wg.Done()
}

type testQSpec struct{}

func setup(t testing.TB, cfgSize int) (cfg *oneway.Configuration, srvs []*onewaySrv, teardown func()) {
	t.Helper()
	srvs = make([]*onewaySrv, cfgSize)
	for i := 0; i < cfgSize; i++ {
		srvs[i] = &onewaySrv{received: make(chan *oneway.Request, numCalls)}
	}

	addrs, closeServers := gorums.TestSetup(t, cfgSize, func(i int) gorums.ServerIface {
		srv := gorums.NewServer()
		oneway.RegisterOnewayTestServer(srv, srvs[i])
		return srv
	})
	nodeMap := make(map[string]uint32)
	for i, addr := range addrs {
		nodeMap[addr] = uint32(i)
	}

	mgr := oneway.NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	cfg, err := mgr.NewConfiguration(&testQSpec{}, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	teardown = func() {
		mgr.Close()
		closeServers()
	}
	return cfg, srvs, teardown
}

const numCalls = 50

func TestOnewayCalls(t *testing.T) {
	tests := []struct {
		name     string
		calls    int
		servers  int
		sendWait bool
	}{
		{name: "UnicastSendWaiting____", calls: numCalls, servers: 1, sendWait: true},
		{name: "UnicastNoSendWaiting__", calls: numCalls, servers: 1, sendWait: false},
		{name: "MulticastSendWaiting__", calls: numCalls, servers: 1, sendWait: true},
		{name: "MulticastNoSendWaiting", calls: numCalls, servers: 1, sendWait: false},
		{name: "MulticastSendWaiting__", calls: numCalls, servers: 3, sendWait: true},
		{name: "MulticastNoSendWaiting", calls: numCalls, servers: 3, sendWait: false},
		{name: "MulticastSendWaiting__", calls: numCalls, servers: 9, sendWait: true},
		{name: "MulticastNoSendWaiting", calls: numCalls, servers: 9, sendWait: false},
	}

	f := func(c *oneway.Configuration) func(context.Context, *oneway.Request, ...gorums.CallOption) {
		if c.Size() == 1 {
			return c.Nodes()[0].Unicast
		}
		return c.Multicast
	}

	for _, test := range tests {
		t.Run(fmt.Sprintf("%s/Servers=%d", test.name, test.servers), func(t *testing.T) {
			cfg, srvs, teardown := setup(t, test.servers)
			for i := 0; i < len(srvs); i++ {
				srvs[i].wg.Add(test.calls)
			}

			for c := 1; c <= test.calls; c++ {
				in := &oneway.Request{Num: uint64(c)}
				if test.sendWait {
					f(cfg)(context.Background(), in)
				} else {
					f(cfg)(context.Background(), in, gorums.WithNoSendWaiting())
				}
			}

			// Check that each server received expected oneway messages
			for i := 0; i < len(srvs); i++ {
				srvs[i].wg.Wait()
				close(srvs[i].received)
				expected := uint64(1)
				for r := range srvs[i].received {
					if expected != r.Num {
						t.Errorf("%s(%d) = %d, expected %d", test.name, expected, r.Num, expected)
					}
					expected++
				}
			}
			teardown()
		})
	}
}

func TestMulticastPerNode(t *testing.T) {
	add := func(n uint64, id uint32) uint64 { return n + uint64(id) }

	// simple transformation function
	f := func(msg *oneway.Request, id uint32) *oneway.Request {
		return &oneway.Request{Num: add(msg.Num, id)}
	}
	ignoreNodes := []int{}
	ignore := func(id uint32) bool {
		for _, ignore := range ignoreNodes {
			return id == uint32(ignore)
		}
		return false
	}
	// transformation of all except some nodes
	g := func(msg *oneway.Request, id uint32) *oneway.Request {
		if ignore(id) {
			return nil
		}
		return &oneway.Request{Num: add(msg.Num, id)}
	}
	tests := []struct {
		name        string
		calls       int
		servers     int
		sendWait    bool
		ignoreNodes []int
		f           func(*oneway.Request, uint32) *oneway.Request
	}{
		{name: "MulticastPerNodeNoSendWaiting", calls: numCalls, servers: 1, sendWait: false, f: f},
		{name: "MulticastPerNodeNoSendWaiting", calls: numCalls, servers: 3, sendWait: false, f: f},
		{name: "MulticastPerNodeNoSendWaiting", calls: numCalls, servers: 9, sendWait: false, f: f},
		{name: "MulticastPerNodeSendWaiting", calls: numCalls, servers: 1, sendWait: true, f: f},
		{name: "MulticastPerNodeSendWaiting", calls: numCalls, servers: 3, sendWait: true, f: f},
		{name: "MulticastPerNodeSendWaiting", calls: numCalls, servers: 9, sendWait: true, f: f},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{0}},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{1}},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{0, 1}},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{0, 1, 2}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{0}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{1}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{0, 1}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{0, 1, 2}},
	}

	for _, test := range tests {
		t.Run(fmt.Sprintf("%s/Servers=%d/IgnoredNodes=%v", test.name, test.servers, test.ignoreNodes), func(t *testing.T) {
			cfg, srvs, teardown := setup(t, test.servers)
			nodeIDs := cfg.NodeIDs()
			// set the ignoreNodes variable used by the ignore() function
			ignoreNodes = test.ignoreNodes

			for i := 0; i < len(srvs); i++ {
				if ignore(nodeIDs[i]) {
					continue // don't check ignored nodes
				}
				srvs[i].wg.Add(test.calls)
			}

			for c := 1; c <= test.calls; c++ {
				in := &oneway.Request{Num: uint64(c)}
				if test.sendWait {
					cfg.MulticastPerNode(context.Background(), in, test.f)
				} else {
					cfg.MulticastPerNode(context.Background(), in, test.f, gorums.WithNoSendWaiting())
				}
			}

			// Check that each server received expected oneway messages
			for i := 0; i < len(srvs); i++ {
				if ignore(nodeIDs[i]) {
					continue // don't check ignored nodes
				}
				expected := add(uint64(1), nodeIDs[i])
				srvs[i].wg.Wait()
				close(srvs[i].received)
				for r := range srvs[i].received {
					if expected != r.Num {
						t.Errorf("%s -> %d, expected %d, nodeID=%d, ignore=%t", test.name, r.Num, expected, nodeIDs[i], ignore(nodeIDs[i]))
					}
					expected++
				}
			}
			teardown()
		})
	}
}

func BenchmarkUnicast(b *testing.B) {
	cfg, srvs, teardown := setup(b, 1)
	for _, srv := range srvs {
		srv.benchmark = true
	}
	node := cfg.Nodes()[0]
	in := &oneway.Request{Num: 0}
	b.Run("UnicastSendWaiting__", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			node.Unicast(context.Background(), in)
		}
	})
	b.Run("UnicastNoSendWaiting", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			node.Unicast(context.Background(), in, gorums.WithNoSendWaiting())
		}
	})
	teardown()
}

func BenchmarkMulticast(b *testing.B) {
	cfg, srvs, teardown := setup(b, 3)
	for _, srv := range srvs {
		srv.benchmark = true
	}
	in := &oneway.Request{Num: 0}
	b.Run("MulticastSendWaiting__", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			cfg.Multicast(context.Background(), in)
		}
	})
	b.Run("MulticastNoSendWaiting", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			cfg.Multicast(context.Background(), in, gorums.WithNoSendWaiting())
		}
	})
	teardown()
}







MasterLab/example/reliablebroadcast/gorums/tests/oneway/oneway.proto

syntax = "proto3";
package oneway;
option go_package = "github.com/relab/gorums/tests/oneway";

import "gorums.proto";

service OnewayTest {
  rpc Unicast(Request) returns (Empty) {
    option (gorums.unicast) = true;
  }
  rpc Multicast(Request) returns (Empty) {
    option (gorums.multicast) = true;
  }
  rpc MulticastPerNode(Request) returns (Empty) {
    option (gorums.multicast) = true;
    option (gorums.per_node_arg) = true;
  }
}

message Request {
  uint64 Num = 1;
}
message Empty {}







MasterLab/example/reliablebroadcast/gorums/tests/oneway/oneway_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: oneway/oneway.proto

package oneway

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "oneway.OnewayTest.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastPerNode is a quorum call invoked on each node in configuration c,
// with the argument returned by the provided function f, and returns the combined result.
// The per node function f receives a copy of the Request request argument and
// returns a Request manipulated to be passed to the given nodeID.
// The function f must be thread-safe.
func (c *Configuration) MulticastPerNode(ctx context.Context, in *Request, f func(*Request, uint32) *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "oneway.OnewayTest.MulticastPerNode",
	}

	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for OnewayTest.
type QuorumSpec interface {
	gorums.ConfigOption
}

// OnewayTest is the server-side API for the OnewayTest Service
type OnewayTest interface {
	Unicast(ctx gorums.ServerCtx, request *Request)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastPerNode(ctx gorums.ServerCtx, request *Request)
}

func RegisterOnewayTestServer(srv *gorums.Server, impl OnewayTest) {
	srv.RegisterHandler("oneway.OnewayTest.Unicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Unicast(ctx, req)
	})
	srv.RegisterHandler("oneway.OnewayTest.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("oneway.OnewayTest.MulticastPerNode", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastPerNode(ctx, req)
	})
}

// Unicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Unicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.CallData{
		Message: in,
		Method:  "oneway.OnewayTest.Unicast",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}







MasterLab/example/reliablebroadcast/gorums/tests/oneway/oneway.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: oneway/oneway.proto

package oneway

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Num uint64 `protobuf:"varint,1,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_oneway_oneway_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_oneway_oneway_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_oneway_oneway_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_oneway_oneway_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_oneway_oneway_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_oneway_oneway_proto_rawDescGZIP(), []int{1}
}

var File_oneway_oneway_proto protoreflect.FileDescriptor

var file_oneway_oneway_proto_rawDesc = []byte{
	0x0a, 0x13, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2f, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x06, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x1a, 0x0c, 0x67,
	0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1b, 0x0a, 0x07, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x22, 0x07, 0x0a, 0x05, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x32, 0xae, 0x01, 0x0a, 0x0a, 0x4f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x54, 0x65, 0x73, 0x74,
	0x12, 0x2f, 0x0a, 0x07, 0x55, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0f, 0x2e, 0x6f, 0x6e,
	0x65, 0x77, 0x61, 0x79, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x6f,
	0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb5, 0x18,
	0x01, 0x12, 0x31, 0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0f,
	0x2e, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x0d, 0x2e, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04,
	0x98, 0xb5, 0x18, 0x01, 0x12, 0x3c, 0x0a, 0x10, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73,
	0x74, 0x50, 0x65, 0x72, 0x4e, 0x6f, 0x64, 0x65, 0x12, 0x0f, 0x2e, 0x6f, 0x6e, 0x65, 0x77, 0x61,
	0x79, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x6f, 0x6e, 0x65, 0x77,
	0x61, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x08, 0x98, 0xb5, 0x18, 0x01, 0xa0, 0xb6,
	0x18, 0x01, 0x42, 0x26, 0x5a, 0x24, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d,
	0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65,
	0x73, 0x74, 0x73, 0x2f, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x33,
}

var (
	file_oneway_oneway_proto_rawDescOnce sync.Once
	file_oneway_oneway_proto_rawDescData = file_oneway_oneway_proto_rawDesc
)

func file_oneway_oneway_proto_rawDescGZIP() []byte {
	file_oneway_oneway_proto_rawDescOnce.Do(func() {
		file_oneway_oneway_proto_rawDescData = protoimpl.X.CompressGZIP(file_oneway_oneway_proto_rawDescData)
	})
	return file_oneway_oneway_proto_rawDescData
}

var file_oneway_oneway_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_oneway_oneway_proto_goTypes = []interface{}{
	(*Request)(nil), // 0: oneway.Request
	(*Empty)(nil),   // 1: oneway.Empty
}
var file_oneway_oneway_proto_depIdxs = []int32{
	0, // 0: oneway.OnewayTest.Unicast:input_type -> oneway.Request
	0, // 1: oneway.OnewayTest.Multicast:input_type -> oneway.Request
	0, // 2: oneway.OnewayTest.MulticastPerNode:input_type -> oneway.Request
	1, // 3: oneway.OnewayTest.Unicast:output_type -> oneway.Empty
	1, // 4: oneway.OnewayTest.Multicast:output_type -> oneway.Empty
	1, // 5: oneway.OnewayTest.MulticastPerNode:output_type -> oneway.Empty
	3, // [3:6] is the sub-list for method output_type
	0, // [0:3] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_oneway_oneway_proto_init() }
func file_oneway_oneway_proto_init() {
	if File_oneway_oneway_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_oneway_oneway_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_oneway_oneway_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_oneway_oneway_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_oneway_oneway_proto_goTypes,
		DependencyIndexes: file_oneway_oneway_proto_depIdxs,
		MessageInfos:      file_oneway_oneway_proto_msgTypes,
	}.Build()
	File_oneway_oneway_proto = out.File
	file_oneway_oneway_proto_rawDesc = nil
	file_oneway_oneway_proto_goTypes = nil
	file_oneway_oneway_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/ordering/order.proto

syntax = "proto3";
package ordering;
option go_package = "github.com/relab/gorums/tests/ordering";

import "gorums.proto";

service GorumsTest {
  rpc QC(Request) returns (Response) { option (gorums.quorumcall) = true; }

  rpc QCAsync(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  rpc UnaryRPC(Request) returns (Response) {}
}

message Request { uint64 Num = 1; }

message Response { bool InOrder = 1; }







MasterLab/example/reliablebroadcast/gorums/tests/ordering/order_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: ordering/order.proto

package ordering

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QCAsync asynchronously invokes a quorum call on configuration c
// and returns a AsyncResponse, which can be used to inspect the quorum call
// reply and error when available.
func (c *Configuration) QCAsync(ctx context.Context, in *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "ordering.GorumsTest.QCAsync",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QCAsyncQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumSpec is the interface of quorum functions for GorumsTest.
type QuorumSpec interface {
	gorums.ConfigOption

	// QCQF is the quorum function for the QC
	// quorum call method. The in parameter is the request object
	// supplied to the QC method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QCQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QCAsyncQF is the quorum function for the QCAsync
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QCAsync method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QCAsyncQF(in *Request, replies map[uint32]*Response) (*Response, bool)
}

// QC is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QC(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "ordering.GorumsTest.QC",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QCQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// UnaryRPC is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) UnaryRPC(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "ordering.GorumsTest.UnaryRPC",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// GorumsTest is the server-side API for the GorumsTest Service
type GorumsTest interface {
	QC(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QCAsync(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	UnaryRPC(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterGorumsTestServer(srv *gorums.Server, impl GorumsTest) {
	srv.RegisterHandler("ordering.GorumsTest.QC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("ordering.GorumsTest.QCAsync", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QCAsync(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("ordering.GorumsTest.UnaryRPC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.UnaryRPC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}

// AsyncResponse is a async object for processing replies.
type AsyncResponse struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncResponse) Get() (*Response, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*Response), err
}







MasterLab/example/reliablebroadcast/gorums/tests/ordering/order.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: ordering/order.proto

package ordering

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Num uint64 `protobuf:"varint,1,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_order_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_order_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_ordering_order_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	InOrder bool `protobuf:"varint,1,opt,name=InOrder,proto3" json:"InOrder,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_order_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_order_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_ordering_order_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetInOrder() bool {
	if x != nil {
		return x.InOrder
	}
	return false
}

var File_ordering_order_proto protoreflect.FileDescriptor

var file_ordering_order_proto_rawDesc = []byte{
	0x0a, 0x14, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x08, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67,
	0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1b,
	0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x22, 0x24, 0x0a, 0x08, 0x52,
	0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x18, 0x0a, 0x07, 0x49, 0x6e, 0x4f, 0x72, 0x64,
	0x65, 0x72, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52, 0x07, 0x49, 0x6e, 0x4f, 0x72, 0x64, 0x65,
	0x72, 0x32, 0xb0, 0x01, 0x0a, 0x0a, 0x47, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x54, 0x65, 0x73, 0x74,
	0x12, 0x31, 0x0a, 0x02, 0x51, 0x43, 0x12, 0x11, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e,
	0x67, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65,
	0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0,
	0xb5, 0x18, 0x01, 0x12, 0x3a, 0x0a, 0x07, 0x51, 0x43, 0x41, 0x73, 0x79, 0x6e, 0x63, 0x12, 0x11,
	0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01, 0xd0, 0xb5, 0x18, 0x01, 0x12,
	0x33, 0x0a, 0x08, 0x55, 0x6e, 0x61, 0x72, 0x79, 0x52, 0x50, 0x43, 0x12, 0x11, 0x2e, 0x6f, 0x72,
	0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x12,
	0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x22, 0x00, 0x42, 0x28, 0x5a, 0x26, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63,
	0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f,
	0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x62, 0x06,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_ordering_order_proto_rawDescOnce sync.Once
	file_ordering_order_proto_rawDescData = file_ordering_order_proto_rawDesc
)

func file_ordering_order_proto_rawDescGZIP() []byte {
	file_ordering_order_proto_rawDescOnce.Do(func() {
		file_ordering_order_proto_rawDescData = protoimpl.X.CompressGZIP(file_ordering_order_proto_rawDescData)
	})
	return file_ordering_order_proto_rawDescData
}

var file_ordering_order_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_ordering_order_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: ordering.Request
	(*Response)(nil), // 1: ordering.Response
}
var file_ordering_order_proto_depIdxs = []int32{
	0, // 0: ordering.GorumsTest.QC:input_type -> ordering.Request
	0, // 1: ordering.GorumsTest.QCAsync:input_type -> ordering.Request
	0, // 2: ordering.GorumsTest.UnaryRPC:input_type -> ordering.Request
	1, // 3: ordering.GorumsTest.QC:output_type -> ordering.Response
	1, // 4: ordering.GorumsTest.QCAsync:output_type -> ordering.Response
	1, // 5: ordering.GorumsTest.UnaryRPC:output_type -> ordering.Response
	3, // [3:6] is the sub-list for method output_type
	0, // [0:3] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_ordering_order_proto_init() }
func file_ordering_order_proto_init() {
	if File_ordering_order_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_ordering_order_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_ordering_order_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_ordering_order_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_ordering_order_proto_goTypes,
		DependencyIndexes: file_ordering_order_proto_depIdxs,
		MessageInfos:      file_ordering_order_proto_msgTypes,
	}.Build()
	File_ordering_order_proto = out.File
	file_ordering_order_proto_rawDesc = nil
	file_ordering_order_proto_goTypes = nil
	file_ordering_order_proto_depIdxs = nil
}
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package ordering

import (
	"context"
	"errors"
	"sync"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/internal/leakcheck"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testSrv struct {
	sync.Mutex
	lastNum uint64
}

func (s *testSrv) isInOrder(num uint64) bool {
	s.Lock()
	defer s.Unlock()
	if num > s.lastNum {
		s.lastNum = num
		return true
	}
	return false
}

func (s *testSrv) QC(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		InOrder: s.isInOrder(req.GetNum()),
	}, nil
}

func (s *testSrv) QCAsync(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		InOrder: s.isInOrder(req.GetNum()),
	}, nil
}

func (s *testSrv) UnaryRPC(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		InOrder: s.isInOrder(req.GetNum()),
	}, nil
}

type testQSpec struct {
	quorum int
}

func (q testQSpec) qf(replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	for _, reply := range replies {
		if !reply.InOrder {
			return reply, true
		}
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func (q testQSpec) QCQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	return q.qf(replies)
}

func (q testQSpec) QCAsyncQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	return q.qf(replies)
}

func (q testQSpec) AsyncHandlerQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	return q.qf(replies)
}

func setup(t *testing.T, cfgSize int) (cfg *Configuration, teardown func()) {
	t.Helper()
	addrs, closeServers := gorums.TestSetup(t, cfgSize, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer()
		RegisterGorumsTestServer(srv, &testSrv{})
		return srv
	})
	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	cfg, err := mgr.NewConfiguration(&testQSpec{cfgSize}, gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}
	teardown = func() {
		mgr.Close()
		closeServers()
	}
	return cfg, teardown
}

func TestUnaryRPCOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 1)
	defer teardown()
	node := cfg.Nodes()[0]
	// begin test
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		i++
		resp, err := node.UnaryRPC(context.Background(), &Request{Num: uint64(i)})
		if err != nil {
			t.Fatalf("RPC error: %v", err)
		}
		if resp == nil {
			t.Fatal("Got nil response")
		}
		if !resp.GetInOrder() {
			t.Fatalf("Message received out of order.")
		}
	}
}

func TestQCOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 4)
	defer teardown()
	// begin test
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		i++
		resp, err := cfg.QC(context.Background(), &Request{Num: uint64(i)})
		if err != nil {
			t.Fatalf("QC error: %v", err)
		}
		if resp == nil {
			t.Fatal("Got nil response")
		}
		if !resp.GetInOrder() {
			t.Fatalf("Message received out of order.")
		}
	}
}

func TestQCAsyncOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 4)
	defer teardown()
	ctx, cancel := context.WithCancel(context.Background())
	// begin test
	var wg sync.WaitGroup
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		i++
		promise := cfg.QCAsync(ctx, &Request{Num: uint64(i)})
		wg.Add(1)
		go func(promise *AsyncResponse) {
			defer wg.Done()
			resp, err := promise.Get()
			if err != nil {
				if errors.Is(err, context.Canceled) {
					return
				}
				t.Errorf("QC error: %v", err)
			}
			if resp == nil {
				t.Errorf("Got nil response")
			}
			if !resp.GetInOrder() && !t.Failed() {
				t.Errorf("Message received out of order.")
			}
		}(promise)
	}
	wg.Wait()
	cancel()
}

func TestMixedOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 4)
	defer teardown()
	nodes := cfg.Nodes()
	// begin test
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		resp, err := cfg.QC(context.Background(), &Request{Num: uint64(i)})
		i++
		if err != nil {
			t.Fatalf("QC error: %v", err)
		}
		if resp == nil {
			t.Fatal("Got nil response")
		}
		if !resp.GetInOrder() {
			t.Fatalf("Message received out of order.")
		}
		var wg sync.WaitGroup
		wg.Add(len(nodes))
		for _, node := range nodes {
			go func(node *Node) {
				defer wg.Done()
				resp, err := node.UnaryRPC(context.Background(), &Request{Num: uint64(i)})
				if err != nil {
					t.Errorf("RPC error: %v", err)
					return
				}
				if resp == nil {
					t.Error("Got nil response")
				}
				if !resp.GetInOrder() {
					t.Errorf("Message received out of order.")
					return
				}
			}(node)
		}
		wg.Wait()
		i++
	}
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: metadata/metadata.proto

package metadata

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for MetadataTest.
type QuorumSpec interface {
	gorums.ConfigOption
}

// IDFromMD returns the 'id' field from the metadata.
func (n *Node) IDFromMD(ctx context.Context, in *emptypb.Empty) (resp *NodeID, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "metadata.MetadataTest.IDFromMD",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*NodeID), err
}

// WhatIP returns the address of the client that calls it.
func (n *Node) WhatIP(ctx context.Context, in *emptypb.Empty) (resp *IPAddr, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "metadata.MetadataTest.WhatIP",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*IPAddr), err
}

// MetadataTest is the server-side API for the MetadataTest Service
type MetadataTest interface {
	IDFromMD(ctx gorums.ServerCtx, request *emptypb.Empty) (response *NodeID, err error)
	WhatIP(ctx gorums.ServerCtx, request *emptypb.Empty) (response *IPAddr, err error)
}

func RegisterMetadataTestServer(srv *gorums.Server, impl MetadataTest) {
	srv.RegisterHandler("metadata.MetadataTest.IDFromMD", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*emptypb.Empty)
		defer ctx.Release()
		resp, err := impl.IDFromMD(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("metadata.MetadataTest.WhatIP", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*emptypb.Empty)
		defer ctx.Release()
		resp, err := impl.WhatIP(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}
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package metadata

import (
	"context"
	"fmt"
	"strconv"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/grpc/metadata"
	"google.golang.org/grpc/peer"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/types/known/emptypb"
)

type testSrv struct{}

func (srv testSrv) IDFromMD(ctx gorums.ServerCtx, _ *emptypb.Empty) (resp *NodeID, err error) {
	md, ok := metadata.FromIncomingContext(ctx)
	if !ok {
		return nil, status.Error(codes.NotFound, "Metadata unavailable")
	}
	v := md.Get("id")
	if len(v) < 1 {
		return nil, status.Error(codes.NotFound, "ID field missing")
	}
	id, err := strconv.Atoi(v[0])
	if err != nil {
		return nil, status.Errorf(codes.InvalidArgument, "Got '%s', but could not convert to integer", v[0])
	}
	return &NodeID{ID: uint32(id)}, nil
}

func (srv testSrv) WhatIP(ctx gorums.ServerCtx, _ *emptypb.Empty) (resp *IPAddr, err error) {
	peerInfo, ok := peer.FromContext(ctx)
	if !ok {
		return nil, status.Error(codes.NotFound, "Peer info unavailable")
	}
	return &IPAddr{Addr: peerInfo.Addr.String()}, nil
}

func initServer(t *testing.T) *gorums.Server {
	srv := gorums.NewServer()
	RegisterMetadataTestServer(srv, &testSrv{})
	return srv
}

func TestMetadata(t *testing.T) {
	want := uint32(1)

	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface { return initServer(t) })
	defer teardown()

	md := metadata.New(map[string]string{
		"id": fmt.Sprint(want),
	})

	mgr := NewManager(
		gorums.WithMetadata(md),
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	resp, err := node.IDFromMD(context.Background(), &emptypb.Empty{})
	if err != nil {
		t.Fatalf("RPC error: %v", err)
	}

	if resp.GetID() != want {
		t.Fatalf("IDFromMD() == %d, want %d", resp.GetID(), want)
	}
}

func TestPerNodeMetadata(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 2, func(_ int) gorums.ServerIface { return initServer(t) })
	defer teardown()

	perNodeMD := func(nid uint32) metadata.MD {
		return metadata.New(map[string]string{
			"id": fmt.Sprintf("%d", nid),
		})
	}

	mgr := NewManager(
		gorums.WithPerNodeMetadata(perNodeMD),
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	for _, node := range mgr.Nodes() {
		resp, err := node.IDFromMD(context.Background(), &emptypb.Empty{})
		if err != nil {
			t.Fatalf("RPC error: %v", err)
		}

		if resp.GetID() != node.ID() {
			t.Fatalf("IDFromMD() == %d, want %d", resp.GetID(), node.ID())
		}
	}
}

func TestCanGetPeerInfo(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface { return initServer(t) })
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	ip, err := node.WhatIP(context.Background(), &emptypb.Empty{})
	if err != nil {
		t.Fatalf("RPC error: %v", err)
	}

	if ip.GetAddr() == "" {
		t.Fatalf("WhatIP() == '%s', want non-empty string", ip.GetAddr())
	}
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: metadata/metadata.proto

package metadata

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type NodeID struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	ID uint32 `protobuf:"varint,1,opt,name=ID,proto3" json:"ID,omitempty"`
}

func (x *NodeID) Reset() {
	*x = NodeID{}
	if protoimpl.UnsafeEnabled {
		mi := &file_metadata_metadata_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *NodeID) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*NodeID) ProtoMessage() {}

func (x *NodeID) ProtoReflect() protoreflect.Message {
	mi := &file_metadata_metadata_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use NodeID.ProtoReflect.Descriptor instead.
func (*NodeID) Descriptor() ([]byte, []int) {
	return file_metadata_metadata_proto_rawDescGZIP(), []int{0}
}

func (x *NodeID) GetID() uint32 {
	if x != nil {
		return x.ID
	}
	return 0
}

type IPAddr struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Addr string `protobuf:"bytes,1,opt,name=Addr,proto3" json:"Addr,omitempty"`
}

func (x *IPAddr) Reset() {
	*x = IPAddr{}
	if protoimpl.UnsafeEnabled {
		mi := &file_metadata_metadata_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *IPAddr) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*IPAddr) ProtoMessage() {}

func (x *IPAddr) ProtoReflect() protoreflect.Message {
	mi := &file_metadata_metadata_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use IPAddr.ProtoReflect.Descriptor instead.
func (*IPAddr) Descriptor() ([]byte, []int) {
	return file_metadata_metadata_proto_rawDescGZIP(), []int{1}
}

func (x *IPAddr) GetAddr() string {
	if x != nil {
		return x.Addr
	}
	return ""
}

var File_metadata_metadata_proto protoreflect.FileDescriptor

var file_metadata_metadata_proto_rawDesc = []byte{
	0x0a, 0x17, 0x6d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x2f, 0x6d, 0x65, 0x74, 0x61, 0x64,
	0x61, 0x74, 0x61, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x08, 0x6d, 0x65, 0x74, 0x61, 0x64,
	0x61, 0x74, 0x61, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x22, 0x18, 0x0a, 0x06, 0x4e, 0x6f, 0x64, 0x65, 0x49, 0x44, 0x12, 0x0e, 0x0a, 0x02, 0x49, 0x44,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x0d, 0x52, 0x02, 0x49, 0x44, 0x22, 0x1c, 0x0a, 0x06, 0x49, 0x50,
	0x41, 0x64, 0x64, 0x72, 0x12, 0x12, 0x0a, 0x04, 0x41, 0x64, 0x64, 0x72, 0x18, 0x01, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x04, 0x41, 0x64, 0x64, 0x72, 0x32, 0x7c, 0x0a, 0x0c, 0x4d, 0x65, 0x74, 0x61,
	0x64, 0x61, 0x74, 0x61, 0x54, 0x65, 0x73, 0x74, 0x12, 0x36, 0x0a, 0x08, 0x49, 0x44, 0x46, 0x72,
	0x6f, 0x6d, 0x4d, 0x44, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x10, 0x2e, 0x6d,
	0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x2e, 0x4e, 0x6f, 0x64, 0x65, 0x49, 0x44, 0x22, 0x00,
	0x12, 0x34, 0x0a, 0x06, 0x57, 0x68, 0x61, 0x74, 0x49, 0x50, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f,
	0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x1a, 0x10, 0x2e, 0x6d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x2e, 0x49, 0x50,
	0x41, 0x64, 0x64, 0x72, 0x22, 0x00, 0x42, 0x28, 0x5a, 0x26, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62,
	0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d,
	0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x6d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61,
	0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_metadata_metadata_proto_rawDescOnce sync.Once
	file_metadata_metadata_proto_rawDescData = file_metadata_metadata_proto_rawDesc
)

func file_metadata_metadata_proto_rawDescGZIP() []byte {
	file_metadata_metadata_proto_rawDescOnce.Do(func() {
		file_metadata_metadata_proto_rawDescData = protoimpl.X.CompressGZIP(file_metadata_metadata_proto_rawDescData)
	})
	return file_metadata_metadata_proto_rawDescData
}

var file_metadata_metadata_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_metadata_metadata_proto_goTypes = []interface{}{
	(*NodeID)(nil),        // 0: metadata.NodeID
	(*IPAddr)(nil),        // 1: metadata.IPAddr
	(*emptypb.Empty)(nil), // 2: google.protobuf.Empty
}
var file_metadata_metadata_proto_depIdxs = []int32{
	2, // 0: metadata.MetadataTest.IDFromMD:input_type -> google.protobuf.Empty
	2, // 1: metadata.MetadataTest.WhatIP:input_type -> google.protobuf.Empty
	0, // 2: metadata.MetadataTest.IDFromMD:output_type -> metadata.NodeID
	1, // 3: metadata.MetadataTest.WhatIP:output_type -> metadata.IPAddr
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_metadata_metadata_proto_init() }
func file_metadata_metadata_proto_init() {
	if File_metadata_metadata_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_metadata_metadata_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*NodeID); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_metadata_metadata_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*IPAddr); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_metadata_metadata_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_metadata_metadata_proto_goTypes,
		DependencyIndexes: file_metadata_metadata_proto_depIdxs,
		MessageInfos:      file_metadata_metadata_proto_msgTypes,
	}.Build()
	File_metadata_metadata_proto = out.File
	file_metadata_metadata_proto_rawDesc = nil
	file_metadata_metadata_proto_goTypes = nil
	file_metadata_metadata_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/metadata/metadata.proto

syntax = "proto3";
package metadata;
option go_package = "github.com/relab/gorums/tests/metadata";

import "google/protobuf/empty.proto";

service MetadataTest {
  // IDFromMD returns the 'id' field from the metadata.
  rpc IDFromMD(google.protobuf.Empty) returns (NodeID) {}
  // WhatIP returns the address of the client that calls it.
  rpc WhatIP(google.protobuf.Empty) returns (IPAddr) {}
}

message NodeID { uint32 ID = 1; }

message IPAddr { string Addr = 1; }







MasterLab/example/reliablebroadcast/gorums/tests/tls/cert.go

package tls

import (
	"bytes"
	"crypto/ecdsa"
	"crypto/elliptic"
	"crypto/rand"
	"crypto/x509"
	"crypto/x509/pkix"
	"encoding/pem"
	"math/big"
	"net"
	"time"
)

func generateCert() (cert, privKey []byte, err error) {
	sn, err := rand.Int(rand.Reader, new(big.Int).Lsh(big.NewInt(1), 128))
	if err != nil {
		return nil, nil, err
	}

	caTmpl := &x509.Certificate{
		SerialNumber: sn,
		Subject: pkix.Name{
			CommonName: "Gorums TLS Test",
		},
		IPAddresses:           []net.IP{net.IPv4(127, 0, 0, 1), net.IPv6loopback},
		NotBefore:             time.Now(),
		NotAfter:              time.Now().AddDate(0, 0, 1),
		ExtKeyUsage:           []x509.ExtKeyUsage{x509.ExtKeyUsageServerAuth},
		KeyUsage:              x509.KeyUsageDigitalSignature | x509.KeyUsageKeyEncipherment,
		BasicConstraintsValid: true,
	}

	caPK, err := ecdsa.GenerateKey(elliptic.P256(), rand.Reader)
	if err != nil {
		return nil, nil, err
	}

	caBytes, err := x509.CreateCertificate(rand.Reader, caTmpl, caTmpl, caPK.Public(), caPK)
	if err != nil {
		return nil, nil, err
	}

	pkBytes, err := x509.MarshalECPrivateKey(caPK)
	if err != nil {
		return nil, nil, err
	}

	caPEM := new(bytes.Buffer)
	err = pem.Encode(caPEM, &pem.Block{
		Type:  "CERTIFICATE",
		Bytes: caBytes,
	})
	if err != nil {
		return nil, nil, err
	}

	pkPEM := new(bytes.Buffer)
	err = pem.Encode(pkPEM, &pem.Block{
		Type:  "ECDSA PRIVATE KEY",
		Bytes: pkBytes,
	})
	if err != nil {
		return nil, nil, err
	}

	return caPEM.Bytes(), pkPEM.Bytes(), nil
}







MasterLab/example/reliablebroadcast/gorums/tests/tls/tls_test.go

package tls

import (
	context "context"
	"crypto/tls"
	"crypto/x509"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials"
	"google.golang.org/grpc/peer"
)

type testSrv struct{}

func (t testSrv) TestTLS(ctx gorums.ServerCtx, in *Request) (resp *Response, err error) {
	peerInfo, ok := peer.FromContext(ctx)
	if !ok || peerInfo.AuthInfo.AuthType() != "tls" {
		return &Response{OK: false}, nil
	}
	return &Response{OK: true}, nil
}

func TestTLS(t *testing.T) {
	cert, key, err := generateCert()
	if err != nil {
		t.Errorf("Failed to generate certificate: %v", err)
	}

	cp := x509.NewCertPool()
	if !cp.AppendCertsFromPEM(cert) {
		t.Errorf("Failed to add cert to pool.")
	}

	tlsCert, err := tls.X509KeyPair(cert, key)
	if err != nil {
		t.Errorf("Failed to parse cert: %v", err)
	}

	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer(gorums.WithGRPCServerOptions(grpc.Creds(credentials.NewServerTLSFromCert(&tlsCert))))
		RegisterTLSServer(srv, &testSrv{})
		return srv
	})
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(credentials.NewClientTLSFromCert(cp, "")),
			grpc.WithReturnConnectionError(),
		),
	)
	_, err = mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	resp, err := node.TestTLS(context.Background(), &Request{})
	if err != nil {
		t.Fatalf("RPC error: %v", err)
	}

	if !resp.GetOK() {
		t.Fatalf("TestTLS() == %t, want %t", resp.GetOK(), true)
	}
}







MasterLab/example/reliablebroadcast/gorums/tests/tls/tls.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: tls/tls.proto

package tls

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_tls_tls_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_tls_tls_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_tls_tls_proto_rawDescGZIP(), []int{0}
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	OK bool `protobuf:"varint,1,opt,name=OK,proto3" json:"OK,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_tls_tls_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_tls_tls_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_tls_tls_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetOK() bool {
	if x != nil {
		return x.OK
	}
	return false
}

var File_tls_tls_proto protoreflect.FileDescriptor

var file_tls_tls_proto_rawDesc = []byte{
	0x0a, 0x0d, 0x74, 0x6c, 0x73, 0x2f, 0x74, 0x6c, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12,
	0x03, 0x74, 0x6c, 0x73, 0x22, 0x09, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x22,
	0x1a, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x0e, 0x0a, 0x02, 0x4f,
	0x4b, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52, 0x02, 0x4f, 0x4b, 0x32, 0x2f, 0x0a, 0x03, 0x54,
	0x4c, 0x53, 0x12, 0x28, 0x0a, 0x07, 0x54, 0x65, 0x73, 0x74, 0x54, 0x4c, 0x53, 0x12, 0x0c, 0x2e,
	0x74, 0x6c, 0x73, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x74, 0x6c,
	0x73, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x00, 0x42, 0x23, 0x5a, 0x21,
	0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62,
	0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x74, 0x6c,
	0x73, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_tls_tls_proto_rawDescOnce sync.Once
	file_tls_tls_proto_rawDescData = file_tls_tls_proto_rawDesc
)

func file_tls_tls_proto_rawDescGZIP() []byte {
	file_tls_tls_proto_rawDescOnce.Do(func() {
		file_tls_tls_proto_rawDescData = protoimpl.X.CompressGZIP(file_tls_tls_proto_rawDescData)
	})
	return file_tls_tls_proto_rawDescData
}

var file_tls_tls_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_tls_tls_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: tls.Request
	(*Response)(nil), // 1: tls.Response
}
var file_tls_tls_proto_depIdxs = []int32{
	0, // 0: tls.TLS.TestTLS:input_type -> tls.Request
	1, // 1: tls.TLS.TestTLS:output_type -> tls.Response
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_tls_tls_proto_init() }
func file_tls_tls_proto_init() {
	if File_tls_tls_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_tls_tls_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_tls_tls_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_tls_tls_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_tls_tls_proto_goTypes,
		DependencyIndexes: file_tls_tls_proto_depIdxs,
		MessageInfos:      file_tls_tls_proto_msgTypes,
	}.Build()
	File_tls_tls_proto = out.File
	file_tls_tls_proto_rawDesc = nil
	file_tls_tls_proto_goTypes = nil
	file_tls_tls_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/gorums/tests/tls/tls.proto

syntax = "proto3";
package tls;
option go_package = "github.com/relab/gorums/tests/tls";

service TLS {
  rpc TestTLS(Request) returns (Response) {}
}

message Request {}

message Response { bool OK = 1; }







MasterLab/example/reliablebroadcast/gorums/tests/tls/tls_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: tls/tls.proto

package tls

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for TLS.
type QuorumSpec interface {
	gorums.ConfigOption
}

// TestTLS is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) TestTLS(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "tls.TLS.TestTLS",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// TLS is the server-side API for the TLS Service
type TLS interface {
	TestTLS(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterTLSServer(srv *gorums.Server, impl TLS) {
	srv.RegisterHandler("tls.TLS.TestTLS", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.TestTLS(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}







MasterLab/example/reliablebroadcast/gorums/logging/logging.go

package logging

import (
	"log/slog"
	"time"
)

// the log entry used in slog with correct types and json mapping
type LogEntry struct {
	Time            time.Time `json:"time"`
	Level           string    `json:"level"`
	Msg             string    `json:"msg"`
	MsgType         string    `json:"msgType"`
	BroadcastID     uint64    `json:"BroadcastID"`
	Err             error     `json:"err"`
	Method          string    `json:"method"`
	From            string    `json:"from"`
	Cancelled       bool      `json:"cancelled"`
	MachineID       uint64    `json:"MachineID"`
	MsgID           uint64    `json:"msgID"`
	NodeID          uint64    `json:"nodeID"`
	NodeAddr        string    `json:"nodeAddr"`
	Type            string    `json:"type"`
	Reconnect       bool      `json:"reconnect"`
	RetryNum        float64   `json:"retryNum"`
	MaxRetries      int       `json:"maxRetries"`
	NumFailed       int       `json:"numFailed"`
	Stopping        bool      `json:"stopping"`
	IsBroadcastCall bool      `json:"isBroadcastCall"`
	Started         time.Time `json:"started"`
	Ended           time.Time `json:"ended"`
}

// funcs: used to get type safety on fields when logging
func MsgType(msgType string) slog.Attr {
	return slog.String("msgType", msgType)
}

func BroadcastID(broadcastID uint64) slog.Attr {
	return slog.Uint64("BroadcastID", broadcastID)
}

func Err(err error) slog.Attr {
	return slog.Any("err", err)
}

func Method(m string) slog.Attr {
	return slog.String("method", m)
}

func From(from string) slog.Attr {
	return slog.String("from", from)
}

func Cancelled(cancelled bool) slog.Attr {
	return slog.Bool("cancelled", cancelled)
}

func MachineID(machineID uint64) slog.Attr {
	return slog.Uint64("MachineID", machineID)
}

func MsgID(msgID uint64) slog.Attr {
	return slog.Uint64("msgID", msgID)
}

func NodeID(nodeID uint32) slog.Attr {
	return slog.Uint64("nodeID", uint64(nodeID))
}

func NodeAddr(nodeAddr string) slog.Attr {
	return slog.String("nodeAddr", nodeAddr)
}

func Type(t string) slog.Attr {
	return slog.String("type", t)
}

func Reconnect(reconnect bool) slog.Attr {
	return slog.Bool("reconnect", reconnect)
}

func RetryNum(num float64) slog.Attr {
	return slog.Float64("retryNum", num)
}

func MaxRetries(maxRetries int) slog.Attr {
	return slog.Int("maxRetries", maxRetries)
}

func NumFailed(num int) slog.Attr {
	return slog.Int("numFailed", num)
}

func Stopping(stopping bool) slog.Attr {
	return slog.Bool("stopping", stopping)
}

func IsBroadcastCall(isBroadcastCall bool) slog.Attr {
	return slog.Bool("isBroadcastCall", isBroadcastCall)
}

func Started(started time.Time) slog.Attr {
	return slog.Time("started", started)
}

func Ended(ended time.Time) slog.Attr {
	return slog.Time("ended", ended)
}







MasterLab/example/reliablebroadcast/gorums/gorums.proto

syntax = "proto3";
package gorums;
option go_package = "github.com/relab/gorums";

import "google/protobuf/descriptor.proto";

extend google.protobuf.MethodOptions {
  // call types
  bool rpc = 50001;
  bool unicast = 50002;
  bool multicast = 50003;
  bool quorumcall = 50004;
  bool correctable = 50005;
  bool broadcastcall = 50006;
  // options for call types
  bool async = 50010;
  bool per_node_arg = 50020;
  string custom_return_type = 50030;
  bool broadcast = 50050;
}







MasterLab/example/reliablebroadcast/main.go

package main

import (
	"context"
	"fmt"
	"reliablebroadcast/client"
	"reliablebroadcast/server"
)

func main() {
	clientAddr := "127.0.0.1:8080"
	srvAddrs := []string{"127.0.0.1:5000", "127.0.0.1:5001", "127.0.0.1:5002"}
	c := client.New(clientAddr, srvAddrs, len(srvAddrs))

	for _, addr := range srvAddrs {
		srv := server.New(addr, srvAddrs)
		srv.Start()
	}

	resp, err := c.Broadcast(context.Background(), "test")
	if err != nil {
		panic(err)
	}
	fmt.Printf("\n\nWrote \"%s\" to the servers!", resp.Data)
}







MasterLab/example/reliablebroadcast/server/server.go

package server

import (
	"net"
	"sync"

	pb "reliablebroadcast/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type Server struct {
	*pb.Server
	mut       sync.Mutex
	delivered []*pb.Message
	mgr       *pb.Manager
	addr      string
	srvAddrs  []string
}

func New(addr string, srvAddrs []string) *Server {
	address, _ := net.ResolveTCPAddr("tcp", addr)
	srv := Server{
		Server:    pb.NewServer(gorums.WithListenAddr(address)),
		addr:      addr,
		srvAddrs:  srvAddrs,
		delivered: make([]*pb.Message, 0),
	}
	srv.configureView()
	pb.RegisterReliableBroadcastServer(srv.Server, &srv)
	return &srv
}

func (srv *Server) configureView() {
	srv.mgr = pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.srvAddrs))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
}

func (s *Server) Start() {
	lis, _ := net.Listen("tcp", s.addr)
	go s.Serve(lis)
}

func (s *Server) Broadcast(ctx gorums.ServerCtx, request *pb.Message, broadcast *pb.Broadcast) {
	broadcast.Deliver(request)
}

func (s *Server) Deliver(ctx gorums.ServerCtx, request *pb.Message, broadcast *pb.Broadcast) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if !s.isDelivered(request) {
		s.delivered = append(s.delivered, request)
		broadcast.Deliver(request)
		broadcast.SendToClient(request, nil)
	}
}

func (s *Server) isDelivered(message *pb.Message) bool {
	for _, msg := range s.delivered {
		if msg.Data == message.Data {
			return true
		}
	}
	return false
}
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MasterLab/example/reliablebroadcast/proto/rb.proto

syntax = "proto3";

package proto;

import "gorums.proto";
option go_package = "reliablebroadcast/proto";

service ReliableBroadcast {
  rpc Broadcast(Message) returns (Message) {
    option (gorums.broadcastcall) = true;
   }
  rpc Deliver(Message) returns (Empty) {
    option (gorums.broadcast) = true;
   }
}

message Message {
  string Data = 1;
}

message Empty {}






MasterLab/example/reliablebroadcast/proto/rb.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: rb.proto

package proto

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Message struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Data string `protobuf:"bytes,1,opt,name=Data,proto3" json:"Data,omitempty"`
}

func (x *Message) Reset() {
	*x = Message{}
	if protoimpl.UnsafeEnabled {
		mi := &file_rb_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Message) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Message) ProtoMessage() {}

func (x *Message) ProtoReflect() protoreflect.Message {
	mi := &file_rb_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Message.ProtoReflect.Descriptor instead.
func (*Message) Descriptor() ([]byte, []int) {
	return file_rb_proto_rawDescGZIP(), []int{0}
}

func (x *Message) GetData() string {
	if x != nil {
		return x.Data
	}
	return ""
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_rb_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_rb_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_rb_proto_rawDescGZIP(), []int{1}
}

var File_rb_proto protoreflect.FileDescriptor

var file_rb_proto_rawDesc = []byte{
	0x0a, 0x08, 0x72, 0x62, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x05, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22,
	0x1d, 0x0a, 0x07, 0x4d, 0x65, 0x73, 0x73, 0x61, 0x67, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x44, 0x61,
	0x74, 0x61, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04, 0x44, 0x61, 0x74, 0x61, 0x22, 0x07,
	0x0a, 0x05, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x32, 0x75, 0x0a, 0x11, 0x52, 0x65, 0x6c, 0x69, 0x61,
	0x62, 0x6c, 0x65, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x31, 0x0a, 0x09,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x2e, 0x4d, 0x65, 0x73, 0x73, 0x61, 0x67, 0x65, 0x1a, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x2e, 0x4d, 0x65, 0x73, 0x73, 0x61, 0x67, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12,
	0x2d, 0x0a, 0x07, 0x44, 0x65, 0x6c, 0x69, 0x76, 0x65, 0x72, 0x12, 0x0e, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x2e, 0x4d, 0x65, 0x73, 0x73, 0x61, 0x67, 0x65, 0x1a, 0x0c, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x42, 0x19,
	0x5a, 0x17, 0x72, 0x65, 0x6c, 0x69, 0x61, 0x62, 0x6c, 0x65, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x33,
}

var (
	file_rb_proto_rawDescOnce sync.Once
	file_rb_proto_rawDescData = file_rb_proto_rawDesc
)

func file_rb_proto_rawDescGZIP() []byte {
	file_rb_proto_rawDescOnce.Do(func() {
		file_rb_proto_rawDescData = protoimpl.X.CompressGZIP(file_rb_proto_rawDescData)
	})
	return file_rb_proto_rawDescData
}

var file_rb_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_rb_proto_goTypes = []interface{}{
	(*Message)(nil), // 0: proto.Message
	(*Empty)(nil),   // 1: proto.Empty
}
var file_rb_proto_depIdxs = []int32{
	0, // 0: proto.ReliableBroadcast.Broadcast:input_type -> proto.Message
	0, // 1: proto.ReliableBroadcast.Deliver:input_type -> proto.Message
	0, // 2: proto.ReliableBroadcast.Broadcast:output_type -> proto.Message
	1, // 3: proto.ReliableBroadcast.Deliver:output_type -> proto.Empty
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_rb_proto_init() }
func file_rb_proto_init() {
	if File_rb_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_rb_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Message); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_rb_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_rb_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_rb_proto_goTypes,
		DependencyIndexes: file_rb_proto_depIdxs,
		MessageInfos:      file_rb_proto_msgTypes,
	}.Build()
	File_rb_proto = out.File
	file_rb_proto_rawDesc = nil
	file_rb_proto_goTypes = nil
	file_rb_proto_depIdxs = nil
}







MasterLab/example/reliablebroadcast/proto/rb_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: rb.proto

package proto

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go srvImpl.Serve(lis)
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) {
	b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() {
	b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) {
	srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) Deliver(req *Message, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastDeliver instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("proto.ReliableBroadcast.Deliver", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcast(ctx context.Context, resp *Message, broadcastID uint64) (*Message, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Broadcast(ctx context.Context, in *Message, cancelOnTimeout ...bool) (resp *Message, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastQF), "proto.ReliableBroadcast.Broadcast")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Message)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("proto.ReliableBroadcast.Broadcast", gorums.ClientHandler(srv.clientBroadcast))
}

// QuorumSpec is the interface of quorum functions for ReliableBroadcast.
type QuorumSpec interface {
	gorums.ConfigOption

	// BroadcastQF is the quorum function for the Broadcast
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Broadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Message'.
	BroadcastQF(in *Message, replies []*Message) (*Message, bool)
}

// ReliableBroadcast is the server-side API for the ReliableBroadcast Service
type ReliableBroadcast interface {
	Broadcast(ctx gorums.ServerCtx, request *Message, broadcast *Broadcast)
	Deliver(ctx gorums.ServerCtx, request *Message, broadcast *Broadcast)
}

func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Message, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) Deliver(ctx gorums.ServerCtx, request *Message, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Deliver not implemented"))
}

func RegisterReliableBroadcastServer(srv *Server, impl ReliableBroadcast) {
	srv.RegisterHandler("proto.ReliableBroadcast.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterClientHandler("proto.ReliableBroadcast.Broadcast")
	srv.RegisterHandler("proto.ReliableBroadcast.Deliver", gorums.BroadcastHandler(impl.Deliver, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastDeliver(req *Message, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("proto.ReliableBroadcast.Deliver", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("proto.ReliableBroadcast.Deliver", req, options)
	}
}

const (
	ReliableBroadcastBroadcast string = "proto.ReliableBroadcast.Broadcast"
	ReliableBroadcastDeliver   string = "proto.ReliableBroadcast.Deliver"
)
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# Master

### Preliminary

The entirety of Gorums is added to this repository. The main contribution to Gorums in this Master's thesis are outlined in the readme file inside the broadcast folder of Gorums: `./gorums/broadcast/README.md`

The root folder is defined as the folder this file is in.

## Benchmarks

Three implementations of Paxos and two implementations of PBFT have been benchmarked:

1. Paxos using BroadcastCall
2. Paxos using QuorumCall
3. Paxos using QuorumCall with BroadcastOption
4. PBFT using Gorums
5. PBFT without using Gorums

All benchmarks are configured to run in docker containers. A single client container will be created which is responsible of collecting results and saving them into csv files. These files will be saved in the folder: `./csv`

### Prerequisites

The experiments have been run on Ubuntu and in WSL2 on Windows. The prerequisites to run the benchmarks are as follows:

- [Make](https://www.gnu.org/software/make/manual/make.html)
- [Docker](https://www.docker.com/)

### Folder structure

The folder structure is as follows:

    ├── csv
    ├── example
    │   ├── reliablebroadcast
    ├── gorums
    ├── logs
    ├── src
    │   ├── benchmark
    │   ├── leaderelection
    │   ├── paxos.bc    # Paxos using BroadcastCall
    │   ├── paxosqc     # Paxos using QuorumCall
    │   ├── paxosqcb    # Paxos using QuorumCall with BroadcastOption
    │   ├── pbft.gorums # PBFT using Gorums
    │   ├── pbft.plain  # PBFT without using Gorums
    │   ├── util

The `example` folder contains the example given in the thesis. The `csv` and `logs` folder contains the result files from running benchmarks. The `gorums` folder contains all the Gorums code including the broadcast framework developed in this thesis. Each implementation of Paxos and PBFT is denoted by a comment in the folder structure above. The `src/benchmark` folder contains the code for running the benchmarks, while `src/util` is used to process the results from the benchmarks.

### Options

Eight docker containers will be started when running the benchmarks. One of these is the client docker container while the rest are running a single server instance. This enables running the benchmarks in different server configurations:

- Paxos can be run with either 3, 5, or 7 servers.
- PBFT is run with 4 servers.

Redundant servers (i.e. when using a server configuration with less than 7 servers) will exit immediately after creation to not interfere with the benchmark.

The benchmarks are controlled entirely by using the `.env` file in the root directory. Each option will be presented in the following sections.

#### Benchmark type

To specify which benchmark to run we can specify the `BENCH` option in the `.env` file. This accepts a number between 1-5 and the numbers correspond to:

1. PaxosBC
2. PaxosQC
3. PaxosQCB
4. PBFT.With.Gorums
5. PBFT.Without.Gorums

For example, to benchmark PBFT using Gorums we have to specify the following in the `.env` file:

```yml
BENCH=4
```

#### Metric type

Two types of metrics have been measured: Performance and Throughput vs Latency. The performance benchmark measures the performance of the implentations under common operations. Additionally, it will append "Performance" to the csv files when creating the results. The throughput vs latency benchmark sends client requests at the target throughput and measures the round trip latency of the requests.

This metric type option is compatible with all benchmark types, and it accepts a number:

0. Throughput vs Latency
1. Performance

For example, to run the Performance benchmark we have to specify the following in the `.env` file:

```yml
TYPE=1
```

#### Server configuration

There is a set of configuration files in the root folder: `conf.*.yml`. These files are used to configure the servers. The different server configurations are as follows:

- 3 servers (Paxos): `paxos.3`
- 5 servers (Paxos): `paxos.5`
- 7 servers (Paxos): `paxos.7`
- 4 servers (PBFT): `pbft`

For example, to run with 5 servers we have to specify the following in the `.env` file:

```yml
CONF=paxos.5
```

#### Throughput vs Latency configuration

It is possible to configure the Throughput vs Latency benchmark.

To specify the max throughput (client requests/second) the benchmark will run at, it is possible to specify the following field:

```yml
THROUGHPUT=5000
```

By using the `DUR` field, it is possible to define how long the benchmark should run. It accepts a number which will make the benchmark run at the target throughput for the given number of seconds. E.g. if `THROUGHPUT=5000` the benchmark can be configured to run at this throughput for 3 seconds by defining the following in the `.env` file:

```yml
DUR=3
```

The `STEPS` field divides the benchmark into the given number of steps. It will run the benchmark the given number of times with incremental steps until the max throughput. E.g. if `STEPS=2` and `THROUGHPUT=5000`, then it will first run the benchmark with `target throughput = 2500`. Then it will purge all state after each step in order to not make the benchmarks not interfere with each other. Afterwards, it will run the same benchmark with `target throughput = 5000`. To run a benchmark in 10 steps, you can specify the following in the `.env` file:

```yml
STEPS=10
```

Lastly, to run a benchmark several times it is possible to use the `RUNS` field. This will run the benchmark with identical setup for the given number of times. If `STEPS=5` and `RUNS=2`, then the benchmark will be run in total 10 times. To run a benchmark setup once, you can specify the following in the `.env` file:

```yml
RUNS=1
```

NOTE: These options will be ignored when running the Performance benchmark.

#### Defaults

There are two options left that can be modified. The first one is `PRODUCTION`. This should always be set to `1` when running in docker containers. This option can be set to `0` if running each server as a separate process. This was only used for test purposes and should therefore not be changed.

```yml
PRODUCTION=1
```

It is also possible to enable logging. This will incur overhead when running the benchmarks. Hence, logging is disabled by default but it can be enabled by setting:

```yml
LOG=1
```

Log files will be stored in the folder: `./logs`

### How to run

When running the benchmarks for the first time, we need to create the docker network and build the docker containers. This will also start the benchmark corresponding to what is specified in the `.env` file:

    make network
    make docker

Servers are not configured to stop automatically after a benchmark has been run. The client docker container will however stop after it is finished. Hence, it is necessary to stop the server containers after the client container has been stopped (docker will print `client-1 exited with code 0` when the client container has been stopped) by pressing:

    Ctrl + c

After the docker containers have been built the first time, it is sufficient to run:

    make eval

NOTE: There is no need to rebuild the docker containers after changing the `.env` file. Hence, to run a different benchmark you can change the `.env` file accordingly and then run `make eval`. This will load and start the correct benchmark based on the `.env` file. If the changes you make in the `.env` file is not reflected when running `make eval`, then run `make docker` to rebuild the containers.
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# CSV

CSV files will be stored in this directory when benchmarks have run.
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package client

import (
	"context"
	"log"
	"log/slog"

	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"
	"github.com/google/uuid"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type Client struct {
	config *pb.Configuration
	mgr    *pb.Manager
	seq    uint32
}

func New(id int, addr string, srvAddresses []string, qSize int, logger *slog.Logger) *Client {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithMachineID(uint64(id)),
		gorums.WithLogger(logger),
	)
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddresses),
		NewPaxosQSpec(qSize),
	)
	if err != nil {
		log.Fatal("error creating config:", err)
	}
	return &Client{
		config: config,
		mgr:    mgr,
	}
}

func (sc *Client) Stop() {
	sc.mgr.Close()
}

func (sc *Client) Write(ctx context.Context, value string) (*pb.Response, error) {
	sc.seq++
	return sc.config.ClientHandle(ctx, &pb.Value{
		ClientCommand: value,
		ClientSeq:     sc.seq,
		ID:            uuid.NewString(),
	})
}

func (sc *Client) Benchmark(ctx context.Context) (*pb.Empty, error) {
	return sc.config.Benchmark(ctx, &pb.Empty{})
}
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package client

import (
	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"
)

// PaxosQSpec is a quorum specification object for Paxos.
// It only holds the quorum size.
type PaxosQSpec struct {
	quorum int
}

// NewPaxosQSpec returns a quorum specification object for Paxos
// for the given configuration size n.
func NewPaxosQSpec(n int) PaxosQSpec {
	return PaxosQSpec{quorum: (n-1)/2 + 1}
}

func (qs PaxosQSpec) PrepareQF(prepare *pb.PrepareMsg, replies map[uint32]*pb.PromiseMsg) (*pb.PromiseMsg, bool) {
	return nil, true
}

func (qs PaxosQSpec) AcceptQF(accept *pb.AcceptMsg, replies map[uint32]*pb.LearnMsg) (*pb.LearnMsg, bool) {
	return nil, true
}

func (qs PaxosQSpec) BenchmarkQF(empty *pb.Empty, replies map[uint32]*pb.Empty) (*pb.Empty, bool) {
	return nil, true
}

// ClientHandleQF is the quorum function to process the replies from the ClientHandle quorum call.
// This is where the Client handle the replies from the replicas. The quorum function should
// validate the replies against the request, and only valid replies should be considered.
// The quorum function returns true if a quorum of the replicas replied with the same response,
// and a single response is returned. Nil and false is returned if no quorum of valid replies was found.
func (qs PaxosQSpec) ClientHandleQF(request *pb.Value, replies map[uint32]*pb.Response) (*pb.Response, bool) {
	validResponses := len(replies)
	if validResponses < qs.quorum {
		return nil, false
	}
	// remove the invalid responses
	var response *pb.Response
	for _, resp := range replies {
		if !request.Match(resp) {
			validResponses--
		} else {
			response = resp
		}
	}
	if validResponses < qs.quorum {
		return nil, false
	}
	return response, true
}







MasterLab/src/paxosqc/server/defs.go

package server

import (
	"context"
	"slices"

	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"
	"github.com/relab/gorums"
)

// myIndex returns the index of myID in the sorted list of IDs from the node map.
func myIndex(myID int, nodeMap map[string]uint32) int {
	ids := Values(nodeMap)
	slices.Sort(ids)
	return slices.Index(ids, uint32(myID))
}

func Keys[K comparable, V any](m map[K]V) []K {
	ks := make([]K, 0, len(m))
	for k := range m {
		ks = append(ks, k)
	}
	return ks
}

func Values[K comparable, V any](m map[K]V) []V {
	vs := make([]V, 0, len(m))
	for _, v := range m {
		vs = append(vs, v)
	}
	return vs
}

type (
	Round = int32
	Slot  = uint32
)

const (
	NoRound int32  = -1
	NoSlot  uint32 = 0
)

// MultiPaxosConfig defines the RPC calls on the configuration.
// This interface is used for mocking the configuration in unit tests.
type MultiPaxosConfig interface {
	Prepare(ctx context.Context, request *pb.PrepareMsg) (response *pb.PromiseMsg, err error)
	Accept(ctx context.Context, request *pb.AcceptMsg) (response *pb.LearnMsg, err error)
	Commit(ctx context.Context, request *pb.LearnMsg, opts ...gorums.CallOption)
	ClientHandle(ctx context.Context, request *pb.Value) (response *pb.Response, err error)
}

// Mock configuration used for testing.
// It stores the received value and allows you to specify the returned value for all RPC calls.
type MockConfiguration struct {
	pb.Configuration

	ErrOut error

	PrpIn  *pb.PrepareMsg
	PrmOut *pb.PromiseMsg

	AccIn  *pb.AcceptMsg
	LrnOut *pb.LearnMsg

	LrnIn  *pb.LearnMsg
	EmpOut *pb.Empty

	ValIn   *pb.Value
	RespOut *pb.Response
}

func (mc *MockConfiguration) Prepare(ctx context.Context, request *pb.PrepareMsg) (response *pb.PromiseMsg, err error) {
	mc.PrpIn = request
	return mc.PrmOut, mc.ErrOut
}

func (mc *MockConfiguration) Accept(ctx context.Context, request *pb.AcceptMsg) (response *pb.LearnMsg, err error) {
	mc.AccIn = request
	return mc.LrnOut, mc.ErrOut
}

func (mc *MockConfiguration) Commit(ctx context.Context, request *pb.LearnMsg, opts ...gorums.CallOption) {
	mc.LrnIn = request
}

func (mc *MockConfiguration) ClientHandle(ctx context.Context, request *pb.Value) (response *pb.Response, err error) {
	mc.ValIn = request
	return mc.RespOut, mc.ErrOut
}
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package server

import (
	"context"
	"errors"
	"fmt"
	"log/slog"
	"net"
	"os"
	"strings"
	"sync"
	"time"

	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

const (
	// responseTimeout is the duration to wait for a response before cancelling
	responseTimeout = 120 * time.Second
	// managerDialTimeout is the default timeout for dialing a manager
	managerDialTimeout = 5 * time.Second
)

type resp struct {
	respChan chan *pb.Response
	ctx      context.Context
}

// PaxosReplica is the structure composing the Proposer and Acceptor.
type PaxosReplica struct {
	*pb.Server
	mu sync.Mutex
	*Acceptor
	*Proposer
	paxosManager     *pb.Manager // gorums paxos manager (from generated code)
	id               int         // id is the id of the node
	addr             string
	stop             chan struct{}         // channel for stopping the replica's run loop.
	learntVal        map[Slot]*pb.LearnMsg // Stores all received learn messages
	responseChannels map[string]*resp
	stopped          bool
	cachedReplies    map[string]*pb.Response
	nodeMap          map[string]uint32
}

// NewPaxosReplica returns a new Paxos replica with a nodeMap configuration.
func New(addr string, srvAddrs []string, logger *slog.Logger) *PaxosReplica {
	var myID int
	nodeMap := make(map[string]uint32)
	for id, srvAddr := range srvAddrs {
		nodeMap[srvAddr] = uint32(id)
		if addr == srvAddr {
			myID = id
		}
	}

	opts := []gorums.ManagerOption{
		gorums.WithDialTimeout(managerDialTimeout),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()), // disable TLS
		),
		gorums.WithLogger(logger),
	}
	r := &PaxosReplica{
		Server:           pb.NewServer(gorums.WithSLogger(logger)),
		Acceptor:         NewAcceptor(),
		Proposer:         NewProposer(myID, 0, nodeMap),
		paxosManager:     pb.NewManager(opts...),
		id:               myID,
		addr:             addr,
		stop:             make(chan struct{}),
		learntVal:        make(map[Slot]*pb.LearnMsg, 100),
		responseChannels: make(map[string]*resp),
		cachedReplies:    make(map[string]*pb.Response, 100),
		nodeMap:          nodeMap,
	}
	pb.RegisterPaxosQCServer(r.Server, r)
	r.run()
	return r
}

// Stops the failure detector, the proposer and the gorums server
// Calling this will interrupt the processing of requests
// The failure detector will no longer respond to ping requests
func (r *PaxosReplica) Stop() {
	if r.stopped {
		return
	}
	close(r.stop) // stop the replica's run loop
	r.paxosManager.Close()
	r.Server.Stop()
	r.stopped = true
}

func (r *PaxosReplica) Start(local bool) {
	var (
		lis net.Listener
		err error
	)
	env := os.Getenv("PRODUCTION")
	if env == "1" {
		splittedAddr := strings.Split(r.addr, ":")
		lis, err = net.Listen("tcp", ":"+splittedAddr[1])
	} else {
		lis, err = net.Listen("tcp", r.addr)
	}
	if err != nil {
		panic(err)
	}
	slog.Info(fmt.Sprintf("Server started. Listening on address: %s\n", r.addr))
	if local {
		go r.Serve(lis)
		return
	}
	r.Serve(lis)
}

// run starts the replica's run loop.
// It subscribes to the leader detector's trust messages and signals the proposer when a new leader is detected.
// It also starts the failure detector, which is necessary to get leader detections.
func (r *PaxosReplica) run() {
	go func() {
		qspec := NewPaxosQSpec(len(r.nodeMap))
		paxConfig, err := r.paxosManager.NewConfiguration(qspec, gorums.WithNodeMap(r.nodeMap))
		if err != nil {
			return
		}
		r.Proposer.setConfiguration(paxConfig)

		for {
			select {
			case <-r.stop:
				return
			case accept := <-r.Proposer.msgQueue:
				go r.performRound(accept)
			}
		}
	}()
}

func (r *PaxosReplica) performRound(accept *pb.AcceptMsg) {
	if !r.isLeader() {
		return
	}
	r.mu.Lock()
	r.Proposer.nextSlot++
	accept.Rnd = r.Proposer.crnd
	accept.Slot = r.Proposer.nextSlot
	r.mu.Unlock()
	lrn, err := r.Proposer.performAccept(accept)
	if err != nil {
		return
	}
	select {
	case <-r.stop:
		return
	default:
	}
	r.Proposer.performCommit(lrn)
}

// Prepare handles the prepare quorum calls from the proposer by passing the received messages to its acceptor.
// It receives prepare massages and pass them to handlePrepare method of acceptor.
// It returns promise messages back to the proposer by its acceptor.
func (r *PaxosReplica) Prepare(ctx gorums.ServerCtx, prepMsg *pb.PrepareMsg) (*pb.PromiseMsg, error) {
	ctx.Release()
	r.mu.Lock()
	defer r.mu.Unlock()
	return r.handlePrepare(prepMsg), nil
}

// Accept handles the accept quorum calls from the proposer by passing the received messages to its acceptor.
// It receives Accept massages and pass them to handleAccept method of acceptor.
// It returns learn massages back to the proposer by its acceptor
func (r *PaxosReplica) Accept(ctx gorums.ServerCtx, accMsg *pb.AcceptMsg) (*pb.LearnMsg, error) {
	ctx.Release()
	r.mu.Lock()
	defer r.mu.Unlock()
	return r.handleAccept(accMsg), nil
}

// Commit is invoked by the proposer as part of the commit phase of the MultiPaxos algorithm.
// It receives a learn massage representing the proposer's decided value, meaning that the
// request can be executed by the replica. (In this lab you don't need to execute the request,
// just deliver the response to the client.)
//
// Be aware that the received learn message may not be for the next slot in the sequence.
// If the received slot is less than the next slot, the message should be ignored.
// If the received slot is greater than the next slot, the message should be buffered.
// If the received slot is equal to the next slot, the message should be delivered.
//
// This method is also responsible for communicating the decided value to the ClientHandle
// method, which is responsible for returning the response to the client.
func (r *PaxosReplica) Commit(ctx gorums.ServerCtx, learn *pb.LearnMsg) {
	ctx.Release()
	r.mu.Lock()
	defer r.mu.Unlock()
	adu := r.adu + 1
	if prevLearn, ok := r.learntVal[learn.Slot]; !ok {
		r.learntVal[learn.Slot] = learn
	} else {
		// make sure that decided values are stored with the highest round number
		if prevLearn.Rnd < learn.Rnd {
			r.learntVal[learn.Slot] = learn
		}
	}
	switch {
	case learn.Slot == adu:
		r.execute(learn)
	case learn.Slot < adu:
	case learn.Slot > adu:
	}
}

func (r *PaxosReplica) execute(lrn *pb.LearnMsg) {
	for slot := lrn.Slot; true; slot++ {
		learn, ok := r.learntVal[slot]
		if !ok {
			break
		}
		r.adu++
		resp := r.respChannelWithoutRetries(learn)
		response := &pb.Response{
			ClientID:      learn.Val.ClientID,
			ClientSeq:     learn.Val.ClientSeq,
			ClientCommand: learn.Val.ClientCommand,
		}
		if resp == nil {
			r.cachedReplies[lrn.Val.ID] = response
			continue
		}
		// deliver decided value to ClientHandle
		select {
		case resp.respChan <- response:
		case <-resp.ctx.Done():
		}
	}
}

func (r *PaxosReplica) respChannelWithoutRetries(learn *pb.LearnMsg) *resp {
	valHash := learn.Val.ID
	respCh := r.responseChannels[valHash]
	return respCh
}

// ClientHandle is invoked by the client to send a request to the replicas via a quorum call and get a response.
// A response is only sent back to the client when the request has been committed by the MultiPaxos replicas.
// This method will receive requests from multiple clients and must return the response to the correct client.
// If the request is not committed within a certain time, the method may return an error.
//
// Since the method is called by multiple clients, it is essential to return the matching reply to the client.
// Consider a client that sends a request M1, once M1 has been decided, the response to M1 should be returned
// to the client. However, while waiting for M1 to get committed, M2 may be proposed and committed by the replicas.
// Thus, M2 should not be returned to the client that sent M1.
func (r *PaxosReplica) ClientHandle(ctx gorums.ServerCtx, req *pb.Value) (rsp *pb.Response, err error) {
	ctx.Release()
	r.mu.Lock()
	resp, ok := r.cachedReplies[req.ID]
	if ok {
		delete(r.cachedReplies, req.ID)
		r.mu.Unlock()
		return resp, nil
	}
	r.AddRequestToQ(req)
	respChannel, cleanup := r.makeResponseChan(req)
	defer cleanup()
	r.mu.Unlock()

	select {
	case resp := <-respChannel.respChan:
		return resp, nil
	case <-time.After(responseTimeout):
		return nil, errors.New("unable to get the response")
	}
}

func (r *PaxosReplica) Benchmark(ctx gorums.ServerCtx, req *pb.Empty) (rsp *pb.Empty, err error) {
	r.mu.Lock()
	defer r.mu.Unlock()
	slog.Info("purging state", "adu", r.adu, "learns", len(r.learntVal))
	close(r.stop)
	r.Acceptor = NewAcceptor()
	r.Proposer = NewProposer(r.id, 0, r.nodeMap)
	r.learntVal = make(map[Slot]*pb.LearnMsg, 100)
	r.responseChannels = make(map[string]*resp)
	r.cachedReplies = make(map[string]*pb.Response, 100)
	r.stop = make(chan struct{})
	r.run()
	return &pb.Empty{}, nil
}

func (r *PaxosReplica) makeResponseChan(request *pb.Value) (*resp, func()) {
	msgID := request.ID
	respChannel := make(chan *pb.Response, 1)
	ctx, cancel := context.WithCancel(context.Background())
	resp := &resp{
		respChan: respChannel,
		ctx:      ctx,
	}
	r.responseChannels[msgID] = resp
	return resp, func() {
		r.mu.Lock()
		cancel()
		delete(r.responseChannels, msgID)
		r.mu.Unlock()
	}
}
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package server

import (
	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"
)

// Acceptor represents an acceptor as defined by the Multi-Paxos algorithm.
type Acceptor struct {
	rnd         Round               // highest round the acceptor has promised in.
	accepted    map[Slot]*pb.PValue // map of accepted values for each slot.
	highestSeen Slot                // highest slot for which a prepare has been received.
}

// NewAcceptor returns a new Multi-Paxos acceptor
func NewAcceptor() *Acceptor {
	return &Acceptor{
		rnd:      NoRound,
		accepted: make(map[Slot]*pb.PValue),
	}
}

// handlePrepare processes the prepare according to the Multi-Paxos algorithm,
// returning a promise, or nil if the prepare should be ignored.
func (a *Acceptor) handlePrepare(prepare *pb.PrepareMsg) (prm *pb.PromiseMsg) {
	if prepare.Crnd < a.rnd {
		return nil
	}
	if prepare.Slot == NoSlot {
		return &pb.PromiseMsg{Rnd: prepare.Crnd}
	}
	a.rnd = prepare.Crnd
	var accepted []*pb.PValue
	for slot := prepare.Slot; slot <= a.highestSeen; slot++ {
		pval := a.getPValue(slot)
		if pval.Vrnd > NoRound {
			accepted = append(accepted, pval)
		}
	}
	return &pb.PromiseMsg{
		Rnd:      a.rnd,
		Accepted: accepted,
	}
}

// handleAccept processes the accept according to the Multi-Paxos algorithm,
// returning a learn, or nil if the accept should be ignored.
func (a *Acceptor) handleAccept(accept *pb.AcceptMsg) (lrn *pb.LearnMsg) {
	pval := a.getPValue(accept.Slot)

	if accept.Rnd < a.rnd || accept.Rnd == pval.Vrnd {
		return nil
	}

	if accept.Rnd > a.rnd {
		a.rnd = accept.Rnd
	}

	pval.Vrnd = accept.Rnd
	pval.Vval = accept.Val

	return &pb.LearnMsg{
		Slot: pval.Slot,
		Rnd:  pval.Vrnd,
		Val:  pval.Vval,
	}
}

// getPValue returns the accepted PValue for the given slot;
// if pval has been accepted for the slot, it creates a new one.
func (a *Acceptor) getPValue(slot Slot) *pb.PValue {
	pval, found := a.accepted[slot]
	if found {
		return pval
	}
	pval = &pb.PValue{Slot: slot, Vrnd: NoRound}
	a.accepted[slot] = pval
	if pval.Slot > a.highestSeen {
		a.highestSeen = pval.Slot
	}
	return pval
}
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package server

import (
	"context"
	"errors"
	"sync"

	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"
)

// Proposer represents a proposer as defined by the Multi-Paxos algorithm.
type Proposer struct {
	mu                 sync.RWMutex
	id                 int               // replica's id.
	leader             int               // current Paxos leader.
	crnd               Round             // replica's current round; initially, this replica's id.
	adu                Slot              // all-decided-up-to is the highest consecutive slot that has been committed.
	nextSlot           Slot              // slot for the next request, initially 0.
	phaseOneDone       bool              // indicates if the phase1 is done, initially false.
	config             MultiPaxosConfig  // configuration used for multipaxos.
	nodeMap            map[string]uint32 // map of the address to the node id.
	acceptMsgQueue     []*pb.AcceptMsg   // queue of pending accept messages as part of prepare operation.
	clientRequestQueue []*pb.AcceptMsg   // queue of pending client requests.
	msgQueue           chan *pb.AcceptMsg
}

// NewProposer returns a new Multi-Paxos proposer with the specified
// replica id, initial leader, and nodeMap.
func NewProposer(myID, leader int, nodeMap map[string]uint32) *Proposer {
	propIdx := myIndex(myID, nodeMap)
	return &Proposer{
		id:                 myID,
		leader:             leader,
		nodeMap:            nodeMap,
		phaseOneDone:       true, // do not use leader election
		crnd:               Round(propIdx),
		adu:                0,
		acceptMsgQueue:     make([]*pb.AcceptMsg, 0),
		clientRequestQueue: make([]*pb.AcceptMsg, 0),
		msgQueue:           make(chan *pb.AcceptMsg, 50),
	}
}

// isLeader returns true if this replica is the leader.
func (p *Proposer) isLeader() bool {
	p.mu.RLock()
	defer p.mu.RUnlock()
	return p.leader == p.id
}

// Perform the accept quorum call on the replicas.
//
//  1. Check if any pending accept requests in the acceptReqQueue to process
//  2. Check if any pending client requests in the clientRequestQueue to process
//  3. Increment the nextSlot and prepare an accept message for the pending request,
//     using crnd and nextSlot.
//  4. Perform accept quorum call on the configuration and return the learnMsg.
func (p *Proposer) performAccept(accept *pb.AcceptMsg) (*pb.LearnMsg, error) {
	//ctx, cancel := context.WithTimeout(context.Background(), learnTimeout)
	//defer cancel()
	ctx := context.Background()
	// all quorum calls should happen without holding locks, otherwise
	// leader may not be able to process the its own RPC call.
	return p.config.Accept(ctx, accept)
}

// Perform the commit operation using a multicast call.
func (p *Proposer) performCommit(learn *pb.LearnMsg) error {
	if learn == nil {
		return errors.New("no learn message to send")
	}
	ctx := context.Background()
	p.config.Commit(ctx, learn)
	return nil
}

// setConfiguration set the configuration for the proposer, allowing it to
// communicate with the other replicas.
func (p *Proposer) setConfiguration(config MultiPaxosConfig) {
	p.mu.Lock()
	p.config = config
	p.mu.Unlock()
}

// ProcessRequest: processes the request from the client by putting it into the
// clientRequestQueue and calling the getResponse to get the response matching
// the request.
func (p *Proposer) AddRequestToQ(request *pb.Value) {
	if p.isLeader() {
		accept := &pb.AcceptMsg{Val: request}
		p.msgQueue <- accept
	}
}
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package server

import (
	"slices"

	pb "github.com/aleksander-vedvik/benchmark/paxosqc/proto"
)

// PaxosQSpec is a quorum specification object for Paxos.
// It only holds the quorum size.
type PaxosQSpec struct {
	quorum int
}

// NewPaxosQSpec returns a quorum specification object for Paxos
// for the given configuration size n.
func NewPaxosQSpec(n int) pb.QuorumSpec {
	return PaxosQSpec{quorum: (n-1)/2 + 1}
}

func (qs PaxosQSpec) BenchmarkQF(empty *pb.Empty, replies map[uint32]*pb.Empty) (*pb.Empty, bool) {
	return nil, true
}

// PrepareQF is the quorum function to process the replies from the Prepare quorum call.
// This is where the Proposer handle PromiseMsgs returned by the Acceptors, and any
// Accepted values in the promise replies should be combined into the returned PromiseMsg
// in the increasing slot order with any gaps filled with no-ops. Invalid promise messages
// should be ignored. For example, quorum function should only process promise replies that
// belong to the current round, as indicated by the prepare message. The quorum function
// returns true if a quorum of valid promises was found, and the combined PromiseMsg.
// Nil and false is returned if no quorum of valid promises was found.
func (qs PaxosQSpec) PrepareQF(prepare *pb.PrepareMsg, replies map[uint32]*pb.PromiseMsg) (*pb.PromiseMsg, bool) {
	if len(replies) < qs.quorum {
		return nil, false
	}
	// keep only valid validPromises that match the prepare message
	validPromises := make([]*pb.PromiseMsg, 0, len(replies))
	for _, prm := range replies {
		if prepare.IsValid(prm) {
			validPromises = append(validPromises, prm)
		}
	}
	if len(validPromises) < qs.quorum {
		return nil, false
	}

	pvalMap := make(map[Slot]*pb.PValue)
	for _, prm := range validPromises {
		for _, pval := range prm.Accepted {
			if pval.Slot > prepare.Slot {
				alreadySeenPVal, found := pvalMap[pval.Slot]
				if !found {
					pvalMap[pval.Slot] = pval
					continue
				}
				if alreadySeenPVal.Vrnd < pval.Vrnd {
					pvalMap[pval.Slot] = pval
				}
			}
		}
	}

	accepted := make([]*pb.PValue, 0)
	if len(pvalMap) > 1 {
		// sort the slots in increasing order to ensure that gaps
		// in the slot sequence can be filled with no-ops.
		sortedSlots := make([]Slot, 0, len(pvalMap))
		for slot := range pvalMap {
			sortedSlots = append(sortedSlots, slot)
		}
		slices.Sort(sortedSlots)

		// fill any gaps in the slot sequence by adding no-ops.
		firstSlot, lastSeenSlot := sortedSlots[0], sortedSlots[len(sortedSlots)-1]
		for slot := firstSlot; slot <= lastSeenSlot; slot++ {
			pval, found := pvalMap[slot]
			if !found {
				// fill a gap in the slot sequence by adding a no-op.
				pval = &pb.PValue{
					Vrnd: prepare.Crnd,
					Vval: &pb.Value{IsNoop: true},
					Slot: slot,
				}
			}
			accepted = append(accepted, pval)
		}
	} else {
		for _, pval := range pvalMap {
			accepted = append(accepted, pval)
		}
	}
	return &pb.PromiseMsg{
		Rnd:      prepare.Crnd,
		Accepted: accepted,
	}, true
}

// AcceptQF is the quorum function to process the replies from the Accept quorum call.
// This is where the Proposer handle LearnMsgs to determine if a value has been decided
// by the Acceptors. The quorum function returns true if a value has been decided, and
// the corresponding LearnMsg holds the slot, round number and value that was decided.
// Nil and false is returned if no value was decided.
func (qs PaxosQSpec) AcceptQF(accept *pb.AcceptMsg, replies map[uint32]*pb.LearnMsg) (*pb.LearnMsg, bool) {
	validLearns := len(replies)
	if validLearns < qs.quorum {
		return nil, false
	}
	// remove the invalid learns
	var learn *pb.LearnMsg
	for _, lrn := range replies {
		if !accept.Match(lrn) {
			validLearns--
		} else {
			learn = lrn
		}
	}
	if validLearns < qs.quorum {
		return nil, false
	}
	return learn, true
}

// ClientHandleQF is the quorum function to process the replies from the ClientHandle quorum call.
// This is where the Client handle the replies from the replicas. The quorum function should
// validate the replies against the request, and only valid replies should be considered.
// The quorum function returns true if a quorum of the replicas replied with the same response,
// and a single response is returned. Nil and false is returned if no quorum of valid replies was found.
func (qs PaxosQSpec) ClientHandleQF(request *pb.Value, replies map[uint32]*pb.Response) (*pb.Response, bool) {
	validResponses := len(replies)
	if validResponses < qs.quorum {
		return nil, false
	}
	// remove the invalid responses
	var response *pb.Response
	for _, resp := range replies {
		if !request.Match(resp) {
			validResponses--
		} else {
			response = resp
		}
	}
	if validResponses < qs.quorum {
		return nil, false
	}
	return response, true
}
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syntax = "proto3";
package protoqc;
option go_package = "paxosqc/protoqc";

import "gorums.proto";

service PaxosQC {
    rpc Prepare(PrepareMsg) returns (PromiseMsg) {
        option (gorums.quorumcall) = true;
    }

    rpc Accept(AcceptMsg) returns (LearnMsg) {
        option (gorums.quorumcall) = true;
    }

    rpc Commit(LearnMsg) returns (Empty) {
        option (gorums.multicast) = true;
    }

    rpc ClientHandle(Value) returns (Response) {
        option (gorums.quorumcall) = true;
    }

	rpc Benchmark(Empty) returns (Empty) {
		option (gorums.quorumcall) = true;
	}
}

message Value {
    string ClientID      = 1;
    uint32 ClientSeq     = 2;
    bool isNoop          = 3;
    string ClientCommand = 4;
    string ID = 5;
}

message Response {
    string ClientID      = 1;
    uint32 ClientSeq     = 2;
    string ClientCommand = 3;
}

message PrepareMsg {
    uint32 Slot = 1;
    int32 Crnd  = 2;
}

// PromiseMsg is the reply from an Acceptor to the Proposer in response to a PrepareMsg.
// The Acceptor will only respond if the PrepareMsg.Rnd > Acceptor.Rnd.
message PromiseMsg {
    int32 Rnd                = 1;
    repeated PValue Accepted = 2;
}

// AcceptMsg is sent by the Proposer, asking the Acceptors to lock-in the value, val.
// If AcceptMsg.rnd < Acceptor.rnd, the message will be ignored.
message AcceptMsg {
    uint32 Slot = 1;
    int32 Rnd   = 2;
    Value Val   = 3;
}

// LearnMsg is sent by an Acceptor to the Proposer, if the Acceptor agreed to lock-in the value, val.
// The LearnMsg is also sent by the Proposer in a Commit.
message LearnMsg {
    uint32 Slot = 1;
    int32 Rnd   = 2;
    Value Val   = 3;
}

message PValue {
    uint32 Slot = 1;
    int32 Vrnd  = 2;
    Value Vval  = 3;
}

message Empty {}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: paxosqc/proto/paxosqc.proto

package protoqc

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func registerClientServerHandlers(srv *clientServerImpl) {

}

// Commit is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Commit(ctx context.Context, in *LearnMsg, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqc.PaxosQC.Commit",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for PaxosQC.
type QuorumSpec interface {
	gorums.ConfigOption

	// PrepareQF is the quorum function for the Prepare
	// quorum call method. The in parameter is the request object
	// supplied to the Prepare method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *PrepareMsg'.
	PrepareQF(in *PrepareMsg, replies map[uint32]*PromiseMsg) (*PromiseMsg, bool)

	// AcceptQF is the quorum function for the Accept
	// quorum call method. The in parameter is the request object
	// supplied to the Accept method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *AcceptMsg'.
	AcceptQF(in *AcceptMsg, replies map[uint32]*LearnMsg) (*LearnMsg, bool)

	// ClientHandleQF is the quorum function for the ClientHandle
	// quorum call method. The in parameter is the request object
	// supplied to the ClientHandle method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Value'.
	ClientHandleQF(in *Value, replies map[uint32]*Response) (*Response, bool)

	// BenchmarkQF is the quorum function for the Benchmark
	// quorum call method. The in parameter is the request object
	// supplied to the Benchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Empty'.
	BenchmarkQF(in *Empty, replies map[uint32]*Empty) (*Empty, bool)
}

// Prepare is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Prepare(ctx context.Context, in *PrepareMsg) (resp *PromiseMsg, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqc.PaxosQC.Prepare",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*PromiseMsg, len(replies))
		for k, v := range replies {
			r[k] = v.(*PromiseMsg)
		}
		return c.qspec.PrepareQF(req.(*PrepareMsg), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*PromiseMsg), err
}

// Accept is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Accept(ctx context.Context, in *AcceptMsg) (resp *LearnMsg, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqc.PaxosQC.Accept",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*LearnMsg, len(replies))
		for k, v := range replies {
			r[k] = v.(*LearnMsg)
		}
		return c.qspec.AcceptQF(req.(*AcceptMsg), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*LearnMsg), err
}

// ClientHandle is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) ClientHandle(ctx context.Context, in *Value) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqc.PaxosQC.ClientHandle",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.ClientHandleQF(req.(*Value), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// Benchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Benchmark(ctx context.Context, in *Empty) (resp *Empty, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqc.PaxosQC.Benchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*Empty)
		}
		return c.qspec.BenchmarkQF(req.(*Empty), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Empty), err
}

// PaxosQC is the server-side API for the PaxosQC Service
type PaxosQC interface {
	Prepare(ctx gorums.ServerCtx, request *PrepareMsg) (response *PromiseMsg, err error)
	Accept(ctx gorums.ServerCtx, request *AcceptMsg) (response *LearnMsg, err error)
	Commit(ctx gorums.ServerCtx, request *LearnMsg)
	ClientHandle(ctx gorums.ServerCtx, request *Value) (response *Response, err error)
	Benchmark(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error)
}

func (srv *Server) Prepare(ctx gorums.ServerCtx, request *PrepareMsg) (response *PromiseMsg, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Accept(ctx gorums.ServerCtx, request *AcceptMsg) (response *LearnMsg, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Accept not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *LearnMsg) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}
func (srv *Server) ClientHandle(ctx gorums.ServerCtx, request *Value) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method ClientHandle not implemented"))
}
func (srv *Server) Benchmark(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Benchmark not implemented"))
}

func RegisterPaxosQCServer(srv *Server, impl PaxosQC) {
	srv.RegisterHandler("protoqc.PaxosQC.Prepare", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*PrepareMsg)
		defer ctx.Release()
		resp, err := impl.Prepare(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("protoqc.PaxosQC.Accept", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*AcceptMsg)
		defer ctx.Release()
		resp, err := impl.Accept(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("protoqc.PaxosQC.Commit", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*LearnMsg)
		defer ctx.Release()
		impl.Commit(ctx, req)
	})
	srv.RegisterHandler("protoqc.PaxosQC.ClientHandle", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Value)
		defer ctx.Release()
		resp, err := impl.ClientHandle(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("protoqc.PaxosQC.Benchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.Benchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

const ()

type internalEmpty struct {
	nid   uint32
	reply *Empty
	err   error
}

type internalLearnMsg struct {
	nid   uint32
	reply *LearnMsg
	err   error
}

type internalPromiseMsg struct {
	nid   uint32
	reply *PromiseMsg
	err   error
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: paxosqc/proto/paxosqc.proto

package protoqc

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Value struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	ClientID      string `protobuf:"bytes,1,opt,name=ClientID,proto3" json:"ClientID,omitempty"`
	ClientSeq     uint32 `protobuf:"varint,2,opt,name=ClientSeq,proto3" json:"ClientSeq,omitempty"`
	IsNoop        bool   `protobuf:"varint,3,opt,name=isNoop,proto3" json:"isNoop,omitempty"`
	ClientCommand string `protobuf:"bytes,4,opt,name=ClientCommand,proto3" json:"ClientCommand,omitempty"`
	ID            string `protobuf:"bytes,5,opt,name=ID,proto3" json:"ID,omitempty"`
}

func (x *Value) Reset() {
	*x = Value{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Value) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Value) ProtoMessage() {}

func (x *Value) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Value.ProtoReflect.Descriptor instead.
func (*Value) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{0}
}

func (x *Value) GetClientID() string {
	if x != nil {
		return x.ClientID
	}
	return ""
}

func (x *Value) GetClientSeq() uint32 {
	if x != nil {
		return x.ClientSeq
	}
	return 0
}

func (x *Value) GetIsNoop() bool {
	if x != nil {
		return x.IsNoop
	}
	return false
}

func (x *Value) GetClientCommand() string {
	if x != nil {
		return x.ClientCommand
	}
	return ""
}

func (x *Value) GetID() string {
	if x != nil {
		return x.ID
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	ClientID      string `protobuf:"bytes,1,opt,name=ClientID,proto3" json:"ClientID,omitempty"`
	ClientSeq     uint32 `protobuf:"varint,2,opt,name=ClientSeq,proto3" json:"ClientSeq,omitempty"`
	ClientCommand string `protobuf:"bytes,3,opt,name=ClientCommand,proto3" json:"ClientCommand,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetClientID() string {
	if x != nil {
		return x.ClientID
	}
	return ""
}

func (x *Response) GetClientSeq() uint32 {
	if x != nil {
		return x.ClientSeq
	}
	return 0
}

func (x *Response) GetClientCommand() string {
	if x != nil {
		return x.ClientCommand
	}
	return ""
}

type PrepareMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Crnd int32  `protobuf:"varint,2,opt,name=Crnd,proto3" json:"Crnd,omitempty"`
}

func (x *PrepareMsg) Reset() {
	*x = PrepareMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrepareMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrepareMsg) ProtoMessage() {}

func (x *PrepareMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrepareMsg.ProtoReflect.Descriptor instead.
func (*PrepareMsg) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{2}
}

func (x *PrepareMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *PrepareMsg) GetCrnd() int32 {
	if x != nil {
		return x.Crnd
	}
	return 0
}

// PromiseMsg is the reply from an Acceptor to the Proposer in response to a PrepareMsg.
// The Acceptor will only respond if the PrepareMsg.Rnd > Acceptor.Rnd.
type PromiseMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Rnd      int32     `protobuf:"varint,1,opt,name=Rnd,proto3" json:"Rnd,omitempty"`
	Accepted []*PValue `protobuf:"bytes,2,rep,name=Accepted,proto3" json:"Accepted,omitempty"`
}

func (x *PromiseMsg) Reset() {
	*x = PromiseMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PromiseMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PromiseMsg) ProtoMessage() {}

func (x *PromiseMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PromiseMsg.ProtoReflect.Descriptor instead.
func (*PromiseMsg) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{3}
}

func (x *PromiseMsg) GetRnd() int32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *PromiseMsg) GetAccepted() []*PValue {
	if x != nil {
		return x.Accepted
	}
	return nil
}

// AcceptMsg is sent by the Proposer, asking the Acceptors to lock-in the value, val.
// If AcceptMsg.rnd < Acceptor.rnd, the message will be ignored.
type AcceptMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Rnd  int32  `protobuf:"varint,2,opt,name=Rnd,proto3" json:"Rnd,omitempty"`
	Val  *Value `protobuf:"bytes,3,opt,name=Val,proto3" json:"Val,omitempty"`
}

func (x *AcceptMsg) Reset() {
	*x = AcceptMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *AcceptMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*AcceptMsg) ProtoMessage() {}

func (x *AcceptMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use AcceptMsg.ProtoReflect.Descriptor instead.
func (*AcceptMsg) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{4}
}

func (x *AcceptMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *AcceptMsg) GetRnd() int32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *AcceptMsg) GetVal() *Value {
	if x != nil {
		return x.Val
	}
	return nil
}

// LearnMsg is sent by an Acceptor to the Proposer, if the Acceptor agreed to lock-in the value, val.
// The LearnMsg is also sent by the Proposer in a Commit.
type LearnMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Rnd  int32  `protobuf:"varint,2,opt,name=Rnd,proto3" json:"Rnd,omitempty"`
	Val  *Value `protobuf:"bytes,3,opt,name=Val,proto3" json:"Val,omitempty"`
}

func (x *LearnMsg) Reset() {
	*x = LearnMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *LearnMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*LearnMsg) ProtoMessage() {}

func (x *LearnMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use LearnMsg.ProtoReflect.Descriptor instead.
func (*LearnMsg) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{5}
}

func (x *LearnMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *LearnMsg) GetRnd() int32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *LearnMsg) GetVal() *Value {
	if x != nil {
		return x.Val
	}
	return nil
}

type PValue struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Vrnd int32  `protobuf:"varint,2,opt,name=Vrnd,proto3" json:"Vrnd,omitempty"`
	Vval *Value `protobuf:"bytes,3,opt,name=Vval,proto3" json:"Vval,omitempty"`
}

func (x *PValue) Reset() {
	*x = PValue{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PValue) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PValue) ProtoMessage() {}

func (x *PValue) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PValue.ProtoReflect.Descriptor instead.
func (*PValue) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{6}
}

func (x *PValue) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *PValue) GetVrnd() int32 {
	if x != nil {
		return x.Vrnd
	}
	return 0
}

func (x *PValue) GetVval() *Value {
	if x != nil {
		return x.Vval
	}
	return nil
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqc_proto_paxosqc_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_paxosqc_proto_paxosqc_proto_rawDescGZIP(), []int{7}
}

var File_paxosqc_proto_paxosqc_proto protoreflect.FileDescriptor

var file_paxosqc_proto_paxosqc_proto_rawDesc = []byte{
	0x0a, 0x1b, 0x70, 0x61, 0x78, 0x6f, 0x73, 0x71, 0x63, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x2f,
	0x70, 0x61, 0x78, 0x6f, 0x73, 0x71, 0x63, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x07, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x22, 0x8f, 0x01, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x1a,
	0x0a, 0x08, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x49, 0x44, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09,
	0x52, 0x08, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x49, 0x44, 0x12, 0x1c, 0x0a, 0x09, 0x43, 0x6c,
	0x69, 0x65, 0x6e, 0x74, 0x53, 0x65, 0x71, 0x18, 0x02, 0x20, 0x01, 0x28, 0x0d, 0x52, 0x09, 0x43,
	0x6c, 0x69, 0x65, 0x6e, 0x74, 0x53, 0x65, 0x71, 0x12, 0x16, 0x0a, 0x06, 0x69, 0x73, 0x4e, 0x6f,
	0x6f, 0x70, 0x18, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x06, 0x69, 0x73, 0x4e, 0x6f, 0x6f, 0x70,
	0x12, 0x24, 0x0a, 0x0d, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x43, 0x6f, 0x6d, 0x6d, 0x61, 0x6e,
	0x64, 0x18, 0x04, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0d, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x43,
	0x6f, 0x6d, 0x6d, 0x61, 0x6e, 0x64, 0x12, 0x0e, 0x0a, 0x02, 0x49, 0x44, 0x18, 0x05, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x02, 0x49, 0x44, 0x22, 0x6a, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x12, 0x1a, 0x0a, 0x08, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x49, 0x44, 0x18, 0x01,
	0x20, 0x01, 0x28, 0x09, 0x52, 0x08, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x49, 0x44, 0x12, 0x1c,
	0x0a, 0x09, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x53, 0x65, 0x71, 0x18, 0x02, 0x20, 0x01, 0x28,
	0x0d, 0x52, 0x09, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x53, 0x65, 0x71, 0x12, 0x24, 0x0a, 0x0d,
	0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x43, 0x6f, 0x6d, 0x6d, 0x61, 0x6e, 0x64, 0x18, 0x03, 0x20,
	0x01, 0x28, 0x09, 0x52, 0x0d, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x43, 0x6f, 0x6d, 0x6d, 0x61,
	0x6e, 0x64, 0x22, 0x34, 0x0a, 0x0a, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65, 0x4d, 0x73, 0x67,
	0x12, 0x12, 0x0a, 0x04, 0x53, 0x6c, 0x6f, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x0d, 0x52, 0x04,
	0x53, 0x6c, 0x6f, 0x74, 0x12, 0x12, 0x0a, 0x04, 0x43, 0x72, 0x6e, 0x64, 0x18, 0x02, 0x20, 0x01,
	0x28, 0x05, 0x52, 0x04, 0x43, 0x72, 0x6e, 0x64, 0x22, 0x4b, 0x0a, 0x0a, 0x50, 0x72, 0x6f, 0x6d,
	0x69, 0x73, 0x65, 0x4d, 0x73, 0x67, 0x12, 0x10, 0x0a, 0x03, 0x52, 0x6e, 0x64, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x05, 0x52, 0x03, 0x52, 0x6e, 0x64, 0x12, 0x2b, 0x0a, 0x08, 0x41, 0x63, 0x63, 0x65,
	0x70, 0x74, 0x65, 0x64, 0x18, 0x02, 0x20, 0x03, 0x28, 0x0b, 0x32, 0x0f, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x71, 0x63, 0x2e, 0x50, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x52, 0x08, 0x41, 0x63, 0x63,
	0x65, 0x70, 0x74, 0x65, 0x64, 0x22, 0x53, 0x0a, 0x09, 0x41, 0x63, 0x63, 0x65, 0x70, 0x74, 0x4d,
	0x73, 0x67, 0x12, 0x12, 0x0a, 0x04, 0x53, 0x6c, 0x6f, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x0d,
	0x52, 0x04, 0x53, 0x6c, 0x6f, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x52, 0x6e, 0x64, 0x18, 0x02, 0x20,
	0x01, 0x28, 0x05, 0x52, 0x03, 0x52, 0x6e, 0x64, 0x12, 0x20, 0x0a, 0x03, 0x56, 0x61, 0x6c, 0x18,
	0x03, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e,
	0x56, 0x61, 0x6c, 0x75, 0x65, 0x52, 0x03, 0x56, 0x61, 0x6c, 0x22, 0x52, 0x0a, 0x08, 0x4c, 0x65,
	0x61, 0x72, 0x6e, 0x4d, 0x73, 0x67, 0x12, 0x12, 0x0a, 0x04, 0x53, 0x6c, 0x6f, 0x74, 0x18, 0x01,
	0x20, 0x01, 0x28, 0x0d, 0x52, 0x04, 0x53, 0x6c, 0x6f, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x52, 0x6e,
	0x64, 0x18, 0x02, 0x20, 0x01, 0x28, 0x05, 0x52, 0x03, 0x52, 0x6e, 0x64, 0x12, 0x20, 0x0a, 0x03,
	0x56, 0x61, 0x6c, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x71, 0x63, 0x2e, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x52, 0x03, 0x56, 0x61, 0x6c, 0x22, 0x54,
	0x0a, 0x06, 0x50, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x53, 0x6c, 0x6f, 0x74,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x0d, 0x52, 0x04, 0x53, 0x6c, 0x6f, 0x74, 0x12, 0x12, 0x0a, 0x04,
	0x56, 0x72, 0x6e, 0x64, 0x18, 0x02, 0x20, 0x01, 0x28, 0x05, 0x52, 0x04, 0x56, 0x72, 0x6e, 0x64,
	0x12, 0x22, 0x0a, 0x04, 0x56, 0x76, 0x61, 0x6c, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x0e,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x52, 0x04,
	0x56, 0x76, 0x61, 0x6c, 0x22, 0x07, 0x0a, 0x05, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x32, 0x9a, 0x02,
	0x0a, 0x07, 0x50, 0x61, 0x78, 0x6f, 0x73, 0x51, 0x43, 0x12, 0x39, 0x0a, 0x07, 0x50, 0x72, 0x65,
	0x70, 0x61, 0x72, 0x65, 0x12, 0x13, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x50,
	0x72, 0x65, 0x70, 0x61, 0x72, 0x65, 0x4d, 0x73, 0x67, 0x1a, 0x13, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x71, 0x63, 0x2e, 0x50, 0x72, 0x6f, 0x6d, 0x69, 0x73, 0x65, 0x4d, 0x73, 0x67, 0x22, 0x04,
	0xa0, 0xb5, 0x18, 0x01, 0x12, 0x35, 0x0a, 0x06, 0x41, 0x63, 0x63, 0x65, 0x70, 0x74, 0x12, 0x12,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x41, 0x63, 0x63, 0x65, 0x70, 0x74, 0x4d,
	0x73, 0x67, 0x1a, 0x11, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x4c, 0x65, 0x61,
	0x72, 0x6e, 0x4d, 0x73, 0x67, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x31, 0x0a, 0x06, 0x43,
	0x6f, 0x6d, 0x6d, 0x69, 0x74, 0x12, 0x11, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e,
	0x4c, 0x65, 0x61, 0x72, 0x6e, 0x4d, 0x73, 0x67, 0x1a, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x71, 0x63, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x37,
	0x0a, 0x0c, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x48, 0x61, 0x6e, 0x64, 0x6c, 0x65, 0x12, 0x0e,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x1a, 0x11,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73,
	0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x31, 0x0a, 0x09, 0x42, 0x65, 0x6e, 0x63, 0x68,
	0x6d, 0x61, 0x72, 0x6b, 0x12, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x1a, 0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x2e, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42, 0x11, 0x5a, 0x0f, 0x70, 0x61,
	0x78, 0x6f, 0x73, 0x71, 0x63, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x62, 0x06, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_paxosqc_proto_paxosqc_proto_rawDescOnce sync.Once
	file_paxosqc_proto_paxosqc_proto_rawDescData = file_paxosqc_proto_paxosqc_proto_rawDesc
)

func file_paxosqc_proto_paxosqc_proto_rawDescGZIP() []byte {
	file_paxosqc_proto_paxosqc_proto_rawDescOnce.Do(func() {
		file_paxosqc_proto_paxosqc_proto_rawDescData = protoimpl.X.CompressGZIP(file_paxosqc_proto_paxosqc_proto_rawDescData)
	})
	return file_paxosqc_proto_paxosqc_proto_rawDescData
}

var file_paxosqc_proto_paxosqc_proto_msgTypes = make([]protoimpl.MessageInfo, 8)
var file_paxosqc_proto_paxosqc_proto_goTypes = []interface{}{
	(*Value)(nil),      // 0: protoqc.Value
	(*Response)(nil),   // 1: protoqc.Response
	(*PrepareMsg)(nil), // 2: protoqc.PrepareMsg
	(*PromiseMsg)(nil), // 3: protoqc.PromiseMsg
	(*AcceptMsg)(nil),  // 4: protoqc.AcceptMsg
	(*LearnMsg)(nil),   // 5: protoqc.LearnMsg
	(*PValue)(nil),     // 6: protoqc.PValue
	(*Empty)(nil),      // 7: protoqc.Empty
}
var file_paxosqc_proto_paxosqc_proto_depIdxs = []int32{
	6, // 0: protoqc.PromiseMsg.Accepted:type_name -> protoqc.PValue
	0, // 1: protoqc.AcceptMsg.Val:type_name -> protoqc.Value
	0, // 2: protoqc.LearnMsg.Val:type_name -> protoqc.Value
	0, // 3: protoqc.PValue.Vval:type_name -> protoqc.Value
	2, // 4: protoqc.PaxosQC.Prepare:input_type -> protoqc.PrepareMsg
	4, // 5: protoqc.PaxosQC.Accept:input_type -> protoqc.AcceptMsg
	5, // 6: protoqc.PaxosQC.Commit:input_type -> protoqc.LearnMsg
	0, // 7: protoqc.PaxosQC.ClientHandle:input_type -> protoqc.Value
	7, // 8: protoqc.PaxosQC.Benchmark:input_type -> protoqc.Empty
	3, // 9: protoqc.PaxosQC.Prepare:output_type -> protoqc.PromiseMsg
	5, // 10: protoqc.PaxosQC.Accept:output_type -> protoqc.LearnMsg
	7, // 11: protoqc.PaxosQC.Commit:output_type -> protoqc.Empty
	1, // 12: protoqc.PaxosQC.ClientHandle:output_type -> protoqc.Response
	7, // 13: protoqc.PaxosQC.Benchmark:output_type -> protoqc.Empty
	9, // [9:14] is the sub-list for method output_type
	4, // [4:9] is the sub-list for method input_type
	4, // [4:4] is the sub-list for extension type_name
	4, // [4:4] is the sub-list for extension extendee
	0, // [0:4] is the sub-list for field type_name
}

func init() { file_paxosqc_proto_paxosqc_proto_init() }
func file_paxosqc_proto_paxosqc_proto_init() {
	if File_paxosqc_proto_paxosqc_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_paxosqc_proto_paxosqc_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Value); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrepareMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PromiseMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*AcceptMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*LearnMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PValue); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqc_proto_paxosqc_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_paxosqc_proto_paxosqc_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   8,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_paxosqc_proto_paxosqc_proto_goTypes,
		DependencyIndexes: file_paxosqc_proto_paxosqc_proto_depIdxs,
		MessageInfos:      file_paxosqc_proto_paxosqc_proto_msgTypes,
	}.Build()
	File_paxosqc_proto_paxosqc_proto = out.File
	file_paxosqc_proto_paxosqc_proto_rawDesc = nil
	file_paxosqc_proto_paxosqc_proto_goTypes = nil
	file_paxosqc_proto_paxosqc_proto_depIdxs = nil
}







MasterLab/src/paxosqc/proto/validation.go

package protoqc

import (
	"crypto/sha256"
	"encoding/binary"

	"github.com/google/go-cmp/cmp"
	"google.golang.org/protobuf/testing/protocmp"
)

type (
	Round = int32
	Slot  = uint32
)

const (
	NoRound int32  = -1
	NoSlot  uint32 = 0
)

// IsValid returns true if the promise message corresponds to the prepare message
// and the accepted pvalues are valid.
func (prepare *PrepareMsg) IsValid(promise *PromiseMsg) bool {
	switch {
	case prepare == nil && promise != nil:
		return false
	case prepare != nil && promise == nil:
		return false
	case prepare == nil && promise == nil:
		return true
	}
	for _, pval := range promise.Accepted {
		if !pval.IsValid(prepare) {
			// The acceptor should not have accepted the value in pval.
			// We ignore invalid promise messages.
			return false
		}
	}
	return prepare.Crnd == promise.Rnd
}

// IsValid returns true if pval is a valid response to the prepare message.
func (pval *PValue) IsValid(prepare *PrepareMsg) bool {
	switch {
	case pval == nil || prepare == nil:
		return false
	case prepare.Slot == NoSlot || prepare.Crnd == NoRound:
		return false // invalid input: prepare must be set
	case pval.Slot == NoSlot || pval.Vrnd == NoRound:
		return false // invalid pval; the acceptor should not have accepted a value without an assigned slot and round number
	case pval.Slot < prepare.Slot:
		return false // pval's slot is old
	case pval.Vval == nil:
		return false // pval's value is nil
	}
	// if pval.Vrnd > prepare.Crnd it means that the acceptor has already
	// accepted a value for a higher round than prepare.Crnd. This can only
	// happen if the acceptor has received another prepare with a higher round
	// than the one in prepare.Crnd. Hence, the acceptor is faulty because it
	// shouldn't have replied with a promise message. Hence, we only return
	// true if pval.Vrnd <= prepare.Crnd.
	return pval.Vrnd <= prepare.Crnd
}

// Match returns true if the learn message corresponds to the accept message.
func (accept *AcceptMsg) Match(learn *LearnMsg) bool {
	switch {
	case accept == nil && learn != nil:
		return false
	case accept != nil && learn == nil:
		return false
	case accept == nil && learn == nil:
		return true
	}
	return accept.Slot == learn.Slot &&
		accept.Rnd == learn.Rnd &&
		cmp.Equal(accept.Val, learn.Val, protocmp.Transform())
}

// Match returns true if the response corresponds to the request.
func (request *Value) Match(response *Response) bool {
	switch {
	case request == nil && response != nil:
		return false
	case request != nil && response == nil:
		return false
	case request == nil && response == nil:
		return true
	}
	return request.ClientID == response.ClientID &&
		request.ClientSeq == response.ClientSeq &&
		request.ClientCommand == response.ClientCommand
}

// Hash returns a hash of the request.
func (request *Value) Hash() uint64 {
	if request == nil {
		return 0
	}
	h := sha256.New()
	h.Write([]byte(request.ClientID))
	b := make([]byte, 4)
	binary.LittleEndian.PutUint32(b, request.ClientSeq)
	h.Write([]byte(b))
	h.Write([]byte(request.ClientCommand))
	bHash := h.Sum(nil)
	return binary.LittleEndian.Uint64(bHash)
}

// Equal returns true if the two learn messages are equal.
func (learn *LearnMsg) Equal(other *LearnMsg) bool {
	if learn == nil && other == nil {
		return true
	}
	if learn == nil || other == nil {
		return false
	}
	// We ignore the round number (Rnd) when comparing because the round number
	// may be different at different replicas.
	return learn.Slot == other.Slot && cmp.Equal(learn.Val, other.Val, protocmp.Transform())
}







MasterLab/src/go.mod

module github.com/aleksander-vedvik/benchmark

go 1.22.2

require (
	github.com/golang/protobuf v1.5.4
	github.com/google/go-cmp v0.6.0
	github.com/google/uuid v1.6.0
	github.com/joho/godotenv v1.5.1
	github.com/relab/gorums v0.7.0
	google.golang.org/grpc v1.63.2
	google.golang.org/protobuf v1.33.0
	gopkg.in/yaml.v3 v3.0.1
)

require (
	golang.org/x/net v0.22.0 // indirect
	golang.org/x/sys v0.18.0 // indirect
	golang.org/x/text v0.14.0 // indirect
	golang.org/x/tools v0.19.0 // indirect
	google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 // indirect
	google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 // indirect
)

replace github.com/relab/gorums v0.7.0 => ./gorums







MasterLab/src/benchmark/paxosqc.go

package bench

import (
	"context"
	"log/slog"
	"strconv"
	"time"

	paxosClient "github.com/aleksander-vedvik/benchmark/paxosqc/client"
	paxosServer "github.com/aleksander-vedvik/benchmark/paxosqc/server"
)

type PaxosQCBenchmark struct {
	clients []*paxosClient.Client
}

func (*PaxosQCBenchmark) CreateServer(addr string, srvAddrs []string) (*paxosServer.PaxosReplica, func(), error) {
	srv := paxosServer.New(addr, srvAddrs, nil)
	srv.Start(true)
	return srv, func() {
		srv.Stop()
	}, nil
}

func (b *PaxosQCBenchmark) Init(opts RunOptions) {
	b.clients = make([]*paxosClient.Client, 0, len(opts.clients))
	createClients(b, opts)
	warmupFunc(b.clients, b.warmup)
}

func (b *PaxosQCBenchmark) Clients() []*paxosClient.Client {
	return b.clients
}

func (b *PaxosQCBenchmark) Config() *paxosClient.Client {
	return b.clients[0]
}

func (b *PaxosQCBenchmark) Stop() {
	for _, client := range b.clients {
		client.Stop()
	}
}

func (b *PaxosQCBenchmark) AddClient(id int, addr string, srvAddrs []string, logger *slog.Logger) {
	qSize := 1 + len(srvAddrs)/2
	b.clients = append(b.clients, paxosClient.New(id, addr, srvAddrs, qSize, logger))
}

func (*PaxosQCBenchmark) warmup(client *paxosClient.Client) {
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	client.Write(ctx, "warmup")
}

func (*PaxosQCBenchmark) StartBenchmark(config *paxosClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PaxosQCBenchmark) StopBenchmark(config *paxosClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 3*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PaxosQCBenchmark) Run(client *paxosClient.Client, ctx context.Context, val int) error {
	_, err := client.Write(ctx, strconv.Itoa(val))
	if err != nil {
		return err
	}
	return nil
}







MasterLab/src/benchmark/benchmark.go

package bench

import (
	"context"
	"errors"
	"fmt"
	"log/slog"
	"math"
	"math/rand"
	"os"
	"runtime"
	"runtime/pprof"
	"slices"
	"strconv"
	"time"
)

type ClientResult struct {
	Id              string
	Total           uint64
	Successes       uint64
	Errs            uint64
	LatencyAvg      time.Duration
	LatencyMedian   time.Duration
	LatencyMin      time.Duration
	LatencyMax      time.Duration
	LatencyStdev    float64
	TotalDur        time.Duration
	Throughput      float64
	ReqDistribution []uint64 // shows how many request in transit per unit of time
	BucketSize      int      // number of microseconds
	Durations       []time.Duration
}

type Result struct {
	Id                    string
	TotalNum              uint64
	FinishedReqsTotal     uint64
	FinishedReqsSuccesful uint64
	FinishedReqsFailed    uint64
	Processed             uint64
	Dropped               uint64
	Invalid               uint64
	AlreadyProcessed      uint64
	RoundTripLatencyAvg   time.Duration
	RoundTripLatencyMin   time.Duration
	RoundTripLatencyMax   time.Duration
	ReqLatencyAvg         time.Duration
	ReqLatencyMin         time.Duration
	ReqLatencyMax         time.Duration
	ShardDistribution     map[uint32]uint64
}

type RequestResult struct {
	err   error
	start time.Time
	end   time.Time
}

type Benchmark[S, C any] interface {
	CreateServer(addr string, peers []string) (*S, func(), error)
	Init(opts RunOptions)
	AddClient(id int, addr string, srvAddrs []string, logger *slog.Logger)
	Clients() []*C
	Config() *C
	Stop()
	StartBenchmark(config *C) []Result
	Run(client *C, ctx context.Context, payload int) error
	StopBenchmark(config *C) []Result
}

type RunType int

const (
	Throughput RunType = iota
	Performance
	Sync
	Async
	Random
)

func (r RunType) String() string {
	res := ""
	switch r {
	case Sync:
		res = "Sync"
	case Async:
		res = "Async"
	case Random:
		res = "Random"
	case Throughput:
		res = "Throughput"
	case Performance:
		res = "Performance"
	}
	return res
}

type benchmarkOption struct {
	name           string
	srvAddrs       []string
	numClients     int
	clientBasePort int
	quorumSize     int
	numRequests    int
	timeout        time.Duration
	reqInterval    struct{ start, end int } // reqs will be sent in the interval: [start, end] µs
	local          bool
	runType        RunType
	memProfile     bool
	dur            int // specifies how long the throughput benchmark should be run in seconds
	runs           int // number of times a benchmark should run. Will create separate run file for each benchmark
	steps          int // number of steps used in throughput vs latency benchmark: throughputIncrement
	logger         *slog.Logger
	clients        map[int]string
}

type RunOptions struct {
	local               bool
	throughputMax       int
	throughputIncrement int
	srvAddrs            []string
	numClients          int
	clientBasePort      int
	memProfile          bool
	dur                 int
	runs                int
	steps               int
	logger              *slog.Logger
	clients             map[int]string
	runType             RunType
}

func RunExternal() RunOption {
	return func(o *RunOptions) {
		o.local = false
	}
}

func MaxThroughput(max int) RunOption {
	return func(o *RunOptions) {
		o.throughputMax = max
	}
}

func ThroughputIncr(incr int) RunOption {
	return func(o *RunOptions) {
		o.throughputIncrement = incr
	}
}

func WithSrvAddrs(srvAddrs []string) RunOption {
	return func(o *RunOptions) {
		o.srvAddrs = srvAddrs
	}
}

func NumClients(numClients int) RunOption {
	return func(o *RunOptions) {
		o.numClients = numClients
	}
}

func ClientBasePort(basePort int) RunOption {
	return func(o *RunOptions) {
		o.clientBasePort = basePort
	}
}

func WithRunType(r RunType) RunOption {
	return func(o *RunOptions) {
		o.runType = r
	}
}

func WithClients(clients map[int]string) RunOption {
	return func(o *RunOptions) {
		o.numClients = len(clients)
		o.clients = clients
	}
}

func WithMemProfile() RunOption {
	return func(o *RunOptions) {
		o.memProfile = true
	}
}

func WithLogger(logger *slog.Logger) RunOption {
	return func(o *RunOptions) {
		o.logger = logger
	}
}

func Dur(dur int) RunOption {
	return func(o *RunOptions) {
		o.dur = dur
	}
}

func Steps(steps int) RunOption {
	return func(o *RunOptions) {
		o.steps = steps
	}
}

func Runs(runs int) RunOption {
	return func(o *RunOptions) {
		o.runs = runs
	}
}

type RunOption func(*RunOptions)

func RunBenchmark(name string, options ...RunOption) {
	opts := RunOptions{
		local:          true,
		srvAddrs:       threeServers,
		throughputMax:  15000,
		numClients:     10,
		clientBasePort: 8080,
		dur:            10,
		runs:           1,
		steps:          10,
		clients:        nil,
		runType:        Throughput,
	}
	for _, opt := range options {
		opt(&opts)
	}
	benchmark, ok := benchTypes[name]
	if !ok {
		return
	}
	if opts.clients != nil {
		opts.numClients = len(opts.clients)
	}
	state := benchmark.init()
	state.Init(opts)
	for i := 0; i < opts.runs; i++ {
		switch opts.runType {
		case Throughput:
			runThroughputVsLatencyBenchmark(benchmark, state, name, i, opts)
		case Performance:
			runPerformanceBenchmark(benchmark, state, name, i, opts)
		}
	}
}

func runThroughputVsLatencyBenchmark(benchmark benchStruct, benchmarkState initializable, name string, runNumber int, opts RunOptions) ([]Result, []error) {
	if opts.throughputIncrement <= 0 {
		opts.throughputIncrement = opts.throughputMax / opts.steps
	}
	fmt.Println("running benchmark:", name)
	results := make([]Result, len(benchmarks))
	errs := make([]error, len(benchmarks))
	throughputVsLatency := make([][]string, 0)
	for target := opts.throughputIncrement; target <= opts.throughputMax; target += opts.throughputIncrement {
		bench := benchmarkOption{
			name:           fmt.Sprintf("%s.S%v.C%v.R%v.Throughput.%v", name, len(opts.srvAddrs), opts.numClients, target, runNumber),
			srvAddrs:       opts.srvAddrs,
			numClients:     opts.numClients,
			clientBasePort: opts.clientBasePort,
			numRequests:    target,
			local:          opts.local,
			runType:        Throughput,
			memProfile:     opts.memProfile,
			dur:            opts.dur,
			runs:           opts.runs,
			steps:          opts.steps,
			logger:         opts.logger,
			clients:        opts.clients,
		}
		start := time.Now()
		clientResult, _, err := benchmark.run(bench, benchmarkState)
		if err != nil {
			panic(err)
		}
		fmt.Println("took:", time.Since(start))
		throughputVsLatency = append(throughputVsLatency, []string{strconv.Itoa(int(clientResult.Throughput)), strconv.Itoa(int(clientResult.LatencyAvg.Milliseconds())), strconv.Itoa(int(clientResult.LatencyMedian.Milliseconds()))})
		err = WriteDurations(fmt.Sprintf("%s.T%v.R%v.durations", name, target, runNumber), clientResult.Durations)
		if err != nil {
			panic(err)
		}
		fmt.Println("done")
		time.Sleep(1 * time.Second)
	}
	err := WriteThroughputVsLatency(fmt.Sprintf("%s.R%v", name, runNumber), throughputVsLatency)
	if err != nil {
		panic(err)
	}
	return results, errs
}

func runPerformanceBenchmark(benchmark benchStruct, benchmarkState initializable, name string, runNumber int, opts RunOptions) ([]Result, []error) {
	if opts.throughputIncrement <= 0 {
		opts.throughputIncrement = opts.throughputMax / opts.steps
	}
	fmt.Println("running benchmark:", name)
	bench := benchmarkOption{
		name:           fmt.Sprintf("%s.S%v.C%v.R%v.Performance.%v", name, len(opts.srvAddrs), opts.numClients, 1000, runNumber),
		srvAddrs:       opts.srvAddrs,
		numClients:     opts.numClients,
		clientBasePort: opts.clientBasePort,
		numRequests:    1000,
		local:          opts.local,
		memProfile:     opts.memProfile,
		dur:            1,
		runs:           opts.runs,
		steps:          opts.steps,
		logger:         opts.logger,
		clients:        opts.clients,
		runType:        Performance,
	}
	start := time.Now()
	clientResult, _, err := benchmark.run(bench, benchmarkState)
	if err != nil {
		panic(err)
	}
	fmt.Println("took:", time.Since(start))
	err = WritePerformance(bench.name, []string{
		strconv.Itoa(int(bench.numRequests)),
		strconv.Itoa(int(clientResult.LatencyAvg.Microseconds())),
		strconv.Itoa(int(clientResult.LatencyMedian.Microseconds())),
		strconv.Itoa(int(clientResult.LatencyStdev)),
		strconv.Itoa(int(clientResult.LatencyMin.Microseconds())),
		strconv.Itoa(int(clientResult.LatencyMax.Microseconds())),
	})
	if err != nil {
		panic(err)
	}
	fmt.Println("done")
	time.Sleep(1 * time.Second)
	return nil, nil
}

func runBenchmark[S, C any](opts benchmarkOption, benchmark Benchmark[S, C]) (ClientResult, []Result, error) {
	fmt.Printf("\nRunning benchmark: %s\n\n", opts.name)
	runtime.GC()
	var config *C
	totalNumReqs := opts.numClients * opts.numRequests
	switch opts.runType {
	case Throughput:
		totalNumReqs = opts.numRequests * opts.dur
	case Performance:
		totalNumReqs = opts.numRequests
	default:
	}
	durations := make([]time.Duration, totalNumReqs)
	clientResult := ClientResult{
		Id:    "clients",
		Total: uint64(totalNumReqs),
	}

	if opts.quorumSize <= 0 {
		opts.quorumSize = len(opts.srvAddrs)
	}
	if opts.timeout <= 0 {
		opts.timeout = 15 * time.Second
	}

	clients := benchmark.Clients()
	config = benchmark.Config()

	var servers []*S
	if opts.local {
		fmt.Println("creating servers...")
		servers = make([]*S, len(opts.srvAddrs))
		for i, addr := range opts.srvAddrs {
			var (
				err     error
				cleanup func()
			)
			servers[i], cleanup, err = benchmark.CreateServer(addr, opts.srvAddrs)
			defer cleanup()
			if err != nil {
				return clientResult, nil, err
			}
		}
	}

	resChan := make(chan RequestResult, totalNumReqs)
	fmt.Println("\nstarting benchmark...")

	// start the recording of metrics
	resultBefore := benchmark.StartBenchmark(config)
	// wait for start to finish up
	time.Sleep(1 * time.Second)
	if opts.memProfile {
		cpuProfile, _ := os.Create("cpuprofile")
		memProfile, _ := os.Create("memprofile")
		pprof.StartCPUProfile(cpuProfile)
		defer pprof.StopCPUProfile()
		defer pprof.WriteHeapProfile(memProfile)
	}

	switch opts.runType {
	case Sync:
		go runSync(opts, benchmark, resChan, clients)
	case Async:
		go runAsync(opts, benchmark, resChan, clients)
	case Random:
		go runRandom(opts, benchmark, resChan, clients)
	case Throughput:
		go runThroughput(opts, benchmark, resChan, clients, opts.dur)
	case Performance:
		go runThroughputSync(opts, benchmark, resChan, clients, opts.dur)
	}

	switch opts.runType {
	case Throughput:
		fmt.Println("collecting responses:")
		avgDur := time.Duration(0)
		numFailed := 0
		graceTime := 15 * time.Second
		for i := 0; i < totalNumReqs; i++ {
			if i%(opts.numRequests/2) == 0 {
				fmt.Printf("%v%s done\n", (100 * float64(i) / float64(totalNumReqs)), "%")
			}
			var res RequestResult
			// prevent deadlock
			select {
			case res = <-resChan:
			case <-time.After(graceTime):
				// set graceTime to something small because all reqs should have timed out by now.
				graceTime = 1 * time.Millisecond
				numFailed++
				continue
			}
			if res.err != nil {
				numFailed++
				slog.Info("benchmark:", "replies", i, "total", totalNumReqs, "successes", i-numFailed, "failures", numFailed, "err", res.err)
				continue
			}
			dur := res.end.Sub(res.start)
			avgDur += dur
			durations[i] = dur
		}
		// wait a short time to make the servers finish up before sending a "purge state msg" to them
		time.Sleep(2 * time.Second)
		fmt.Printf("100%s done, numFailed: %v out of %v\n", "%", numFailed, totalNumReqs)
		benchmark.StopBenchmark(config)
		fmt.Println("stopped benchmark...")

		avgDur /= time.Duration(totalNumReqs)
		// sort the durations to calculate median
		// [0, 1, 2, 3, 4, 5]
		slices.Sort(durations)
		var median time.Duration
		if len(durations)%2 == 0 {
			var medianIndex1 int = (len(durations) / 2) - 1 // integer division does floor operation
			var medianIndex2 int = len(durations) / 2       // integer division does floor operation
			median1 := durations[medianIndex1]
			median2 := durations[medianIndex2]
			median = (median1 + median2) / 2
		} else {
			var medianIndex int = len(durations) / 2 // integer division does floor operation
			median = durations[medianIndex]
		}
		clientResult.LatencyAvg = avgDur
		clientResult.LatencyMedian = median
		clientResult.Throughput = float64(opts.numRequests)
		clientResult.Durations = durations
		return clientResult, nil, nil
	case Performance:
		fmt.Println("collecting responses:")
		avgDur := time.Duration(0)
		numFailed := 0
		graceTime := 15 * time.Second
		for i := 0; i < totalNumReqs; i++ {
			if i%(opts.numRequests/2) == 0 {
				fmt.Printf("%v%s done\n", (100 * float64(i) / float64(totalNumReqs)), "%")
			}
			var res RequestResult
			// prevent deadlock
			select {
			case res = <-resChan:
			case <-time.After(graceTime):
				// set graceTime to something small because all reqs should have timed out by now.
				graceTime = 1 * time.Millisecond
				numFailed++
				continue
			}
			if res.err != nil {
				numFailed++
				slog.Info("benchmark:", "replies", i, "total", totalNumReqs, "successes", i-numFailed, "failures", numFailed, "err", res.err)
				continue
			}
			dur := res.end.Sub(res.start)
			avgDur += dur
			durations[i] = dur
		}
		// wait a short time to make the servers finish up before sending a "purge state msg" to them
		time.Sleep(2 * time.Second)
		fmt.Printf("100%s done, numFailed: %v out of %v\n", "%", numFailed, totalNumReqs)
		benchmark.StopBenchmark(config)
		fmt.Println("stopped benchmark...")

		avgDur /= time.Duration(totalNumReqs)
		// sort the durations to calculate median
		// [0, 1, 2, 3, 4, 5]
		slices.Sort(durations)
		var median time.Duration
		if len(durations)%2 == 0 {
			var medianIndex1 int = (len(durations) / 2) - 1 // integer division does floor operation
			var medianIndex2 int = len(durations) / 2       // integer division does floor operation
			median1 := durations[medianIndex1]
			median2 := durations[medianIndex2]
			median = (median1 + median2) / 2
		} else {
			var medianIndex int = len(durations) / 2 // integer division does floor operation
			median = durations[medianIndex]
		}
		clientResult.LatencyAvg = avgDur
		clientResult.LatencyMedian = median
		clientResult.LatencyMin = durations[0]
		clientResult.LatencyMax = durations[len(durations)-1]
		latencyVariance := 0.0
		for _, dur := range durations {
			latencyVariance += math.Pow(float64(dur.Microseconds())-float64(avgDur.Microseconds()), 2)
		}
		latencyVariance /= float64(len(durations) - 1)
		clientResult.LatencyStdev = math.Sqrt(latencyVariance)
		return clientResult, nil, nil
	default:
	}
	numBuckets := 30
	durDistribution := make([]uint64, numBuckets)
	maxDur := time.Duration(0)
	minDur := 100 * time.Hour
	avgDur := time.Duration(0)
	firstReqStart := time.Now().Add(24 * time.Hour)
	lastReqDone := time.Now()
	for i := 0; i < totalNumReqs; i++ {
		if i%(totalNumReqs/10) == 0 {
			fmt.Printf("%v%s done\n", (100 * float64(i) / float64(totalNumReqs)), "%")
		}
		var res RequestResult
		// prevent deadlock
		select {
		case res = <-resChan:
		case <-time.After(30 * time.Second):
			slog.Info("benchmark:", "replies", i, "total", totalNumReqs)
			return clientResult, nil, errors.New("could not collect all responses")
		}

		if res.err != nil {
			clientResult.Errs++
			continue
		} else {
			clientResult.Successes++
		}
		if firstReqStart.Sub(res.start) > 0 {
			firstReqStart = res.start
		}
		if res.end.Sub(lastReqDone) > 0 {
			lastReqDone = res.end
		}
		dur := res.end.Sub(res.start)
		durations[i] = dur
		if dur > maxDur {
			maxDur = dur
		}
		if dur < minDur {
			minDur = dur
		}
		avgDur += dur
	}
	clientResult.TotalDur = lastReqDone.Sub(firstReqStart)
	clientResult.ReqDistribution = durDistribution
	fmt.Printf("100%s done\n", "%")
	// stop the recording and return the metrics
	result := benchmark.StopBenchmark(config)
	fmt.Println("stopped benchmark...")

	fmt.Println("calculating histogram...")
	bucketSize := (maxDur.Milliseconds() - minDur.Milliseconds()) / int64(numBuckets)
	clientResult.BucketSize = int(bucketSize)
	for _, dur := range durations {
		bucket := int(math.Floor(float64(dur.Milliseconds()-minDur.Milliseconds()) / float64(bucketSize)))
		if bucket >= numBuckets {
			bucket = numBuckets - 1
		}
		if bucket <= 0 || bucket >= len(durDistribution) {
			continue
		}
		durDistribution[bucket]++
	}

	avgDur /= time.Duration(opts.numRequests * opts.numClients)
	clientResult.LatencyAvg = avgDur
	clientResult.LatencyMax = maxDur
	clientResult.LatencyMin = minDur
	if result != nil && resultBefore != nil {
		for i := range result {
			result[i].TotalNum -= resultBefore[i].TotalNum
		}
	}
	totalDur := clientResult.TotalDur.Seconds()
	if totalDur <= 0 {
		totalDur = 1
	}
	clientResult.Throughput = float64(clientResult.Total) / totalDur
	return clientResult, result, nil
}

// each client runs synchronously. I.e. waits for response before sending next msg.
func runSync[S, C any](opts benchmarkOption, benchmark Benchmark[S, C], resChan chan RequestResult, clients []*C) {
	for _, client := range clients {
		go func(client *C) {
			for i := 0; i < opts.numRequests; i++ {
				ctx, cancel := context.WithTimeout(context.Background(), opts.timeout)
				defer cancel()
				start := time.Now()
				err := benchmark.Run(client, ctx, i)
				end := time.Now()
				resChan <- RequestResult{
					err:   err,
					start: start,
					end:   end,
				}
			}
		}(client)
	}
}

// each client runs asynchronously. I.e. sends all requests at once.
func runAsync[S, C any](opts benchmarkOption, benchmark Benchmark[S, C], resChan chan RequestResult, clients []*C) {
	for i := 0; i < opts.numRequests; i++ {
		for _, client := range clients {
			go func(client *C, i int) {
				ctx, cancel := context.WithTimeout(context.Background(), opts.timeout)
				defer cancel()
				start := time.Now()
				err := benchmark.Run(client, ctx, i)
				end := time.Now()
				resChan <- RequestResult{
					err:   err,
					start: start,
					end:   end,
				}
			}(client, i)
		}
	}
}

// each client runs synchronously but with an added delay between requests.
func runRandom[S, C any](opts benchmarkOption, benchmark Benchmark[S, C], resChan chan RequestResult, clients []*C) {
	for _, client := range clients {
		go func(client *C) {
			for i := 0; i < opts.numRequests; i++ {
				ctx, cancel := context.WithTimeout(context.Background(), opts.timeout)
				defer cancel()
				start := time.Now()
				err := benchmark.Run(client, ctx, i)
				end := time.Now()
				resChan <- RequestResult{
					err:   err,
					start: start,
					end:   end,
				}
				t := rand.Intn(opts.reqInterval.end-opts.reqInterval.start) + opts.reqInterval.start
				time.Sleep(time.Duration(t) * time.Microsecond)
			}
		}(client)
	}
}

// each client runs asynchronously. I.e. sends all requests at once.
// runs for dur seconds and sends reqs at the target throughput.
func runThroughput[S, C any](opts benchmarkOption, benchmark Benchmark[S, C], resChan chan RequestResult, clients []*C, dur int) {
	// opts.numRequests denotes the target throughput in reqs/s. We thus
	// need to divide the number of reqs by the number of clients.
	numReqsPerClient := opts.numRequests / len(clients)
	// it will run for dur seconds
	for t := 0; t < dur; t++ {
		for _, client := range clients {
			for i := 0; i < numReqsPerClient; i++ {
				go func(client *C, i int) {
					ctx, cancel := context.WithTimeout(context.Background(), opts.timeout)
					defer cancel()
					start := time.Now()
					err := benchmark.Run(client, ctx, i)
					end := time.Now()
					resChan <- RequestResult{
						err:   err,
						start: start,
						end:   end,
					}
				}(client, i)
			}
		}
		time.Sleep(1 * time.Second)
	}
}

// each client runs synchronously. I.e. sends one request at a time.
// runs for dur seconds and sends reqs at target throughput.
func runThroughputSync[S, C any](opts benchmarkOption, benchmark Benchmark[S, C], resChan chan RequestResult, clients []*C, dur int) {
	// opts.numRequests denotes the target throughput in reqs/s. We thus
	// need to divide the number of reqs by the number of clients.
	numReqsPerClient := opts.numRequests / len(clients)
	// it will run for dur seconds
	for t := 0; t < dur; t++ {
		for _, client := range clients {
			go func(client *C) {
				for i := 0; i < numReqsPerClient; i++ {
					ctx, cancel := context.WithTimeout(context.Background(), opts.timeout)
					defer cancel()
					start := time.Now()
					err := benchmark.Run(client, ctx, i)
					end := time.Now()
					resChan <- RequestResult{
						err:   err,
						start: start,
						end:   end,
					}
				}
			}(client)
		}
		time.Sleep(1 * time.Second)
	}
}







MasterLab/src/benchmark/benchmarks.go

package bench

import "fmt"

const (
	PaxosBroadcastCall             string = "Paxos.BroadcastCall"
	PaxosQuorumCall                string = "Paxos.QuorumCall"
	PaxosQuorumCallBroadcastOption string = "Paxos.QuorumCallBroadcastOption"
	PBFTWithGorums                 string = "PBFT.With.Gorums"
	PBFTWithoutGorums              string = "PBFT.Without.Gorums"
)

type initializable interface {
	Init(RunOptions)
}

type benchStruct struct {
	run  func(benchmarkOption, any) (ClientResult, []Result, error)
	init func() initializable
}

var benchTypes = map[string]benchStruct{
	PaxosBroadcastCall: {
		run: func(opts benchmarkOption, bench any) (ClientResult, []Result, error) {
			return runBenchmark(opts, bench.(*PaxosBenchmark))
		},
		init: func() initializable {
			return &PaxosBenchmark{}
		},
	},
	PaxosQuorumCall: {
		run: func(opts benchmarkOption, bench any) (ClientResult, []Result, error) {
			return runBenchmark(opts, bench.(*PaxosQCBenchmark))
		},
		init: func() initializable {
			return &PaxosQCBenchmark{}
		},
	},
	PaxosQuorumCallBroadcastOption: {
		run: func(opts benchmarkOption, bench any) (ClientResult, []Result, error) {
			return runBenchmark(opts, bench.(*PaxosQCBBenchmark))
		},
		init: func() initializable {
			return &PaxosQCBBenchmark{}
		},
	},
	PBFTWithGorums: {
		run: func(opts benchmarkOption, bench any) (ClientResult, []Result, error) {
			return runBenchmark(opts, bench.(*PbftBenchmark))
		},
		init: func() initializable {
			return &PbftBenchmark{}
		},
	},
	PBFTWithoutGorums: {
		run: func(opts benchmarkOption, bench any) (ClientResult, []Result, error) {
			return runBenchmark(opts, bench.(*PbftSBenchmark))
		},
		init: func() initializable {
			return &PbftSBenchmark{}
		},
	},
}

var threeServers = []string{
	"127.0.0.1:5000",
	"127.0.0.1:5001",
	"127.0.0.1:5002",
}

var benchmarks = []benchmarkOption{
	{
		srvAddrs:       threeServers,
		numClients:     1,
		clientBasePort: 8080,
		numRequests:    10000,
		local:          true,
		runType:        Async,
	},

	{
		srvAddrs:       threeServers,
		numClients:     1,
		clientBasePort: 8080,
		numRequests:    10000,
		local:          true,
		runType:        Sync,
	},

	{
		srvAddrs:       threeServers,
		numClients:     1,
		clientBasePort: 8080,
		numRequests:    10000,
		local:          true,
		runType:        Random,
		reqInterval: struct {
			start int
			end   int
		}{50, 400},
	},

	{
		srvAddrs:       threeServers,
		numClients:     10,
		clientBasePort: 8080,
		numRequests:    1000,
		local:          true,
		runType:        Async,
	},

	{
		srvAddrs:       threeServers,
		numClients:     10,
		clientBasePort: 8080,
		numRequests:    1000,
		local:          true,
		runType:        Sync,
	},

	{
		srvAddrs:       threeServers,
		numClients:     10,
		clientBasePort: 8080,
		numRequests:    1000,
		local:          true,
		runType:        Random,
		reqInterval: struct {
			start int
			end   int
		}{50, 400},
	},

	{
		srvAddrs:       threeServers,
		numClients:     100,
		clientBasePort: 8080,
		numRequests:    1000,
		local:          true,
		runType:        Async,
	},

	{
		srvAddrs:       threeServers,
		numClients:     100,
		clientBasePort: 8080,
		numRequests:    1000,
		local:          true,
		runType:        Sync,
	},

	{
		srvAddrs:       threeServers,
		numClients:     100,
		clientBasePort: 8080,
		numRequests:    1000,
		local:          true,
		runType:        Random,
		reqInterval: struct {
			start int
			end   int
		}{50, 400},
	},
}

func createClients[S, C any](bench Benchmark[S, C], opts RunOptions) {
	fmt.Println("creating clients...")
	for i := 0; i < opts.numClients; i++ {
		addr := fmt.Sprintf("127.0.0.1:%v", opts.clientBasePort+i)
		if opts.clients != nil {
			addr = opts.clients[i]
		}
		bench.AddClient(i, addr, opts.srvAddrs, opts.logger)
	}
}

func warmupFunc[C any](clients []*C, warmup func(*C)) {
	fmt.Println("warming up...")
	warmupChan := make(chan struct{}, len(clients))
	for _, client := range clients {
		go func(client *C) {
			warmup(client)
			warmupChan <- struct{}{}
		}(client)
	}
	for i := 0; i < len(clients); i++ {
		if i%2 == 0 {
			fmt.Print(".")
		}
		<-warmupChan
	}
	fmt.Println()
	fmt.Println()
}







MasterLab/src/benchmark/pbftgorums.go

package bench

import (
	"context"
	"fmt"
	"log/slog"
	"strconv"
	"time"

	pbftClient "github.com/aleksander-vedvik/benchmark/pbft.gorums/client"
	pbftServer "github.com/aleksander-vedvik/benchmark/pbft.gorums/server"
)

type PbftBenchmark struct {
	clients []*pbftClient.Client
}

func (*PbftBenchmark) CreateServer(addr string, srvAddrs []string) (*pbftServer.Server, func(), error) {
	srv := pbftServer.New(addr, srvAddrs, nil)
	srv.Start(true)
	return srv, func() {
		srv.Stop()
	}, nil
}

func (b *PbftBenchmark) Init(opts RunOptions) {
	if len(opts.srvAddrs) != 4 {
		panic("should run with 4 servers. Use CONF=pbft in the .env file")
	}
	b.clients = make([]*pbftClient.Client, 0, len(opts.clients))
	createClients(b, opts)
	warmupFunc(b.clients, b.warmup)
}

func (b *PbftBenchmark) Clients() []*pbftClient.Client {
	return b.clients
}

func (b *PbftBenchmark) Config() *pbftClient.Client {
	return b.clients[0]
}

func (b *PbftBenchmark) Stop() {
	for _, client := range b.clients {
		client.Stop()
	}
}

func (b *PbftBenchmark) AddClient(id int, addr string, srvAddrs []string, logger *slog.Logger) {
	srv := 1
	if id == 0 {
		srv = len(srvAddrs)
	}
	qSize := 2 * len(srvAddrs) / 3
	b.clients = append(b.clients, pbftClient.New(id, addr, srvAddrs[0:srv], qSize, logger))
}

func (*PbftBenchmark) warmup(client *pbftClient.Client) {
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	client.Write(ctx, "warmup")
}

func (*PbftBenchmark) StartBenchmark(config *pbftClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PbftBenchmark) StopBenchmark(config *pbftClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PbftBenchmark) Run(client *pbftClient.Client, ctx context.Context, val int) error {
	value := strconv.Itoa(val)
	resp, err := client.Write(ctx, value)
	if err != nil {
		return err
	}
	if resp.GetResult() != value {
		return fmt.Errorf("wrong result. want: %s, got: %s", value, resp.GetResult())
	}
	return nil
}
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package bench

import (
	"context"
	"errors"
	"log/slog"
	"strconv"
	"time"

	paxosClient "github.com/aleksander-vedvik/benchmark/paxos.bc/client"
	paxosServer "github.com/aleksander-vedvik/benchmark/paxos.bc/server"
)

type PaxosBenchmark struct {
	clients []*paxosClient.Client
}

func (b *PaxosBenchmark) Init(opts RunOptions) {
	b.clients = make([]*paxosClient.Client, 0, len(opts.clients))
	createClients(b, opts)
	warmupFunc(b.clients, b.warmup)
}

func (*PaxosBenchmark) CreateServer(addr string, srvAddrs []string) (*paxosServer.Server, func(), error) {
	srv := paxosServer.New(addr, srvAddrs, nil)
	srv.Start(true)
	return srv, func() {
		srv.Stop()
	}, nil
}

func (b *PaxosBenchmark) Clients() []*paxosClient.Client {
	return b.clients
}

func (b *PaxosBenchmark) Config() *paxosClient.Client {
	return b.clients[0]
}

func (b *PaxosBenchmark) Stop() {
	for _, client := range b.clients {
		client.Stop()
	}
}

func (b *PaxosBenchmark) AddClient(id int, addr string, srvAddrs []string, logger *slog.Logger) {
	qSize := 1 + len(srvAddrs)/2
	b.clients = append(b.clients, paxosClient.New(id, addr, srvAddrs, qSize, logger))
}

func (*PaxosBenchmark) warmup(client *paxosClient.Client) {
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	_, _ = client.Write(ctx, "warmup")
}

func (*PaxosBenchmark) StartBenchmark(config *paxosClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	res, err := config.Benchmark(ctx)
	if err != nil {
		return nil
	}
	result := make([]Result, len(res.Metrics))
	for i, r := range res.Metrics {
		result[i] = Result{
			TotalNum: r.TotalNum,
			Dropped:  r.Dropped,
		}
	}
	return result
}

func (*PaxosBenchmark) StopBenchmark(config *paxosClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 3*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PaxosBenchmark) Run(client *paxosClient.Client, ctx context.Context, val int) error {
	resp, err := client.Write(ctx, strconv.Itoa(val))
	if err != nil {
		return err
	}
	if resp.GetError() {
		return errors.New("not successful")
	}
	return nil
}







MasterLab/src/benchmark/paxosqcb.go

package bench

import (
	"context"
	"log/slog"
	"strconv"
	"time"

	paxosClient "github.com/aleksander-vedvik/benchmark/paxosqcb/client"
	paxosServer "github.com/aleksander-vedvik/benchmark/paxosqcb/server"
)

type PaxosQCBBenchmark struct {
	clients []*paxosClient.Client
}

func (*PaxosQCBBenchmark) CreateServer(addr string, srvAddrs []string) (*paxosServer.PaxosReplica, func(), error) {
	srv := paxosServer.New(addr, srvAddrs, nil)
	srv.Start(true)
	return srv, func() {
		srv.Stop()
	}, nil
}

func (b *PaxosQCBBenchmark) Init(opts RunOptions) {
	b.clients = make([]*paxosClient.Client, 0, len(opts.clients))
	createClients(b, opts)
	warmupFunc(b.clients, b.warmup)
}

func (b *PaxosQCBBenchmark) Clients() []*paxosClient.Client {
	return b.clients
}

func (b *PaxosQCBBenchmark) Config() *paxosClient.Client {
	return b.clients[0]
}

func (b *PaxosQCBBenchmark) Stop() {
	for _, client := range b.clients {
		client.Stop()
	}
}

func (b *PaxosQCBBenchmark) AddClient(id int, addr string, srvAddrs []string, logger *slog.Logger) {
	qSize := 1 + len(srvAddrs)/2
	b.clients = append(b.clients, paxosClient.New(id, addr, srvAddrs, qSize, logger))
}

func (*PaxosQCBBenchmark) warmup(client *paxosClient.Client) {
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	client.Write(ctx, "warmup")
}

func (*PaxosQCBBenchmark) StartBenchmark(config *paxosClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PaxosQCBBenchmark) StopBenchmark(config *paxosClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	config.Benchmark(ctx)
	return nil
}

func (*PaxosQCBBenchmark) Run(client *paxosClient.Client, ctx context.Context, val int) error {
	_, err := client.Write(ctx, strconv.Itoa(val))
	if err != nil {
		return err
	}
	return nil
}
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package bench

import (
	"context"
	"fmt"
	"log/slog"
	"strconv"
	"time"

	pbftClient "github.com/aleksander-vedvik/benchmark/pbft.plain/client"
	pbftServer "github.com/aleksander-vedvik/benchmark/pbft.plain/server"
)

type PbftSBenchmark struct {
	clients []*pbftClient.Client
}

func (*PbftSBenchmark) CreateServer(addr string, srvAddrs []string) (*pbftServer.Server, func(), error) {
	srv := pbftServer.New(addr, srvAddrs, true)
	srv.Start(true)
	return srv, func() {
		srv.Stop()
	}, nil
}

func (b *PbftSBenchmark) Init(opts RunOptions) {
	if len(opts.srvAddrs) != 4 {
		panic("should run with 4 servers. Use CONF=pbft in the .env file")
	}
	b.clients = make([]*pbftClient.Client, 0, len(opts.clients))
	createClients(b, opts)
	// wait until all servers and clients are up and running
	fmt.Println("initializing the benchmark... (this takes about 10 seconds)")
	time.Sleep(10 * time.Second)
	warmupFunc(b.clients, b.warmup)
}

func (b *PbftSBenchmark) Clients() []*pbftClient.Client {
	return b.clients
}

func (b *PbftSBenchmark) Config() *pbftClient.Client {
	return b.clients[0]
}

func (b *PbftSBenchmark) Stop() {
	for _, client := range b.clients {
		client.Stop()
	}
}

func (b *PbftSBenchmark) AddClient(id int, addr string, srvAddrs []string, logger *slog.Logger) {
	qSize := 2 * len(srvAddrs) / 3
	c := pbftClient.New(addr, srvAddrs, qSize)
	c.Start()
	b.clients = append(b.clients, c)
}

func (*PbftSBenchmark) warmup(client *pbftClient.Client) {
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	client.WriteVal(ctx, "warmup")
}

func (*PbftSBenchmark) StartBenchmark(config *pbftClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	config.SendBenchmark(ctx)
	return nil
}

func (*PbftSBenchmark) StopBenchmark(config *pbftClient.Client) []Result {
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	defer cancel()
	config.SendBenchmark(ctx)
	return nil
}

func (*PbftSBenchmark) Run(client *pbftClient.Client, ctx context.Context, val int) error {
	value := strconv.Itoa(val)
	resp, err := client.WriteVal(ctx, value)
	if err != nil {
		return err
	}
	if resp.GetResult() != value {
		return fmt.Errorf("wrong result. want: %s, got: %s", value, resp.GetResult())
	}
	return nil
}







MasterLab/src/benchmark/csv.go

package bench

import (
	"encoding/csv"
	"fmt"
	"os"
	"strconv"
	"time"
)

func WriteThroughputVsLatency(name string, throughputVsLatency [][]string) error {
	path := fmt.Sprintf("./csv/%s.csv", name)
	fmt.Println("writing throughput vs latency file...")
	file, err := os.Create(path)
	if err != nil {
		return err
	}
	defer file.Close()
	w := csv.NewWriter(file)
	data := make([][]string, 1, len(throughputVsLatency)+1)
	data[0] = []string{"Throughput", "Latency (avg)", "Latency (med)"}
	data = append(data, throughputVsLatency...)
	return w.WriteAll(data)
}

func WriteDurations(name string, durations []time.Duration) error {
	path := fmt.Sprintf("./csv/%s.csv", name)
	fmt.Println("writing durations file...")
	file, err := os.Create(path)
	if err != nil {
		return err
	}
	defer file.Close()
	w := csv.NewWriter(file)
	data := make([][]string, 1, len(durations)+1)
	data[0] = []string{"Number", "Latency (µs)"}
	for number, latency := range durations {
		data = append(data, []string{strconv.Itoa(number), strconv.Itoa(int(latency.Microseconds()))})
	}
	return w.WriteAll(data)
}

func WritePerformance(name string, results []string) error {
	path := fmt.Sprintf("./csv/%s.csv", name)
	fmt.Println("writing performance file...")
	file, err := os.Create(path)
	if err != nil {
		return err
	}
	defer file.Close()
	w := csv.NewWriter(file)
	data := make([][]string, 2)
	data[0] = []string{"Reqs/client", "Mean (µs)", "Median (µs)", "Std. dev.", "Min (µs)", "Max (µs)"}
	data[1] = results
	return w.WriteAll(data)
}







MasterLab/src/pbft.gorums/client/client.go

package client

import (
	"context"
	"log/slog"
	"strconv"
	"time"

	pb "github.com/aleksander-vedvik/benchmark/pbft.gorums/protos"
	"google.golang.org/protobuf/types/known/emptypb"
)

type Client struct {
	mgr  *pb.Manager
	view *pb.Configuration
	id   int
	addr string
}

// Creates a new StorageClient with the provided srvAddresses as the configuration
func New(id int, addr string, srvAddresses []string, qSize int, logger *slog.Logger) *Client {
	mgr, config := getConfig(id, addr, srvAddresses, qSize, logger)
	return &Client{
		mgr:  mgr,
		view: config,
		id:   0,
		addr: addr,
	}
}

func (c *Client) Stop() {
	c.mgr.Close()
}

func (c *Client) Write(ctx context.Context, value string) (*pb.ClientResponse, error) {
	c.id++
	req := &pb.WriteRequest{
		Id:        strconv.Itoa(c.id),
		From:      "client",
		Message:   value,
		Timestamp: time.Now().Unix(),
	}
	return c.view.Write(ctx, req)
}

func (c *Client) Benchmark(ctx context.Context) (*pb.Result, error) {
	return c.view.Benchmark(ctx, &emptypb.Empty{})
}







MasterLab/src/pbft.gorums/client/qspec.go

package client

import (
	"fmt"
	"log"
	"log/slog"
	"net"
	"strings"

	pb "github.com/aleksander-vedvik/benchmark/pbft.gorums/protos"
	"github.com/golang/protobuf/ptypes/empty"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func getConfig(id int, addr string, srvAddresses []string, qSize int, logger *slog.Logger) (*pb.Manager, *pb.Configuration) {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithMachineID(uint64(id)),
		gorums.WithLogger(logger),
	)
	splittedAddr := strings.Split(addr, ":")
	lis, err := net.Listen("tcp", ":"+splittedAddr[1])
	if err != nil {
		panic(err)
	}
	slog.Info(fmt.Sprintf("ClientServer started. Listening on address: %s, lis=%s\n", addr, lis.Addr().String()))
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	mgr.AddClientServer(lis, address, gorums.WithSrvID(uint64(id)), gorums.WithSLogger(logger))
	quorum, err := mgr.NewConfiguration(
		NewQSpec(qSize),
		gorums.WithNodeList(srvAddresses),
	)
	if err != nil {
		log.Fatal("error creating config:", err)
	}
	return mgr, quorum
}

type QSpec struct {
	quorumSize int
}

func NewQSpec(qSize int) pb.QuorumSpec {
	return &QSpec{
		quorumSize: qSize,
	}
}

func (qs *QSpec) WriteQF(in *pb.WriteRequest, replies []*pb.ClientResponse) (*pb.ClientResponse, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	var val *pb.ClientResponse
	for _, resp := range replies {
		val = resp
	}
	return val, true
}

func (qs *QSpec) BenchmarkQF(in *empty.Empty, replies map[uint32]*pb.Result) (*pb.Result, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	result := &pb.Result{
		Metrics: make([]*pb.Metric, 0, len(replies)),
	}
	for _, reply := range replies {
		result.Metrics = append(result.Metrics, reply.Metrics...)
	}
	return result, true
}







MasterLab/src/pbft.gorums/protos/node_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: pbft/protos/node.proto

package protos

import (
	context "context"
	fmt "fmt"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) PrePrepare(req *PrePrepareRequest, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protosPBFT.PBFTNode.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *PrepareRequest, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protosPBFT.PBFTNode.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *CommitRequest, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protosPBFT.PBFTNode.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientWrite(ctx context.Context, resp *ClientResponse, broadcastID uint64) (*ClientResponse, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Write(ctx context.Context, in *WriteRequest, cancelOnTimeout ...bool) (resp *ClientResponse, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.WriteQF), "protosPBFT.PBFTNode.Write")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*ClientResponse)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("protosPBFT.PBFTNode.Write", gorums.ClientHandler(srv.clientWrite))
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Ping is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Ping(ctx context.Context, in *Heartbeat, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protosPBFT.PBFTNode.Ping",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for PBFTNode.
type QuorumSpec interface {
	gorums.ConfigOption

	// WriteQF is the quorum function for the Write
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Write method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *WriteRequest'.
	WriteQF(in *WriteRequest, replies []*ClientResponse) (*ClientResponse, bool)

	// BenchmarkQF is the quorum function for the Benchmark
	// quorum call method. The in parameter is the request object
	// supplied to the Benchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	BenchmarkQF(in *empty.Empty, replies map[uint32]*Result) (*Result, bool)
}

// Benchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Benchmark(ctx context.Context, in *empty.Empty) (resp *Result, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protosPBFT.PBFTNode.Benchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Result, len(replies))
		for k, v := range replies {
			r[k] = v.(*Result)
		}
		return c.qspec.BenchmarkQF(req.(*empty.Empty), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Result), err
}

// PBFTNode is the server-side API for the PBFTNode Service
type PBFTNode interface {
	Write(ctx gorums.ServerCtx, request *WriteRequest, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *PrePrepareRequest, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *PrepareRequest, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *CommitRequest, broadcast *Broadcast)
	Ping(ctx gorums.ServerCtx, request *Heartbeat)
	Benchmark(ctx gorums.ServerCtx, request *empty.Empty) (response *Result, err error)
}

func (srv *Server) Write(ctx gorums.ServerCtx, request *WriteRequest, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Write not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *PrePrepareRequest, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *PrepareRequest, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *CommitRequest, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}
func (srv *Server) Ping(ctx gorums.ServerCtx, request *Heartbeat) {
	panic(status.Errorf(codes.Unimplemented, "method Ping not implemented"))
}
func (srv *Server) Benchmark(ctx gorums.ServerCtx, request *empty.Empty) (response *Result, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Benchmark not implemented"))
}

func RegisterPBFTNodeServer(srv *Server, impl PBFTNode) {
	srv.RegisterHandler("protosPBFT.PBFTNode.Write", gorums.BroadcastHandler(impl.Write, srv.Server))
	srv.RegisterClientHandler("protosPBFT.PBFTNode.Write")
	srv.RegisterHandler("protosPBFT.PBFTNode.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("protosPBFT.PBFTNode.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("protosPBFT.PBFTNode.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler("protosPBFT.PBFTNode.Ping", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Heartbeat)
		defer ctx.Release()
		impl.Ping(ctx, req)
	})
	srv.RegisterHandler("protosPBFT.PBFTNode.Benchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.Benchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastPrePrepare(req *PrePrepareRequest, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protosPBFT.PBFTNode.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protosPBFT.PBFTNode.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *PrepareRequest, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protosPBFT.PBFTNode.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protosPBFT.PBFTNode.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *CommitRequest, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protosPBFT.PBFTNode.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protosPBFT.PBFTNode.Commit", req, options)
	}
}

const (
	PBFTNodeWrite      string = "protosPBFT.PBFTNode.Write"
	PBFTNodePrePrepare string = "protosPBFT.PBFTNode.PrePrepare"
	PBFTNodePrepare    string = "protosPBFT.PBFTNode.Prepare"
	PBFTNodeCommit     string = "protosPBFT.PBFTNode.Commit"
)

type internalResult struct {
	nid   uint32
	reply *Result
	err   error
}
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syntax = "proto3";

package protosPBFT;

import "gorums.proto";
import "google/protobuf/empty.proto";
option go_package = "pbft/protos";

service PBFTNode {
  rpc Write(WriteRequest) returns (ClientResponse) {
    option (gorums.broadcastcall) = true;
   }
  rpc PrePrepare(PrePrepareRequest) returns (google.protobuf.Empty) {
    option (gorums.broadcast) = true;
   }
  rpc Prepare(PrepareRequest) returns (google.protobuf.Empty) {
    option (gorums.broadcast) = true;
   }
  rpc Commit(CommitRequest) returns (google.protobuf.Empty) {
    option (gorums.broadcast) = true;
   }
  rpc Ping(Heartbeat) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
   }
	rpc Benchmark(google.protobuf.Empty) returns (Result) {
		option (gorums.quorumcall) = true;
	}
}

message WriteRequest {
  string Id = 1;
  string From = 2;
  string Message = 3;
  int64 Timestamp = 4;
}

message PrePrepareRequest {
  string Id = 1;
  int32 View = 2;
  int32 SequenceNumber = 3;
  string Digest = 4;
  int64 Timestamp = 5;
  string Message = 6;
}

message PrepareRequest {
  string Id = 1;
  int32 View = 2;
  int32 SequenceNumber = 3;
  string Digest = 4;
  int64 Timestamp = 5;
  string Message = 6;
}

message CommitRequest {
  string Id = 1;
  int32 View = 2;
  int32 SequenceNumber = 3;
  string Digest = 4;
  int64 Timestamp = 5;
  string Message = 6;
}

message ClientResponse {
  string Id = 1;
  int32 View = 2;
  int64 Timestamp = 3;
  string Client = 4;
  string From = 5;
  string Result = 6;
}

message Heartbeat {
  uint32 Id = 1;
}

message Result {
	repeated Metric metrics = 1;
}

message Metric {
	uint64 TotalNum          = 1;
	uint64 GoroutinesStarted = 2;
	uint64 GoroutinesStopped = 3;
	map<string, GoroutineMetric> Goroutines        = 4;
	uint64 FinishedReqsTotal =      5;
	uint64 FinishedReqsSuccesful =      6;
	uint64 FinishedReqsFailed =      7;
	uint64 Processed         =8;
	uint64 Dropped           =9;
	uint64 Invalid           =10;
	uint64 AlreadyProcessed  =11;
	TimingMetric RoundTripLatency  =12;
	TimingMetric ReqLatency        = 13;
	map<uint32, uint64> ShardDistribution = 14;
}

message GoroutineMetric {
	uint64 start = 1;
	uint64 end = 2;
}

message TimingMetric {
	uint64 avg = 1;
	uint64 min = 2;
	uint64 max = 3;
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: pbft/protos/node.proto

package protos

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type WriteRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id        string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	From      string `protobuf:"bytes,2,opt,name=From,proto3" json:"From,omitempty"`
	Message   string `protobuf:"bytes,3,opt,name=Message,proto3" json:"Message,omitempty"`
	Timestamp int64  `protobuf:"varint,4,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
}

func (x *WriteRequest) Reset() {
	*x = WriteRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *WriteRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*WriteRequest) ProtoMessage() {}

func (x *WriteRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use WriteRequest.ProtoReflect.Descriptor instead.
func (*WriteRequest) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{0}
}

func (x *WriteRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *WriteRequest) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

func (x *WriteRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

func (x *WriteRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

type PrePrepareRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id             string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View           int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	SequenceNumber int32  `protobuf:"varint,3,opt,name=SequenceNumber,proto3" json:"SequenceNumber,omitempty"`
	Digest         string `protobuf:"bytes,4,opt,name=Digest,proto3" json:"Digest,omitempty"`
	Timestamp      int64  `protobuf:"varint,5,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Message        string `protobuf:"bytes,6,opt,name=Message,proto3" json:"Message,omitempty"`
}

func (x *PrePrepareRequest) Reset() {
	*x = PrePrepareRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrePrepareRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrePrepareRequest) ProtoMessage() {}

func (x *PrePrepareRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrePrepareRequest.ProtoReflect.Descriptor instead.
func (*PrePrepareRequest) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{1}
}

func (x *PrePrepareRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *PrePrepareRequest) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *PrePrepareRequest) GetSequenceNumber() int32 {
	if x != nil {
		return x.SequenceNumber
	}
	return 0
}

func (x *PrePrepareRequest) GetDigest() string {
	if x != nil {
		return x.Digest
	}
	return ""
}

func (x *PrePrepareRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *PrePrepareRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

type PrepareRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id             string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View           int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	SequenceNumber int32  `protobuf:"varint,3,opt,name=SequenceNumber,proto3" json:"SequenceNumber,omitempty"`
	Digest         string `protobuf:"bytes,4,opt,name=Digest,proto3" json:"Digest,omitempty"`
	Timestamp      int64  `protobuf:"varint,5,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Message        string `protobuf:"bytes,6,opt,name=Message,proto3" json:"Message,omitempty"`
}

func (x *PrepareRequest) Reset() {
	*x = PrepareRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrepareRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrepareRequest) ProtoMessage() {}

func (x *PrepareRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrepareRequest.ProtoReflect.Descriptor instead.
func (*PrepareRequest) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{2}
}

func (x *PrepareRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *PrepareRequest) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *PrepareRequest) GetSequenceNumber() int32 {
	if x != nil {
		return x.SequenceNumber
	}
	return 0
}

func (x *PrepareRequest) GetDigest() string {
	if x != nil {
		return x.Digest
	}
	return ""
}

func (x *PrepareRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *PrepareRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

type CommitRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id             string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View           int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	SequenceNumber int32  `protobuf:"varint,3,opt,name=SequenceNumber,proto3" json:"SequenceNumber,omitempty"`
	Digest         string `protobuf:"bytes,4,opt,name=Digest,proto3" json:"Digest,omitempty"`
	Timestamp      int64  `protobuf:"varint,5,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Message        string `protobuf:"bytes,6,opt,name=Message,proto3" json:"Message,omitempty"`
}

func (x *CommitRequest) Reset() {
	*x = CommitRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *CommitRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*CommitRequest) ProtoMessage() {}

func (x *CommitRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use CommitRequest.ProtoReflect.Descriptor instead.
func (*CommitRequest) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{3}
}

func (x *CommitRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *CommitRequest) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *CommitRequest) GetSequenceNumber() int32 {
	if x != nil {
		return x.SequenceNumber
	}
	return 0
}

func (x *CommitRequest) GetDigest() string {
	if x != nil {
		return x.Digest
	}
	return ""
}

func (x *CommitRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *CommitRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

type ClientResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id        string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View      int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	Timestamp int64  `protobuf:"varint,3,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Client    string `protobuf:"bytes,4,opt,name=Client,proto3" json:"Client,omitempty"`
	From      string `protobuf:"bytes,5,opt,name=From,proto3" json:"From,omitempty"`
	Result    string `protobuf:"bytes,6,opt,name=Result,proto3" json:"Result,omitempty"`
}

func (x *ClientResponse) Reset() {
	*x = ClientResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *ClientResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*ClientResponse) ProtoMessage() {}

func (x *ClientResponse) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use ClientResponse.ProtoReflect.Descriptor instead.
func (*ClientResponse) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{4}
}

func (x *ClientResponse) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *ClientResponse) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *ClientResponse) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *ClientResponse) GetClient() string {
	if x != nil {
		return x.Client
	}
	return ""
}

func (x *ClientResponse) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

func (x *ClientResponse) GetResult() string {
	if x != nil {
		return x.Result
	}
	return ""
}

type Heartbeat struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id uint32 `protobuf:"varint,1,opt,name=Id,proto3" json:"Id,omitempty"`
}

func (x *Heartbeat) Reset() {
	*x = Heartbeat{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Heartbeat) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Heartbeat) ProtoMessage() {}

func (x *Heartbeat) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Heartbeat.ProtoReflect.Descriptor instead.
func (*Heartbeat) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{5}
}

func (x *Heartbeat) GetId() uint32 {
	if x != nil {
		return x.Id
	}
	return 0
}

type Result struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Metrics []*Metric `protobuf:"bytes,1,rep,name=metrics,proto3" json:"metrics,omitempty"`
}

func (x *Result) Reset() {
	*x = Result{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Result) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Result) ProtoMessage() {}

func (x *Result) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Result.ProtoReflect.Descriptor instead.
func (*Result) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{6}
}

func (x *Result) GetMetrics() []*Metric {
	if x != nil {
		return x.Metrics
	}
	return nil
}

type Metric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	TotalNum              uint64                      `protobuf:"varint,1,opt,name=TotalNum,proto3" json:"TotalNum,omitempty"`
	GoroutinesStarted     uint64                      `protobuf:"varint,2,opt,name=GoroutinesStarted,proto3" json:"GoroutinesStarted,omitempty"`
	GoroutinesStopped     uint64                      `protobuf:"varint,3,opt,name=GoroutinesStopped,proto3" json:"GoroutinesStopped,omitempty"`
	Goroutines            map[string]*GoroutineMetric `protobuf:"bytes,4,rep,name=Goroutines,proto3" json:"Goroutines,omitempty" protobuf_key:"bytes,1,opt,name=key,proto3" protobuf_val:"bytes,2,opt,name=value,proto3"`
	FinishedReqsTotal     uint64                      `protobuf:"varint,5,opt,name=FinishedReqsTotal,proto3" json:"FinishedReqsTotal,omitempty"`
	FinishedReqsSuccesful uint64                      `protobuf:"varint,6,opt,name=FinishedReqsSuccesful,proto3" json:"FinishedReqsSuccesful,omitempty"`
	FinishedReqsFailed    uint64                      `protobuf:"varint,7,opt,name=FinishedReqsFailed,proto3" json:"FinishedReqsFailed,omitempty"`
	Processed             uint64                      `protobuf:"varint,8,opt,name=Processed,proto3" json:"Processed,omitempty"`
	Dropped               uint64                      `protobuf:"varint,9,opt,name=Dropped,proto3" json:"Dropped,omitempty"`
	Invalid               uint64                      `protobuf:"varint,10,opt,name=Invalid,proto3" json:"Invalid,omitempty"`
	AlreadyProcessed      uint64                      `protobuf:"varint,11,opt,name=AlreadyProcessed,proto3" json:"AlreadyProcessed,omitempty"`
	RoundTripLatency      *TimingMetric               `protobuf:"bytes,12,opt,name=RoundTripLatency,proto3" json:"RoundTripLatency,omitempty"`
	ReqLatency            *TimingMetric               `protobuf:"bytes,13,opt,name=ReqLatency,proto3" json:"ReqLatency,omitempty"`
	ShardDistribution     map[uint32]uint64           `protobuf:"bytes,14,rep,name=ShardDistribution,proto3" json:"ShardDistribution,omitempty" protobuf_key:"varint,1,opt,name=key,proto3" protobuf_val:"varint,2,opt,name=value,proto3"`
}

func (x *Metric) Reset() {
	*x = Metric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Metric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Metric) ProtoMessage() {}

func (x *Metric) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Metric.ProtoReflect.Descriptor instead.
func (*Metric) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{7}
}

func (x *Metric) GetTotalNum() uint64 {
	if x != nil {
		return x.TotalNum
	}
	return 0
}

func (x *Metric) GetGoroutinesStarted() uint64 {
	if x != nil {
		return x.GoroutinesStarted
	}
	return 0
}

func (x *Metric) GetGoroutinesStopped() uint64 {
	if x != nil {
		return x.GoroutinesStopped
	}
	return 0
}

func (x *Metric) GetGoroutines() map[string]*GoroutineMetric {
	if x != nil {
		return x.Goroutines
	}
	return nil
}

func (x *Metric) GetFinishedReqsTotal() uint64 {
	if x != nil {
		return x.FinishedReqsTotal
	}
	return 0
}

func (x *Metric) GetFinishedReqsSuccesful() uint64 {
	if x != nil {
		return x.FinishedReqsSuccesful
	}
	return 0
}

func (x *Metric) GetFinishedReqsFailed() uint64 {
	if x != nil {
		return x.FinishedReqsFailed
	}
	return 0
}

func (x *Metric) GetProcessed() uint64 {
	if x != nil {
		return x.Processed
	}
	return 0
}

func (x *Metric) GetDropped() uint64 {
	if x != nil {
		return x.Dropped
	}
	return 0
}

func (x *Metric) GetInvalid() uint64 {
	if x != nil {
		return x.Invalid
	}
	return 0
}

func (x *Metric) GetAlreadyProcessed() uint64 {
	if x != nil {
		return x.AlreadyProcessed
	}
	return 0
}

func (x *Metric) GetRoundTripLatency() *TimingMetric {
	if x != nil {
		return x.RoundTripLatency
	}
	return nil
}

func (x *Metric) GetReqLatency() *TimingMetric {
	if x != nil {
		return x.ReqLatency
	}
	return nil
}

func (x *Metric) GetShardDistribution() map[uint32]uint64 {
	if x != nil {
		return x.ShardDistribution
	}
	return nil
}

type GoroutineMetric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Start uint64 `protobuf:"varint,1,opt,name=start,proto3" json:"start,omitempty"`
	End   uint64 `protobuf:"varint,2,opt,name=end,proto3" json:"end,omitempty"`
}

func (x *GoroutineMetric) Reset() {
	*x = GoroutineMetric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[8]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *GoroutineMetric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*GoroutineMetric) ProtoMessage() {}

func (x *GoroutineMetric) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[8]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use GoroutineMetric.ProtoReflect.Descriptor instead.
func (*GoroutineMetric) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{8}
}

func (x *GoroutineMetric) GetStart() uint64 {
	if x != nil {
		return x.Start
	}
	return 0
}

func (x *GoroutineMetric) GetEnd() uint64 {
	if x != nil {
		return x.End
	}
	return 0
}

type TimingMetric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Avg uint64 `protobuf:"varint,1,opt,name=avg,proto3" json:"avg,omitempty"`
	Min uint64 `protobuf:"varint,2,opt,name=min,proto3" json:"min,omitempty"`
	Max uint64 `protobuf:"varint,3,opt,name=max,proto3" json:"max,omitempty"`
}

func (x *TimingMetric) Reset() {
	*x = TimingMetric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbft_protos_node_proto_msgTypes[9]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *TimingMetric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*TimingMetric) ProtoMessage() {}

func (x *TimingMetric) ProtoReflect() protoreflect.Message {
	mi := &file_pbft_protos_node_proto_msgTypes[9]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use TimingMetric.ProtoReflect.Descriptor instead.
func (*TimingMetric) Descriptor() ([]byte, []int) {
	return file_pbft_protos_node_proto_rawDescGZIP(), []int{9}
}

func (x *TimingMetric) GetAvg() uint64 {
	if x != nil {
		return x.Avg
	}
	return 0
}

func (x *TimingMetric) GetMin() uint64 {
	if x != nil {
		return x.Min
	}
	return 0
}

func (x *TimingMetric) GetMax() uint64 {
	if x != nil {
		return x.Max
	}
	return 0
}

var File_pbft_protos_node_proto protoreflect.FileDescriptor

var file_pbft_protos_node_proto_rawDesc = []byte{
	0x0a, 0x16, 0x70, 0x62, 0x66, 0x74, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x73, 0x2f, 0x6e, 0x6f,
	0x64, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x0a, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x73,
	0x50, 0x42, 0x46, 0x54, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22,
	0x6a, 0x0a, 0x0c, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12,
	0x0e, 0x0a, 0x02, 0x49, 0x64, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x02, 0x49, 0x64, 0x12,
	0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18, 0x02, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04, 0x46,
	0x72, 0x6f, 0x6d, 0x12, 0x18, 0x0a, 0x07, 0x4d, 0x65, 0x73, 0x73, 0x61, 0x67, 0x65, 0x18, 0x03,
	0x20, 0x01, 0x28, 0x09, 0x52, 0x07, 0x4d, 0x65, 0x73, 0x73, 0x61, 0x67, 0x65, 0x12, 0x1c, 0x0a,
	0x09, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d, 0x70, 0x18, 0x04, 0x20, 0x01, 0x28, 0x03,
	0x52, 0x09, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d, 0x70, 0x22, 0xaf, 0x01, 0x0a, 0x11,
	0x50, 0x72, 0x65, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x12, 0x0e, 0x0a, 0x02, 0x49, 0x64, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x02, 0x49,
	0x64, 0x12, 0x12, 0x0a, 0x04, 0x56, 0x69, 0x65, 0x77, 0x18, 0x02, 0x20, 0x01, 0x28, 0x05, 0x52,
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	0x12, 0x0e, 0x0a, 0x02, 0x49, 0x64, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x02, 0x49, 0x64,
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	0x6d, 0x70, 0x74, 0x79, 0x1a, 0x12, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x73, 0x50, 0x42, 0x46,
	0x54, 0x2e, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42, 0x0d,
	0x5a, 0x0b, 0x70, 0x62, 0x66, 0x74, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x73, 0x62, 0x06, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_pbft_protos_node_proto_rawDescOnce sync.Once
	file_pbft_protos_node_proto_rawDescData = file_pbft_protos_node_proto_rawDesc
)

func file_pbft_protos_node_proto_rawDescGZIP() []byte {
	file_pbft_protos_node_proto_rawDescOnce.Do(func() {
		file_pbft_protos_node_proto_rawDescData = protoimpl.X.CompressGZIP(file_pbft_protos_node_proto_rawDescData)
	})
	return file_pbft_protos_node_proto_rawDescData
}

var file_pbft_protos_node_proto_msgTypes = make([]protoimpl.MessageInfo, 12)
var file_pbft_protos_node_proto_goTypes = []interface{}{
	(*WriteRequest)(nil),      // 0: protosPBFT.WriteRequest
	(*PrePrepareRequest)(nil), // 1: protosPBFT.PrePrepareRequest
	(*PrepareRequest)(nil),    // 2: protosPBFT.PrepareRequest
	(*CommitRequest)(nil),     // 3: protosPBFT.CommitRequest
	(*ClientResponse)(nil),    // 4: protosPBFT.ClientResponse
	(*Heartbeat)(nil),         // 5: protosPBFT.Heartbeat
	(*Result)(nil),            // 6: protosPBFT.Result
	(*Metric)(nil),            // 7: protosPBFT.Metric
	(*GoroutineMetric)(nil),   // 8: protosPBFT.GoroutineMetric
	(*TimingMetric)(nil),      // 9: protosPBFT.TimingMetric
	nil,                       // 10: protosPBFT.Metric.GoroutinesEntry
	nil,                       // 11: protosPBFT.Metric.ShardDistributionEntry
	(*empty.Empty)(nil),       // 12: google.protobuf.Empty
}
var file_pbft_protos_node_proto_depIdxs = []int32{
	7,  // 0: protosPBFT.Result.metrics:type_name -> protosPBFT.Metric
	10, // 1: protosPBFT.Metric.Goroutines:type_name -> protosPBFT.Metric.GoroutinesEntry
	9,  // 2: protosPBFT.Metric.RoundTripLatency:type_name -> protosPBFT.TimingMetric
	9,  // 3: protosPBFT.Metric.ReqLatency:type_name -> protosPBFT.TimingMetric
	11, // 4: protosPBFT.Metric.ShardDistribution:type_name -> protosPBFT.Metric.ShardDistributionEntry
	8,  // 5: protosPBFT.Metric.GoroutinesEntry.value:type_name -> protosPBFT.GoroutineMetric
	0,  // 6: protosPBFT.PBFTNode.Write:input_type -> protosPBFT.WriteRequest
	1,  // 7: protosPBFT.PBFTNode.PrePrepare:input_type -> protosPBFT.PrePrepareRequest
	2,  // 8: protosPBFT.PBFTNode.Prepare:input_type -> protosPBFT.PrepareRequest
	3,  // 9: protosPBFT.PBFTNode.Commit:input_type -> protosPBFT.CommitRequest
	5,  // 10: protosPBFT.PBFTNode.Ping:input_type -> protosPBFT.Heartbeat
	12, // 11: protosPBFT.PBFTNode.Benchmark:input_type -> google.protobuf.Empty
	4,  // 12: protosPBFT.PBFTNode.Write:output_type -> protosPBFT.ClientResponse
	12, // 13: protosPBFT.PBFTNode.PrePrepare:output_type -> google.protobuf.Empty
	12, // 14: protosPBFT.PBFTNode.Prepare:output_type -> google.protobuf.Empty
	12, // 15: protosPBFT.PBFTNode.Commit:output_type -> google.protobuf.Empty
	12, // 16: protosPBFT.PBFTNode.Ping:output_type -> google.protobuf.Empty
	6,  // 17: protosPBFT.PBFTNode.Benchmark:output_type -> protosPBFT.Result
	12, // [12:18] is the sub-list for method output_type
	6,  // [6:12] is the sub-list for method input_type
	6,  // [6:6] is the sub-list for extension type_name
	6,  // [6:6] is the sub-list for extension extendee
	0,  // [0:6] is the sub-list for field type_name
}

func init() { file_pbft_protos_node_proto_init() }
func file_pbft_protos_node_proto_init() {
	if File_pbft_protos_node_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_pbft_protos_node_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*WriteRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrePrepareRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrepareRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*CommitRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*ClientResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Heartbeat); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Result); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Metric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[8].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*GoroutineMetric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbft_protos_node_proto_msgTypes[9].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*TimingMetric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_pbft_protos_node_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   12,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_pbft_protos_node_proto_goTypes,
		DependencyIndexes: file_pbft_protos_node_proto_depIdxs,
		MessageInfos:      file_pbft_protos_node_proto_msgTypes,
	}.Build()
	File_pbft_protos_node_proto = out.File
	file_pbft_protos_node_proto_rawDesc = nil
	file_pbft_protos_node_proto_goTypes = nil
	file_pbft_protos_node_proto_depIdxs = nil
}







MasterLab/src/pbft.gorums/server/pbft.go

package server

import (
	"fmt"

	pb "github.com/aleksander-vedvik/benchmark/pbft.gorums/protos"

	"github.com/relab/gorums"
)

func (s *Server) PrePrepare(ctx gorums.ServerCtx, request *pb.PrePrepareRequest, broadcast *pb.Broadcast) {
	if !s.isInView(request.View) {
		return
	}
	if !s.sequenceNumberIsValid(request.SequenceNumber) {
		return
	}
	if s.hasAlreadyAcceptedSequenceNumber(request.SequenceNumber) {
		return
	}
	s.messageLog.add(request, s.viewNumber, request.SequenceNumber)
	broadcast.Prepare(&pb.PrepareRequest{
		Id:             request.Id,
		View:           request.View,
		SequenceNumber: request.SequenceNumber,
		Digest:         request.Digest,
		Message:        request.Message,
		Timestamp:      request.Timestamp,
	}, gorums.WithoutSelf())
}

func (s *Server) Prepare(ctx gorums.ServerCtx, request *pb.PrepareRequest, broadcast *pb.Broadcast) {
	if !s.isInView(request.View) {
		return
	}
	if !s.sequenceNumberIsValid(request.SequenceNumber) {
		return
	}
	s.messageLog.add(request, s.viewNumber, request.SequenceNumber)
	if s.prepared(request.SequenceNumber) {
		broadcast.Commit(&pb.CommitRequest{
			Id:             request.Id,
			Timestamp:      request.Timestamp,
			View:           request.View,
			Digest:         request.Digest,
			SequenceNumber: request.SequenceNumber,
			Message:        request.Message,
		}, gorums.WithoutSelf())
	}
}

func (s *Server) Commit(ctx gorums.ServerCtx, request *pb.CommitRequest, broadcast *pb.Broadcast) {
	if !s.isInView(request.View) {
		return
	}
	if !s.sequenceNumberIsValid(request.SequenceNumber) {
		return
	}
	s.messageLog.add(request, s.viewNumber, request.SequenceNumber)
	if s.committed(request.SequenceNumber) {
		state := &pb.ClientResponse{
			Id:        request.Id,
			Result:    request.Message,
			Timestamp: request.Timestamp,
			View:      request.View,
		}
		s.mut.Lock()
		s.state = state
		s.mut.Unlock()
		broadcast.SendToClient(state, nil)
	}
}

func (s *Server) requestIsAlreadyProcessed(broadcast *pb.Broadcast) (*pb.ClientResponse, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	md := broadcast.GetMetadata()
	clientID := md.MachineID
	seqNo := md.SequenceNo
	id := fmt.Sprintf("c%v,s%v", clientID, seqNo)
	return s.state, s.state != nil && s.state.Id == id
}

func (s *Server) isLeader() bool {
	return s.leader == s.addr
}

func (s *Server) isInView(view int32) bool {
	// request is in the current view of this node
	return s.viewNumber == view
}

func (s *Server) sequenceNumberIsValid(n int32) bool {
	// the sequence number is between h and H
	return n >= 0
}

func (s *Server) hasAlreadyAcceptedSequenceNumber(n int32) bool {
	// checks if the node has already accepted a pre-prepare request
	// for this view and sequence number
	_, found := s.messageLog.getPrePrepareReq(n, s.viewNumber)
	return found
}

func (s *Server) prepared(n int32) bool {
	// the request m, a pre-prepare for m in view v with sequence number n,
	// and 2f prepares from different backups that match the pre-prepare.
	// The replicas verify whether the prepares match the pre-prepare by
	// checking that they have the same view, sequence number, and digest.
	req, found := s.messageLog.getPrePrepareReq(n, s.viewNumber)
	if !found {
		return false
	}
	reqs, found := s.messageLog.getPrepareReqs(req.Digest, req.SequenceNumber, req.View)
	return found && len(reqs) >= 2*len(s.peers)/3
}

func (s *Server) committed(n int32) bool {
	/*
		We define the committed and committed-local predi-
		cates as follows: committed(m, v, n) is true if and only
		if prepared(m, v, n, i) is true for all i in some set of
		f+1 non-faulty replicas; and committed-local(m, v, n, i)
		is true if and only if prepared(m, v, n, i) is true and i has
		accepted 2f + 1 commits (possibly including its own)
		from different replicas that match the pre-prepare for m;
		a commit matches a pre-prepare if they have the same
		view, sequence number, and digest.
	*/
	req, found := s.messageLog.getPrePrepareReq(n, s.viewNumber)
	if !found {
		return false
	}
	reqs, found := s.messageLog.getPrepareReqs(req.Digest, req.SequenceNumber, req.View)
	if !found || len(reqs) < 2*len(s.peers)/3 {
		return false
	}
	commits, found := s.messageLog.getCommitReqs(req.Digest, req.SequenceNumber, req.View)
	return found && len(commits) > 2*len(s.peers)/3
}







MasterLab/src/pbft.gorums/server/failuredetector.go

package server

import (
	pb "github.com/aleksander-vedvik/benchmark/pbft.gorums/protos"

	"github.com/relab/gorums"
)

func (s *Server) Ping(ctx gorums.ServerCtx, request *pb.Heartbeat) {
	s.leaderElection.Ping(request.GetId())
}







MasterLab/src/pbft.gorums/server/server.go

package server

import (
	"fmt"
	"log/slog"
	"net"
	"os"
	"strings"
	"sync"

	ld "github.com/aleksander-vedvik/benchmark/leaderelection"
	pb "github.com/aleksander-vedvik/benchmark/pbft.gorums/protos"
	"github.com/golang/protobuf/ptypes/empty"

	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"

	"github.com/relab/gorums"
)

// The storage server should implement the server interface defined in the pbbuf files
type Server struct {
	*pb.Server
	mut            sync.Mutex
	leaderElection *ld.MonLeader[*pb.Node, *pb.Configuration, *pb.Heartbeat]
	leader         string
	data           []string
	addr           string
	peers          []string
	addedMsgs      map[string]bool
	messageLog     *MessageLog
	viewNumber     int32
	state          *pb.ClientResponse
	sequenceNumber int32
	mgr            *pb.Manager
	withoutLeader  bool
}

// Creates a new StorageServer.
func New(addr string, srvAddresses []string, logger *slog.Logger) *Server {
	if len(srvAddresses) < 4 {
		panic("should run with at least 4 servers")
	}
	wL := true
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	srv := Server{
		Server:         pb.NewServer(gorums.WithOrder(pb.PBFTNodePrePrepare, pb.PBFTNodePrepare, pb.PBFTNodeCommit), gorums.WithSLogger(logger), gorums.WithListenAddr(address)),
		data:           make([]string, 0),
		addr:           addr,
		peers:          srvAddresses,
		addedMsgs:      make(map[string]bool),
		leader:         srvAddresses[0],
		messageLog:     newMessageLog(),
		state:          nil,
		sequenceNumber: 1,
		viewNumber:     1,
		withoutLeader:  wL,
	}
	srv.configureView()
	pb.RegisterPBFTNodeServer(srv.Server, &srv)
	return &srv
}

func (srv *Server) configureView() {
	srv.mgr = pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
}

func (s *Server) Start(local bool) {
	var (
		lis net.Listener
		err error
	)
	env := os.Getenv("PRODUCTION")
	if env == "1" {
		splittedAddr := strings.Split(s.addr, ":")
		lis, err = net.Listen("tcp", ":"+splittedAddr[1])
	} else {
		lis, err = net.Listen("tcp", s.addr)
	}
	if err != nil {
		panic(err)
	}
	slog.Info(fmt.Sprintf("Server started. Listening on address: %s\n\t- peers: %v\n", s.addr, s.peers))
	if local {
		go s.Serve(lis)
		return
	}
	s.Serve(lis)
	if s.withoutLeader {
		return
	}
	var id uint32
	for _, node := range s.View.Nodes() {
		if node.Address() == s.addr {
			id = node.ID()
			break
		}
	}
	s.leaderElection = ld.New(s.View, id, func(id uint32) *pb.Heartbeat {
		return &pb.Heartbeat{
			Id: id,
		}
	})
	s.leaderElection.StartLeaderElection()
	go s.listenForLeaderChanges()
}

func (s *Server) listenForLeaderChanges() {
	for leader := range s.leaderElection.Leaders() {
		slog.Warn("leader changed", "leader", leader)
		s.leader = leader
	}
}

func (s *Server) Write(ctx gorums.ServerCtx, request *pb.WriteRequest, broadcast *pb.Broadcast) {
	if !s.isLeader() {
		if val, ok := s.requestIsAlreadyProcessed(broadcast); ok {
			broadcast.SendToClient(val, nil)
		} else {
			broadcast.Forward(request, s.leader)
		}
		return
	}
	s.mut.Lock()
	md := broadcast.GetMetadata()
	clientID := md.MachineID
	seqNo := md.SequenceNo
	id := fmt.Sprintf("c%v,s%v", clientID, seqNo)
	req := &pb.PrePrepareRequest{
		Id:             id,
		View:           s.viewNumber,
		SequenceNumber: s.sequenceNumber,
		Digest:         "digest",
		Message:        request.Message,
		Timestamp:      request.Timestamp,
	}
	s.sequenceNumber++
	s.mut.Unlock()
	s.messageLog.add(req, s.viewNumber, req.SequenceNumber)
	broadcast.PrePrepare(req, gorums.WithoutSelf(), gorums.ProgressTo(pb.PBFTNodePrepare))
}

func (srv *Server) Benchmark(ctx gorums.ServerCtx, request *empty.Empty) (*pb.Result, error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	slog.Info("purging reqs")
	// purge all reqs
	srv.SetView(srv.View)
	srv.messageLog.Clear()
	return &pb.Result{}, nil
}







MasterLab/src/pbft.gorums/server/log.go

package server

import (
	"strconv"
	"sync"

	pb "github.com/aleksander-vedvik/benchmark/pbft.gorums/protos"
)

type MessageLog struct {
	mut         sync.Mutex
	data        []any
	preprepares map[string]*pb.PrePrepareRequest
	prepares    map[string][]*pb.PrepareRequest
	commits     map[string][]*pb.CommitRequest
}

func newMessageLog() *MessageLog {
	buffer := 1000
	return &MessageLog{
		data:        make([]any, buffer),
		preprepares: make(map[string]*pb.PrePrepareRequest, buffer),
		prepares:    make(map[string][]*pb.PrepareRequest, buffer),
		commits:     make(map[string][]*pb.CommitRequest, buffer),
	}
}

func (m *MessageLog) add(elem any, view, n int32) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.data = append(m.data, elem)
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	switch req := elem.(type) {
	case *pb.PrePrepareRequest:
		m.preprepares[id] = req
	case *pb.PrepareRequest:
		m.prepares[id] = append(m.prepares[id], req)
	case *pb.CommitRequest:
		m.commits[id] = append(m.commits[id], req)
	}
}

func (m *MessageLog) getPrePrepareReq(n, view int32) (*pb.PrePrepareRequest, bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	req, ok := m.preprepares[id]
	if ok && req.View == view && req.SequenceNumber == n {
		return req, true
	}
	return nil, false
}

func (m *MessageLog) getPrepareReqs(digest string, n, view int32) ([]*pb.PrepareRequest, bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	res := make([]*pb.PrepareRequest, 0)
	for _, req := range m.prepares[id] {
		if req.Digest == digest && req.View == view && req.SequenceNumber == n {
			res = append(res, req)
		}
	}
	return res, len(res) > 0
}

func (m *MessageLog) getCommitReqs(digest string, n, view int32) ([]*pb.CommitRequest, bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	res := make([]*pb.CommitRequest, 0)
	for _, req := range m.commits[id] {
		if req.Digest == digest && req.View == view && req.SequenceNumber == n {
			res = append(res, req)
		}
	}
	return res, len(res) > 0
}

func (m *MessageLog) Clear() {
	m.mut.Lock()
	defer m.mut.Unlock()
	buffer := 1000
	m.data = make([]any, buffer)
	m.preprepares = make(map[string]*pb.PrePrepareRequest, buffer)
	m.prepares = make(map[string][]*pb.PrepareRequest, buffer)
	m.commits = make(map[string][]*pb.CommitRequest, buffer)
}







MasterLab/src/Dockerfile.Server

# syntax=docker/dockerfile:1

FROM golang:alpine

WORKDIR /app

COPY gorums gorums
COPY src/go.mod .
COPY src/go.sum .
RUN go mod download

COPY src/. .

RUN CGO_ENABLED=0 GOOS=linux go build -o /server

ENV PRODUCTION=1
ENV SERVER=1

CMD [ "/server" ]






MasterLab/src/paxosqcb/client/client.go

package client

import (
	"context"
	"log"
	"log/slog"

	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type Client struct {
	config *pb.Configuration
	mgr    *pb.Manager
	seq    uint32
}

func New(id int, addr string, srvAddresses []string, qSize int, logger *slog.Logger) *Client {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithMachineID(uint64(id)),
		gorums.WithLogger(logger),
	)
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddresses),
		NewPaxosQSpec(qSize),
	)
	if err != nil {
		log.Fatal("error creating config:", err)
	}
	return &Client{
		config: config,
		mgr:    mgr,
	}
}

func (sc *Client) Stop() {
	sc.mgr.Close()
}

func (sc *Client) Write(ctx context.Context, value string) (*pb.Response, error) {
	sc.seq++
	return sc.config.ClientHandle(ctx, &pb.Value{
		ClientCommand: value,
		ClientSeq:     sc.seq,
	})
}

func (sc *Client) Benchmark(ctx context.Context) (*pb.Empty, error) {
	return sc.config.Benchmark(ctx, &pb.Empty{})
}







MasterLab/src/paxosqcb/client/qspec.go

package client

import (
	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"
)

// PaxosQSpec is a quorum specification object for Paxos.
// It only holds the quorum size.
type PaxosQSpec struct {
	quorum int
}

// NewPaxosQSpec returns a quorum specification object for Paxos
// for the given configuration size n.
func NewPaxosQSpec(n int) pb.QuorumSpec {
	return PaxosQSpec{quorum: (n-1)/2 + 1}
}

func (qs PaxosQSpec) PrepareQF(prepare *pb.PrepareMsg, replies map[uint32]*pb.PromiseMsg) (*pb.PromiseMsg, bool) {
	return nil, true
}

func (qs PaxosQSpec) AcceptQF(accept *pb.AcceptMsg, replies map[uint32]*pb.LearnMsg) (*pb.LearnMsg, bool) {
	return nil, true
}

func (qs PaxosQSpec) BenchmarkQF(req *pb.Empty, replies map[uint32]*pb.Empty) (*pb.Empty, bool) {
	return nil, true
}

// ClientHandleQF is the quorum function to process the replies from the ClientHandle quorum call.
// This is where the Client handle the replies from the replicas. The quorum function should
// validate the replies against the request, and only valid replies should be considered.
// The quorum function returns true if a quorum of the replicas replied with the same response,
// and a single response is returned. Nil and false is returned if no quorum of valid replies was found.
func (qs PaxosQSpec) ClientHandleQF(request *pb.Value, replies map[uint32]*pb.Response) (*pb.Response, bool) {
	validResponses := len(replies)
	if validResponses < qs.quorum {
		return nil, false
	}
	// remove the invalid responses
	var response *pb.Response
	for _, resp := range replies {
		if !request.Match(resp) {
			validResponses--
		} else {
			response = resp
		}
	}
	if validResponses < qs.quorum {
		return nil, false
	}
	return response, true
}
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package server

import (
	"context"
	"slices"

	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"
	"github.com/relab/gorums"
)

// myIndex returns the index of myID in the sorted list of IDs from the node map.
func myIndex(myID int, nodeMap map[string]uint32) int {
	ids := Values(nodeMap)
	slices.Sort(ids)
	return slices.Index(ids, uint32(myID))
}

func Keys[K comparable, V any](m map[K]V) []K {
	ks := make([]K, 0, len(m))
	for k := range m {
		ks = append(ks, k)
	}
	return ks
}

func Values[K comparable, V any](m map[K]V) []V {
	vs := make([]V, 0, len(m))
	for _, v := range m {
		vs = append(vs, v)
	}
	return vs
}

type (
	Round = int32
	Slot  = uint32
)

const (
	NoRound int32  = -1
	NoSlot  uint32 = 0
)

// MultiPaxosConfig defines the RPC calls on the configuration.
// This interface is used for mocking the configuration in unit tests.
type MultiPaxosConfig interface {
	Prepare(ctx context.Context, request *pb.PrepareMsg) (response *pb.PromiseMsg, err error)
	Accept(ctx context.Context, request *pb.AcceptMsg) (response *pb.LearnMsg, err error)
	ClientHandle(ctx context.Context, request *pb.Value) (*pb.Response, error)
}

// Mock configuration used for testing.
// It stores the received value and allows you to specify the returned value for all RPC calls.
type MockConfiguration struct {
	pb.Configuration

	ErrOut error

	PrpIn  *pb.PrepareMsg
	PrmOut *pb.PromiseMsg

	AccIn  *pb.AcceptMsg
	LrnOut *pb.LearnMsg

	LrnIn  *pb.LearnMsg
	EmpOut *pb.Empty

	ValIn   *pb.Value
	RespOut *pb.Response
}

func (mc *MockConfiguration) Prepare(ctx context.Context, request *pb.PrepareMsg) (response *pb.PromiseMsg, err error) {
	mc.PrpIn = request
	return mc.PrmOut, mc.ErrOut
}

func (mc *MockConfiguration) Accept(ctx context.Context, request *pb.AcceptMsg) (response *pb.LearnMsg, err error) {
	mc.AccIn = request
	return mc.LrnOut, mc.ErrOut
}

func (mc *MockConfiguration) Commit(ctx context.Context, request *pb.LearnMsg, opts ...gorums.CallOption) {
	mc.LrnIn = request
}

func (mc *MockConfiguration) ClientHandle(ctx context.Context, request *pb.Value) (response *pb.Response, err error) {
	mc.ValIn = request
	return mc.RespOut, mc.ErrOut
}
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package server

import (
	"fmt"
	"log/slog"
	"net"
	"os"
	"strings"
	"sync"
	"time"

	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

const (
	// managerDialTimeout is the default timeout for dialing a manager
	managerDialTimeout = 5 * time.Second
)

type learnMsg struct {
	send func()
	msg  *pb.LearnMsg
}

// PaxosReplica is the structure composing the Proposer and Acceptor.
type PaxosReplica struct {
	*pb.Server
	mu sync.Mutex
	*Acceptor
	*Proposer
	paxosManager *pb.Manager // gorums paxos manager (from generated code)
	id           int         // id is the id of the node
	addr         string
	stop         chan struct{}      // channel for stopping the replica's run loop.
	learntVal    map[Slot]*learnMsg // Stores all received learn messages
	stopped      bool
}

// NewPaxosReplica returns a new Paxos replica with a nodeMap configuration.
func New(addr string, srvAddrs []string, logger *slog.Logger) *PaxosReplica {
	var myID int
	nodeMap := make(map[string]uint32)
	for id, srvAddr := range srvAddrs {
		nodeMap[srvAddr] = uint32(id)
		if addr == srvAddr {
			myID = id
		}
	}

	opts := []gorums.ManagerOption{
		gorums.WithDialTimeout(managerDialTimeout),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()), // disable TLS
		),
		gorums.WithLogger(logger),
	}
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	r := &PaxosReplica{
		Server:       pb.NewServer(gorums.WithListenAddr(address), gorums.WithSLogger(logger)),
		Acceptor:     NewAcceptor(),
		Proposer:     NewProposer(myID, 0, nodeMap),
		paxosManager: pb.NewManager(opts...),
		id:           myID,
		addr:         addr,
		stop:         make(chan struct{}),
		learntVal:    make(map[Slot]*learnMsg, 100),
	}
	pb.RegisterPaxosQCBServer(r.Server, r)
	r.run()
	return r
}

// Stops the failure detector, the proposer and the gorums server
// Calling this will interrupt the processing of requests
// The failure detector will no longer respond to ping requests
func (r *PaxosReplica) Stop() {
	if r.stopped {
		return
	}
	close(r.stop) // stop the replica's run loop
	r.paxosManager.Close()
	r.Server.Stop()
	r.stopped = true
}

func (r *PaxosReplica) Start(local bool) {
	var (
		lis net.Listener
		err error
	)
	env := os.Getenv("PRODUCTION")
	if env == "1" {
		splittedAddr := strings.Split(r.addr, ":")
		//lis, err = net.Listen("tcp4", ":5000")
		lis, err = net.Listen("tcp", ":"+splittedAddr[1])
	} else {
		lis, err = net.Listen("tcp", r.addr)
	}
	if err != nil {
		panic(err)
	}
	slog.Info(fmt.Sprintf("Server started. Listening on address: %s\n", r.addr))
	if local {
		go r.Serve(lis)
		return
	}
	r.Serve(lis)
}

// run starts the replica's run loop.
// It subscribes to the leader detector's trust messages and signals the proposer when a new leader is detected.
// It also starts the failure detector, which is necessary to get leader detections.
func (r *PaxosReplica) run() {
	qspec := NewPaxosQSpec(len(r.nodeMap))
	paxConfig, err := r.paxosManager.NewConfiguration(qspec, gorums.WithNodeMap(r.nodeMap))
	if err != nil {
		return
	}
	r.Proposer.setConfiguration(paxConfig)
	r.SetView(paxConfig)
	go func() {
		for {
			select {
			case <-r.stop:
				return
			case msg := <-r.Proposer.msgQueue:
				go r.performRound(msg)
			}
		}
	}()
}

func (r *PaxosReplica) performRound(msg *msg) {
	if !r.isLeader() {
		return
	}
	r.mu.Lock()
	r.Proposer.nextSlot++
	msg.accept.Rnd = r.Proposer.crnd
	msg.accept.Slot = r.Proposer.nextSlot
	r.mu.Unlock()
	lrn, err := r.Proposer.performAccept(msg.accept)
	if err != nil {
		return
	}
	select {
	case <-r.stop:
		return
	default:
	}
	r.Proposer.performCommit(lrn, msg.broadcast)
}

// Prepare handles the prepare quorum calls from the proposer by passing the received messages to its acceptor.
// It receives prepare massages and pass them to handlePrepare method of acceptor.
// It returns promise messages back to the proposer by its acceptor.
func (r *PaxosReplica) Prepare(ctx gorums.ServerCtx, prepMsg *pb.PrepareMsg) (*pb.PromiseMsg, error) {
	//ctx.Release()
	r.mu.Lock()
	defer r.mu.Unlock()
	return r.handlePrepare(prepMsg), nil
}

// Accept handles the accept quorum calls from the proposer by passing the received messages to its acceptor.
// It receives Accept massages and pass them to handleAccept method of acceptor.
// It returns learn massages back to the proposer by its acceptor
func (r *PaxosReplica) Accept(ctx gorums.ServerCtx, accMsg *pb.AcceptMsg) (*pb.LearnMsg, error) {
	//ctx.Release()
	r.mu.Lock()
	defer r.mu.Unlock()
	return r.handleAccept(accMsg), nil
}

// Commit is invoked by the proposer as part of the commit phase of the MultiPaxos algorithm.
// It receives a learn massage representing the proposer's decided value, meaning that the
// request can be executed by the replica. (In this lab you don't need to execute the request,
// just deliver the response to the client.)
//
// Be aware that the received learn message may not be for the next slot in the sequence.
// If the received slot is less than the next slot, the message should be ignored.
// If the received slot is greater than the next slot, the message should be buffered.
// If the received slot is equal to the next slot, the message should be delivered.
//
// This method is also responsible for communicating the decided value to the ClientHandle
// method, which is responsible for returning the response to the client.
func (r *PaxosReplica) Commit(ctx gorums.ServerCtx, learn *pb.LearnMsg, broadcast *pb.Broadcast) {
	lrn := &learnMsg{
		msg: learn,
		send: func() {
			broadcast.SendToClient(&pb.Response{
				ClientID:      learn.Val.ClientID,
				ClientSeq:     learn.Val.ClientSeq,
				ClientCommand: learn.Val.ClientCommand,
			}, nil)
		},
	}
	r.mu.Lock()
	defer r.mu.Unlock()
	adu := r.adu + 1
	if prevLearn, ok := r.learntVal[learn.Slot]; !ok {
		r.learntVal[learn.Slot] = lrn
	} else {
		// make sure that decided values are stored with the highest round number
		if prevLearn.msg.Rnd < learn.Rnd {
			r.learntVal[learn.Slot] = lrn
		}
	}

	switch {
	case learn.Slot == adu:
		r.execute(lrn)
	case learn.Slot < adu:
	case learn.Slot > adu:
	}
}

func (r *PaxosReplica) execute(lrn *learnMsg) {
	for slot := lrn.msg.Slot; true; slot++ {
		learn, ok := r.learntVal[slot]
		if !ok {
			break
		}
		r.adu++
		learn.send()
	}
}

// ClientHandle is invoked by the client to send a request to the replicas via a quorum call and get a response.
// A response is only sent back to the client when the request has been committed by the MultiPaxos replicas.
// This method will receive requests from multiple clients and must return the response to the correct client.
// If the request is not committed within a certain time, the method may return an error.
//
// Since the method is called by multiple clients, it is essential to return the matching reply to the client.
// Consider a client that sends a request M1, once M1 has been decided, the response to M1 should be returned
// to the client. However, while waiting for M1 to get committed, M2 may be proposed and committed by the replicas.
// Thus, M2 should not be returned to the client that sent M1.
func (r *PaxosReplica) ClientHandle(ctx gorums.ServerCtx, req *pb.Value, broadcast *pb.Broadcast) {
	r.AddRequestToQ(req, broadcast)
}

func (r *PaxosReplica) Benchmark(ctx gorums.ServerCtx, request *pb.Empty) (*pb.Empty, error) {
	r.mu.Lock()
	defer r.mu.Unlock()
	slog.Info("purging state", "adu", r.adu, "learns", len(r.learntVal))
	r.SetView(r.View)
	close(r.stop)
	r.Acceptor = NewAcceptor()
	r.Proposer = NewProposer(r.id, 0, r.nodeMap)
	r.learntVal = make(map[Slot]*learnMsg, 100)
	r.stop = make(chan struct{})
	r.run()
	return &pb.Empty{}, nil
}
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package server

import (
	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"
)

// Acceptor represents an acceptor as defined by the Multi-Paxos algorithm.
type Acceptor struct {
	rnd         Round               // highest round the acceptor has promised in.
	accepted    map[Slot]*pb.PValue // map of accepted values for each slot.
	highestSeen Slot                // highest slot for which a prepare has been received.
}

// NewAcceptor returns a new Multi-Paxos acceptor
func NewAcceptor() *Acceptor {
	return &Acceptor{
		rnd:      NoRound,
		accepted: make(map[Slot]*pb.PValue),
	}
}

// handlePrepare processes the prepare according to the Multi-Paxos algorithm,
// returning a promise, or nil if the prepare should be ignored.
func (a *Acceptor) handlePrepare(prepare *pb.PrepareMsg) (prm *pb.PromiseMsg) {
	if prepare.Crnd < a.rnd {
		return nil
	}
	if prepare.Slot == NoSlot {
		return &pb.PromiseMsg{Rnd: prepare.Crnd}
	}
	a.rnd = prepare.Crnd
	var accepted []*pb.PValue
	for slot := prepare.Slot; slot <= a.highestSeen; slot++ {
		pval := a.getPValue(slot)
		if pval.Vrnd > NoRound {
			accepted = append(accepted, pval)
		}
	}
	return &pb.PromiseMsg{
		Rnd:      a.rnd,
		Accepted: accepted,
	}
}

// handleAccept processes the accept according to the Multi-Paxos algorithm,
// returning a learn, or nil if the accept should be ignored.
func (a *Acceptor) handleAccept(accept *pb.AcceptMsg) (lrn *pb.LearnMsg) {
	pval := a.getPValue(accept.Slot)

	if accept.Rnd < a.rnd || accept.Rnd == pval.Vrnd {
		return nil
	}

	if accept.Rnd > a.rnd {
		a.rnd = accept.Rnd
	}

	pval.Vrnd = accept.Rnd
	pval.Vval = accept.Val

	return &pb.LearnMsg{
		Slot: pval.Slot,
		Rnd:  pval.Vrnd,
		Val:  pval.Vval,
	}
}

// getPValue returns the accepted PValue for the given slot;
// if pval has been accepted for the slot, it creates a new one.
func (a *Acceptor) getPValue(slot Slot) *pb.PValue {
	pval, found := a.accepted[slot]
	if found {
		return pval
	}
	pval = &pb.PValue{Slot: slot, Vrnd: NoRound}
	a.accepted[slot] = pval
	if pval.Slot > a.highestSeen {
		a.highestSeen = pval.Slot
	}
	return pval
}
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package server

import (
	"context"
	"errors"
	"sync"

	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"
)

// Proposer represents a proposer as defined by the Multi-Paxos algorithm.
type Proposer struct {
	mu                 sync.RWMutex
	id                 int               // replica's id.
	leader             int               // current Paxos leader.
	crnd               Round             // replica's current round; initially, this replica's id.
	adu                Slot              // all-decided-up-to is the highest consecutive slot that has been committed.
	nextSlot           Slot              // slot for the next request, initially 0.
	phaseOneDone       bool              // indicates if the phase1 is done, initially false.
	config             MultiPaxosConfig  // configuration used for multipaxos.
	nodeMap            map[string]uint32 // map of the address to the node id.
	acceptMsgQueue     []*pb.AcceptMsg   // queue of pending accept messages as part of prepare operation.
	clientRequestQueue []*pb.AcceptMsg   // queue of pending client requests.
	msgQueue           chan *msg
}

type msg struct {
	accept    *pb.AcceptMsg
	broadcast *pb.Broadcast
}

// NewProposer returns a new Multi-Paxos proposer with the specified
// replica id, initial leader, and nodeMap.
func NewProposer(myID, leader int, nodeMap map[string]uint32) *Proposer {
	propIdx := myIndex(myID, nodeMap)
	return &Proposer{
		id:                 myID,
		leader:             leader,
		nodeMap:            nodeMap,
		phaseOneDone:       true, // do not use leader election
		crnd:               Round(propIdx),
		adu:                0,
		acceptMsgQueue:     make([]*pb.AcceptMsg, 0),
		clientRequestQueue: make([]*pb.AcceptMsg, 0),
		msgQueue:           make(chan *msg, 50),
	}
}

// isLeader returns true if this replica is the leader.
func (p *Proposer) isLeader() bool {
	p.mu.RLock()
	defer p.mu.RUnlock()
	return p.leader == p.id
}

// Perform the accept quorum call on the replicas.
//
//  1. Check if any pending accept requests in the acceptReqQueue to process
//  2. Check if any pending client requests in the clientRequestQueue to process
//  3. Increment the nextSlot and prepare an accept message for the pending request,
//     using crnd and nextSlot.
//  4. Perform accept quorum call on the configuration and return the learnMsg.
func (p *Proposer) performAccept(accept *pb.AcceptMsg) (*pb.LearnMsg, error) {
	ctx := context.Background()
	// all quorum calls should happen without holding locks, otherwise
	// leader may not be able to process the its own RPC call.
	return p.config.Accept(ctx, accept)
}

// Perform the commit operation using a multicast call.
func (p *Proposer) performCommit(learn *pb.LearnMsg, broadcast *pb.Broadcast) error {
	if learn == nil {
		return errors.New("no learn message to send")
	}
	broadcast.Commit(learn)
	return nil
}

// setConfiguration set the configuration for the proposer, allowing it to
// communicate with the other replicas.
func (p *Proposer) setConfiguration(config MultiPaxosConfig) {
	p.mu.Lock()
	p.config = config
	p.mu.Unlock()
}

// ProcessRequest: processes the request from the client by putting it into the
// clientRequestQueue and calling the getResponse to get the response matching
// the request.
func (p *Proposer) AddRequestToQ(request *pb.Value, broadcast *pb.Broadcast) {
	if p.isLeader() {
		accept := &pb.AcceptMsg{Val: request}
		p.msgQueue <- &msg{
			accept:    accept,
			broadcast: broadcast,
		}
	}
}
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package server

import (
	"slices"

	pb "github.com/aleksander-vedvik/benchmark/paxosqcb/proto"
)

// PaxosQSpec is a quorum specification object for Paxos.
// It only holds the quorum size.
type PaxosQSpec struct {
	quorum int
}

// NewPaxosQSpec returns a quorum specification object for Paxos
// for the given configuration size n.
func NewPaxosQSpec(n int) pb.QuorumSpec {
	return PaxosQSpec{quorum: (n-1)/2 + 1}
}

func (qs PaxosQSpec) BenchmarkQF(_ *pb.Empty, replies map[uint32]*pb.Empty) (*pb.Empty, bool) {
	return nil, true
}

// PrepareQF is the quorum function to process the replies from the Prepare quorum call.
// This is where the Proposer handle PromiseMsgs returned by the Acceptors, and any
// Accepted values in the promise replies should be combined into the returned PromiseMsg
// in the increasing slot order with any gaps filled with no-ops. Invalid promise messages
// should be ignored. For example, quorum function should only process promise replies that
// belong to the current round, as indicated by the prepare message. The quorum function
// returns true if a quorum of valid promises was found, and the combined PromiseMsg.
// Nil and false is returned if no quorum of valid promises was found.
func (qs PaxosQSpec) PrepareQF(prepare *pb.PrepareMsg, replies map[uint32]*pb.PromiseMsg) (*pb.PromiseMsg, bool) {
	if len(replies) < qs.quorum {
		return nil, false
	}
	// keep only valid validPromises that match the prepare message
	validPromises := make([]*pb.PromiseMsg, 0, len(replies))
	for _, prm := range replies {
		if prepare.IsValid(prm) {
			validPromises = append(validPromises, prm)
		}
	}
	if len(validPromises) < qs.quorum {
		return nil, false
	}

	pvalMap := make(map[Slot]*pb.PValue)
	for _, prm := range validPromises {
		for _, pval := range prm.Accepted {
			if pval.Slot > prepare.Slot {
				alreadySeenPVal, found := pvalMap[pval.Slot]
				if !found {
					pvalMap[pval.Slot] = pval
					continue
				}
				if alreadySeenPVal.Vrnd < pval.Vrnd {
					pvalMap[pval.Slot] = pval
				}
			}
		}
	}

	accepted := make([]*pb.PValue, 0)
	if len(pvalMap) > 1 {
		// sort the slots in increasing order to ensure that gaps
		// in the slot sequence can be filled with no-ops.
		sortedSlots := make([]Slot, 0, len(pvalMap))
		for slot := range pvalMap {
			sortedSlots = append(sortedSlots, slot)
		}
		slices.Sort(sortedSlots)

		// fill any gaps in the slot sequence by adding no-ops.
		firstSlot, lastSeenSlot := sortedSlots[0], sortedSlots[len(sortedSlots)-1]
		for slot := firstSlot; slot <= lastSeenSlot; slot++ {
			pval, found := pvalMap[slot]
			if !found {
				// fill a gap in the slot sequence by adding a no-op.
				pval = &pb.PValue{
					Vrnd: prepare.Crnd,
					Vval: &pb.Value{IsNoop: true},
					Slot: slot,
				}
			}
			accepted = append(accepted, pval)
		}
	} else {
		for _, pval := range pvalMap {
			accepted = append(accepted, pval)
		}
	}
	return &pb.PromiseMsg{
		Rnd:      prepare.Crnd,
		Accepted: accepted,
	}, true
}

// AcceptQF is the quorum function to process the replies from the Accept quorum call.
// This is where the Proposer handle LearnMsgs to determine if a value has been decided
// by the Acceptors. The quorum function returns true if a value has been decided, and
// the corresponding LearnMsg holds the slot, round number and value that was decided.
// Nil and false is returned if no value was decided.
func (qs PaxosQSpec) AcceptQF(accept *pb.AcceptMsg, replies map[uint32]*pb.LearnMsg) (*pb.LearnMsg, bool) {
	validLearns := len(replies)
	if validLearns < qs.quorum {
		return nil, false
	}
	// remove the invalid learns
	var learn *pb.LearnMsg
	for _, lrn := range replies {
		if !accept.Match(lrn) {
			validLearns--
		} else {
			learn = lrn
		}
	}
	if validLearns < qs.quorum {
		return nil, false
	}
	return learn, true
}

// ClientHandleQF is the quorum function to process the replies from the ClientHandle quorum call.
// This is where the Client handle the replies from the replicas. The quorum function should
// validate the replies against the request, and only valid replies should be considered.
// The quorum function returns true if a quorum of the replicas replied with the same response,
// and a single response is returned. Nil and false is returned if no quorum of valid replies was found.
func (qs PaxosQSpec) ClientHandleQF(request *pb.Value, replies map[uint32]*pb.Response) (*pb.Response, bool) {
	validResponses := len(replies)
	if validResponses < qs.quorum {
		return nil, false
	}
	// remove the invalid responses
	var response *pb.Response
	for _, resp := range replies {
		if !request.Match(resp) {
			validResponses--
		} else {
			response = resp
		}
	}
	if validResponses < qs.quorum {
		return nil, false
	}
	return response, true
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: paxosqcb/proto/paxosqcb.proto

package protoqcb

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Value struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	ClientID      string `protobuf:"bytes,1,opt,name=ClientID,proto3" json:"ClientID,omitempty"`
	ClientSeq     uint32 `protobuf:"varint,2,opt,name=ClientSeq,proto3" json:"ClientSeq,omitempty"`
	IsNoop        bool   `protobuf:"varint,3,opt,name=isNoop,proto3" json:"isNoop,omitempty"`
	ClientCommand string `protobuf:"bytes,4,opt,name=ClientCommand,proto3" json:"ClientCommand,omitempty"`
	ID            string `protobuf:"bytes,5,opt,name=ID,proto3" json:"ID,omitempty"`
}

func (x *Value) Reset() {
	*x = Value{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Value) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Value) ProtoMessage() {}

func (x *Value) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Value.ProtoReflect.Descriptor instead.
func (*Value) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{0}
}

func (x *Value) GetClientID() string {
	if x != nil {
		return x.ClientID
	}
	return ""
}

func (x *Value) GetClientSeq() uint32 {
	if x != nil {
		return x.ClientSeq
	}
	return 0
}

func (x *Value) GetIsNoop() bool {
	if x != nil {
		return x.IsNoop
	}
	return false
}

func (x *Value) GetClientCommand() string {
	if x != nil {
		return x.ClientCommand
	}
	return ""
}

func (x *Value) GetID() string {
	if x != nil {
		return x.ID
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	ClientID      string `protobuf:"bytes,1,opt,name=ClientID,proto3" json:"ClientID,omitempty"`
	ClientSeq     uint32 `protobuf:"varint,2,opt,name=ClientSeq,proto3" json:"ClientSeq,omitempty"`
	ClientCommand string `protobuf:"bytes,3,opt,name=ClientCommand,proto3" json:"ClientCommand,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetClientID() string {
	if x != nil {
		return x.ClientID
	}
	return ""
}

func (x *Response) GetClientSeq() uint32 {
	if x != nil {
		return x.ClientSeq
	}
	return 0
}

func (x *Response) GetClientCommand() string {
	if x != nil {
		return x.ClientCommand
	}
	return ""
}

type PrepareMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Crnd int32  `protobuf:"varint,2,opt,name=Crnd,proto3" json:"Crnd,omitempty"`
}

func (x *PrepareMsg) Reset() {
	*x = PrepareMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrepareMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrepareMsg) ProtoMessage() {}

func (x *PrepareMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrepareMsg.ProtoReflect.Descriptor instead.
func (*PrepareMsg) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{2}
}

func (x *PrepareMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *PrepareMsg) GetCrnd() int32 {
	if x != nil {
		return x.Crnd
	}
	return 0
}

// PromiseMsg is the reply from an Acceptor to the Proposer in response to a PrepareMsg.
// The Acceptor will only respond if the PrepareMsg.Rnd > Acceptor.Rnd.
type PromiseMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Rnd      int32     `protobuf:"varint,1,opt,name=Rnd,proto3" json:"Rnd,omitempty"`
	Accepted []*PValue `protobuf:"bytes,2,rep,name=Accepted,proto3" json:"Accepted,omitempty"`
}

func (x *PromiseMsg) Reset() {
	*x = PromiseMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PromiseMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PromiseMsg) ProtoMessage() {}

func (x *PromiseMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PromiseMsg.ProtoReflect.Descriptor instead.
func (*PromiseMsg) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{3}
}

func (x *PromiseMsg) GetRnd() int32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *PromiseMsg) GetAccepted() []*PValue {
	if x != nil {
		return x.Accepted
	}
	return nil
}

// AcceptMsg is sent by the Proposer, asking the Acceptors to lock-in the value, val.
// If AcceptMsg.rnd < Acceptor.rnd, the message will be ignored.
type AcceptMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Rnd  int32  `protobuf:"varint,2,opt,name=Rnd,proto3" json:"Rnd,omitempty"`
	Val  *Value `protobuf:"bytes,3,opt,name=Val,proto3" json:"Val,omitempty"`
}

func (x *AcceptMsg) Reset() {
	*x = AcceptMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *AcceptMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*AcceptMsg) ProtoMessage() {}

func (x *AcceptMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use AcceptMsg.ProtoReflect.Descriptor instead.
func (*AcceptMsg) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{4}
}

func (x *AcceptMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *AcceptMsg) GetRnd() int32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *AcceptMsg) GetVal() *Value {
	if x != nil {
		return x.Val
	}
	return nil
}

// LearnMsg is sent by an Acceptor to the Proposer, if the Acceptor agreed to lock-in the value, val.
// The LearnMsg is also sent by the Proposer in a Commit.
type LearnMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Rnd  int32  `protobuf:"varint,2,opt,name=Rnd,proto3" json:"Rnd,omitempty"`
	Val  *Value `protobuf:"bytes,3,opt,name=Val,proto3" json:"Val,omitempty"`
}

func (x *LearnMsg) Reset() {
	*x = LearnMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *LearnMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*LearnMsg) ProtoMessage() {}

func (x *LearnMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use LearnMsg.ProtoReflect.Descriptor instead.
func (*LearnMsg) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{5}
}

func (x *LearnMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *LearnMsg) GetRnd() int32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *LearnMsg) GetVal() *Value {
	if x != nil {
		return x.Val
	}
	return nil
}

type PValue struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32 `protobuf:"varint,1,opt,name=Slot,proto3" json:"Slot,omitempty"`
	Vrnd int32  `protobuf:"varint,2,opt,name=Vrnd,proto3" json:"Vrnd,omitempty"`
	Vval *Value `protobuf:"bytes,3,opt,name=Vval,proto3" json:"Vval,omitempty"`
}

func (x *PValue) Reset() {
	*x = PValue{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PValue) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PValue) ProtoMessage() {}

func (x *PValue) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PValue.ProtoReflect.Descriptor instead.
func (*PValue) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{6}
}

func (x *PValue) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *PValue) GetVrnd() int32 {
	if x != nil {
		return x.Vrnd
	}
	return 0
}

func (x *PValue) GetVval() *Value {
	if x != nil {
		return x.Vval
	}
	return nil
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_paxosqcb_proto_paxosqcb_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP(), []int{7}
}

var File_paxosqcb_proto_paxosqcb_proto protoreflect.FileDescriptor
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	0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x62, 0x2e, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x1a, 0x12, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x71, 0x63, 0x62, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73,
	0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x33, 0x0a, 0x09, 0x42,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x12, 0x0f, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x71, 0x63, 0x62, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x0f, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x71, 0x63, 0x62, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01,
	0x42, 0x13, 0x5a, 0x11, 0x70, 0x61, 0x78, 0x6f, 0x73, 0x71, 0x63, 0x62, 0x2f, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x71, 0x63, 0x62, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_paxosqcb_proto_paxosqcb_proto_rawDescOnce sync.Once
	file_paxosqcb_proto_paxosqcb_proto_rawDescData = file_paxosqcb_proto_paxosqcb_proto_rawDesc
)

func file_paxosqcb_proto_paxosqcb_proto_rawDescGZIP() []byte {
	file_paxosqcb_proto_paxosqcb_proto_rawDescOnce.Do(func() {
		file_paxosqcb_proto_paxosqcb_proto_rawDescData = protoimpl.X.CompressGZIP(file_paxosqcb_proto_paxosqcb_proto_rawDescData)
	})
	return file_paxosqcb_proto_paxosqcb_proto_rawDescData
}

var file_paxosqcb_proto_paxosqcb_proto_msgTypes = make([]protoimpl.MessageInfo, 8)
var file_paxosqcb_proto_paxosqcb_proto_goTypes = []interface{}{
	(*Value)(nil),      // 0: protoqcb.Value
	(*Response)(nil),   // 1: protoqcb.Response
	(*PrepareMsg)(nil), // 2: protoqcb.PrepareMsg
	(*PromiseMsg)(nil), // 3: protoqcb.PromiseMsg
	(*AcceptMsg)(nil),  // 4: protoqcb.AcceptMsg
	(*LearnMsg)(nil),   // 5: protoqcb.LearnMsg
	(*PValue)(nil),     // 6: protoqcb.PValue
	(*Empty)(nil),      // 7: protoqcb.Empty
}
var file_paxosqcb_proto_paxosqcb_proto_depIdxs = []int32{
	6, // 0: protoqcb.PromiseMsg.Accepted:type_name -> protoqcb.PValue
	0, // 1: protoqcb.AcceptMsg.Val:type_name -> protoqcb.Value
	0, // 2: protoqcb.LearnMsg.Val:type_name -> protoqcb.Value
	0, // 3: protoqcb.PValue.Vval:type_name -> protoqcb.Value
	2, // 4: protoqcb.PaxosQCB.Prepare:input_type -> protoqcb.PrepareMsg
	4, // 5: protoqcb.PaxosQCB.Accept:input_type -> protoqcb.AcceptMsg
	5, // 6: protoqcb.PaxosQCB.Commit:input_type -> protoqcb.LearnMsg
	0, // 7: protoqcb.PaxosQCB.ClientHandle:input_type -> protoqcb.Value
	7, // 8: protoqcb.PaxosQCB.Benchmark:input_type -> protoqcb.Empty
	3, // 9: protoqcb.PaxosQCB.Prepare:output_type -> protoqcb.PromiseMsg
	5, // 10: protoqcb.PaxosQCB.Accept:output_type -> protoqcb.LearnMsg
	7, // 11: protoqcb.PaxosQCB.Commit:output_type -> protoqcb.Empty
	1, // 12: protoqcb.PaxosQCB.ClientHandle:output_type -> protoqcb.Response
	7, // 13: protoqcb.PaxosQCB.Benchmark:output_type -> protoqcb.Empty
	9, // [9:14] is the sub-list for method output_type
	4, // [4:9] is the sub-list for method input_type
	4, // [4:4] is the sub-list for extension type_name
	4, // [4:4] is the sub-list for extension extendee
	0, // [0:4] is the sub-list for field type_name
}

func init() { file_paxosqcb_proto_paxosqcb_proto_init() }
func file_paxosqcb_proto_paxosqcb_proto_init() {
	if File_paxosqcb_proto_paxosqcb_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Value); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrepareMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PromiseMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*AcceptMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*LearnMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PValue); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxosqcb_proto_paxosqcb_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_paxosqcb_proto_paxosqcb_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   8,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_paxosqcb_proto_paxosqcb_proto_goTypes,
		DependencyIndexes: file_paxosqcb_proto_paxosqcb_proto_depIdxs,
		MessageInfos:      file_paxosqcb_proto_paxosqcb_proto_msgTypes,
	}.Build()
	File_paxosqcb_proto_paxosqcb_proto = out.File
	file_paxosqcb_proto_paxosqcb_proto_rawDesc = nil
	file_paxosqcb_proto_paxosqcb_proto_goTypes = nil
	file_paxosqcb_proto_paxosqcb_proto_depIdxs = nil
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: paxosqcb/proto/paxosqcb.proto

package protoqcb

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) Commit(req *LearnMsg, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protoqcb.PaxosQCB.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) ClientHandle(req *Value, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastClientHandle instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protoqcb.PaxosQCB.ClientHandle", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func registerClientServerHandlers(srv *clientServerImpl) {

}

// QuorumSpec is the interface of quorum functions for PaxosQCB.
type QuorumSpec interface {
	gorums.ConfigOption

	// PrepareQF is the quorum function for the Prepare
	// quorum call method. The in parameter is the request object
	// supplied to the Prepare method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *PrepareMsg'.
	PrepareQF(in *PrepareMsg, replies map[uint32]*PromiseMsg) (*PromiseMsg, bool)

	// AcceptQF is the quorum function for the Accept
	// quorum call method. The in parameter is the request object
	// supplied to the Accept method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *AcceptMsg'.
	AcceptQF(in *AcceptMsg, replies map[uint32]*LearnMsg) (*LearnMsg, bool)

	// ClientHandleQF is the quorum function for the ClientHandle
	// quorum call method. The in parameter is the request object
	// supplied to the ClientHandle method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Value'.
	ClientHandleQF(in *Value, replies map[uint32]*Response) (*Response, bool)

	// BenchmarkQF is the quorum function for the Benchmark
	// quorum call method. The in parameter is the request object
	// supplied to the Benchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Empty'.
	BenchmarkQF(in *Empty, replies map[uint32]*Empty) (*Empty, bool)
}

// Prepare is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Prepare(ctx context.Context, in *PrepareMsg) (resp *PromiseMsg, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqcb.PaxosQCB.Prepare",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*PromiseMsg, len(replies))
		for k, v := range replies {
			r[k] = v.(*PromiseMsg)
		}
		return c.qspec.PrepareQF(req.(*PrepareMsg), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*PromiseMsg), err
}

// Accept is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Accept(ctx context.Context, in *AcceptMsg) (resp *LearnMsg, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqcb.PaxosQCB.Accept",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*LearnMsg, len(replies))
		for k, v := range replies {
			r[k] = v.(*LearnMsg)
		}
		return c.qspec.AcceptQF(req.(*AcceptMsg), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*LearnMsg), err
}

// ClientHandle is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) ClientHandle(ctx context.Context, in *Value) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqcb.PaxosQCB.ClientHandle",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.ClientHandleQF(req.(*Value), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// Benchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Benchmark(ctx context.Context, in *Empty) (resp *Empty, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protoqcb.PaxosQCB.Benchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*Empty)
		}
		return c.qspec.BenchmarkQF(req.(*Empty), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Empty), err
}

// PaxosQCB is the server-side API for the PaxosQCB Service
type PaxosQCB interface {
	Prepare(ctx gorums.ServerCtx, request *PrepareMsg) (response *PromiseMsg, err error)
	Accept(ctx gorums.ServerCtx, request *AcceptMsg) (response *LearnMsg, err error)
	Commit(ctx gorums.ServerCtx, request *LearnMsg, broadcast *Broadcast)
	ClientHandle(ctx gorums.ServerCtx, request *Value, broadcast *Broadcast)
	Benchmark(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error)
}

func (srv *Server) Prepare(ctx gorums.ServerCtx, request *PrepareMsg) (response *PromiseMsg, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Accept(ctx gorums.ServerCtx, request *AcceptMsg) (response *LearnMsg, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Accept not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *LearnMsg, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}
func (srv *Server) ClientHandle(ctx gorums.ServerCtx, request *Value, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method ClientHandle not implemented"))
}
func (srv *Server) Benchmark(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Benchmark not implemented"))
}

func RegisterPaxosQCBServer(srv *Server, impl PaxosQCB) {
	srv.RegisterHandler("protoqcb.PaxosQCB.Prepare", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*PrepareMsg)
		defer ctx.Release()
		resp, err := impl.Prepare(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("protoqcb.PaxosQCB.Accept", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*AcceptMsg)
		defer ctx.Release()
		resp, err := impl.Accept(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("protoqcb.PaxosQCB.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler("protoqcb.PaxosQCB.ClientHandle", gorums.BroadcastHandler(impl.ClientHandle, srv.Server))
	srv.RegisterHandler("protoqcb.PaxosQCB.Benchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.Benchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastCommit(req *LearnMsg, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protoqcb.PaxosQCB.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protoqcb.PaxosQCB.Commit", req, options)
	}
}

func (srv *Server) BroadcastClientHandle(req *Value, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protoqcb.PaxosQCB.ClientHandle", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protoqcb.PaxosQCB.ClientHandle", req, options)
	}
}

const (
	PaxosQCBCommit       string = "protoqcb.PaxosQCB.Commit"
	PaxosQCBClientHandle string = "protoqcb.PaxosQCB.ClientHandle"
)

type internalEmpty struct {
	nid   uint32
	reply *Empty
	err   error
}

type internalLearnMsg struct {
	nid   uint32
	reply *LearnMsg
	err   error
}

type internalPromiseMsg struct {
	nid   uint32
	reply *PromiseMsg
	err   error
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}







MasterLab/src/paxosqcb/proto/paxosqcb.proto

syntax = "proto3";
package protoqcb;
option go_package = "paxosqcb/protoqcb";

import "gorums.proto";

service PaxosQCB {
    rpc Prepare(PrepareMsg) returns (PromiseMsg) {
        option (gorums.quorumcall) = true;
    }

    rpc Accept(AcceptMsg) returns (LearnMsg) {
        option (gorums.quorumcall) = true;
    }

    rpc Commit(LearnMsg) returns (Empty) {
        option (gorums.broadcast) = true;
    }

    rpc ClientHandle(Value) returns (Response) {
        option (gorums.quorumcall) = true;
        option (gorums.broadcast) = true;
    }

	rpc Benchmark(Empty) returns (Empty) {
		option (gorums.quorumcall) = true;
	}
}

message Value {
    string ClientID      = 1;
    uint32 ClientSeq     = 2;
    bool isNoop          = 3;
    string ClientCommand = 4;
    string ID = 5;
}

message Response {
    string ClientID      = 1;
    uint32 ClientSeq     = 2;
    string ClientCommand = 3;
}

message PrepareMsg {
    uint32 Slot = 1;
    int32 Crnd  = 2;
}

// PromiseMsg is the reply from an Acceptor to the Proposer in response to a PrepareMsg.
// The Acceptor will only respond if the PrepareMsg.Rnd > Acceptor.Rnd.
message PromiseMsg {
    int32 Rnd                = 1;
    repeated PValue Accepted = 2;
}

// AcceptMsg is sent by the Proposer, asking the Acceptors to lock-in the value, val.
// If AcceptMsg.rnd < Acceptor.rnd, the message will be ignored.
message AcceptMsg {
    uint32 Slot = 1;
    int32 Rnd   = 2;
    Value Val   = 3;
}

// LearnMsg is sent by an Acceptor to the Proposer, if the Acceptor agreed to lock-in the value, val.
// The LearnMsg is also sent by the Proposer in a Commit.
message LearnMsg {
    uint32 Slot = 1;
    int32 Rnd   = 2;
    Value Val   = 3;
}

message PValue {
    uint32 Slot = 1;
    int32 Vrnd  = 2;
    Value Vval  = 3;
}

message Empty {}
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package protoqcb

import (
	"crypto/sha256"
	"encoding/binary"

	"github.com/google/go-cmp/cmp"
	"google.golang.org/protobuf/testing/protocmp"
)

type (
	Round = int32
	Slot  = uint32
)

const (
	NoRound int32  = -1
	NoSlot  uint32 = 0
)

// IsValid returns true if the promise message corresponds to the prepare message
// and the accepted pvalues are valid.
func (prepare *PrepareMsg) IsValid(promise *PromiseMsg) bool {
	switch {
	case prepare == nil && promise != nil:
		return false
	case prepare != nil && promise == nil:
		return false
	case prepare == nil && promise == nil:
		return true
	}
	for _, pval := range promise.Accepted {
		if !pval.IsValid(prepare) {
			// The acceptor should not have accepted the value in pval.
			// We ignore invalid promise messages.
			return false
		}
	}
	return prepare.Crnd == promise.Rnd
}

// IsValid returns true if pval is a valid response to the prepare message.
func (pval *PValue) IsValid(prepare *PrepareMsg) bool {
	switch {
	case pval == nil || prepare == nil:
		return false
	case prepare.Slot == NoSlot || prepare.Crnd == NoRound:
		return false // invalid input: prepare must be set
	case pval.Slot == NoSlot || pval.Vrnd == NoRound:
		return false // invalid pval; the acceptor should not have accepted a value without an assigned slot and round number
	case pval.Slot < prepare.Slot:
		return false // pval's slot is old
	case pval.Vval == nil:
		return false // pval's value is nil
	}
	// if pval.Vrnd > prepare.Crnd it means that the acceptor has already
	// accepted a value for a higher round than prepare.Crnd. This can only
	// happen if the acceptor has received another prepare with a higher round
	// than the one in prepare.Crnd. Hence, the acceptor is faulty because it
	// shouldn't have replied with a promise message. Hence, we only return
	// true if pval.Vrnd <= prepare.Crnd.
	return pval.Vrnd <= prepare.Crnd
}

// Match returns true if the learn message corresponds to the accept message.
func (accept *AcceptMsg) Match(learn *LearnMsg) bool {
	switch {
	case accept == nil && learn != nil:
		return false
	case accept != nil && learn == nil:
		return false
	case accept == nil && learn == nil:
		return true
	}
	return accept.Slot == learn.Slot &&
		accept.Rnd == learn.Rnd &&
		cmp.Equal(accept.Val, learn.Val, protocmp.Transform())
}

// Match returns true if the response corresponds to the request.
func (request *Value) Match(response *Response) bool {
	switch {
	case request == nil && response != nil:
		return false
	case request != nil && response == nil:
		return false
	case request == nil && response == nil:
		return true
	}
	return request.ClientID == response.ClientID &&
		request.ClientSeq == response.ClientSeq &&
		request.ClientCommand == response.ClientCommand
}

// Hash returns a hash of the request.
func (request *Value) Hash() uint64 {
	if request == nil {
		return 0
	}
	h := sha256.New()
	h.Write([]byte(request.ClientID))
	b := make([]byte, 4)
	binary.LittleEndian.PutUint32(b, request.ClientSeq)
	h.Write([]byte(b))
	h.Write([]byte(request.ClientCommand))
	bHash := h.Sum(nil)
	return binary.LittleEndian.Uint64(bHash)
}

// Equal returns true if the two learn messages are equal.
func (learn *LearnMsg) Equal(other *LearnMsg) bool {
	if learn == nil && other == nil {
		return true
	}
	if learn == nil || other == nil {
		return false
	}
	// We ignore the round number (Rnd) when comparing because the round number
	// may be different at different replicas.
	return learn.Slot == other.Slot && cmp.Equal(learn.Val, other.Val, protocmp.Transform())
}







MasterLab/src/conf.paxos.5.yaml

servers:
  - 0:
      id: 0
      addr: "10.0.0.5"
      port: "5000"
  - 1:
      id: 1
      addr: "10.0.0.6"
      port: "5001"
  - 2:
      id: 2
      addr: "10.0.0.7"
      port: "5002"
  - 3:
      id: 3
      addr: "10.0.0.8"
      port: "5003"
  - 4:
      id: 4
      addr: "10.0.0.9"
      port: "5004"

clients:
  - 0:
      id: 0
      addr: "10.0.0.3"
      port: "8080"
  - 1:
      id: 1
      addr: "10.0.0.3"
      port: "8081"
  - 2:
      id: 2
      addr: "10.0.0.3"
      port: "8082"
  - 3:
      id: 3
      addr: "10.0.0.3"
      port: "8083"
  - 4:
      id: 4
      addr: "10.0.0.3"
      port: "8084"
  - 5:
      id: 5
      addr: "10.0.0.3"
      port: "8085"
  - 6:
      id: 6
      addr: "10.0.0.3"
      port: "8086"
  - 7:
      id: 7
      addr: "10.0.0.3"
      port: "8087"
  - 8:
      id: 8
      addr: "10.0.0.3"
      port: "8088"
  - 9:
      id: 9
      addr: "10.0.0.3"
      port: "8089"
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package main

import (
	"flag"
	"fmt"
	"log/slog"
	"os"
	"runtime"
	"runtime/pprof"
	"strconv"

	bench "github.com/aleksander-vedvik/benchmark/benchmark"
	paxosBroadcastCall "github.com/aleksander-vedvik/benchmark/paxos.bc/server"
	paxosQuorumCall "github.com/aleksander-vedvik/benchmark/paxosqc/server"
	paxosQuorumCallBroadcastOption "github.com/aleksander-vedvik/benchmark/paxosqcb/server"
	pbftWithGorums "github.com/aleksander-vedvik/benchmark/pbft.gorums/server"
	pbftWithoutGorums "github.com/aleksander-vedvik/benchmark/pbft.plain/server"
	"github.com/joho/godotenv"
)

func main() {
	id := flag.Int("id", -1, "nodeID")
	runSrv := flag.Bool("server", false, "default: false")
	benchTypeIndex := flag.Int("run", 0, "type of benchmark to run"+mapping.String())
	memProfile := flag.Bool("mem", false, "create memory and cpu profile")
	numClients := flag.Int("clients", 0, "number of clients to run")
	clientBasePort := flag.Int("port", 0, "which base port to use for clients")
	withLogger := flag.Bool("log", false, "run with structured logger. Default: false")
	local := flag.Bool("local", false, "run servers locally. Default: false")
	throughput := flag.Int("throughput", 0, "target throughput")
	runs := flag.Int("runs", 0, "number of runs of each benchmark")
	steps := flag.Int("steps", 0, "number of increments on throughput vs latency benchmarks")
	dur := flag.Int("dur", 0, "number of seconds throughput vs latency benchmarks should run")
	broadcastID := flag.Uint64("BroadcastID", 0, "read BroadcastID from log")
	flag.Parse()

	if *broadcastID > 0 {
		readLog(*broadcastID, *runSrv)
		return
	}

	godotenv.Load(".env")

	fmt.Println("--------")
	fmt.Println("Servers")
	servers, clients := getConfig()
	for id, srv := range servers {
		fmt.Printf("\tServer %v --> ID: %d, Address: %s, Port: %s\n", id, srv.ID, srv.Addr, srv.Port)
	}
	fmt.Println("--------")
	fmt.Println("Clients")
	for id, client := range clients {
		fmt.Printf("\tClient %v --> ID: %d, Address: %s, Port: %s\n", id, client.ID, client.Addr, client.Port)
	}
	fmt.Println()

	if os.Getenv("SERVER") == "1" {
		*runSrv = true
	}

	if os.Getenv("LOG") == "1" {
		*withLogger = true
	}

	if os.Getenv("THROUGHPUT") != "" {
		var err error
		*throughput, err = strconv.Atoi(os.Getenv("THROUGHPUT"))
		if err != nil {
			panic(err)
		}
	}

	if os.Getenv("STEPS") != "" {
		var err error
		*steps, err = strconv.Atoi(os.Getenv("STEPS"))
		if err != nil {
			panic(err)
		}
	}

	if os.Getenv("DUR") != "" {
		var err error
		*dur, err = strconv.Atoi(os.Getenv("DUR"))
		if err != nil {
			panic(err)
		}
	}

	if os.Getenv("RUNS") != "" {
		var err error
		*runs, err = strconv.Atoi(os.Getenv("RUNS"))
		if err != nil {
			panic(err)
		}
	}

	srvID := *id
	if srvID < 0 && *runSrv {
		var err error
		srvID, err = strconv.Atoi(os.Getenv("ID"))
		if err != nil {
			panic(err)
		}
	}

	runType := bench.Throughput
	if os.Getenv("TYPE") != "" {
		runTypeInt, err := strconv.Atoi(os.Getenv("TYPE"))
		if err != nil {
			panic(err)
		}
		runType = bench.RunType(runTypeInt)
	}

	bT := *benchTypeIndex
	if bT <= 0 {
		var err error
		bT, err = strconv.Atoi(os.Getenv("BENCH"))
		if err != nil {
			panic(err)
		}
	}
	benchType, ok := mapping[bT]
	if !ok {
		panic("invalid bench type")
	}

	if *runSrv {
		if srvID >= len(servers) {
			// we start more docker containers than
			// what is specified in config. Hence,
			// we just return early.
			return
		}
		runServer(benchType, srvID, servers, *withLogger, *memProfile, *local)
	} else {
		runBenchmark(benchType, clients, *throughput, *numClients, *clientBasePort, *steps, *runs, *dur, *local, servers, *memProfile, *withLogger, runType)
	}
}

func runBenchmark(name string, clients ServerEntry, throughput, numClients, clientBasePort, steps, runs, dur int, local bool, srvAddrs map[int]Server, memProfile, withLogger bool, runType bench.RunType) {
	options := []bench.RunOption{bench.WithRunType(runType)}
	if withLogger {
		file, err := os.Create("./logs/log.Clients.json")
		if err != nil {
			panic(err)
		}
		loggerOpts := &slog.HandlerOptions{
			AddSource: true,
			Level:     slog.LevelDebug,
		}
		handler := slog.NewJSONHandler(file, loggerOpts)
		logger := slog.New(handler)
		options = append(options, bench.WithLogger(logger))
	}
	var srvAddresses []string
	if !local {
		options = append(options, bench.RunExternal())
		if srvAddrs == nil {
			panic("srvAddrs cannot be nil when not running locally")
		}
		srvAddresses = make([]string, len(srvAddrs))
		for _, srv := range srvAddrs {
			srvAddresses[srv.ID] = fmt.Sprintf("%s:%s", srv.Addr, srv.Port)
		}
		options = append(options, bench.WithSrvAddrs(srvAddresses))
	}
	if numClients > 0 {
		options = append(options, bench.NumClients(numClients))
	}
	if clientBasePort > 0 {
		options = append(options, bench.ClientBasePort(clientBasePort))
	}
	if throughput > 0 {
		options = append(options, bench.MaxThroughput(throughput))
	}
	if steps > 0 {
		options = append(options, bench.Steps(steps))
	}
	if runs > 0 {
		options = append(options, bench.Runs(runs))
	}
	if dur > 0 {
		options = append(options, bench.Dur(dur))
	}
	if memProfile {
		options = append(options, bench.WithMemProfile())
	}
	// must be placed as the last option because it overwrites numClients
	if clients != nil {
		clientsMap := make(map[int]string, len(clients))
		for id, entry := range clients {
			clientsMap[id] = fmt.Sprintf("%s:%s", entry.Addr, entry.Port)
		}
		options = append(options, bench.WithClients(clientsMap))
	}
	bench.RunBenchmark(name, options...)
}

type BenchmarkServer interface {
	Start(local bool)
	Stop()
}

func runServer(benchType string, id int, srvAddrs map[int]Server, withLogger, memprofile, local bool) {
	fmt.Println("Running server:", benchType)
	var logger *slog.Logger
	if withLogger {
		file, err := os.Create(fmt.Sprintf("./logs/log.%s:%s.json", srvAddrs[id].Addr, srvAddrs[id].Port))
		if err != nil {
			panic(err)
		}
		loggerOpts := &slog.HandlerOptions{
			AddSource: true,
			Level:     slog.LevelDebug,
		}
		handler := slog.NewJSONHandler(file, loggerOpts)
		logger = slog.New(handler)
	}
	srvAddresses := make([]string, len(srvAddrs))
	for _, srv := range srvAddrs {
		srvAddresses[srv.ID] = fmt.Sprintf("%s:%s", srv.Addr, srv.Port)
	}
	var srv BenchmarkServer
	switch benchType {
	case bench.PaxosBroadcastCall:
		srv = paxosBroadcastCall.New(srvAddresses[id], srvAddresses, logger)
	case bench.PaxosQuorumCall:
		srv = paxosQuorumCall.New(srvAddresses[id], srvAddresses, logger)
	case bench.PaxosQuorumCallBroadcastOption:
		srv = paxosQuorumCallBroadcastOption.New(srvAddresses[id], srvAddresses, logger)
	case bench.PBFTWithGorums:
		srv = pbftWithGorums.New(srvAddresses[id], srvAddresses, logger)
	case bench.PBFTWithoutGorums:
		srv = pbftWithoutGorums.New(srvAddresses[id], srvAddresses)
	}

	if memprofile {
		runtime.GC()
		cpuProfile, err := os.Create(fmt.Sprintf("cpuprofile.%v", id))
		if err != nil {
			panic(err)
		}
		memProfile, err := os.Create(fmt.Sprintf("memprofile.%v", id))
		if err != nil {
			panic(err)
		}
		pprof.StartCPUProfile(cpuProfile)
		defer pprof.StopCPUProfile()
		defer pprof.WriteHeapProfile(memProfile)
	}
	if local {
		srv.Start(true)
		fmt.Println("Press any key to stop server")
		fmt.Scanln()
		//srv.Stop()
		return
	}
	srv.Start(false)
}
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package client

import (
	"context"
	"errors"
	"fmt"
	"log/slog"
	"net"
	"strings"
	"sync"
	"time"

	"github.com/aleksander-vedvik/benchmark/pbft.plain/config"
	pb "github.com/aleksander-vedvik/benchmark/pbft.plain/protos"
	"github.com/golang/protobuf/ptypes/empty"
	"github.com/google/uuid"
	"google.golang.org/grpc"
)

type resp struct {
	ctx      context.Context
	respChan chan *pb.ClientResponse
}

type Client struct {
	pb.PBFTNodeServer
	mut       sync.Mutex
	id        int
	addr      string
	config    *config.Config
	srv       *grpc.Server
	responses map[string][]*pb.ClientResponse
	resps     map[string]*resp
}

// Creates a new StorageClient with the provided srvAddresses as the configuration
func New(addr string, srvAddresses []string, qSize int) *Client {
	client := &Client{
		id:        0,
		addr:      addr,
		config:    config.NewConfig(addr, srvAddresses),
		responses: make(map[string][]*pb.ClientResponse),
		resps:     make(map[string]*resp),
		srv:       grpc.NewServer(),
	}
	pb.RegisterPBFTNodeServer(client.srv, client)
	return client
}

func (c *Client) WriteVal(ctx context.Context, value string) (*pb.ClientResponse, error) {
	id := uuid.NewString()
	respChan := make(chan *pb.ClientResponse, c.config.NumNodes())
	reqctx, cancel := context.WithTimeout(context.Background(), 2*time.Minute)
	defer cancel()
	c.mut.Lock()
	c.resps[id] = &resp{
		ctx:      reqctx,
		respChan: respChan,
	}
	c.mut.Unlock()
	req := &pb.WriteRequest{
		Id:        id,
		From:      c.addr,
		Message:   value,
		Timestamp: time.Now().Unix(),
	}
	_, _ = c.config.Write(ctx, req)
	select {
	case res := <-respChan:
		return res, nil
	case <-reqctx.Done():
		return nil, errors.New("failed req")
	}
}

func (c *Client) Start() {
	splittedAddr := strings.Split(c.addr, ":")
	lis, err := net.Listen("tcp", ":"+splittedAddr[1])
	if err != nil {
		panic(err)
	}
	slog.Info(fmt.Sprintf("client started. Listening on address: %s, lis=%s\n", c.addr, lis.Addr().String()))
	go c.srv.Serve(lis)
}

func (c *Client) Stop() {
	c.srv.Stop()
}

func (c *Client) Write(ctx context.Context, req *pb.WriteRequest) (*empty.Empty, error) {
	return nil, nil
}

func (c *Client) PrePrepare(ctx context.Context, req *pb.PrePrepareRequest) (*empty.Empty, error) {
	return nil, nil
}

func (c *Client) Prepare(ctx context.Context, req *pb.PrepareRequest) (*empty.Empty, error) {
	return nil, nil
}

func (c *Client) Commit(ctx context.Context, req *pb.CommitRequest) (*empty.Empty, error) {
	return nil, nil
}

func (c *Client) ClientHandler(ctx context.Context, req *pb.ClientResponse) (*empty.Empty, error) {
	c.mut.Lock()
	var resps []*pb.ClientResponse
	if r, ok := c.responses[req.Id]; ok {
		resps = append(r, req)
	} else {
		resps = []*pb.ClientResponse{req}
	}
	c.responses[req.Id] = resps
	respChan := c.resps[req.Id].respChan
	respCtx := c.resps[req.Id].ctx
	c.mut.Unlock()
	if len(resps) >= 2*c.config.NumNodes()/3 {
		go func() {
			select {
			case respChan <- req:
			case <-respCtx.Done():
			}
		}()
	}
	return nil, nil
}

func (c *Client) SendBenchmark(ctx context.Context) {
	c.config.Benchmark(ctx)
}

func (srv *Client) Benchmark(ctx context.Context, request *empty.Empty) (*pb.Result, error) {
	return &pb.Result{}, nil
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: pbfts.proto

package pbftSProto

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type WriteRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id        string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	From      string `protobuf:"bytes,2,opt,name=From,proto3" json:"From,omitempty"`
	Message   string `protobuf:"bytes,3,opt,name=Message,proto3" json:"Message,omitempty"`
	Timestamp int64  `protobuf:"varint,4,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
}

func (x *WriteRequest) Reset() {
	*x = WriteRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *WriteRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*WriteRequest) ProtoMessage() {}

func (x *WriteRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use WriteRequest.ProtoReflect.Descriptor instead.
func (*WriteRequest) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{0}
}

func (x *WriteRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *WriteRequest) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

func (x *WriteRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

func (x *WriteRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

type PrePrepareRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id             string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View           int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	SequenceNumber int32  `protobuf:"varint,3,opt,name=SequenceNumber,proto3" json:"SequenceNumber,omitempty"`
	Digest         string `protobuf:"bytes,4,opt,name=Digest,proto3" json:"Digest,omitempty"`
	Timestamp      int64  `protobuf:"varint,5,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Message        string `protobuf:"bytes,6,opt,name=Message,proto3" json:"Message,omitempty"`
	From           string `protobuf:"bytes,7,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *PrePrepareRequest) Reset() {
	*x = PrePrepareRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrePrepareRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrePrepareRequest) ProtoMessage() {}

func (x *PrePrepareRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrePrepareRequest.ProtoReflect.Descriptor instead.
func (*PrePrepareRequest) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{1}
}

func (x *PrePrepareRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *PrePrepareRequest) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *PrePrepareRequest) GetSequenceNumber() int32 {
	if x != nil {
		return x.SequenceNumber
	}
	return 0
}

func (x *PrePrepareRequest) GetDigest() string {
	if x != nil {
		return x.Digest
	}
	return ""
}

func (x *PrePrepareRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *PrePrepareRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

func (x *PrePrepareRequest) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type PrepareRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id             string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View           int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	SequenceNumber int32  `protobuf:"varint,3,opt,name=SequenceNumber,proto3" json:"SequenceNumber,omitempty"`
	Digest         string `protobuf:"bytes,4,opt,name=Digest,proto3" json:"Digest,omitempty"`
	Timestamp      int64  `protobuf:"varint,5,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Message        string `protobuf:"bytes,6,opt,name=Message,proto3" json:"Message,omitempty"`
	From           string `protobuf:"bytes,7,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *PrepareRequest) Reset() {
	*x = PrepareRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrepareRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrepareRequest) ProtoMessage() {}

func (x *PrepareRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrepareRequest.ProtoReflect.Descriptor instead.
func (*PrepareRequest) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{2}
}

func (x *PrepareRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *PrepareRequest) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *PrepareRequest) GetSequenceNumber() int32 {
	if x != nil {
		return x.SequenceNumber
	}
	return 0
}

func (x *PrepareRequest) GetDigest() string {
	if x != nil {
		return x.Digest
	}
	return ""
}

func (x *PrepareRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *PrepareRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

func (x *PrepareRequest) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type CommitRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id             string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View           int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	SequenceNumber int32  `protobuf:"varint,3,opt,name=SequenceNumber,proto3" json:"SequenceNumber,omitempty"`
	Digest         string `protobuf:"bytes,4,opt,name=Digest,proto3" json:"Digest,omitempty"`
	Timestamp      int64  `protobuf:"varint,5,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Message        string `protobuf:"bytes,6,opt,name=Message,proto3" json:"Message,omitempty"`
	From           string `protobuf:"bytes,7,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *CommitRequest) Reset() {
	*x = CommitRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *CommitRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*CommitRequest) ProtoMessage() {}

func (x *CommitRequest) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use CommitRequest.ProtoReflect.Descriptor instead.
func (*CommitRequest) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{3}
}

func (x *CommitRequest) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *CommitRequest) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *CommitRequest) GetSequenceNumber() int32 {
	if x != nil {
		return x.SequenceNumber
	}
	return 0
}

func (x *CommitRequest) GetDigest() string {
	if x != nil {
		return x.Digest
	}
	return ""
}

func (x *CommitRequest) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *CommitRequest) GetMessage() string {
	if x != nil {
		return x.Message
	}
	return ""
}

func (x *CommitRequest) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type ClientResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id        string `protobuf:"bytes,1,opt,name=Id,proto3" json:"Id,omitempty"`
	View      int32  `protobuf:"varint,2,opt,name=View,proto3" json:"View,omitempty"`
	Timestamp int64  `protobuf:"varint,3,opt,name=Timestamp,proto3" json:"Timestamp,omitempty"`
	Client    string `protobuf:"bytes,4,opt,name=Client,proto3" json:"Client,omitempty"`
	From      string `protobuf:"bytes,5,opt,name=From,proto3" json:"From,omitempty"`
	Result    string `protobuf:"bytes,6,opt,name=Result,proto3" json:"Result,omitempty"`
}

func (x *ClientResponse) Reset() {
	*x = ClientResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *ClientResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*ClientResponse) ProtoMessage() {}

func (x *ClientResponse) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use ClientResponse.ProtoReflect.Descriptor instead.
func (*ClientResponse) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{4}
}

func (x *ClientResponse) GetId() string {
	if x != nil {
		return x.Id
	}
	return ""
}

func (x *ClientResponse) GetView() int32 {
	if x != nil {
		return x.View
	}
	return 0
}

func (x *ClientResponse) GetTimestamp() int64 {
	if x != nil {
		return x.Timestamp
	}
	return 0
}

func (x *ClientResponse) GetClient() string {
	if x != nil {
		return x.Client
	}
	return ""
}

func (x *ClientResponse) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

func (x *ClientResponse) GetResult() string {
	if x != nil {
		return x.Result
	}
	return ""
}

type Heartbeat struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id uint32 `protobuf:"varint,1,opt,name=Id,proto3" json:"Id,omitempty"`
}

func (x *Heartbeat) Reset() {
	*x = Heartbeat{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Heartbeat) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Heartbeat) ProtoMessage() {}

func (x *Heartbeat) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Heartbeat.ProtoReflect.Descriptor instead.
func (*Heartbeat) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{5}
}

func (x *Heartbeat) GetId() uint32 {
	if x != nil {
		return x.Id
	}
	return 0
}

type Result struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Metrics []*Metric `protobuf:"bytes,1,rep,name=metrics,proto3" json:"metrics,omitempty"`
}

func (x *Result) Reset() {
	*x = Result{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Result) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Result) ProtoMessage() {}

func (x *Result) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Result.ProtoReflect.Descriptor instead.
func (*Result) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{6}
}

func (x *Result) GetMetrics() []*Metric {
	if x != nil {
		return x.Metrics
	}
	return nil
}

type Metric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	TotalNum              uint64                      `protobuf:"varint,1,opt,name=TotalNum,proto3" json:"TotalNum,omitempty"`
	GoroutinesStarted     uint64                      `protobuf:"varint,2,opt,name=GoroutinesStarted,proto3" json:"GoroutinesStarted,omitempty"`
	GoroutinesStopped     uint64                      `protobuf:"varint,3,opt,name=GoroutinesStopped,proto3" json:"GoroutinesStopped,omitempty"`
	Goroutines            map[string]*GoroutineMetric `protobuf:"bytes,4,rep,name=Goroutines,proto3" json:"Goroutines,omitempty" protobuf_key:"bytes,1,opt,name=key,proto3" protobuf_val:"bytes,2,opt,name=value,proto3"`
	FinishedReqsTotal     uint64                      `protobuf:"varint,5,opt,name=FinishedReqsTotal,proto3" json:"FinishedReqsTotal,omitempty"`
	FinishedReqsSuccesful uint64                      `protobuf:"varint,6,opt,name=FinishedReqsSuccesful,proto3" json:"FinishedReqsSuccesful,omitempty"`
	FinishedReqsFailed    uint64                      `protobuf:"varint,7,opt,name=FinishedReqsFailed,proto3" json:"FinishedReqsFailed,omitempty"`
	Processed             uint64                      `protobuf:"varint,8,opt,name=Processed,proto3" json:"Processed,omitempty"`
	Dropped               uint64                      `protobuf:"varint,9,opt,name=Dropped,proto3" json:"Dropped,omitempty"`
	Invalid               uint64                      `protobuf:"varint,10,opt,name=Invalid,proto3" json:"Invalid,omitempty"`
	AlreadyProcessed      uint64                      `protobuf:"varint,11,opt,name=AlreadyProcessed,proto3" json:"AlreadyProcessed,omitempty"`
	RoundTripLatency      *TimingMetric               `protobuf:"bytes,12,opt,name=RoundTripLatency,proto3" json:"RoundTripLatency,omitempty"`
	ReqLatency            *TimingMetric               `protobuf:"bytes,13,opt,name=ReqLatency,proto3" json:"ReqLatency,omitempty"`
	ShardDistribution     map[uint32]uint64           `protobuf:"bytes,14,rep,name=ShardDistribution,proto3" json:"ShardDistribution,omitempty" protobuf_key:"varint,1,opt,name=key,proto3" protobuf_val:"varint,2,opt,name=value,proto3"`
}

func (x *Metric) Reset() {
	*x = Metric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Metric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Metric) ProtoMessage() {}

func (x *Metric) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Metric.ProtoReflect.Descriptor instead.
func (*Metric) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{7}
}

func (x *Metric) GetTotalNum() uint64 {
	if x != nil {
		return x.TotalNum
	}
	return 0
}

func (x *Metric) GetGoroutinesStarted() uint64 {
	if x != nil {
		return x.GoroutinesStarted
	}
	return 0
}

func (x *Metric) GetGoroutinesStopped() uint64 {
	if x != nil {
		return x.GoroutinesStopped
	}
	return 0
}

func (x *Metric) GetGoroutines() map[string]*GoroutineMetric {
	if x != nil {
		return x.Goroutines
	}
	return nil
}

func (x *Metric) GetFinishedReqsTotal() uint64 {
	if x != nil {
		return x.FinishedReqsTotal
	}
	return 0
}

func (x *Metric) GetFinishedReqsSuccesful() uint64 {
	if x != nil {
		return x.FinishedReqsSuccesful
	}
	return 0
}

func (x *Metric) GetFinishedReqsFailed() uint64 {
	if x != nil {
		return x.FinishedReqsFailed
	}
	return 0
}

func (x *Metric) GetProcessed() uint64 {
	if x != nil {
		return x.Processed
	}
	return 0
}

func (x *Metric) GetDropped() uint64 {
	if x != nil {
		return x.Dropped
	}
	return 0
}

func (x *Metric) GetInvalid() uint64 {
	if x != nil {
		return x.Invalid
	}
	return 0
}

func (x *Metric) GetAlreadyProcessed() uint64 {
	if x != nil {
		return x.AlreadyProcessed
	}
	return 0
}

func (x *Metric) GetRoundTripLatency() *TimingMetric {
	if x != nil {
		return x.RoundTripLatency
	}
	return nil
}

func (x *Metric) GetReqLatency() *TimingMetric {
	if x != nil {
		return x.ReqLatency
	}
	return nil
}

func (x *Metric) GetShardDistribution() map[uint32]uint64 {
	if x != nil {
		return x.ShardDistribution
	}
	return nil
}

type GoroutineMetric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Start uint64 `protobuf:"varint,1,opt,name=start,proto3" json:"start,omitempty"`
	End   uint64 `protobuf:"varint,2,opt,name=end,proto3" json:"end,omitempty"`
}

func (x *GoroutineMetric) Reset() {
	*x = GoroutineMetric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[8]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *GoroutineMetric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*GoroutineMetric) ProtoMessage() {}

func (x *GoroutineMetric) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[8]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use GoroutineMetric.ProtoReflect.Descriptor instead.
func (*GoroutineMetric) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{8}
}

func (x *GoroutineMetric) GetStart() uint64 {
	if x != nil {
		return x.Start
	}
	return 0
}

func (x *GoroutineMetric) GetEnd() uint64 {
	if x != nil {
		return x.End
	}
	return 0
}

type TimingMetric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Avg uint64 `protobuf:"varint,1,opt,name=avg,proto3" json:"avg,omitempty"`
	Min uint64 `protobuf:"varint,2,opt,name=min,proto3" json:"min,omitempty"`
	Max uint64 `protobuf:"varint,3,opt,name=max,proto3" json:"max,omitempty"`
}

func (x *TimingMetric) Reset() {
	*x = TimingMetric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_pbfts_proto_msgTypes[9]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *TimingMetric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*TimingMetric) ProtoMessage() {}

func (x *TimingMetric) ProtoReflect() protoreflect.Message {
	mi := &file_pbfts_proto_msgTypes[9]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use TimingMetric.ProtoReflect.Descriptor instead.
func (*TimingMetric) Descriptor() ([]byte, []int) {
	return file_pbfts_proto_rawDescGZIP(), []int{9}
}

func (x *TimingMetric) GetAvg() uint64 {
	if x != nil {
		return x.Avg
	}
	return 0
}

func (x *TimingMetric) GetMin() uint64 {
	if x != nil {
		return x.Min
	}
	return 0
}

func (x *TimingMetric) GetMax() uint64 {
	if x != nil {
		return x.Max
	}
	return 0
}

var File_pbfts_proto protoreflect.FileDescriptor

var file_pbfts_proto_rawDesc = []byte{
	0x0a, 0x0b, 0x70, 0x62, 0x66, 0x74, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x0a, 0x70,
	0x62, 0x66, 0x74, 0x53, 0x50, 0x72, 0x6f, 0x74, 0x6f, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c,
	0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x6a, 0x0a, 0x0c, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x0e, 0x0a, 0x02, 0x49, 0x64, 0x18, 0x01, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x02, 0x49, 0x64, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18, 0x02,
	0x20, 0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x12, 0x18, 0x0a, 0x07, 0x4d, 0x65,
	0x73, 0x73, 0x61, 0x67, 0x65, 0x18, 0x03, 0x20, 0x01, 0x28, 0x09, 0x52, 0x07, 0x4d, 0x65, 0x73,
	0x73, 0x61, 0x67, 0x65, 0x12, 0x1c, 0x0a, 0x09, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d,
	0x70, 0x18, 0x04, 0x20, 0x01, 0x28, 0x03, 0x52, 0x09, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61,
	0x6d, 0x70, 0x22, 0xc3, 0x01, 0x0a, 0x11, 0x50, 0x72, 0x65, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72,
	0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x0e, 0x0a, 0x02, 0x49, 0x64, 0x18, 0x01,
	0x20, 0x01, 0x28, 0x09, 0x52, 0x02, 0x49, 0x64, 0x12, 0x12, 0x0a, 0x04, 0x56, 0x69, 0x65, 0x77,
	0x18, 0x02, 0x20, 0x01, 0x28, 0x05, 0x52, 0x04, 0x56, 0x69, 0x65, 0x77, 0x12, 0x26, 0x0a, 0x0e,
	0x53, 0x65, 0x71, 0x75, 0x65, 0x6e, 0x63, 0x65, 0x4e, 0x75, 0x6d, 0x62, 0x65, 0x72, 0x18, 0x03,
	0x20, 0x01, 0x28, 0x05, 0x52, 0x0e, 0x53, 0x65, 0x71, 0x75, 0x65, 0x6e, 0x63, 0x65, 0x4e, 0x75,
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	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22,
	0x00, 0x12, 0x3f, 0x0a, 0x07, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65, 0x12, 0x1a, 0x2e, 0x70,
	0x62, 0x66, 0x74, 0x53, 0x50, 0x72, 0x6f, 0x74, 0x6f, 0x2e, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72,
	0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c,
	0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x00, 0x12, 0x3d, 0x0a, 0x06, 0x43, 0x6f, 0x6d, 0x6d, 0x69, 0x74, 0x12, 0x19, 0x2e, 0x70,
	0x62, 0x66, 0x74, 0x53, 0x50, 0x72, 0x6f, 0x74, 0x6f, 0x2e, 0x43, 0x6f, 0x6d, 0x6d, 0x69, 0x74,
	0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22,
	0x00, 0x12, 0x45, 0x0a, 0x0d, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x48, 0x61, 0x6e, 0x64, 0x6c,
	0x65, 0x72, 0x12, 0x1a, 0x2e, 0x70, 0x62, 0x66, 0x74, 0x53, 0x50, 0x72, 0x6f, 0x74, 0x6f, 0x2e,
	0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x1a, 0x16,
	0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x00, 0x12, 0x39, 0x0a, 0x09, 0x42, 0x65, 0x6e, 0x63,
	0x68, 0x6d, 0x61, 0x72, 0x6b, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x12, 0x2e,
	0x70, 0x62, 0x66, 0x74, 0x53, 0x50, 0x72, 0x6f, 0x74, 0x6f, 0x2e, 0x52, 0x65, 0x73, 0x75, 0x6c,
	0x74, 0x22, 0x00, 0x42, 0x11, 0x5a, 0x0f, 0x70, 0x62, 0x66, 0x74, 0x2f, 0x70, 0x62, 0x66, 0x74,
	0x53, 0x50, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_pbfts_proto_rawDescOnce sync.Once
	file_pbfts_proto_rawDescData = file_pbfts_proto_rawDesc
)

func file_pbfts_proto_rawDescGZIP() []byte {
	file_pbfts_proto_rawDescOnce.Do(func() {
		file_pbfts_proto_rawDescData = protoimpl.X.CompressGZIP(file_pbfts_proto_rawDescData)
	})
	return file_pbfts_proto_rawDescData
}

var file_pbfts_proto_msgTypes = make([]protoimpl.MessageInfo, 12)
var file_pbfts_proto_goTypes = []interface{}{
	(*WriteRequest)(nil),      // 0: pbftSProto.WriteRequest
	(*PrePrepareRequest)(nil), // 1: pbftSProto.PrePrepareRequest
	(*PrepareRequest)(nil),    // 2: pbftSProto.PrepareRequest
	(*CommitRequest)(nil),     // 3: pbftSProto.CommitRequest
	(*ClientResponse)(nil),    // 4: pbftSProto.ClientResponse
	(*Heartbeat)(nil),         // 5: pbftSProto.Heartbeat
	(*Result)(nil),            // 6: pbftSProto.Result
	(*Metric)(nil),            // 7: pbftSProto.Metric
	(*GoroutineMetric)(nil),   // 8: pbftSProto.GoroutineMetric
	(*TimingMetric)(nil),      // 9: pbftSProto.TimingMetric
	nil,                       // 10: pbftSProto.Metric.GoroutinesEntry
	nil,                       // 11: pbftSProto.Metric.ShardDistributionEntry
	(*empty.Empty)(nil),       // 12: google.protobuf.Empty
}
var file_pbfts_proto_depIdxs = []int32{
	7,  // 0: pbftSProto.Result.metrics:type_name -> pbftSProto.Metric
	10, // 1: pbftSProto.Metric.Goroutines:type_name -> pbftSProto.Metric.GoroutinesEntry
	9,  // 2: pbftSProto.Metric.RoundTripLatency:type_name -> pbftSProto.TimingMetric
	9,  // 3: pbftSProto.Metric.ReqLatency:type_name -> pbftSProto.TimingMetric
	11, // 4: pbftSProto.Metric.ShardDistribution:type_name -> pbftSProto.Metric.ShardDistributionEntry
	8,  // 5: pbftSProto.Metric.GoroutinesEntry.value:type_name -> pbftSProto.GoroutineMetric
	0,  // 6: pbftSProto.PBFTNode.Write:input_type -> pbftSProto.WriteRequest
	1,  // 7: pbftSProto.PBFTNode.PrePrepare:input_type -> pbftSProto.PrePrepareRequest
	2,  // 8: pbftSProto.PBFTNode.Prepare:input_type -> pbftSProto.PrepareRequest
	3,  // 9: pbftSProto.PBFTNode.Commit:input_type -> pbftSProto.CommitRequest
	4,  // 10: pbftSProto.PBFTNode.ClientHandler:input_type -> pbftSProto.ClientResponse
	12, // 11: pbftSProto.PBFTNode.Benchmark:input_type -> google.protobuf.Empty
	12, // 12: pbftSProto.PBFTNode.Write:output_type -> google.protobuf.Empty
	12, // 13: pbftSProto.PBFTNode.PrePrepare:output_type -> google.protobuf.Empty
	12, // 14: pbftSProto.PBFTNode.Prepare:output_type -> google.protobuf.Empty
	12, // 15: pbftSProto.PBFTNode.Commit:output_type -> google.protobuf.Empty
	12, // 16: pbftSProto.PBFTNode.ClientHandler:output_type -> google.protobuf.Empty
	6,  // 17: pbftSProto.PBFTNode.Benchmark:output_type -> pbftSProto.Result
	12, // [12:18] is the sub-list for method output_type
	6,  // [6:12] is the sub-list for method input_type
	6,  // [6:6] is the sub-list for extension type_name
	6,  // [6:6] is the sub-list for extension extendee
	0,  // [0:6] is the sub-list for field type_name
}

func init() { file_pbfts_proto_init() }
func file_pbfts_proto_init() {
	if File_pbfts_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_pbfts_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*WriteRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrePrepareRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrepareRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*CommitRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*ClientResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Heartbeat); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Result); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Metric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[8].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*GoroutineMetric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_pbfts_proto_msgTypes[9].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*TimingMetric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_pbfts_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   12,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_pbfts_proto_goTypes,
		DependencyIndexes: file_pbfts_proto_depIdxs,
		MessageInfos:      file_pbfts_proto_msgTypes,
	}.Build()
	File_pbfts_proto = out.File
	file_pbfts_proto_rawDesc = nil
	file_pbfts_proto_goTypes = nil
	file_pbfts_proto_depIdxs = nil
}
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// Code generated by protoc-gen-go-grpc. DO NOT EDIT.
// versions:
// - protoc-gen-go-grpc v1.2.0
// - protoc             v3.12.4
// source: pbfts.proto

package pbftSProto

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	status "google.golang.org/grpc/status"
)

// This is a compile-time assertion to ensure that this generated file
// is compatible with the grpc package it is being compiled against.
// Requires gRPC-Go v1.32.0 or later.
const _ = grpc.SupportPackageIsVersion7

// PBFTNodeClient is the client API for PBFTNode service.
//
// For semantics around ctx use and closing/ending streaming RPCs, please refer to https://pkg.go.dev/google.golang.org/grpc/?tab=doc#ClientConn.NewStream.
type PBFTNodeClient interface {
	Write(ctx context.Context, in *WriteRequest, opts ...grpc.CallOption) (*empty.Empty, error)
	PrePrepare(ctx context.Context, in *PrePrepareRequest, opts ...grpc.CallOption) (*empty.Empty, error)
	Prepare(ctx context.Context, in *PrepareRequest, opts ...grpc.CallOption) (*empty.Empty, error)
	Commit(ctx context.Context, in *CommitRequest, opts ...grpc.CallOption) (*empty.Empty, error)
	ClientHandler(ctx context.Context, in *ClientResponse, opts ...grpc.CallOption) (*empty.Empty, error)
	Benchmark(ctx context.Context, in *empty.Empty, opts ...grpc.CallOption) (*Result, error)
}

type pBFTNodeClient struct {
	cc grpc.ClientConnInterface
}

func NewPBFTNodeClient(cc grpc.ClientConnInterface) PBFTNodeClient {
	return &pBFTNodeClient{cc}
}

func (c *pBFTNodeClient) Write(ctx context.Context, in *WriteRequest, opts ...grpc.CallOption) (*empty.Empty, error) {
	out := new(empty.Empty)
	err := c.cc.Invoke(ctx, "/pbftSProto.PBFTNode/Write", in, out, opts...)
	if err != nil {
		return nil, err
	}
	return out, nil
}

func (c *pBFTNodeClient) PrePrepare(ctx context.Context, in *PrePrepareRequest, opts ...grpc.CallOption) (*empty.Empty, error) {
	out := new(empty.Empty)
	err := c.cc.Invoke(ctx, "/pbftSProto.PBFTNode/PrePrepare", in, out, opts...)
	if err != nil {
		return nil, err
	}
	return out, nil
}

func (c *pBFTNodeClient) Prepare(ctx context.Context, in *PrepareRequest, opts ...grpc.CallOption) (*empty.Empty, error) {
	out := new(empty.Empty)
	err := c.cc.Invoke(ctx, "/pbftSProto.PBFTNode/Prepare", in, out, opts...)
	if err != nil {
		return nil, err
	}
	return out, nil
}

func (c *pBFTNodeClient) Commit(ctx context.Context, in *CommitRequest, opts ...grpc.CallOption) (*empty.Empty, error) {
	out := new(empty.Empty)
	err := c.cc.Invoke(ctx, "/pbftSProto.PBFTNode/Commit", in, out, opts...)
	if err != nil {
		return nil, err
	}
	return out, nil
}

func (c *pBFTNodeClient) ClientHandler(ctx context.Context, in *ClientResponse, opts ...grpc.CallOption) (*empty.Empty, error) {
	out := new(empty.Empty)
	err := c.cc.Invoke(ctx, "/pbftSProto.PBFTNode/ClientHandler", in, out, opts...)
	if err != nil {
		return nil, err
	}
	return out, nil
}

func (c *pBFTNodeClient) Benchmark(ctx context.Context, in *empty.Empty, opts ...grpc.CallOption) (*Result, error) {
	out := new(Result)
	err := c.cc.Invoke(ctx, "/pbftSProto.PBFTNode/Benchmark", in, out, opts...)
	if err != nil {
		return nil, err
	}
	return out, nil
}

// PBFTNodeServer is the server API for PBFTNode service.
// All implementations must embed UnimplementedPBFTNodeServer
// for forward compatibility
type PBFTNodeServer interface {
	Write(context.Context, *WriteRequest) (*empty.Empty, error)
	PrePrepare(context.Context, *PrePrepareRequest) (*empty.Empty, error)
	Prepare(context.Context, *PrepareRequest) (*empty.Empty, error)
	Commit(context.Context, *CommitRequest) (*empty.Empty, error)
	ClientHandler(context.Context, *ClientResponse) (*empty.Empty, error)
	Benchmark(context.Context, *empty.Empty) (*Result, error)
	mustEmbedUnimplementedPBFTNodeServer()
}

// UnimplementedPBFTNodeServer must be embedded to have forward compatible implementations.
type UnimplementedPBFTNodeServer struct {
}

func (UnimplementedPBFTNodeServer) Write(context.Context, *WriteRequest) (*empty.Empty, error) {
	return nil, status.Errorf(codes.Unimplemented, "method Write not implemented")
}
func (UnimplementedPBFTNodeServer) PrePrepare(context.Context, *PrePrepareRequest) (*empty.Empty, error) {
	return nil, status.Errorf(codes.Unimplemented, "method PrePrepare not implemented")
}
func (UnimplementedPBFTNodeServer) Prepare(context.Context, *PrepareRequest) (*empty.Empty, error) {
	return nil, status.Errorf(codes.Unimplemented, "method Prepare not implemented")
}
func (UnimplementedPBFTNodeServer) Commit(context.Context, *CommitRequest) (*empty.Empty, error) {
	return nil, status.Errorf(codes.Unimplemented, "method Commit not implemented")
}
func (UnimplementedPBFTNodeServer) ClientHandler(context.Context, *ClientResponse) (*empty.Empty, error) {
	return nil, status.Errorf(codes.Unimplemented, "method ClientHandler not implemented")
}
func (UnimplementedPBFTNodeServer) Benchmark(context.Context, *empty.Empty) (*Result, error) {
	return nil, status.Errorf(codes.Unimplemented, "method Benchmark not implemented")
}
func (UnimplementedPBFTNodeServer) mustEmbedUnimplementedPBFTNodeServer() {}

// UnsafePBFTNodeServer may be embedded to opt out of forward compatibility for this service.
// Use of this interface is not recommended, as added methods to PBFTNodeServer will
// result in compilation errors.
type UnsafePBFTNodeServer interface {
	mustEmbedUnimplementedPBFTNodeServer()
}

func RegisterPBFTNodeServer(s grpc.ServiceRegistrar, srv PBFTNodeServer) {
	s.RegisterService(&PBFTNode_ServiceDesc, srv)
}

func _PBFTNode_Write_Handler(srv interface{}, ctx context.Context, dec func(interface{}) error, interceptor grpc.UnaryServerInterceptor) (interface{}, error) {
	in := new(WriteRequest)
	if err := dec(in); err != nil {
		return nil, err
	}
	if interceptor == nil {
		return srv.(PBFTNodeServer).Write(ctx, in)
	}
	info := &grpc.UnaryServerInfo{
		Server:     srv,
		FullMethod: "/pbftSProto.PBFTNode/Write",
	}
	handler := func(ctx context.Context, req interface{}) (interface{}, error) {
		return srv.(PBFTNodeServer).Write(ctx, req.(*WriteRequest))
	}
	return interceptor(ctx, in, info, handler)
}

func _PBFTNode_PrePrepare_Handler(srv interface{}, ctx context.Context, dec func(interface{}) error, interceptor grpc.UnaryServerInterceptor) (interface{}, error) {
	in := new(PrePrepareRequest)
	if err := dec(in); err != nil {
		return nil, err
	}
	if interceptor == nil {
		return srv.(PBFTNodeServer).PrePrepare(ctx, in)
	}
	info := &grpc.UnaryServerInfo{
		Server:     srv,
		FullMethod: "/pbftSProto.PBFTNode/PrePrepare",
	}
	handler := func(ctx context.Context, req interface{}) (interface{}, error) {
		return srv.(PBFTNodeServer).PrePrepare(ctx, req.(*PrePrepareRequest))
	}
	return interceptor(ctx, in, info, handler)
}

func _PBFTNode_Prepare_Handler(srv interface{}, ctx context.Context, dec func(interface{}) error, interceptor grpc.UnaryServerInterceptor) (interface{}, error) {
	in := new(PrepareRequest)
	if err := dec(in); err != nil {
		return nil, err
	}
	if interceptor == nil {
		return srv.(PBFTNodeServer).Prepare(ctx, in)
	}
	info := &grpc.UnaryServerInfo{
		Server:     srv,
		FullMethod: "/pbftSProto.PBFTNode/Prepare",
	}
	handler := func(ctx context.Context, req interface{}) (interface{}, error) {
		return srv.(PBFTNodeServer).Prepare(ctx, req.(*PrepareRequest))
	}
	return interceptor(ctx, in, info, handler)
}

func _PBFTNode_Commit_Handler(srv interface{}, ctx context.Context, dec func(interface{}) error, interceptor grpc.UnaryServerInterceptor) (interface{}, error) {
	in := new(CommitRequest)
	if err := dec(in); err != nil {
		return nil, err
	}
	if interceptor == nil {
		return srv.(PBFTNodeServer).Commit(ctx, in)
	}
	info := &grpc.UnaryServerInfo{
		Server:     srv,
		FullMethod: "/pbftSProto.PBFTNode/Commit",
	}
	handler := func(ctx context.Context, req interface{}) (interface{}, error) {
		return srv.(PBFTNodeServer).Commit(ctx, req.(*CommitRequest))
	}
	return interceptor(ctx, in, info, handler)
}

func _PBFTNode_ClientHandler_Handler(srv interface{}, ctx context.Context, dec func(interface{}) error, interceptor grpc.UnaryServerInterceptor) (interface{}, error) {
	in := new(ClientResponse)
	if err := dec(in); err != nil {
		return nil, err
	}
	if interceptor == nil {
		return srv.(PBFTNodeServer).ClientHandler(ctx, in)
	}
	info := &grpc.UnaryServerInfo{
		Server:     srv,
		FullMethod: "/pbftSProto.PBFTNode/ClientHandler",
	}
	handler := func(ctx context.Context, req interface{}) (interface{}, error) {
		return srv.(PBFTNodeServer).ClientHandler(ctx, req.(*ClientResponse))
	}
	return interceptor(ctx, in, info, handler)
}

func _PBFTNode_Benchmark_Handler(srv interface{}, ctx context.Context, dec func(interface{}) error, interceptor grpc.UnaryServerInterceptor) (interface{}, error) {
	in := new(empty.Empty)
	if err := dec(in); err != nil {
		return nil, err
	}
	if interceptor == nil {
		return srv.(PBFTNodeServer).Benchmark(ctx, in)
	}
	info := &grpc.UnaryServerInfo{
		Server:     srv,
		FullMethod: "/pbftSProto.PBFTNode/Benchmark",
	}
	handler := func(ctx context.Context, req interface{}) (interface{}, error) {
		return srv.(PBFTNodeServer).Benchmark(ctx, req.(*empty.Empty))
	}
	return interceptor(ctx, in, info, handler)
}

// PBFTNode_ServiceDesc is the grpc.ServiceDesc for PBFTNode service.
// It's only intended for direct use with grpc.RegisterService,
// and not to be introspected or modified (even as a copy)
var PBFTNode_ServiceDesc = grpc.ServiceDesc{
	ServiceName: "pbftSProto.PBFTNode",
	HandlerType: (*PBFTNodeServer)(nil),
	Methods: []grpc.MethodDesc{
		{
			MethodName: "Write",
			Handler:    _PBFTNode_Write_Handler,
		},
		{
			MethodName: "PrePrepare",
			Handler:    _PBFTNode_PrePrepare_Handler,
		},
		{
			MethodName: "Prepare",
			Handler:    _PBFTNode_Prepare_Handler,
		},
		{
			MethodName: "Commit",
			Handler:    _PBFTNode_Commit_Handler,
		},
		{
			MethodName: "ClientHandler",
			Handler:    _PBFTNode_ClientHandler_Handler,
		},
		{
			MethodName: "Benchmark",
			Handler:    _PBFTNode_Benchmark_Handler,
		},
	},
	Streams:  []grpc.StreamDesc{},
	Metadata: "pbfts.proto",
}
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syntax = "proto3";

package pbftSProto;

import "google/protobuf/empty.proto";
option go_package = "pbft/pbftSProto";

service PBFTNode {
  rpc Write(WriteRequest) returns (google.protobuf.Empty) {}
  rpc PrePrepare(PrePrepareRequest) returns (google.protobuf.Empty) {}
  rpc Prepare(PrepareRequest) returns (google.protobuf.Empty) {}
  rpc Commit(CommitRequest) returns (google.protobuf.Empty) {}
  rpc ClientHandler(ClientResponse) returns (google.protobuf.Empty) {}
	rpc Benchmark(google.protobuf.Empty) returns (Result) {}
}

message WriteRequest {
  string Id = 1;
  string From = 2;
  string Message = 3;
  int64 Timestamp = 4;
}

message PrePrepareRequest {
  string Id = 1;
  int32 View = 2;
  int32 SequenceNumber = 3;
  string Digest = 4;
  int64 Timestamp = 5;
  string Message = 6;
  string From = 7;
}

message PrepareRequest {
  string Id = 1;
  int32 View = 2;
  int32 SequenceNumber = 3;
  string Digest = 4;
  int64 Timestamp = 5;
  string Message = 6;
  string From = 7;
}

message CommitRequest {
  string Id = 1;
  int32 View = 2;
  int32 SequenceNumber = 3;
  string Digest = 4;
  int64 Timestamp = 5;
  string Message = 6;
  string From = 7;
}

message ClientResponse {
  string Id = 1;
  int32 View = 2;
  int64 Timestamp = 3;
  string Client = 4;
  string From = 5;
  string Result = 6;
}

message Heartbeat {
  uint32 Id = 1;
}

message Result {
	repeated Metric metrics = 1;
}

message Metric {
	uint64 TotalNum          = 1;
	uint64 GoroutinesStarted = 2;
	uint64 GoroutinesStopped = 3;
	map<string, GoroutineMetric> Goroutines        = 4;
	uint64 FinishedReqsTotal =      5;
	uint64 FinishedReqsSuccesful =      6;
	uint64 FinishedReqsFailed =      7;
	uint64 Processed         =8;
	uint64 Dropped           =9;
	uint64 Invalid           =10;
	uint64 AlreadyProcessed  =11;
	TimingMetric RoundTripLatency  =12;
	TimingMetric ReqLatency        = 13;
	map<uint32, uint64> ShardDistribution = 14;
}

message GoroutineMetric {
	uint64 start = 1;
	uint64 end = 2;
}

message TimingMetric {
	uint64 avg = 1;
	uint64 min = 2;
	uint64 max = 3;
}
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package config

import (
	"context"
	"fmt"
	"sync"
	"time"

	pb "github.com/aleksander-vedvik/benchmark/pbft.plain/protos"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/types/known/emptypb"
)

type Node struct {
	addr   string
	client pb.PBFTNodeClient
	conn   *grpc.ClientConn
}

func (n *Node) Close() {
	n.conn.Close()
}

type Config struct {
	mut     sync.Mutex
	nodes   []*Node
	methods map[string][]string
	who     string
	clients map[string]*Node
}

func NewConfig(addr string, srvAddrs []string) *Config {
	config := &Config{
		who:     addr,
		nodes:   make([]*Node, 0, len(srvAddrs)),
		methods: make(map[string][]string),
		clients: make(map[string]*Node),
	}
	go func() {
		// delayed connection to prevent connection refused.
		// this can happen if some of the servers are not
		// online yet.
		time.Sleep(5 * time.Second)
		for _, srvAddr := range srvAddrs {
			if srvAddr == addr {
				// do not add yourself in the configuration.
				// PBFT only sends messages to other nodes,
				// not itself.
				continue
			}
			cc, err := grpc.DialContext(context.Background(), srvAddr, grpc.WithTransportCredentials(insecure.NewCredentials()))
			if err != nil {
				panic(err)
			}
			node := &Node{
				addr:   srvAddr,
				client: pb.NewPBFTNodeClient(cc),
				conn:   cc,
			}
			config.nodes = append(config.nodes, node)
		}
	}()
	return config
}

func (c *Config) Close() {
	for _, n := range c.nodes {
		n.Close()
	}
	for _, c := range c.clients {
		c.Close()
	}
}

func (c *Config) NumNodes() int {
	return len(c.nodes)
}

func (c *Config) Write(ctx context.Context, req *pb.WriteRequest) (*pb.ClientResponse, error) {
	c.mut.Lock()
	defer c.mut.Unlock()
	respChan := make(chan struct{}, len(c.nodes))
	sentMsgs := 0
	for i, node := range c.nodes {
		if i > 0 {
			break
		}
		go func(node pb.PBFTNodeClient, j int) {
			_, err := node.Write(context.Background(), req)
			if err != nil {
				panic(fmt.Sprintf("%s: %s", c.who, err))
			}
			respChan <- struct{}{}
		}(node.client, i)
		sentMsgs++
	}
	for ; sentMsgs > 0; sentMsgs-- {
		<-respChan
	}
	return nil, nil
}

func (c *Config) PrePrepare(req *pb.PrePrepareRequest) {
	c.mut.Lock()
	defer c.mut.Unlock()
	for _, node := range c.nodes {
		go func(node pb.PBFTNodeClient) {
			sendFn := func() error {
				_, err := node.PrePrepare(context.Background(), req)
				return err
			}
			err := sendWithRetries(sendFn, 10)
			if err != nil {
				panic(err)
			}
		}(node.client)
	}
}

func (c *Config) Prepare(req *pb.PrepareRequest) {
	c.mut.Lock()
	defer c.mut.Unlock()
	methodName := "Prepare"
	var methods []string
	if m, ok := c.methods[req.Id]; ok {
		for _, method := range m {
			if method == methodName {
				return
			}
		}
		methods = append(m, methodName)
	} else {
		methods = []string{methodName}
	}
	c.methods[req.Id] = methods
	for _, node := range c.nodes {
		go func(node *Node) {
			sendFn := func() error {
				_, err := node.client.Prepare(context.Background(), req)
				return err
			}
			err := sendWithRetries(sendFn, 10)
			if err != nil {
				panic(err)
			}
		}(node)
	}
}

func (c *Config) Commit(req *pb.CommitRequest) {
	c.mut.Lock()
	defer c.mut.Unlock()
	methodName := "Commit"
	var methods []string
	if m, ok := c.methods[req.Id]; ok {
		for _, method := range m {
			if method == methodName {
				return
			}
		}
		methods = append(m, methodName)
	} else {
		methods = []string{methodName}
	}
	c.methods[req.Id] = methods
	for _, node := range c.nodes {
		go func(node pb.PBFTNodeClient) {
			sendFn := func() error {
				_, err := node.Commit(context.Background(), req)
				return err
			}
			err := sendWithRetries(sendFn, 10)
			if err != nil {
				panic(err)
			}
		}(node.client)
	}
}

func (c *Config) ClientHandler(req *pb.ClientResponse) {
	c.mut.Lock()
	methodName := "ClientHandler"
	var methods []string
	if m, ok := c.methods[req.Id]; ok {
		for _, method := range m {
			if method == methodName {
				c.mut.Unlock()
				return
			}
		}
		methods = append(m, methodName)
	} else {
		methods = []string{methodName}
	}
	c.methods[req.Id] = methods
	var (
		cc   *grpc.ClientConn
		ok   bool
		err  error
		node *Node
	)

	if node, ok = c.clients[req.From]; !ok {
		cc, err = grpc.DialContext(context.Background(), req.From, grpc.WithTransportCredentials(insecure.NewCredentials()))
		if err != nil {
			panic(err)
		}
		client := &Node{
			addr:   req.From,
			client: pb.NewPBFTNodeClient(cc),
			conn:   cc,
		}
		c.clients[req.From] = client
		node = client
	}
	c.mut.Unlock()
	sendFn := func() error {
		_, err := node.client.ClientHandler(context.Background(), req)
		return err
	}
	sendWithRetries(sendFn, 10)
	if err != nil {
		panic(err)
	}
}

func (c *Config) Benchmark(ctx context.Context) (*pb.ClientResponse, error) {
	c.mut.Lock()
	defer c.mut.Unlock()
	respChan := make(chan struct{}, len(c.nodes))
	sentMsgs := 0
	for i, node := range c.nodes {
		go func(node pb.PBFTNodeClient, j int) {
			sendFn := func() error {
				ctx, cancel := context.WithTimeout(context.Background(), 2*time.Second)
				defer cancel()
				_, err := node.Benchmark(ctx, &emptypb.Empty{})
				return err
			}
			err := sendWithRetries(sendFn, 10)
			if err != nil {
				panic(err)
			}
			respChan <- struct{}{}
		}(node.client, i)
		sentMsgs++
	}
	for ; sentMsgs > 0; sentMsgs-- {
		<-respChan
	}
	return nil, nil
}

func sendWithRetries(sendFn func() error, retries int) error {
	var err error
	for r := 0; r < retries; r++ {
		err = sendFn()
		if err == nil {
			return nil
		}
		time.Sleep((1 + time.Duration(r)) * 10 * time.Millisecond)
	}
	return err
}







MasterLab/src/pbft.plain/server/pbft.go

package server

import (
	"context"

	pb "github.com/aleksander-vedvik/benchmark/pbft.plain/protos"
	"github.com/golang/protobuf/ptypes/empty"
)

func (s *Server) PrePrepare(ctx context.Context, request *pb.PrePrepareRequest) (*empty.Empty, error) {
	if !s.isInView(request.View) {
		return nil, nil
	}
	if !s.sequenceNumberIsValid(request.SequenceNumber) {
		return nil, nil
	}
	if s.hasAlreadyAcceptedSequenceNumber(request.SequenceNumber) {
		return nil, nil
	}
	s.messageLog.add(request, s.viewNumber, request.SequenceNumber)
	s.progressState(request.Id)
	go s.handlePrepares(request.Id)
	go s.view.Prepare(&pb.PrepareRequest{
		Id:             request.Id,
		View:           request.View,
		SequenceNumber: request.SequenceNumber,
		Digest:         request.Digest,
		Message:        request.Message,
		Timestamp:      request.Timestamp,
		From:           request.From,
	})
	return nil, nil
}

func (s *Server) Prepare(ctx context.Context, request *pb.PrepareRequest) (*empty.Empty, error) {
	s.mut.Lock()
	if s.order[request.Id] < Prepare {
		if s.tmpPrepares[request.Id] == nil || len(s.tmpPrepares[request.Id]) <= 0 {
			s.tmpPrepares[request.Id] = []*pb.PrepareRequest{request}
		} else {
			s.tmpPrepares[request.Id] = append(s.tmpPrepares[request.Id], request)
		}
		s.mut.Unlock()
		return nil, nil
	}
	s.mut.Unlock()
	if !s.isInView(request.View) {
		return nil, nil
	}
	if !s.sequenceNumberIsValid(request.SequenceNumber) {
		return nil, nil
	}
	s.messageLog.add(request, s.viewNumber, request.SequenceNumber)
	if s.prepared(request.SequenceNumber) {
		s.progressState(request.Id)
		go s.handleCommits(request.Id)
		go s.view.Commit(&pb.CommitRequest{
			Id:             request.Id,
			Timestamp:      request.Timestamp,
			View:           request.View,
			Digest:         request.Digest,
			SequenceNumber: request.SequenceNumber,
			Message:        request.Message,
			From:           request.From,
		})
	}
	return nil, nil
}

func (s *Server) Commit(ctx context.Context, request *pb.CommitRequest) (*empty.Empty, error) {
	s.mut.Lock()
	if s.order[request.Id] < Commit {
		if s.tmpCommits[request.Id] == nil || len(s.tmpCommits[request.Id]) <= 0 {
			s.tmpCommits[request.Id] = []*pb.CommitRequest{request}
		} else {
			s.tmpCommits[request.Id] = append(s.tmpCommits[request.Id], request)
		}
		s.mut.Unlock()
		return nil, nil
	}
	s.mut.Unlock()
	if !s.isInView(request.View) {
		return nil, nil
	}
	if !s.sequenceNumberIsValid(request.SequenceNumber) {
		return nil, nil
	}
	s.messageLog.add(request, s.viewNumber, request.SequenceNumber)
	if s.committed(request.SequenceNumber) {
		s.mut.Lock()
		state := &pb.ClientResponse{
			Id:        request.Id,
			Result:    request.Message,
			Timestamp: request.Timestamp,
			View:      request.View,
			From:      request.From,
		}
		s.state = state
		s.mut.Unlock()
		go s.view.ClientHandler(state)
	}
	return nil, nil
}

func (s *Server) isLeader() bool {
	return s.leader == s.addr
}

func (s *Server) isInView(view int32) bool {
	// request is in the current view of this node
	return s.viewNumber == view
}

func (s *Server) sequenceNumberIsValid(n int32) bool {
	// the sequence number is between h and H
	return n >= 0
}

func (s *Server) hasAlreadyAcceptedSequenceNumber(n int32) bool {
	// checks if the node has already accepted a pre-prepare request
	// for this view and sequence number
	_, found := s.messageLog.getPrePrepareReq(n, s.viewNumber)
	return found
}

func (s *Server) prepared(n int32) bool {
	// the request m, a pre-prepare for m in view v with sequence number n,
	// and 2f prepares from different backups that match the pre-prepare.
	// The replicas verify whether the prepares match the pre-prepare by
	// checking that they have the same view, sequence number, and digest.
	req, found := s.messageLog.getPrePrepareReq(n, s.viewNumber)
	if !found {
		return false
	}
	reqs, found := s.messageLog.getPrepareReqs(req.Digest, req.SequenceNumber, req.View)
	return found && len(reqs) >= 2*len(s.peers)/3
}

func (s *Server) committed(n int32) bool {
	/*
		We define the committed and committed-local predi-
		cates as follows: committed(m, v, n) is true if and only
		if prepared(m, v, n, i) is true for all i in some set of
		f+1 non-faulty replicas; and committed-local(m, v, n, i)
		is true if and only if prepared(m, v, n, i) is true and i has
		accepted 2f + 1 commits (possibly including its own)
		from different replicas that match the pre-prepare for m;
		a commit matches a pre-prepare if they have the same
		view, sequence number, and digest.
	*/
	req, found := s.messageLog.getPrePrepareReq(n, s.viewNumber)
	if !found {
		return false
	}
	reqs, found := s.messageLog.getPrepareReqs(req.Digest, req.SequenceNumber, req.View)
	if !found || len(reqs) < 2*len(s.peers)/3 {
		return false
	}
	commits, found := s.messageLog.getCommitReqs(req.Digest, req.SequenceNumber, req.View)
	return found && len(commits) > 2*len(s.peers)/3
}

func (s *Server) progressState(requestId string) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.order[requestId]++
}

func (s *Server) handlePrepares(requestId string) {
	s.mut.Lock()
	defer s.mut.Unlock()
	for _, prepare := range s.tmpPrepares[requestId] {
		go s.Prepare(context.Background(), prepare)
	}
}

func (s *Server) handleCommits(requestId string) {
	s.mut.Lock()
	defer s.mut.Unlock()
	for _, commit := range s.tmpCommits[requestId] {
		go s.Commit(context.Background(), commit)
	}
}







MasterLab/src/pbft.plain/server/server.go

package server

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"os"
	"strings"
	"sync"
	"time"

	"github.com/aleksander-vedvik/benchmark/pbft.plain/config"
	pb "github.com/aleksander-vedvik/benchmark/pbft.plain/protos"
	"github.com/golang/protobuf/ptypes/empty"

	"google.golang.org/grpc"
)

type state int

const (
	PrePrepare state = iota
	Prepare
	Commit
)

// The storage server should implement the server interface defined in the pbbuf files
type Server struct {
	pb.PBFTNodeServer
	mut            sync.Mutex
	leader         string
	data           []string
	addr           string
	peers          []string
	addedMsgs      map[string]bool
	messageLog     *MessageLog
	viewNumber     int32
	state          *pb.ClientResponse
	sequenceNumber int32
	withoutLeader  bool
	view           *config.Config
	srv            *grpc.Server
	order          map[string]state
	tmpPrepares    map[string][]*pb.PrepareRequest
	tmpCommits     map[string][]*pb.CommitRequest
	log            bool
}

// Creates a new StorageServer.
func New(addr string, srvAddresses []string, withoutLeader ...bool) *Server {
	if len(srvAddresses) < 4 {
		panic("should run with at least 4 servers")
	}
	wL := false
	if len(withoutLeader) > 0 {
		wL = withoutLeader[0]
	}
	useLog := os.Getenv("LOG")
	srv := Server{
		data:           make([]string, 0),
		addr:           addr,
		peers:          srvAddresses,
		addedMsgs:      make(map[string]bool),
		leader:         srvAddresses[0],
		messageLog:     newMessageLog(),
		state:          nil,
		sequenceNumber: 1,
		viewNumber:     1,
		withoutLeader:  wL,
		view:           config.NewConfig(addr, srvAddresses),
		srv:            grpc.NewServer(),
		order:          make(map[string]state),
		tmpPrepares:    make(map[string][]*pb.PrepareRequest),
		tmpCommits:     make(map[string][]*pb.CommitRequest),
		log:            useLog == "1",
	}
	pb.RegisterPBFTNodeServer(srv.srv, &srv)
	return &srv
}

func (s *Server) Start(local bool) {
	slog.Info("server: started", "addr", s.addr)
	var (
		lis net.Listener
		err error
	)
	env := os.Getenv("PRODUCTION")
	if env == "1" {
		splittedAddr := strings.Split(s.addr, ":")
		lis, err = net.Listen("tcp", ":"+splittedAddr[1])
	} else {
		lis, err = net.Listen("tcp", s.addr)
	}
	slog.Info(fmt.Sprintf("Server started. Listening on address: %s, %s\n\t- peers: %v\n", s.addr, lis.Addr().String(), s.peers))
	if err != nil {
		panic(err)
	}
	if local {
		go s.srv.Serve(lis)
		time.Sleep(1 * time.Second)
		return
	}
	s.srv.Serve(lis)
}

func (s *Server) Stop() {
	s.srv.Stop()
}

func (s *Server) Write(ctx context.Context, request *pb.WriteRequest) (*empty.Empty, error) {
	if !s.isLeader() {
		return nil, nil
	}
	s.mut.Lock()
	req := &pb.PrePrepareRequest{
		Id:             request.Id,
		View:           s.viewNumber,
		SequenceNumber: s.sequenceNumber,
		Digest:         "digest",
		Message:        request.Message,
		Timestamp:      request.Timestamp,
		From:           request.From,
	}
	s.sequenceNumber++
	s.mut.Unlock()
	s.messageLog.add(req, s.viewNumber, req.SequenceNumber)
	s.progressState(request.Id)
	go s.view.PrePrepare(req)
	return nil, nil
}

// only used by the client
func (s *Server) ClientHandler(ctx context.Context, request *pb.ClientResponse) (*empty.Empty, error) {
	return nil, nil
}

func (srv *Server) Benchmark(ctx context.Context, request *empty.Empty) (*pb.Result, error) {
	srv.mut.Lock()
	srv.order = make(map[string]state)
	srv.tmpPrepares = make(map[string][]*pb.PrepareRequest)
	srv.tmpCommits = make(map[string][]*pb.CommitRequest)
	srv.mut.Unlock()
	srv.messageLog.Clear()
	return &pb.Result{}, nil
}







MasterLab/src/pbft.plain/server/log.go

package server

import (
	"strconv"
	"sync"

	pb "github.com/aleksander-vedvik/benchmark/pbft.plain/protos"
)

type MessageLog struct {
	mut         sync.Mutex
	data        []any
	preprepares map[string]*pb.PrePrepareRequest
	prepares    map[string][]*pb.PrepareRequest
	commits     map[string][]*pb.CommitRequest
}

func newMessageLog() *MessageLog {
	buffer := 1000
	return &MessageLog{
		data:        make([]any, buffer),
		preprepares: make(map[string]*pb.PrePrepareRequest, buffer),
		prepares:    make(map[string][]*pb.PrepareRequest, buffer),
		commits:     make(map[string][]*pb.CommitRequest, buffer),
	}
}

func (m *MessageLog) add(elem any, view, n int32) {
	m.mut.Lock()
	defer m.mut.Unlock()
	m.data = append(m.data, elem)
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	switch req := elem.(type) {
	case *pb.PrePrepareRequest:
		m.preprepares[id] = req
	case *pb.PrepareRequest:
		m.prepares[id] = append(m.prepares[id], req)
	case *pb.CommitRequest:
		m.commits[id] = append(m.commits[id], req)
	}
}

func (m *MessageLog) getPrePrepareReq(n, view int32) (*pb.PrePrepareRequest, bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	req, ok := m.preprepares[id]
	if ok && req.View == view && req.SequenceNumber == n {
		return req, true
	}
	return nil, false
}

func (m *MessageLog) getPrepareReqs(digest string, n, view int32) ([]*pb.PrepareRequest, bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	res := make([]*pb.PrepareRequest, 0)
	for _, req := range m.prepares[id] {
		if req.Digest == digest && req.View == view && req.SequenceNumber == n {
			res = append(res, req)
		}
	}
	return res, len(res) > 0
}

func (m *MessageLog) getCommitReqs(digest string, n, view int32) ([]*pb.CommitRequest, bool) {
	m.mut.Lock()
	defer m.mut.Unlock()
	id := "view:" + strconv.Itoa(int(view)) + ",n:" + strconv.Itoa(int(n))
	res := make([]*pb.CommitRequest, 0)
	for _, req := range m.commits[id] {
		if req.Digest == digest && req.View == view && req.SequenceNumber == n {
			res = append(res, req)
		}
	}
	return res, len(res) > 0
}

func (m *MessageLog) Clear() {
	m.mut.Lock()
	defer m.mut.Unlock()
	buffer := 1000
	m.data = make([]any, buffer)
	m.preprepares = make(map[string]*pb.PrePrepareRequest, buffer)
	m.prepares = make(map[string][]*pb.PrepareRequest, buffer)
	m.commits = make(map[string][]*pb.CommitRequest, buffer)
}







MasterLab/src/Makefile

.PHONY: proto docker clean eval

gorums_include := $(shell go list -m -f {{.Dir}} github.com/relab/gorums)
paxosBC_src := paxos.bc/proto/multipaxos.pb.go
paxosQC_src := paxosqc/proto/paxosqc.pb.go
paxosQCB_src := paxosqcb/proto/paxosqcb.pb.go
pbftBC_src := pbft.gorums/protos/node.pb.go

proto: clean $(paxosBC_src) $(paxosQC_src) $(paxosQCB_src) $(pbftBC_src) $(pbftBCO_src)
	@echo "compiling gorums proto files" 

%.pb.go %_gorums.pb.go : %.proto
	-@protoc -I=$(gorums_include):. \
		--go_out=paths=source_relative:. \
		--gorums_out=paths=source_relative:. \
		$<

clean:
	-rm $(paxosBC_src) $(paxosQC_src) $(paxosQCB_src) $(pbftBC_src) 

wd := $(shell pwd)
csv_path := $(wd)/csv

binary:
	CGO_ENABLED=0 GOOS=linux go build -o ./app
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package leaderelection

import (
	fd "github.com/aleksander-vedvik/benchmark/leaderelection/failuredetector"
)

type process struct {
	rank      uint32
	suspected bool
	addr      string
}

type MonLeader[U fd.Node, T fd.Config[U, V], V fd.Heartbeat] struct {
	*fd.FailureDetector[U, T, V]
	processes     map[uint32]*process
	currentLeader *process
	leaderChan    chan string
	doneChan      chan struct{}
}

func New[U fd.Node, T fd.Config[U, V], V fd.Heartbeat](c T, id uint32, createHeartbeat func(id uint32) V) *MonLeader[U, T, V] {
	if len(c.NodeIDs()) <= 0 {
		panic("config is nil")
	}
	return &MonLeader[U, T, V]{
		FailureDetector: fd.New(c, id, createHeartbeat),
		leaderChan:      make(chan string, 10),
		doneChan:        make(chan struct{}),
	}
}

func (l *MonLeader[U, T, V]) StartLeaderElection() {
	nodes := l.Config.Nodes()
	p := make(map[uint32]*process, len(nodes))
	for _, node := range nodes {
		p[node.ID()] = &process{
			rank:      node.ID(),
			suspected: false,
			addr:      node.Address(),
		}
	}
	l.processes = p
	l.FailureDetector.StartFailuredetector()
	go l.election()
}

func (l *MonLeader[U, T, V]) StopLeaderElection() {
	close(l.doneChan)
	l.FailureDetector.StopFailuredetector()
}

func (l *MonLeader[U, T, V]) Leaders() <-chan string {
	return l.leaderChan
}

func (l *MonLeader[U, T, V]) election() {
	var id uint32
	for {
		l.elect()
		select {
		case <-l.doneChan:
			return
		case id = <-l.FailureDetector.Suspects():
			l.processes[id].suspected = true
		case id = <-l.FailureDetector.Restores():
			l.processes[id].suspected = false
		}
	}
}

func (l *MonLeader[U, T, V]) elect() {
	leader := l.maxRank()
	if leader == nil {
		l.leaderChan <- ""
		return
	}
	if l.currentLeader == nil || leader.rank != l.currentLeader.rank {
		l.currentLeader = leader
		l.leaderChan <- leader.addr
	}
}

func (l *MonLeader[U, T, V]) maxRank() *process {
	max := 1
	var p *process = nil
	for _, process := range l.processes {
		if process.suspected {
			continue
		}
		if -int(process.rank) < max {
			max = -int(process.rank)
			p = process
		}
	}
	return p
}







MasterLab/src/leaderelection/failuredetector/failuredetector.go

package failuredetector

import (
	"context"
	"sync"
	"time"

	"github.com/relab/gorums"
)

type process struct {
	id          uint32
	alive       bool
	suspected   bool
	suspectChan chan<- uint32
	restoreChan chan<- uint32
}

type Heartbeat interface {
	GetId() uint32
}

type Node interface {
	ID() uint32
	Address() string
}

type Config[U Node, V Heartbeat] interface {
	Ping(context.Context, V, ...gorums.CallOption)
	NodeIDs() []uint32
	Nodes() []U
}

type FailureDetector[U Node, T Config[U, V], V Heartbeat] struct {
	id              uint32
	mu              sync.Mutex
	processes       map[uint32]*process
	Config          T
	delta           time.Duration
	createHeartbeat func(id uint32) V
	suspectChan     chan uint32
	restoreChan     chan uint32
	doneChan        chan struct{}
}

func New[U Node, T Config[U, V], V Heartbeat](c T, id uint32, createHeartbeat func(id uint32) V) *FailureDetector[U, T, V] {
	suspectChan := make(chan uint32, 10)
	restoreChan := make(chan uint32, 10)
	return &FailureDetector[U, T, V]{
		id:              id,
		Config:          c,
		createHeartbeat: createHeartbeat,
		suspectChan:     suspectChan,
		restoreChan:     restoreChan,
		doneChan:        make(chan struct{}),
		delta:           3 * time.Second,
	}
}

func (fd *FailureDetector[U, T, V]) StartFailuredetector() {
	ids := fd.Config.NodeIDs()
	p := make(map[uint32]*process, len(ids))
	for _, id := range ids {
		p[id] = &process{
			id:          id,
			alive:       true,
			suspected:   false,
			suspectChan: fd.suspectChan,
			restoreChan: fd.restoreChan,
		}
	}
	fd.processes = p
	go func() {
		for {
			select {
			case <-fd.doneChan:
				return
			default:
			}
			fd.timeout()
		}
	}()
}

func (fd *FailureDetector[U, T, V]) StopFailuredetector() {
	close(fd.doneChan)
}

func (fd *FailureDetector[U, T, V]) Suspects() <-chan uint32 {
	return fd.suspectChan
}

func (fd *FailureDetector[U, T, V]) Restores() <-chan uint32 {
	return fd.restoreChan
}

func (fd *FailureDetector[U, T, V]) timeout() {
	fd.mu.Lock()
	for _, p := range fd.processes {
		if !p.alive && !p.suspected {
			p.suspected = true
			p.suspect()
		} else if p.alive && p.suspected {
			p.suspected = false
			p.restore()
		}
		p.alive = false
	}
	fd.mu.Unlock()
	req := fd.createHeartbeat(fd.id)
	ctx, cancel := context.WithTimeout(context.Background(), fd.delta)
	defer cancel()
	fd.Config.Ping(ctx, req, gorums.WithNoSendWaiting())
	time.Sleep(fd.delta)
}

func (p *process) suspect() {
	p.suspectChan <- p.id
}

func (p *process) restore() {
	p.restoreChan <- p.id
}

func (fd *FailureDetector[U, T, V]) Ping(id uint32) {
	fd.mu.Lock()
	defer fd.mu.Unlock()
	if p, ok := fd.processes[id]; ok {
		p.alive = true
	}
}







MasterLab/src/conf.paxos.3.yaml

servers:
  - 0:
      id: 0
      addr: "10.0.0.5"
      port: "5000"
  - 1:
      id: 1
      addr: "10.0.0.6"
      port: "5001"
  - 2:
      id: 2
      addr: "10.0.0.7"
      port: "5002"

clients:
  - 0:
      id: 0
      addr: "10.0.0.3"
      port: "8080"
  - 1:
      id: 1
      addr: "10.0.0.3"
      port: "8081"
  - 2:
      id: 2
      addr: "10.0.0.3"
      port: "8082"
  - 3:
      id: 3
      addr: "10.0.0.3"
      port: "8083"
  - 4:
      id: 4
      addr: "10.0.0.3"
      port: "8084"
  - 5:
      id: 5
      addr: "10.0.0.3"
      port: "8085"
  - 6:
      id: 6
      addr: "10.0.0.3"
      port: "8086"
  - 7:
      id: 7
      addr: "10.0.0.3"
      port: "8087"
  - 8:
      id: 8
      addr: "10.0.0.3"
      port: "8088"
  - 9:
      id: 9
      addr: "10.0.0.3"
      port: "8089"







MasterLab/src/util/util.go

package main

import (
	"encoding/csv"
	"errors"
	"flag"
	"fmt"
	"os"
	"strconv"
	"strings"

	bench "github.com/aleksander-vedvik/benchmark/benchmark"
)

type mappingType map[int]string

var mapping mappingType = map[int]string{
	1: bench.PaxosBroadcastCall,
	2: bench.PaxosQuorumCall,
	3: bench.PaxosQuorumCallBroadcastOption,
	4: bench.PBFTWithGorums,
	5: bench.PBFTWithoutGorums,
}

func (m mappingType) String() string {
	ret := "\n"
	ret += "\t1: " + m[1] + "\n"
	ret += "\t2: " + m[2] + "\n"
	ret += "\t3: " + m[3] + "\n"
	ret += "\t4: " + m[4] + "\n"
	ret += "\t5: " + m[5] + "\n"
	return ret
}

func main() {
	benchTypesString := flag.String("bench", "0", "types of benchmark to create histograms for. Should be comma seperated list:"+mapping.String())
	numBuckets := flag.Int("num", 0, "number of buckets in histogram")
	folderPath := flag.String("path", "./csv", "folder path to csv files")
	throughput := flag.Int("t", 0, "throughput")
	flag.Parse()

	benchTypes := make([]string, 0)
	if *benchTypesString != "" {
		benchTypesSlice := strings.Split(*benchTypesString, ",")
		for _, benchTypeString := range benchTypesSlice {
			index, err := strconv.Atoi(benchTypeString)
			if err != nil {
				panic(err)
			}
			benchType, ok := mapping[index]
			if !ok {
				panic("invalid bench type")
			}
			benchTypes = append(benchTypes, benchType)
		}
	}
	if len(benchTypes) == 0 {
		calculatePerformance(*folderPath)
		return
	}
	if *throughput == 0 && *numBuckets == 0 {
		calculateTvsL(benchTypes, *folderPath)
		return
	}
	createHistogram(*numBuckets, benchTypes, *folderPath, *throughput)
}

func createHistogram(numbuckets int, benchTypes []string, path string, throughput int) {
	min, max := -1, -1
	allLatencies := make([][]int, 0)
	for _, name := range benchTypes {
		latencies, err := getLatencies(name, path, throughput)
		if err != nil {
			panic(err)
		}
		if latencies[0] < min || min == -1 {
			min = latencies[0]
		}
		if latencies[len(latencies)-1] > max || max == -1 {
			max = latencies[len(latencies)-1]
		}
		allLatencies = append(allLatencies, latencies)
	}
	bucketSize := (max - min) / numbuckets
	for i, latencies := range allLatencies {
		histogram := make(map[int]int, numbuckets)
		for _, latency := range latencies {
			index := (latency - min) / bucketSize
			if index < 0 {
				index = 0
			}
			if index >= numbuckets {
				index = numbuckets - 1
			}
			histogram[index*bucketSize]++
		}
		for bucket, number := range histogram {
			histogram[bucket] = 100 * number / len(latencies)
		}
		WriteHistogram(benchTypes[i], histogram, path, throughput)
	}
}

func getLatencies(name, path string, throughput int) ([]int, error) {
	allDurs := make([][]int, 0, 1000)
	for runNumber := 0; runNumber < 20; runNumber++ {
		filePath := fmt.Sprintf("%s/%s.T%v.R%v.durations.csv", path, name, throughput, runNumber)
		fmt.Println("reading file:", filePath)
		file, err := os.Open(filePath)
		if err != nil {
			break
		}
		defer file.Close()
		reader := csv.NewReader(file)
		records, err := reader.ReadAll()
		if err != nil {
			return nil, err
		}
		// only accepts sorted records. This is done by the benchmark.
		for i, record := range records {
			if i == 0 {
				// header
				continue
			}
			// record[1] = Latency (µs)
			latency, err := strconv.Atoi(record[1])
			if err != nil {
				return nil, err
			}
			if i >= len(allDurs) {
				allDurs = append(allDurs, []int{latency})
				continue
			}
			allDurs[i] = append(allDurs[i], latency)
		}
	}
	if len(allDurs) <= 0 {
		return nil, errors.New("no files read")
	}
	coalescedDurs := make([]int, len(allDurs))
	for i, durs := range allDurs {
		sum := 0
		for _, dur := range durs {
			sum += dur
		}
		mean := sum / len(durs)
		/*// sort slices to get median
		slices.Sort(durs)
		// precision is not super important. Round down to closest int.
		var median int
		medianIndex := len(durs) / 2 // integer division does floor operation
		if len(durs)%2 == 0 {
			median1 := durs[medianIndex-1]
			median2 := durs[medianIndex]
			median = (median1 + median2) / 2
		} else {
			median = durs[medianIndex]
		}
		coalescedDurs[i] = median*/
		coalescedDurs[i] = mean / 1000 // convert µs to ms
	}
	return coalescedDurs, nil
}

func WriteHistogram(name string, histogram map[int]int, folderPath string, throughput int) error {
	path := fmt.Sprintf("%s/%s.T%v.histogram.csv", folderPath, name, throughput)
	fmt.Println("writing histogram to:", path)
	file, err := os.Create(path)
	if err != nil {
		return err
	}
	defer file.Close()
	w := csv.NewWriter(file)
	data := make([][]string, 1, len(histogram)+1)
	data[0] = []string{"Bucket", "Number"}
	for bucket, number := range histogram {
		data = append(data, []string{strconv.Itoa(bucket), strconv.Itoa(number)})
	}
	return w.WriteAll(data)
}

func calculateTvsL(benchTypes []string, path string) {
	for i, name := range benchTypes {
		latencies, throughputs, err := getTLLatencies(name, path)
		if err != nil {
			panic(err)
		}
		for j, latency := range latencies {
			fmt.Println(benchTypes[i], throughputs[j], latency)
		}
		WriteTvsL(benchTypes[i], latencies, throughputs, path)
	}
}

func getTLLatencies(name, path string) ([]int, []int, error) {
	throughputs := make([]int, 0)
	allDurs := make([][]int, 0, 20)
	for runNumber := 0; runNumber < 20; runNumber++ {
		filePath := fmt.Sprintf("%s/%s.R%v.csv", path, name, runNumber)
		fmt.Println("reading file:", filePath)
		file, err := os.Open(filePath)
		if err != nil {
			break
		}
		defer file.Close()
		reader := csv.NewReader(file)
		records, err := reader.ReadAll()
		if err != nil {
			return nil, nil, err
		}
		// only accepts sorted records. This is done by the benchmark.
		for i, record := range records {
			if i == 0 {
				// header
				continue
			}
			// record[0] = Throughput
			throughput, err := strconv.Atoi(record[0])
			if err != nil {
				return nil, nil, err
			}
			if i >= len(throughputs) {
				throughputs = append(throughputs, throughput)
			}
			// record[1] = Latency (ms)
			latency, err := strconv.Atoi(record[1])
			if err != nil {
				return nil, nil, err
			}
			if i > len(allDurs) {
				allDurs = append(allDurs, []int{latency})
				continue
			}
			allDurs[i-1] = append(allDurs[i-1], latency)
		}
	}
	if len(allDurs) <= 0 {
		return nil, nil, errors.New("no files read")
	}
	coalescedDurs := make([]int, len(allDurs))
	for i, durs := range allDurs {
		sum := 0
		for _, dur := range durs {
			sum += dur
		}
		mean := sum / len(durs)
		/*// sort slices to get median
		slices.Sort(durs)
		// precision is not super important. Round down to closest int.
		var median int
		medianIndex := len(durs) / 2 // integer division does floor operation
		if len(durs)%2 == 0 {
			median1 := durs[medianIndex-1]
			median2 := durs[medianIndex]
			median = (median1 + median2) / 2
		} else {
			median = durs[medianIndex]
		}
		coalescedDurs[i] = median*/
		coalescedDurs[i] = mean
	}
	return coalescedDurs, throughputs, nil
}

func WriteTvsL(name string, latencies []int, throughputs []int, folderPath string) error {
	path := fmt.Sprintf("%s/%s.TvsL.csv", folderPath, name)
	fmt.Println("writing throughput vs latency to:", path)
	file, err := os.Create(path)
	if err != nil {
		return err
	}
	defer file.Close()
	w := csv.NewWriter(file)
	data := make([][]string, 1, len(latencies)+1)
	data[0] = []string{"Throughput", "Latency"}
	for i := range latencies {
		data = append(data, []string{strconv.Itoa(throughputs[i]), strconv.Itoa(latencies[i])})
	}
	return w.WriteAll(data)
}

func calculatePerformance(path string) {
	benchTypes := []string{
		"Paxos.BroadcastCall.S3",
		"Paxos.QuorumCallBroadcastOption.S3",
		"Paxos.QuorumCall.S3",
		"PBFT.With.Gorums.S4",
		"PBFT.Without.Gorums.S4",
	}
	for _, name := range benchTypes {
		err := getPerformanceLatencies(name, path)
		if err != nil {
			panic(err)
		}
	}
}

func getPerformanceLatencies(name, path string) error {
	avg := 0.0
	median := 0.0
	stdv := 0.0
	min := 0.0
	max := 0.0
	runNumber := 0
	for ; runNumber < 20; runNumber++ {
		filePath := fmt.Sprintf("%s/%s.C10.R1000.Performance.%v.csv", path, name, runNumber)
		fmt.Println("reading file:", filePath)
		file, err := os.Open(filePath)
		if err != nil {
			break
		}
		defer file.Close()
		reader := csv.NewReader(file)
		records, err := reader.ReadAll()
		if err != nil {
			return err
		}
		record := records[1]
		avgLatency, err := strconv.Atoi(record[1])
		if err != nil {
			return err
		}
		avg += float64(avgLatency)
		medianLatency, err := strconv.Atoi(record[2])
		if err != nil {
			return err
		}
		median += float64(medianLatency)
		stdvLatency, err := strconv.Atoi(record[3])
		if err != nil {
			return err
		}
		stdv += float64(stdvLatency)
		minLatency, err := strconv.Atoi(record[4])
		if err != nil {
			return err
		}
		min += float64(minLatency)
		maxLatency, err := strconv.Atoi(record[5])
		if err != nil {
			return err
		}
		max += float64(maxLatency)
	}
	avg /= float64(1000 * runNumber)
	median /= float64(1000 * runNumber)
	stdv /= float64(1000 * runNumber)
	max /= float64(1000 * runNumber)
	min /= float64(1000 * runNumber)
	res := "\n\n"
	res += "Benchmark " + name + "\n"
	res += fmt.Sprintf("\t- Mean: %.2f\n", avg)
	res += fmt.Sprintf("\t- Median: %.2f\n", median)
	res += fmt.Sprintf("\t- Stdv: %.2f\n", stdv)
	res += fmt.Sprintf("\t- Min: %.2f\n", min)
	res += fmt.Sprintf("\t- Max: %.2f\n", max)
	res += "\n"
	fmt.Println(res)
	return nil
}







MasterLab/src/log.go

package main

import (
	"bufio"
	"encoding/json"
	"fmt"
	"os"

	"github.com/relab/gorums"
)

type logEntry struct {
	gorums.LogEntry
	Source struct {
		Function string `json:"function"`
		File     string `json:"file"`
		Line     int    `json:"line"`
	} `json:"source"`
}

func readLog(broadcastID uint64, server bool) {
	if !server {
		fmt.Println()
		fmt.Println("=============")
		fmt.Println("Reading:", "log.Clients.json")
		fmt.Println()
		file, err := os.Open("./logs/log.Clients.json")
		if err != nil {
			panic(err)
		}
		scanner := bufio.NewScanner(file)
		for scanner.Scan() {
			var entry logEntry
			json.Unmarshal(scanner.Bytes(), &entry)
			if entry.Level == "Info" {
				if entry.Err != nil {
					fmt.Println(entry.Msg, ", err:", entry.Err, "msgID", entry.MsgID, ", nodeAddr", entry.NodeAddr, ", MachineID", entry.MachineID)
				} else {
					fmt.Println(entry.Msg, "msgID", entry.MsgID, ", method:", entry.Method, ", nodeAddr", entry.NodeAddr, ", MachineID", entry.MachineID)
				}
			}
		}
		return
	}
	logFiles := []string{"./logs/log.10.0.0.5:5000.json", "./logs/log.10.0.0.6:5001.json", "./logs/log.10.0.0.7:5002.json", "./logs/log.10.0.0.8:5003.json"}
	for _, logFile := range logFiles {
		fmt.Println()
		fmt.Println("=============")
		fmt.Println("Reading:", logFile)
		fmt.Println()
		file, err := os.Open(logFile)
		if err != nil {
			panic(err)
		}
		started := 0
		stopped := 0
		bProcessors := make(map[uint64]struct{})
		scanner := bufio.NewScanner(file)
		for scanner.Scan() {
			var entry logEntry
			json.Unmarshal(scanner.Bytes(), &entry)
			if entry.BroadcastID == broadcastID {
				fmt.Println("msg:", entry.Msg, "method:", entry.Method, "from:", entry.From)
			}
			if broadcastID == 2 && entry.Msg == "processor: started" {
				if _, ok := bProcessors[entry.BroadcastID]; ok {
					panic("duplicate broadcastIDs")
				}
				bProcessors[entry.BroadcastID] = struct{}{}
				started++
			}
			if broadcastID != 1 {
				continue
			}
			if entry.Msg == "processor: started" {
				bProcessors[entry.BroadcastID] = struct{}{}
				started++
			}
			if entry.Msg == "processor: stopped" {
				delete(bProcessors, entry.BroadcastID)
				stopped++
			}
		}
		fmt.Println()
		fmt.Println("processors:", bProcessors)
		fmt.Println("processors started:", started)
		fmt.Println("processors stopped:", stopped)
	}
}







MasterLab/src/conf.paxos.7.yaml

servers:
  - 0:
      id: 0
      addr: "10.0.0.5"
      port: "5000"
  - 1:
      id: 1
      addr: "10.0.0.6"
      port: "5001"
  - 2:
      id: 2
      addr: "10.0.0.7"
      port: "5002"
  - 3:
      id: 3
      addr: "10.0.0.8"
      port: "5003"
  - 4:
      id: 4
      addr: "10.0.0.9"
      port: "5004"
  - 5:
      id: 5
      addr: "10.0.0.10"
      port: "5005"
  - 6:
      id: 6
      addr: "10.0.0.11"
      port: "5006"

clients:
  - 0:
      id: 0
      addr: "10.0.0.3"
      port: "8080"
  - 1:
      id: 1
      addr: "10.0.0.3"
      port: "8081"
  - 2:
      id: 2
      addr: "10.0.0.3"
      port: "8082"
  - 3:
      id: 3
      addr: "10.0.0.3"
      port: "8083"
  - 4:
      id: 4
      addr: "10.0.0.3"
      port: "8084"
  - 5:
      id: 5
      addr: "10.0.0.3"
      port: "8085"
  - 6:
      id: 6
      addr: "10.0.0.3"
      port: "8086"
  - 7:
      id: 7
      addr: "10.0.0.3"
      port: "8087"
  - 8:
      id: 8
      addr: "10.0.0.3"
      port: "8088"
  - 9:
      id: 9
      addr: "10.0.0.3"
      port: "8089"







MasterLab/src/config.go

package main

import (
	"fmt"
	"os"

	bench "github.com/aleksander-vedvik/benchmark/benchmark"
	"gopkg.in/yaml.v3"
)

type Server struct {
	ID   int    `yaml:"id"`
	Addr string `yaml:"addr"`
	Port string `yaml:"port"`
}

// ServerEntry represents an entry in the servers list
type ServerEntry map[int]Server

// Config represents the configuration containing servers
type Config struct {
	Servers []ServerEntry `yaml:"servers"`
	Clients []ServerEntry `yaml:"clients"`
}

func getConfig() (srvs, clients ServerEntry) {
	confType := os.Getenv("CONF")
	if confType == "" {
		confType = "local"
	}
	benchType := os.Getenv("BENCH")
	if benchType == "4" || benchType == "5" {
		confType = "pbft"
	}
	confPath := fmt.Sprintf("conf.%s.yaml", confType)
	data, err := os.ReadFile(confPath)
	if err != nil {
		panic(err)
	}
	var c Config
	err = yaml.Unmarshal(data, &c)
	if err != nil {
		panic(err)
	}
	srvs = make(map[int]Server, len(c.Servers))
	for _, srv := range c.Servers {
		for id, info := range srv {
			srvs[id] = info
		}
	}
	clients = make(map[int]Server, len(c.Servers))
	for _, client := range c.Clients {
		for id, info := range client {
			clients[id] = info
		}
	}
	return srvs, clients
}

type mappingType map[int]string

var mapping mappingType = map[int]string{
	1: bench.PaxosBroadcastCall,
	2: bench.PaxosQuorumCall,
	3: bench.PaxosQuorumCallBroadcastOption,
	4: bench.PBFTWithGorums,
	5: bench.PBFTWithoutGorums,
}

func (m mappingType) String() string {
	ret := "\n"
	ret += "\t1: " + m[1] + "\n"
	ret += "\t2: " + m[2] + "\n"
	ret += "\t3: " + m[3] + "\n"
	ret += "\t4: " + m[4] + "\n"
	ret += "\t5: " + m[5] + "\n"
	return ret
}







MasterLab/src/conf.pbft.yaml

servers:
  - 0:
      id: 0
      addr: "10.0.0.5"
      port: "5000"
  - 1:
      id: 1
      addr: "10.0.0.6"
      port: "5001"
  - 2:
      id: 2
      addr: "10.0.0.7"
      port: "5002"
  - 3:
      id: 3
      addr: "10.0.0.8"
      port: "5003"

clients:
  - 0:
      id: 0
      addr: "10.0.0.3"
      port: "8080"
  - 1:
      id: 1
      addr: "10.0.0.3"
      port: "8081"
  - 2:
      id: 2
      addr: "10.0.0.3"
      port: "8082"
  - 3:
      id: 3
      addr: "10.0.0.3"
      port: "8083"
  - 4:
      id: 4
      addr: "10.0.0.3"
      port: "8084"
  - 5:
      id: 5
      addr: "10.0.0.3"
      port: "8085"
  - 6:
      id: 6
      addr: "10.0.0.3"
      port: "8086"
  - 7:
      id: 7
      addr: "10.0.0.3"
      port: "8087"
  - 8:
      id: 8
      addr: "10.0.0.3"
      port: "8088"
  - 9:
      id: 9
      addr: "10.0.0.3"
      port: "8089"







MasterLab/src/go.sum

github.com/golang/protobuf v1.5.4 h1:i7eJL8qZTpSEXOPTxNKhASYpMn+8e5Q6AdndVa1dWek=
github.com/golang/protobuf v1.5.4/go.mod h1:lnTiLA8Wa4RWRcIUkrtSVa5nRhsEGBg48fD6rSs7xps=
github.com/google/go-cmp v0.6.0 h1:ofyhxvXcZhMsU5ulbFiLKl/XBFqE1GSq7atu8tAmTRI=
github.com/google/go-cmp v0.6.0/go.mod h1:17dUlkBOakJ0+DkrSSNjCkIjxS6bF9zb3elmeNGIjoY=
github.com/google/uuid v1.6.0 h1:NIvaJDMOsjHA8n1jAhLSgzrAzy1Hgr+hNrb57e+94F0=
github.com/google/uuid v1.6.0/go.mod h1:TIyPZe4MgqvfeYDBFedMoGGpEw/LqOeaOT+nhxU+yHo=
github.com/joho/godotenv v1.5.1 h1:7eLL/+HRGLY0ldzfGMeQkb7vMd0as4CfYvUVzLqw0N0=
github.com/joho/godotenv v1.5.1/go.mod h1:f4LDr5Voq0i2e/R5DDNOoa2zzDfwtkZa6DnEwAbqwq4=
golang.org/x/net v0.22.0 h1:9sGLhx7iRIHEiX0oAJ3MRZMUCElJgy7Br1nO+AMN3Tc=
golang.org/x/net v0.22.0/go.mod h1:JKghWKKOSdJwpW2GEx0Ja7fmaKnMsbu+MWVZTokSYmg=
golang.org/x/sys v0.18.0 h1:DBdB3niSjOA/O0blCZBqDefyWNYveAYMNF1Wum0DYQ4=
golang.org/x/sys v0.18.0/go.mod h1:/VUhepiaJMQUp4+oa/7Zr1D23ma6VTLIYjOOTFZPUcA=
golang.org/x/text v0.14.0 h1:ScX5w1eTa3QqT8oi6+ziP7dTV1S2+ALU0bI+0zXKWiQ=
golang.org/x/text v0.14.0/go.mod h1:18ZOQIKpY8NJVqYksKHtTdi31H5itFRjB5/qKTNYzSU=
golang.org/x/tools v0.19.0 h1:tfGCXNR1OsFG+sVdLAitlpjAvD/I6dHDKnYrpEZUHkw=
golang.org/x/tools v0.19.0/go.mod h1:qoJWxmGSIBmAeriMx19ogtrEPrGtDbPK634QFIcLAhc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 h1:NnYq6UN9ReLM9/Y01KWNOWyI5xQ9kbIms5GGJVwS/Yc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237/go.mod h1:WtryC6hu0hhx87FDGxWCDptyssuo68sk10vYjF+T9fY=
google.golang.org/grpc v1.63.2 h1:MUeiw1B2maTVZthpU5xvASfTh3LDbxHd6IJ6QQVU+xM=
google.golang.org/grpc v1.63.2/go.mod h1:WAX/8DgncnokcFUldAxq7GeB5DXHDbMF+lLvDomNkRA=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 h1:rNBFJjBCOgVr9pWD7rs/knKL4FRTKgpZmsRfV214zcA=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0/go.mod h1:Dk1tviKTvMCz5tvh7t+fh94dhmQVHuCt2OzJB3CTW9Y=
google.golang.org/protobuf v1.33.0 h1:uNO2rsAINq/JlFpSdYEKIZ0uKD/R9cpdv0T+yoGwGmI=
google.golang.org/protobuf v1.33.0/go.mod h1:c6P6GXX6sHbq/GpV6MGZEdwhWPcYBgnhAHhKbcUYpos=
gopkg.in/check.v1 v0.0.0-20161208181325-20d25e280405 h1:yhCVgyC4o1eVCa2tZl7eS0r+SDo693bJlVdllGtEeKM=
gopkg.in/check.v1 v0.0.0-20161208181325-20d25e280405/go.mod h1:Co6ibVJAznAaIkqp8huTwlJQCZ016jof/cbN4VW5Yz0=
gopkg.in/yaml.v3 v3.0.1 h1:fxVm/GzAzEWqLHuvctI91KS9hhNmmWOoWu0XTYJS7CA=
gopkg.in/yaml.v3 v3.0.1/go.mod h1:K4uyk7z7BCEPqu6E+C64Yfv1cQ7kz7rIZviUmN+EgEM=







MasterLab/src/conf.local.yaml

servers:
  - 0:
      id: 0
      addr: "127.0.0.1"
      port: "5000"
  - 1:
      id: 1
      addr: "127.0.0.1"
      port: "5001"
  - 2:
      id: 2
      addr: "127.0.0.1"
      port: "5002"

clients:
  - 0:
      id: 0
      addr: "127.0.0.1"
      port: "8080"
  - 1:
      id: 1
      addr: "127.0.0.1"
      port: "8081"
  - 2:
      id: 2
      port: "8082"
      addr: "127.0.0.1"
  - 3:
      id: 3
      addr: "127.0.0.1"
      port: "8083"
  - 4:
      id: 4
      addr: "127.0.0.1"
      port: "8084"
  - 5:
      id: 5
      addr: "127.0.0.1"
      port: "8085"
  - 6:
      id: 6
      addr: "127.0.0.1"
      port: "8086"
  - 7:
      id: 7
      addr: "127.0.0.1"
      port: "8087"
  - 8:
      id: 8
      addr: "127.0.0.1"
      port: "8088"
  - 9:
      id: 9
      addr: "127.0.0.1"
      port: "8089"







MasterLab/src/Dockerfile.Client

# syntax=docker/dockerfile:1

FROM golang:alpine

WORKDIR /app

COPY gorums gorums
COPY src/go.mod .
COPY src/go.sum .
RUN go mod download

COPY src/. .

RUN CGO_ENABLED=0 GOOS=linux go build -o /client

ENV PRODUCTION=1
ENV SERVER=0

CMD [ "/client" ]






MasterLab/src/paxos.bc/client/client.go

package client

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"strings"

	pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type Client struct {
	config *pb.Configuration
	mgr    *pb.Manager
	addr   string
}

func New(id int, addr string, srvAddresses []string, qSize int, logger *slog.Logger) *Client {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithMachineID(uint64(id)),
		gorums.WithLogger(logger),
	)
	splittedAddr := strings.Split(addr, ":")
	lis, err := net.Listen("tcp", ":"+splittedAddr[1])
	if err != nil {
		panic(err)
	}
	slog.Info(fmt.Sprintf("ClientServer started. Listening on address: %s, lis=%s\n", addr, lis.Addr().String()))
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	mgr.AddClientServer(lis, address, gorums.WithSrvID(uint64(id)), gorums.WithSLogger(logger))
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddresses),
		newQSpec(qSize),
	)
	if err != nil {
		panic("error creating config")
	}
	return &Client{
		config: config,
		mgr:    mgr,
		addr:   addr,
	}
}

func (sc *Client) Stop() {
	sc.mgr.Close()
}

func (sc *Client) Write(ctx context.Context, value string) (*pb.PaxosResponse, error) {
	return sc.config.Write(ctx, &pb.PaxosValue{
		Val: value,
	})
}

func (sc *Client) Benchmark(ctx context.Context) (*pb.Result, error) {
	return sc.config.Benchmark(ctx, &pb.Empty{})
}







MasterLab/src/paxos.bc/client/qspec.go

package client

import (
	pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"
)

type QSpec struct {
	qsize int
}

func newQSpec(qsize int) pb.QuorumSpec {
	return &QSpec{qsize: qsize}
}

// not used by the client
func (q *QSpec) PrepareQF(in *pb.PrepareMsg, replies map[uint32]*pb.PromiseMsg) (*pb.PromiseMsg, bool) {
	return nil, true
}

func (q *QSpec) WriteQF(in *pb.PaxosValue, replies []*pb.PaxosResponse) (*pb.PaxosResponse, bool) {
	if len(replies) < q.qsize {
		return nil, false
	}
	return nil, true
}

func (q *QSpec) BenchmarkQF(in *pb.Empty, replies map[uint32]*pb.Result) (*pb.Result, bool) {
	if len(replies) < q.qsize {
		return nil, false
	}
	result := &pb.Result{
		Metrics: make([]*pb.Metric, 0, len(replies)),
	}
	for _, reply := range replies {
		result.Metrics = append(result.Metrics, reply.Metrics...)
	}
	return result, true
}







MasterLab/src/paxos.bc/server/paxos.go

package server

import (
	pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"

	"github.com/relab/gorums"
)

func (srv *Server) Prepare(ctx gorums.ServerCtx, req *pb.PrepareMsg) (*pb.PromiseMsg, error) {
	return srv.acceptor.Prepare(ctx, req)
}

func (srv *Server) Accept(ctx gorums.ServerCtx, request *pb.AcceptMsg, broadcast *pb.Broadcast) {
	srv.acceptor.Accept(ctx, request, broadcast)
}

func (srv *Server) Learn(ctx gorums.ServerCtx, request *pb.LearnMsg, broadcast *pb.Broadcast) {
	srv.acceptor.Learn(ctx, request, broadcast)
}







MasterLab/src/paxos.bc/server/server.go

package server

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"os"
	"runtime"
	"strings"
	"sync"

	ld "github.com/aleksander-vedvik/benchmark/leaderelection"
	pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type Server struct {
	*pb.Server
	acceptor              *Acceptor
	id                    uint32
	leaderElection        *ld.MonLeader[*pb.Node, *pb.Configuration, *pb.Heartbeat]
	leader                string
	data                  []string
	addr                  string
	peers                 []string
	mgr                   *pb.Manager
	mut                   sync.Mutex
	proposerCtx           context.Context
	cancelProposer        context.CancelFunc
	proposer              *Proposer
	disableLeaderElection bool
}

func New(addr string, srvAddrs []string, logger *slog.Logger) *Server {
	disable := true
	id := 0
	for i, srvAddr := range srvAddrs {
		if addr == srvAddr {
			id = i
			break
		}
	}
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	srv := Server{
		id:                    uint32(id),
		Server:                pb.NewServer(gorums.WithSLogger(logger), gorums.WithListenAddr(address)),
		acceptor:              NewAcceptor(addr, len(srvAddrs)),
		data:                  make([]string, 0),
		addr:                  addr,
		peers:                 srvAddrs,
		leader:                srvAddrs[0],
		disableLeaderElection: disable,
	}
	srv.configureView(logger)
	pb.RegisterMultiPaxosServer(srv.Server, &srv)
	return &srv
}

func (srv *Server) configureView(logger *slog.Logger) {
	srv.mgr = pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithLogger(logger),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers), newQSpec(1+len(srv.peers)/2))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
}

func (srv *Server) Stop() {
	if srv.proposer != nil {
		srv.proposer.stopFunc()
	}
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *Server) Start(local bool) {
	// create listener
	var (
		lis net.Listener
		err error
	)
	env := os.Getenv("PRODUCTION")
	if env == "1" {
		splittedAddr := strings.Split(srv.addr, ":")
		lis, err = net.Listen("tcp", ":"+splittedAddr[1])
	} else {
		lis, err = net.Listen("tcp", srv.addr)
	}
	if err != nil {
		panic(err)
	}
	// add the address
	slog.Info(fmt.Sprintf("Server started. Listening on address: %s, lis=%s\n", srv.addr, lis.Addr().String()))
	// add the correct ID to the server
	var id uint32
	for _, node := range srv.View.Nodes() {
		if node.Address() == srv.addr {
			id = node.ID()
			break
		}
	}
	if !srv.disableLeaderElection {
		// start leader election and failure detector
		srv.leaderElection = ld.New(srv.View, id, func(id uint32) *pb.Heartbeat {
			return &pb.Heartbeat{
				Id: id,
			}
		})
		srv.leaderElection.StartLeaderElection()
		srv.proposerCtx, srv.cancelProposer = context.WithCancel(context.Background())
		go srv.listenForLeaderChanges()
	} else {
		srv.leader = srv.peers[0]
		if srv.leader == srv.addr {
			srv.proposer = NewProposer(srv.id, srv.peers, srv.acceptor.rnd+1, srv.View, srv.BroadcastAccept)
		}
	}
	// don't block the caller in case the servers are started locally
	if local {
		go srv.Serve(lis)
		return
	}
	// start gRPC server
	srv.Serve(lis)
}

func (srv *Server) listenForLeaderChanges() {
	for leader := range srv.leaderElection.Leaders() {
		slog.Warn("new leader", "leader", leader)
		if leader == "" {
			leader = srv.addr
		}
		srv.mut.Lock()
		srv.leader = leader
		if srv.proposer != nil {
			srv.proposer.Stop()
			srv.proposer = nil
		}
		srv.mut.Unlock()
		if srv.isLeader() {
			srv.proposer = NewProposer(srv.id, srv.peers, srv.acceptor.rnd, srv.View, srv.BroadcastAccept)
			go srv.proposer.Start()
		}
	}
}

func (srv *Server) Write(ctx gorums.ServerCtx, request *pb.PaxosValue, broadcast *pb.Broadcast) {
	if !srv.isLeader() {
		return
	}
	srv.proposer.mut.Lock()
	rnd := srv.proposer.rnd
	adu := srv.proposer.adu
	srv.proposer.adu++
	srv.proposer.mut.Unlock()

	broadcast.Accept(&pb.AcceptMsg{
		Rnd:  rnd,
		Slot: adu,
		Val:  request,
	})
}

func (srv *Server) isLeader() bool {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return srv.leader == srv.addr
}

func (srv *Server) Ping(ctx gorums.ServerCtx, request *pb.Heartbeat) {
	srv.leaderElection.Ping(request.GetId())
}

func (srv *Server) Benchmark(ctx gorums.ServerCtx, request *pb.Empty) (*pb.Result, error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	slog.Info("purging reqs")
	// purge all reqs
	srv.SetView(srv.View)
	srv.acceptor = NewAcceptor(srv.addr, len(srv.peers))
	srv.data = make([]string, 0)
	if srv.leader == srv.addr {
		srv.proposer = NewProposer(srv.id, srv.peers, srv.acceptor.rnd+1, srv.View, srv.BroadcastAccept)
	}
	runtime.GC()
	return &pb.Result{}, nil
}







MasterLab/src/paxos.bc/server/acceptor.go

package server

import (
	"errors"
	"sort"
	"sync"

	pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"

	"github.com/relab/gorums"
)

type Acceptor struct {
	mut         sync.Mutex
	addr        string
	rnd         uint32 // current round
	maxSeenSlot uint32
	slots       map[uint32]*pb.PromiseSlot // slots: is the internal data structure maintained by the acceptor to remember the slots
	learntVals  map[uint32]*pb.LearnMsg    // slots: is the internal data structure maintained by the acceptor to remember the slots
	numPeers    int
	senders     map[uint64]int
	adu         uint32
	cache       map[uint32]struct {
		slot         uint32
		sendResponse func()
	}
}

func NewAcceptor(addr string, numPeers int) *Acceptor {
	return &Acceptor{
		addr:       addr,
		numPeers:   numPeers,
		slots:      make(map[uint32]*pb.PromiseSlot),
		learntVals: make(map[uint32]*pb.LearnMsg),
		senders:    make(map[uint64]int),
		cache: make(map[uint32]struct {
			slot         uint32
			sendResponse func()
		}),
	}
}

func (a *Acceptor) Prepare(ctx gorums.ServerCtx, req *pb.PrepareMsg) (*pb.PromiseMsg, error) {
	a.mut.Lock()
	defer a.mut.Unlock()
	if req.Rnd < a.rnd {
		return nil, errors.New("ignored")
	}
	a.rnd = req.Rnd
	if len(a.slots) == 0 {
		return &pb.PromiseMsg{Rnd: a.rnd, Slots: nil}, nil
	}
	promiseSlots := make([]*pb.PromiseSlot, a.maxSeenSlot)
	for slotNo, promiseSlot := range a.slots {
		promiseSlots[slotNo] = promiseSlot
	}
	return &pb.PromiseMsg{Rnd: a.rnd, Slots: promiseSlots}, nil
}

func (a *Acceptor) Accept(ctx gorums.ServerCtx, request *pb.AcceptMsg, broadcast *pb.Broadcast) {
	a.mut.Lock()
	defer a.mut.Unlock()
	// do not accept any messages with a rnd less than current

	if request.Rnd < a.rnd {
		return
	}
	// set the current rnd to the highest it has seen
	a.rnd = request.Rnd
	if request.Slot > a.maxSeenSlot {
		a.maxSeenSlot = request.Slot
	}

	if slot, ok := a.slots[request.Slot]; ok {
		// return if a slot with the same rnd already exists.
		if slot.Rnd == request.Rnd {
			return
		}
	}
	a.slots[request.Slot] = &pb.PromiseSlot{
		Slot:  request.Slot,
		Rnd:   request.Rnd,
		Value: request.Val,
	}
	broadcast.Learn(&pb.LearnMsg{
		Rnd:  a.rnd,
		Slot: request.Slot,
		Val:  request.Val,
	})
}

func (a *Acceptor) Learn(ctx gorums.ServerCtx, request *pb.LearnMsg, broadcast *pb.Broadcast) {
	a.mut.Lock()
	defer a.mut.Unlock()
	md := broadcast.GetMetadata()
	if a.quorum(md.BroadcastID) {
		if prev, ok := a.learntVals[request.Slot]; !ok {
			a.learntVals[request.Slot] = request
		} else {
			if prev.Rnd < request.Rnd {
				a.learntVals[request.Slot] = request
			}
		}
		a.execute(request.Slot, broadcast, &pb.PaxosResponse{})
	}
}

func (a *Acceptor) execute(slot uint32, broadcast *pb.Broadcast, resp *pb.PaxosResponse) {
	if a.adu > slot {
		// old message
		return
	}
	if a.adu < slot {
		a.cache[slot] = struct {
			slot         uint32
			sendResponse func()
		}{slot, func() {
			broadcast.SendToClient(resp, nil)
		}}
		return
	}
	if a.adu == slot {
		broadcast.SendToClient(resp, nil)
		a.adu++
	}
	send := make([]struct {
		slot         uint32
		sendResponse func()
	}, 0, len(a.cache))
	for _, c := range a.cache {
		send = append(send, c)
	}
	sort.Slice(send, func(i, j int) bool {
		return send[i].slot < send[j].slot
	})
	for _, cachedSlot := range send {
		if cachedSlot.slot <= a.adu {
			cachedSlot.sendResponse()
			a.adu++
			delete(a.cache, cachedSlot.slot)
		}
	}
}

// checks how many msgs the server has received for the given broadcastID.
// this method is only used in Learn, and does not require more advanced
// logic.
func (a *Acceptor) quorum(broadcastID uint64) bool {
	a.senders[broadcastID]++
	return int(a.senders[broadcastID]) > a.numPeers/2
}







MasterLab/src/paxos.bc/server/proposer.go

package server

import (
	"context"
	"log/slog"
	"sync"
	"time"

	pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"

	"github.com/relab/gorums"
)

type Proposer struct {
	mut       sync.Mutex
	id        uint32
	peers     []string
	rnd       uint32
	ctx       context.Context
	stopFunc  context.CancelFunc
	view      *pb.Configuration
	adu       uint32
	broadcast func(req *pb.AcceptMsg, opts ...gorums.BroadcastOption)
}

func NewProposer(id uint32, peers []string, rnd uint32, view *pb.Configuration, broadcast func(req *pb.AcceptMsg, opts ...gorums.BroadcastOption)) *Proposer {
	ctx, cancel := context.WithCancel(context.Background())
	return &Proposer{
		id:        id,
		peers:     peers,
		rnd:       rnd,
		ctx:       ctx,
		stopFunc:  cancel,
		view:      view,
		broadcast: broadcast,
	}
}

func (p *Proposer) Start() {
	p.runPhaseOne()
}

func (p *Proposer) Stop() {
	p.stopFunc()
}

func (p *Proposer) runPhaseOne() {
	p.mut.Lock()
	defer p.mut.Unlock()
start:
	select {
	case <-p.ctx.Done():
		slog.Info("phase one: stopping...")
		return
	default:
	}
	p.setNewRnd()
	prepareCtx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
	promiseMsg, err := p.view.Prepare(prepareCtx, &pb.PrepareMsg{
		Rnd:  p.rnd,
		Slot: 0,
	})
	cancel()
	if err != nil {
		select {
		case <-time.After(5 * time.Second):
			slog.Error("phase one: error...", "err", err)
			goto start
		case <-p.ctx.Done():
			return
		}
	}
	for i, slot := range promiseMsg.Slots {
		p.broadcast(&pb.AcceptMsg{
			Rnd:  p.rnd,
			Val:  slot.Value,
			Slot: uint32(i),
		})
	}
	p.adu = uint32(len(promiseMsg.Slots))
}

func (p *Proposer) setNewRnd() {
	numSrvs := uint32(len(p.peers))
	p.rnd -= p.rnd % numSrvs
	p.rnd += p.id + numSrvs
}







MasterLab/src/paxos.bc/server/qspec.go

package server

import pb "github.com/aleksander-vedvik/benchmark/paxos.bc/proto"

type QSpec struct {
	qsize int
}

func newQSpec(qsize int) pb.QuorumSpec {
	return &QSpec{qsize: qsize}
}

func (q *QSpec) PrepareQF(in *pb.PrepareMsg, replies map[uint32]*pb.PromiseMsg) (*pb.PromiseMsg, bool) {
	if len(replies) < q.qsize {
		return nil, false
	}
	promise := &pb.PromiseMsg{}
	allSlots := make([][]*pb.PromiseSlot, 0)
	for _, reply := range replies {
		if reply.Rnd > promise.Rnd {
			promise.Rnd = reply.Rnd
		}
		allSlots = append(allSlots, reply.Slots)
	}
	addSlots(promise, allSlots)
	return promise, true
}

func addSlots(promiseMsg *pb.PromiseMsg, allSlots [][]*pb.PromiseSlot) {
	if len(allSlots) <= 0 {
		return
	}
	added := make([]*pb.PromiseSlot, 0, len(allSlots[0]))
	allAdded := false
	for i := 0; !allAdded; i++ {
		allAdded = true
		for _, slots := range allSlots {
			if i >= len(slots) {
				continue
			}
			p := slots[i]
			switch {
			case len(added) <= i:
				added = append(added, p)
			case p == nil:
			default:
				elem := added[i]
				if elem == nil || p.Rnd > elem.Rnd {
					added[i] = p
				}
			}
			allAdded = false
		}
	}
	promiseMsg.Slots = added
}

// not used by the server
func (q *QSpec) WriteQF(in *pb.PaxosValue, replies []*pb.PaxosResponse) (*pb.PaxosResponse, bool) {
	return nil, true
}

// not used by the server
func (q *QSpec) BenchmarkQF(in *pb.Empty, replies map[uint32]*pb.Result) (*pb.Result, bool) {
	return nil, true
}







MasterLab/src/paxos.bc/proto/multipaxos.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: paxos.b/proto/multipaxos.proto

package proto

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Heartbeat struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Id uint32 `protobuf:"varint,1,opt,name=id,proto3" json:"id,omitempty"`
}

func (x *Heartbeat) Reset() {
	*x = Heartbeat{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Heartbeat) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Heartbeat) ProtoMessage() {}

func (x *Heartbeat) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Heartbeat.ProtoReflect.Descriptor instead.
func (*Heartbeat) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{0}
}

func (x *Heartbeat) GetId() uint32 {
	if x != nil {
		return x.Id
	}
	return 0
}

type PaxosValue struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Val string `protobuf:"bytes,1,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *PaxosValue) Reset() {
	*x = PaxosValue{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PaxosValue) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PaxosValue) ProtoMessage() {}

func (x *PaxosValue) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PaxosValue.ProtoReflect.Descriptor instead.
func (*PaxosValue) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{1}
}

func (x *PaxosValue) GetVal() string {
	if x != nil {
		return x.Val
	}
	return ""
}

type PaxosResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Error bool `protobuf:"varint,1,opt,name=error,proto3" json:"error,omitempty"`
}

func (x *PaxosResponse) Reset() {
	*x = PaxosResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PaxosResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PaxosResponse) ProtoMessage() {}

func (x *PaxosResponse) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PaxosResponse.ProtoReflect.Descriptor instead.
func (*PaxosResponse) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{2}
}

func (x *PaxosResponse) GetError() bool {
	if x != nil {
		return x.Error
	}
	return false
}

type PrepareMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Rnd  uint32 `protobuf:"varint,1,opt,name=rnd,proto3" json:"rnd,omitempty"`
	Slot uint32 `protobuf:"varint,2,opt,name=slot,proto3" json:"slot,omitempty"`
}

func (x *PrepareMsg) Reset() {
	*x = PrepareMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PrepareMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PrepareMsg) ProtoMessage() {}

func (x *PrepareMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PrepareMsg.ProtoReflect.Descriptor instead.
func (*PrepareMsg) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{3}
}

func (x *PrepareMsg) GetRnd() uint32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *PrepareMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

type PromiseSlot struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot  uint32      `protobuf:"varint,1,opt,name=slot,proto3" json:"slot,omitempty"`
	Rnd   uint32      `protobuf:"varint,2,opt,name=rnd,proto3" json:"rnd,omitempty"`
	Value *PaxosValue `protobuf:"bytes,3,opt,name=Value,proto3" json:"Value,omitempty"`
	Final bool        `protobuf:"varint,4,opt,name=final,proto3" json:"final,omitempty"`
}

func (x *PromiseSlot) Reset() {
	*x = PromiseSlot{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PromiseSlot) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PromiseSlot) ProtoMessage() {}

func (x *PromiseSlot) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PromiseSlot.ProtoReflect.Descriptor instead.
func (*PromiseSlot) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{4}
}

func (x *PromiseSlot) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *PromiseSlot) GetRnd() uint32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *PromiseSlot) GetValue() *PaxosValue {
	if x != nil {
		return x.Value
	}
	return nil
}

func (x *PromiseSlot) GetFinal() bool {
	if x != nil {
		return x.Final
	}
	return false
}

// PromiseMsg is the reply from an Acceptor to the Proposer in response to a PrepareMsg.
// The Acceptor will only respond if the PrepareMsg.rnd > Acceptor.rnd.
type PromiseMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Rnd      uint32         `protobuf:"varint,1,opt,name=rnd,proto3" json:"rnd,omitempty"`
	Slots    []*PromiseSlot `protobuf:"bytes,2,rep,name=slots,proto3" json:"slots,omitempty"`
	FromNode uint32         `protobuf:"varint,3,opt,name=fromNode,proto3" json:"fromNode,omitempty"`
}

func (x *PromiseMsg) Reset() {
	*x = PromiseMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *PromiseMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*PromiseMsg) ProtoMessage() {}

func (x *PromiseMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use PromiseMsg.ProtoReflect.Descriptor instead.
func (*PromiseMsg) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{5}
}

func (x *PromiseMsg) GetRnd() uint32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *PromiseMsg) GetSlots() []*PromiseSlot {
	if x != nil {
		return x.Slots
	}
	return nil
}

func (x *PromiseMsg) GetFromNode() uint32 {
	if x != nil {
		return x.FromNode
	}
	return 0
}

// AcceptMsg is sent by the Proposer, asking the Acceptors to lock-in the value, val.
// If AcceptMsg.rnd < Acceptor.rnd, the message will be ignored.
type AcceptMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Rnd  uint32      `protobuf:"varint,1,opt,name=rnd,proto3" json:"rnd,omitempty"`
	Slot uint32      `protobuf:"varint,2,opt,name=slot,proto3" json:"slot,omitempty"`
	Val  *PaxosValue `protobuf:"bytes,3,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *AcceptMsg) Reset() {
	*x = AcceptMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *AcceptMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*AcceptMsg) ProtoMessage() {}

func (x *AcceptMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use AcceptMsg.ProtoReflect.Descriptor instead.
func (*AcceptMsg) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{6}
}

func (x *AcceptMsg) GetRnd() uint32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *AcceptMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *AcceptMsg) GetVal() *PaxosValue {
	if x != nil {
		return x.Val
	}
	return nil
}

// LearnMsg is sent by an Acceptor to the Proposer, if the Acceptor agreed to lock-in the value, val.
// The LearnMsg is also sent by the Proposer in a Commit.
type LearnMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Rnd      uint32      `protobuf:"varint,1,opt,name=rnd,proto3" json:"rnd,omitempty"`
	Val      *PaxosValue `protobuf:"bytes,2,opt,name=val,proto3" json:"val,omitempty"`
	Slot     uint32      `protobuf:"varint,3,opt,name=slot,proto3" json:"slot,omitempty"`
	FromNode uint32      `protobuf:"varint,4,opt,name=fromNode,proto3" json:"fromNode,omitempty"`
}

func (x *LearnMsg) Reset() {
	*x = LearnMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *LearnMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*LearnMsg) ProtoMessage() {}

func (x *LearnMsg) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use LearnMsg.ProtoReflect.Descriptor instead.
func (*LearnMsg) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{7}
}

func (x *LearnMsg) GetRnd() uint32 {
	if x != nil {
		return x.Rnd
	}
	return 0
}

func (x *LearnMsg) GetVal() *PaxosValue {
	if x != nil {
		return x.Val
	}
	return nil
}

func (x *LearnMsg) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *LearnMsg) GetFromNode() uint32 {
	if x != nil {
		return x.FromNode
	}
	return 0
}

// DecidedValue is sent by an Acceptor to the Learner
type DecidedValue struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Slot uint32      `protobuf:"varint,1,opt,name=slot,proto3" json:"slot,omitempty"`
	Val  *PaxosValue `protobuf:"bytes,2,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *DecidedValue) Reset() {
	*x = DecidedValue{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[8]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *DecidedValue) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*DecidedValue) ProtoMessage() {}

func (x *DecidedValue) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[8]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use DecidedValue.ProtoReflect.Descriptor instead.
func (*DecidedValue) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{8}
}

func (x *DecidedValue) GetSlot() uint32 {
	if x != nil {
		return x.Slot
	}
	return 0
}

func (x *DecidedValue) GetVal() *PaxosValue {
	if x != nil {
		return x.Val
	}
	return nil
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[9]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[9]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{9}
}

type Result struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Metrics []*Metric `protobuf:"bytes,1,rep,name=metrics,proto3" json:"metrics,omitempty"`
}

func (x *Result) Reset() {
	*x = Result{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[10]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Result) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Result) ProtoMessage() {}

func (x *Result) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[10]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Result.ProtoReflect.Descriptor instead.
func (*Result) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{10}
}

func (x *Result) GetMetrics() []*Metric {
	if x != nil {
		return x.Metrics
	}
	return nil
}

type Metric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	TotalNum              uint64                      `protobuf:"varint,1,opt,name=TotalNum,proto3" json:"TotalNum,omitempty"`
	GoroutinesStarted     uint64                      `protobuf:"varint,2,opt,name=GoroutinesStarted,proto3" json:"GoroutinesStarted,omitempty"`
	GoroutinesStopped     uint64                      `protobuf:"varint,3,opt,name=GoroutinesStopped,proto3" json:"GoroutinesStopped,omitempty"`
	Goroutines            map[string]*GoroutineMetric `protobuf:"bytes,4,rep,name=Goroutines,proto3" json:"Goroutines,omitempty" protobuf_key:"bytes,1,opt,name=key,proto3" protobuf_val:"bytes,2,opt,name=value,proto3"`
	FinishedReqsTotal     uint64                      `protobuf:"varint,5,opt,name=FinishedReqsTotal,proto3" json:"FinishedReqsTotal,omitempty"`
	FinishedReqsSuccesful uint64                      `protobuf:"varint,6,opt,name=FinishedReqsSuccesful,proto3" json:"FinishedReqsSuccesful,omitempty"`
	FinishedReqsFailed    uint64                      `protobuf:"varint,7,opt,name=FinishedReqsFailed,proto3" json:"FinishedReqsFailed,omitempty"`
	Processed             uint64                      `protobuf:"varint,8,opt,name=Processed,proto3" json:"Processed,omitempty"`
	Dropped               uint64                      `protobuf:"varint,9,opt,name=Dropped,proto3" json:"Dropped,omitempty"`
	Invalid               uint64                      `protobuf:"varint,10,opt,name=Invalid,proto3" json:"Invalid,omitempty"`
	AlreadyProcessed      uint64                      `protobuf:"varint,11,opt,name=AlreadyProcessed,proto3" json:"AlreadyProcessed,omitempty"`
	RoundTripLatency      *TimingMetric               `protobuf:"bytes,12,opt,name=RoundTripLatency,proto3" json:"RoundTripLatency,omitempty"`
	ReqLatency            *TimingMetric               `protobuf:"bytes,13,opt,name=ReqLatency,proto3" json:"ReqLatency,omitempty"`
	ShardDistribution     map[uint32]uint64           `protobuf:"bytes,14,rep,name=ShardDistribution,proto3" json:"ShardDistribution,omitempty" protobuf_key:"varint,1,opt,name=key,proto3" protobuf_val:"varint,2,opt,name=value,proto3"`
}

func (x *Metric) Reset() {
	*x = Metric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[11]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Metric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Metric) ProtoMessage() {}

func (x *Metric) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[11]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Metric.ProtoReflect.Descriptor instead.
func (*Metric) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{11}
}

func (x *Metric) GetTotalNum() uint64 {
	if x != nil {
		return x.TotalNum
	}
	return 0
}

func (x *Metric) GetGoroutinesStarted() uint64 {
	if x != nil {
		return x.GoroutinesStarted
	}
	return 0
}

func (x *Metric) GetGoroutinesStopped() uint64 {
	if x != nil {
		return x.GoroutinesStopped
	}
	return 0
}

func (x *Metric) GetGoroutines() map[string]*GoroutineMetric {
	if x != nil {
		return x.Goroutines
	}
	return nil
}

func (x *Metric) GetFinishedReqsTotal() uint64 {
	if x != nil {
		return x.FinishedReqsTotal
	}
	return 0
}

func (x *Metric) GetFinishedReqsSuccesful() uint64 {
	if x != nil {
		return x.FinishedReqsSuccesful
	}
	return 0
}

func (x *Metric) GetFinishedReqsFailed() uint64 {
	if x != nil {
		return x.FinishedReqsFailed
	}
	return 0
}

func (x *Metric) GetProcessed() uint64 {
	if x != nil {
		return x.Processed
	}
	return 0
}

func (x *Metric) GetDropped() uint64 {
	if x != nil {
		return x.Dropped
	}
	return 0
}

func (x *Metric) GetInvalid() uint64 {
	if x != nil {
		return x.Invalid
	}
	return 0
}

func (x *Metric) GetAlreadyProcessed() uint64 {
	if x != nil {
		return x.AlreadyProcessed
	}
	return 0
}

func (x *Metric) GetRoundTripLatency() *TimingMetric {
	if x != nil {
		return x.RoundTripLatency
	}
	return nil
}

func (x *Metric) GetReqLatency() *TimingMetric {
	if x != nil {
		return x.ReqLatency
	}
	return nil
}

func (x *Metric) GetShardDistribution() map[uint32]uint64 {
	if x != nil {
		return x.ShardDistribution
	}
	return nil
}

type GoroutineMetric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Start uint64 `protobuf:"varint,1,opt,name=start,proto3" json:"start,omitempty"`
	End   uint64 `protobuf:"varint,2,opt,name=end,proto3" json:"end,omitempty"`
}

func (x *GoroutineMetric) Reset() {
	*x = GoroutineMetric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[12]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *GoroutineMetric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*GoroutineMetric) ProtoMessage() {}

func (x *GoroutineMetric) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[12]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use GoroutineMetric.ProtoReflect.Descriptor instead.
func (*GoroutineMetric) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{12}
}

func (x *GoroutineMetric) GetStart() uint64 {
	if x != nil {
		return x.Start
	}
	return 0
}

func (x *GoroutineMetric) GetEnd() uint64 {
	if x != nil {
		return x.End
	}
	return 0
}

type TimingMetric struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Avg uint64 `protobuf:"varint,1,opt,name=avg,proto3" json:"avg,omitempty"`
	Min uint64 `protobuf:"varint,2,opt,name=min,proto3" json:"min,omitempty"`
	Max uint64 `protobuf:"varint,3,opt,name=max,proto3" json:"max,omitempty"`
}

func (x *TimingMetric) Reset() {
	*x = TimingMetric{}
	if protoimpl.UnsafeEnabled {
		mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[13]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *TimingMetric) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*TimingMetric) ProtoMessage() {}

func (x *TimingMetric) ProtoReflect() protoreflect.Message {
	mi := &file_paxos_b_proto_multipaxos_proto_msgTypes[13]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use TimingMetric.ProtoReflect.Descriptor instead.
func (*TimingMetric) Descriptor() ([]byte, []int) {
	return file_paxos_b_proto_multipaxos_proto_rawDescGZIP(), []int{13}
}

func (x *TimingMetric) GetAvg() uint64 {
	if x != nil {
		return x.Avg
	}
	return 0
}

func (x *TimingMetric) GetMin() uint64 {
	if x != nil {
		return x.Min
	}
	return 0
}

func (x *TimingMetric) GetMax() uint64 {
	if x != nil {
		return x.Max
	}
	return 0
}

var File_paxos_b_proto_multipaxos_proto protoreflect.FileDescriptor
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	0x70, 0x61, 0x72, 0x65, 0x4d, 0x73, 0x67, 0x1a, 0x12, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62,
	0x2e, 0x50, 0x72, 0x6f, 0x6d, 0x69, 0x73, 0x65, 0x4d, 0x73, 0x67, 0x22, 0x04, 0xa0, 0xb5, 0x18,
	0x01, 0x12, 0x30, 0x0a, 0x06, 0x41, 0x63, 0x63, 0x65, 0x70, 0x74, 0x12, 0x11, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x41, 0x63, 0x63, 0x65, 0x70, 0x74, 0x4d, 0x73, 0x67, 0x1a, 0x0d,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90,
	0xb8, 0x18, 0x01, 0x12, 0x2e, 0x0a, 0x05, 0x4c, 0x65, 0x61, 0x72, 0x6e, 0x12, 0x10, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x4c, 0x65, 0x61, 0x72, 0x6e, 0x4d, 0x73, 0x67, 0x1a, 0x0d,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90,
	0xb8, 0x18, 0x01, 0x12, 0x2e, 0x0a, 0x04, 0x50, 0x69, 0x6e, 0x67, 0x12, 0x11, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x48, 0x65, 0x61, 0x72, 0x74, 0x62, 0x65, 0x61, 0x74, 0x1a, 0x0d,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98,
	0xb5, 0x18, 0x01, 0x12, 0x30, 0x0a, 0x09, 0x42, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b,
	0x12, 0x0d, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a,
	0x0e, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x2e, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x22,
	0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42, 0x0d, 0x5a, 0x0b, 0x70, 0x61, 0x78, 0x6f, 0x73, 0x2f, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_paxos_b_proto_multipaxos_proto_rawDescOnce sync.Once
	file_paxos_b_proto_multipaxos_proto_rawDescData = file_paxos_b_proto_multipaxos_proto_rawDesc
)

func file_paxos_b_proto_multipaxos_proto_rawDescGZIP() []byte {
	file_paxos_b_proto_multipaxos_proto_rawDescOnce.Do(func() {
		file_paxos_b_proto_multipaxos_proto_rawDescData = protoimpl.X.CompressGZIP(file_paxos_b_proto_multipaxos_proto_rawDescData)
	})
	return file_paxos_b_proto_multipaxos_proto_rawDescData
}

var file_paxos_b_proto_multipaxos_proto_msgTypes = make([]protoimpl.MessageInfo, 16)
var file_paxos_b_proto_multipaxos_proto_goTypes = []interface{}{
	(*Heartbeat)(nil),       // 0: protob.Heartbeat
	(*PaxosValue)(nil),      // 1: protob.PaxosValue
	(*PaxosResponse)(nil),   // 2: protob.PaxosResponse
	(*PrepareMsg)(nil),      // 3: protob.PrepareMsg
	(*PromiseSlot)(nil),     // 4: protob.PromiseSlot
	(*PromiseMsg)(nil),      // 5: protob.PromiseMsg
	(*AcceptMsg)(nil),       // 6: protob.AcceptMsg
	(*LearnMsg)(nil),        // 7: protob.LearnMsg
	(*DecidedValue)(nil),    // 8: protob.DecidedValue
	(*Empty)(nil),           // 9: protob.Empty
	(*Result)(nil),          // 10: protob.Result
	(*Metric)(nil),          // 11: protob.Metric
	(*GoroutineMetric)(nil), // 12: protob.GoroutineMetric
	(*TimingMetric)(nil),    // 13: protob.TimingMetric
	nil,                     // 14: protob.Metric.GoroutinesEntry
	nil,                     // 15: protob.Metric.ShardDistributionEntry
}
var file_paxos_b_proto_multipaxos_proto_depIdxs = []int32{
	1,  // 0: protob.PromiseSlot.Value:type_name -> protob.PaxosValue
	4,  // 1: protob.PromiseMsg.slots:type_name -> protob.PromiseSlot
	1,  // 2: protob.AcceptMsg.val:type_name -> protob.PaxosValue
	1,  // 3: protob.LearnMsg.val:type_name -> protob.PaxosValue
	1,  // 4: protob.DecidedValue.val:type_name -> protob.PaxosValue
	11, // 5: protob.Result.metrics:type_name -> protob.Metric
	14, // 6: protob.Metric.Goroutines:type_name -> protob.Metric.GoroutinesEntry
	13, // 7: protob.Metric.RoundTripLatency:type_name -> protob.TimingMetric
	13, // 8: protob.Metric.ReqLatency:type_name -> protob.TimingMetric
	15, // 9: protob.Metric.ShardDistribution:type_name -> protob.Metric.ShardDistributionEntry
	12, // 10: protob.Metric.GoroutinesEntry.value:type_name -> protob.GoroutineMetric
	1,  // 11: protob.MultiPaxos.Write:input_type -> protob.PaxosValue
	3,  // 12: protob.MultiPaxos.Prepare:input_type -> protob.PrepareMsg
	6,  // 13: protob.MultiPaxos.Accept:input_type -> protob.AcceptMsg
	7,  // 14: protob.MultiPaxos.Learn:input_type -> protob.LearnMsg
	0,  // 15: protob.MultiPaxos.Ping:input_type -> protob.Heartbeat
	9,  // 16: protob.MultiPaxos.Benchmark:input_type -> protob.Empty
	2,  // 17: protob.MultiPaxos.Write:output_type -> protob.PaxosResponse
	5,  // 18: protob.MultiPaxos.Prepare:output_type -> protob.PromiseMsg
	9,  // 19: protob.MultiPaxos.Accept:output_type -> protob.Empty
	9,  // 20: protob.MultiPaxos.Learn:output_type -> protob.Empty
	9,  // 21: protob.MultiPaxos.Ping:output_type -> protob.Empty
	10, // 22: protob.MultiPaxos.Benchmark:output_type -> protob.Result
	17, // [17:23] is the sub-list for method output_type
	11, // [11:17] is the sub-list for method input_type
	11, // [11:11] is the sub-list for extension type_name
	11, // [11:11] is the sub-list for extension extendee
	0,  // [0:11] is the sub-list for field type_name
}

func init() { file_paxos_b_proto_multipaxos_proto_init() }
func file_paxos_b_proto_multipaxos_proto_init() {
	if File_paxos_b_proto_multipaxos_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_paxos_b_proto_multipaxos_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Heartbeat); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PaxosValue); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PaxosResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PrepareMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PromiseSlot); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*PromiseMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*AcceptMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*LearnMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[8].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*DecidedValue); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[9].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[10].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Result); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[11].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Metric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[12].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*GoroutineMetric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_paxos_b_proto_multipaxos_proto_msgTypes[13].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*TimingMetric); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_paxos_b_proto_multipaxos_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   16,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_paxos_b_proto_multipaxos_proto_goTypes,
		DependencyIndexes: file_paxos_b_proto_multipaxos_proto_depIdxs,
		MessageInfos:      file_paxos_b_proto_multipaxos_proto_msgTypes,
	}.Build()
	File_paxos_b_proto_multipaxos_proto = out.File
	file_paxos_b_proto_multipaxos_proto_rawDesc = nil
	file_paxos_b_proto_multipaxos_proto_goTypes = nil
	file_paxos_b_proto_multipaxos_proto_depIdxs = nil
}







MasterLab/src/paxos.bc/proto/multipaxos.proto

syntax = "proto3";

import "gorums.proto";

package protob;

option go_package = "paxos/proto";

service MultiPaxos {
	rpc Write(PaxosValue) returns (PaxosResponse) {
		option (gorums.broadcastcall) = true;
	}

	rpc Prepare(PrepareMsg) returns (PromiseMsg) {
		option (gorums.quorumcall) = true;
	}

	rpc Accept(AcceptMsg) returns (Empty) {
		option (gorums.broadcast) = true;
	}

	rpc Learn(LearnMsg) returns (Empty) {
		option (gorums.broadcast) = true;
	}

	rpc Ping(Heartbeat) returns (Empty) {
		option (gorums.multicast) = true;
	}

	rpc Benchmark(Empty) returns (Result) {
		option (gorums.quorumcall) = true;
	}
}

message Heartbeat {
	uint32 id = 1;
}

message PaxosValue {
	string val = 1;
}

message PaxosResponse {
	bool error = 1;
}

message PrepareMsg {
	uint32 rnd = 1;
	uint32 slot = 2;
}

message PromiseSlot {
	uint32 slot = 1;
	uint32 rnd = 2;
	PaxosValue Value = 3;
	bool final = 4;
}

// PromiseMsg is the reply from an Acceptor to the Proposer in response to a PrepareMsg.
// The Acceptor will only respond if the PrepareMsg.rnd > Acceptor.rnd.
message PromiseMsg {
	uint32 rnd = 1;
	repeated PromiseSlot slots = 2;
	uint32 fromNode = 3;
}

// AcceptMsg is sent by the Proposer, asking the Acceptors to lock-in the value, val.
// If AcceptMsg.rnd < Acceptor.rnd, the message will be ignored.
message AcceptMsg {
	uint32 rnd = 1;
	uint32 slot = 2;
	PaxosValue val = 3;
}

// LearnMsg is sent by an Acceptor to the Proposer, if the Acceptor agreed to lock-in the value, val.
// The LearnMsg is also sent by the Proposer in a Commit.
message LearnMsg {
	uint32 rnd = 1;
	PaxosValue val = 2;
	uint32 slot = 3;
	uint32 fromNode = 4;
}

// DecidedValue is sent by an Acceptor to the Learner
message DecidedValue {
	uint32 slot = 1;
	PaxosValue val = 2;
}

message Empty {}

message Result {
	repeated Metric metrics = 1;
}

message Metric {
	uint64 TotalNum          = 1;
	uint64 GoroutinesStarted = 2;
	uint64 GoroutinesStopped = 3;
	map<string, GoroutineMetric> Goroutines        = 4;
	uint64 FinishedReqsTotal =      5;
	uint64 FinishedReqsSuccesful =      6;
	uint64 FinishedReqsFailed =      7;
	uint64 Processed         =8;
	uint64 Dropped           =9;
	uint64 Invalid           =10;
	uint64 AlreadyProcessed  =11;
	TimingMetric RoundTripLatency  =12;
	TimingMetric ReqLatency        = 13;
	map<uint32, uint64> ShardDistribution = 14;
}

message GoroutineMetric {
	uint64 start = 1;
	uint64 end = 2;
}

message TimingMetric {
	uint64 avg = 1;
	uint64 min = 2;
	uint64 max = 3;
}






MasterLab/src/paxos.bc/proto/multipaxos_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: paxos.b/proto/multipaxos.proto

package proto

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) Accept(req *AcceptMsg, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastAccept instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protob.MultiPaxos.Accept", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Learn(req *LearnMsg, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastLearn instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("protob.MultiPaxos.Learn", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientWrite(ctx context.Context, resp *PaxosResponse, broadcastID uint64) (*PaxosResponse, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Write(ctx context.Context, in *PaxosValue, cancelOnTimeout ...bool) (resp *PaxosResponse, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.WriteQF), "protob.MultiPaxos.Write")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*PaxosResponse)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("protob.MultiPaxos.Write", gorums.ClientHandler(srv.clientWrite))
}

// Ping is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Ping(ctx context.Context, in *Heartbeat, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protob.MultiPaxos.Ping",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for MultiPaxos.
type QuorumSpec interface {
	gorums.ConfigOption

	// WriteQF is the quorum function for the Write
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Write method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *PaxosValue'.
	WriteQF(in *PaxosValue, replies []*PaxosResponse) (*PaxosResponse, bool)

	// PrepareQF is the quorum function for the Prepare
	// quorum call method. The in parameter is the request object
	// supplied to the Prepare method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *PrepareMsg'.
	PrepareQF(in *PrepareMsg, replies map[uint32]*PromiseMsg) (*PromiseMsg, bool)

	// BenchmarkQF is the quorum function for the Benchmark
	// quorum call method. The in parameter is the request object
	// supplied to the Benchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Empty'.
	BenchmarkQF(in *Empty, replies map[uint32]*Result) (*Result, bool)
}

// Prepare is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Prepare(ctx context.Context, in *PrepareMsg) (resp *PromiseMsg, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protob.MultiPaxos.Prepare",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*PromiseMsg, len(replies))
		for k, v := range replies {
			r[k] = v.(*PromiseMsg)
		}
		return c.qspec.PrepareQF(req.(*PrepareMsg), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*PromiseMsg), err
}

// Benchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Benchmark(ctx context.Context, in *Empty) (resp *Result, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "protob.MultiPaxos.Benchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Result, len(replies))
		for k, v := range replies {
			r[k] = v.(*Result)
		}
		return c.qspec.BenchmarkQF(req.(*Empty), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Result), err
}

// MultiPaxos is the server-side API for the MultiPaxos Service
type MultiPaxos interface {
	Write(ctx gorums.ServerCtx, request *PaxosValue, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *PrepareMsg) (response *PromiseMsg, err error)
	Accept(ctx gorums.ServerCtx, request *AcceptMsg, broadcast *Broadcast)
	Learn(ctx gorums.ServerCtx, request *LearnMsg, broadcast *Broadcast)
	Ping(ctx gorums.ServerCtx, request *Heartbeat)
	Benchmark(ctx gorums.ServerCtx, request *Empty) (response *Result, err error)
}

func (srv *Server) Write(ctx gorums.ServerCtx, request *PaxosValue, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Write not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *PrepareMsg) (response *PromiseMsg, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Accept(ctx gorums.ServerCtx, request *AcceptMsg, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Accept not implemented"))
}
func (srv *Server) Learn(ctx gorums.ServerCtx, request *LearnMsg, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Learn not implemented"))
}
func (srv *Server) Ping(ctx gorums.ServerCtx, request *Heartbeat) {
	panic(status.Errorf(codes.Unimplemented, "method Ping not implemented"))
}
func (srv *Server) Benchmark(ctx gorums.ServerCtx, request *Empty) (response *Result, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Benchmark not implemented"))
}

func RegisterMultiPaxosServer(srv *Server, impl MultiPaxos) {
	srv.RegisterHandler("protob.MultiPaxos.Write", gorums.BroadcastHandler(impl.Write, srv.Server))
	srv.RegisterClientHandler("protob.MultiPaxos.Write")
	srv.RegisterHandler("protob.MultiPaxos.Prepare", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*PrepareMsg)
		defer ctx.Release()
		resp, err := impl.Prepare(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("protob.MultiPaxos.Accept", gorums.BroadcastHandler(impl.Accept, srv.Server))
	srv.RegisterHandler("protob.MultiPaxos.Learn", gorums.BroadcastHandler(impl.Learn, srv.Server))
	srv.RegisterHandler("protob.MultiPaxos.Ping", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Heartbeat)
		defer ctx.Release()
		impl.Ping(ctx, req)
	})
	srv.RegisterHandler("protob.MultiPaxos.Benchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.Benchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastAccept(req *AcceptMsg, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protob.MultiPaxos.Accept", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protob.MultiPaxos.Accept", req, options)
	}
}

func (srv *Server) BroadcastLearn(req *LearnMsg, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("protob.MultiPaxos.Learn", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("protob.MultiPaxos.Learn", req, options)
	}
}

const (
	MultiPaxosWrite  string = "protob.MultiPaxos.Write"
	MultiPaxosAccept string = "protob.MultiPaxos.Accept"
	MultiPaxosLearn  string = "protob.MultiPaxos.Learn"
)

type internalPromiseMsg struct {
	nid   uint32
	reply *PromiseMsg
	err   error
}

type internalResult struct {
	nid   uint32
	reply *Result
	err   error
}







MasterLab/docker-compose.yml

version: "3.9"
services:
  srv1:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=0
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5000:5000"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.5
  srv2:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=1
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5001:5001"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.6
  srv3:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=2
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5002:5002"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.7
  srv4:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=3
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5003:5003"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.8
  srv5:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=4
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5004:5004"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.9
  srv6:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=5
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5005:5005"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.10
  srv7:
    build: 
      context: .
      dockerfile: src/Dockerfile.Server
    environment:
      - ID=6
      - SERVER=1
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - LOG=${LOG}
    ports:
      - "5006:5006"
    volumes:
      - ./logs:/app/logs
    networks:
      MasterLab:
        ipv4_address: 10.0.0.11
  client:
    build: 
      context: .
      dockerfile: src/Dockerfile.Client
    environment:
      - SERVER=0
      - CONF=${CONF}
      - PRODUCTION=${PRODUCTION}
      - BENCH=${BENCH}
      - THROUGHPUT=${THROUGHPUT}
      - STEPS=${STEPS}
      - RUNS=${RUNS}
      - DUR=${DUR}
      - LOG=${LOG}
    ports:
      - "8080-8089:8080-8089"
    volumes:
      - ./logs:/app/logs
      - ./csv:/app/csv
    networks:
      MasterLab:
        ipv4_address: 10.0.0.3
    depends_on:
      - srv1
      - srv2
      - srv3
      - srv4

networks:
  MasterLab:
    external: true
    driver: bridge
    ipam:
      config:
        - subnet: 10.0.0.0/16
        - gateway: 10.0.0.1






MasterLab/LICENSE

MIT License

Copyright (c) 2023 Aleksander Vedvik

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.







MasterLab/.env

BENCH=1
TYPE=0
CONF=paxos.5
THROUGHPUT=5000
DUR=1
STEPS=5
RUNS=1
LOG=0
PRODUCTION=1







MasterLab/.dockerignore

#gorums
#gorums/
#./gorums
#./gorums/
#Master/benchmarks/gorums
src/gorums






MasterLab/gorums/encoding.go

package gorums

import (
	"fmt"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/encoding/protowire"
	"google.golang.org/protobuf/proto"
	"google.golang.org/protobuf/reflect/protoreflect"
	"google.golang.org/protobuf/reflect/protoregistry"
)

// ContentSubtype is the subtype used by gorums when sending messages via gRPC.
const ContentSubtype = "gorums"

type gorumsMsgType uint8

const (
	requestType gorumsMsgType = iota + 1
	responseType
)

// Message encapsulates a protobuf message and metadata.
//
// This struct should be used by generated code only.
type Message struct {
	Metadata *ordering.Metadata
	Message  protoreflect.ProtoMessage
	msgType  gorumsMsgType
}

// newMessage creates a new Message struct for unmarshaling.
// msgType specifies the message type to be unmarshaled.
func newMessage(msgType gorumsMsgType) *Message {
	return &Message{Metadata: &ordering.Metadata{}, msgType: msgType}
}

// Codec is the gRPC codec used by gorums.
type Codec struct {
	marshaler   proto.MarshalOptions
	unmarshaler proto.UnmarshalOptions
}

// NewCodec returns a new Codec.
func NewCodec() *Codec {
	return &Codec{
		marshaler:   proto.MarshalOptions{AllowPartial: true},
		unmarshaler: proto.UnmarshalOptions{AllowPartial: true},
	}
}

// Name returns the name of the Codec.
func (c Codec) Name() string {
	return ContentSubtype
}

func (c Codec) String() string {
	return ContentSubtype
}

// Marshal marshals the message m into a byte slice.
func (c Codec) Marshal(m interface{}) (b []byte, err error) {
	switch msg := m.(type) {
	case *Message:
		return c.gorumsMarshal(msg)
	case protoreflect.ProtoMessage:
		return c.marshaler.Marshal(msg)
	default:
		return nil, fmt.Errorf("gorums: cannot marshal message of type '%T'", m)
	}
}

// gorumsMarshal marshals a metadata and a data message into a single byte slice.
func (c Codec) gorumsMarshal(msg *Message) (b []byte, err error) {
	mdSize := c.marshaler.Size(msg.Metadata)
	b = protowire.AppendVarint(b, uint64(mdSize))
	b, err = c.marshaler.MarshalAppend(b, msg.Metadata)
	if err != nil {
		return nil, err
	}

	msgSize := c.marshaler.Size(msg.Message)
	b = protowire.AppendVarint(b, uint64(msgSize))
	b, err = c.marshaler.MarshalAppend(b, msg.Message)
	if err != nil {
		return nil, err
	}
	return b, nil
}

// Unmarshal unmarshals a byte slice into m.
func (c Codec) Unmarshal(b []byte, m interface{}) (err error) {
	switch msg := m.(type) {
	case *Message:
		return c.gorumsUnmarshal(b, msg)
	case protoreflect.ProtoMessage:
		return c.unmarshaler.Unmarshal(b, msg)
	default:
		return fmt.Errorf("gorums: cannot unmarshal message of type '%T'", m)
	}
}

// gorumsUnmarshal extracts metadata and message data from b and places the result in msg.
func (c Codec) gorumsUnmarshal(b []byte, msg *Message) (err error) {
	// unmarshal metadata
	mdBuf, mdLen := protowire.ConsumeBytes(b)
	err = c.unmarshaler.Unmarshal(mdBuf, msg.Metadata)
	if err != nil {
		return err
	}

	// get method descriptor from registry
	desc, err := protoregistry.GlobalFiles.FindDescriptorByName(protoreflect.FullName(msg.Metadata.Method))
	if err != nil {
		// Cancellation is a special method that is not specified in the proto file.
		// it is used by the broadcast server to cancel a broadcast request and is
		// the msg.Message is empty and does not need marshalling.
		if msg.Metadata.Method == Cancellation {
			return nil
		}
		return err
	}
	methodDesc := desc.(protoreflect.MethodDescriptor)

	// get message name depending on whether we are creating a request or response message
	var messageName protoreflect.FullName
	switch msg.msgType {
	case requestType:
		messageName = methodDesc.Input().FullName()
	case responseType:
		messageName = methodDesc.Output().FullName()
	default:
		return fmt.Errorf("gorums: unknown message type %d", msg.msgType)
	}

	// now get the message type from the types registry
	msgType, err := protoregistry.GlobalTypes.FindMessageByName(messageName)
	if err != nil {
		return err
	}
	msg.Message = msgType.New().Interface()

	// unmarshal message
	msgBuf, _ := protowire.ConsumeBytes(b[mdLen:])
	return c.unmarshaler.Unmarshal(msgBuf, msg.Message)
}







MasterLab/gorums/authentication/authentication_test.go

package authentication

import (
	"crypto/elliptic"
	"errors"
	"reflect"
	"testing"
)

func TestAuthentication(t *testing.T) {
	ec := New(elliptic.P256())
	_ = ec.GenerateKeys()
	err := ec.test()
	if err != nil {
		t.Error(err)
	}
}

func TestSignAndVerify(t *testing.T) {
	ec1 := New(elliptic.P256())
	err := ec1.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	ec2 := New(elliptic.P256())
	err = ec2.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	message := "This is a message"

	encodedMsg1, err := ec1.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	signature, err := ec1.Sign(encodedMsg1)
	if err != nil {
		t.Error(err)
	}
	pemEncodedPub, err := ec1.EncodePublic()
	if err != nil {
		t.Error(err)
	}

	encodedMsg2, err := ec2.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	ok, err := ec2.VerifySignature(pemEncodedPub, encodedMsg2, signature)
	if err != nil {
		t.Error(err)
	}
	if !ok {
		t.Error("signature not ok!")
	}
}

func TestVerifyWithWrongPubKey(t *testing.T) {
	ec1 := New(elliptic.P256())
	err := ec1.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	ec2 := New(elliptic.P256())
	err = ec2.GenerateKeys()
	if err != nil {
		t.Fatal(err)
	}

	message := "This is a message"
	encodedMsg1, err := ec1.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	signature, err := ec1.Sign(encodedMsg1)
	if err != nil {
		t.Error(err)
	}

	// encoding ec2 public key instead of ec1 (which was used in signing)
	pemEncodedPub, err := ec2.EncodePublic()
	if err != nil {
		t.Error(err)
	}

	encodedMsg2, err := ec2.EncodeMsg(message)
	if err != nil {
		t.Error(err)
	}
	ok, err := ec2.VerifySignature(pemEncodedPub, encodedMsg2, signature)
	if err != nil {
		t.Error(err)
	}
	if ok {
		t.Error("signature should not be ok!")
	}
}

// Can be used in _test.go
// Test encode, decode and test it with deep equal
func (ec *EllipticCurve) test() error {
	encPriv, err := ec.EncodePrivate()
	if err != nil {
		return err
	}
	encPub, err := ec.EncodePublic()
	if err != nil {
		return err
	}
	priv2, err := ec.DecodePrivate(encPriv)
	if err != nil {
		return err
	}
	pub2, err := ec.DecodePublic(encPub)
	if err != nil {
		return err
	}
	if !reflect.DeepEqual(ec.privateKey, priv2) {
		return errors.New("private keys do not match")
	}
	if !reflect.DeepEqual(ec.publicKey, pub2) {
		return errors.New("public keys do not match")
	}
	return nil
}







MasterLab/gorums/authentication/authentication.go

package authentication

import (
	"bytes"
	"crypto/ecdsa"
	"crypto/elliptic"
	"crypto/rand"
	"crypto/sha256"
	"crypto/x509"
	"encoding/pem"
	"fmt"
	"net"
)

// Elliptic Curve Cryptography (ECC) is a key-based technique for encrypting data.
// ECC focuses on pairs of public and private keys for decryption and encryption of web traffic.
// ECC is frequently discussed in the context of the Rivest–Shamir–Adleman (RSA) cryptographic algorithm.
//
// https://pkg.go.dev/github.com/katzenpost/core/crypto/eddsa
type EllipticCurve struct {
	addr        net.Addr       // used to identify self
	pubKeyCurve elliptic.Curve // http://golang.org/pkg/crypto/elliptic/#P256
	privateKey  *ecdsa.PrivateKey
	publicKey   *ecdsa.PublicKey
}

// New EllipticCurve instance
func New(curve elliptic.Curve) *EllipticCurve {
	return &EllipticCurve{
		pubKeyCurve: curve,
		privateKey:  new(ecdsa.PrivateKey),
	}
}

// GenerateKeys EllipticCurve public and private keys
func (ec *EllipticCurve) GenerateKeys() error {
	privKey, err := ecdsa.GenerateKey(ec.pubKeyCurve, rand.Reader)
	if err != nil {
		return err
	}
	ec.privateKey = privKey
	ec.publicKey = &privKey.PublicKey
	return nil
}

// RegisterKeys EllipticCurve public and private keys
func (ec *EllipticCurve) RegisterKeys(addr net.Addr, privKey *ecdsa.PrivateKey, pubKey *ecdsa.PublicKey) {
	ec.addr = addr
	ec.privateKey = privKey
	ec.publicKey = pubKey
}

// Returns the EllipticCurve public and private keys
func (ec *EllipticCurve) Keys() (*ecdsa.PrivateKey, *ecdsa.PublicKey) {
	return ec.privateKey, ec.publicKey
}

// Returns the address
func (ec *EllipticCurve) Addr() string {
	return ec.addr.String()
}

// EncodePrivate private key
func (ec *EllipticCurve) EncodePrivate() (string, error) {
	encoded, err := x509.MarshalECPrivateKey(ec.privateKey)
	if err != nil {
		return "", err
	}
	pemEncoded := pem.EncodeToMemory(&pem.Block{Type: "EC PRIVATE KEY", Bytes: encoded})
	key := string(pemEncoded)
	return key, nil
}

// EncodePublic public key
func (ec *EllipticCurve) EncodePublic() (string, error) {
	encoded, err := x509.MarshalPKIXPublicKey(ec.publicKey)
	if err != nil {
		return "", err
	}
	pemEncodedPub := pem.EncodeToMemory(&pem.Block{Type: "PUBLIC KEY", Bytes: encoded})
	key := string(pemEncodedPub)
	return key, nil
}

// DecodePrivate private key
func (ec *EllipticCurve) DecodePrivate(pemEncodedPriv string) (*ecdsa.PrivateKey, error) {
	blockPriv, _ := pem.Decode([]byte(pemEncodedPriv))
	x509EncodedPriv := blockPriv.Bytes
	return x509.ParseECPrivateKey(x509EncodedPriv)
}

// DecodePublic public key
func (ec *EllipticCurve) DecodePublic(pemEncodedPub string) (*ecdsa.PublicKey, error) {
	blockPub, _ := pem.Decode([]byte(pemEncodedPub))
	if blockPub == nil {
		return nil, fmt.Errorf("invalid publicKey")
	}
	x509EncodedPub := blockPub.Bytes
	genericPublicKey, err := x509.ParsePKIXPublicKey(x509EncodedPub)
	publicKey := genericPublicKey.(*ecdsa.PublicKey)
	return publicKey, err
}

func (ec *EllipticCurve) Sign(msg []byte) ([]byte, error) {
	h := sha256.Sum256(msg)
	hash := h[:]
	signature, err := ecdsa.SignASN1(rand.Reader, ec.privateKey, hash)
	if err != nil {
		return nil, err
	}
	return signature, nil
}

func (ec *EllipticCurve) Hash(msg []byte) []byte {
	h := sha256.Sum256(msg)
	hash := h[:]
	return hash
}

// VerifySignature sign ecdsa style and verify signature
func (ec *EllipticCurve) VerifySignature(pemEncodedPub string, msg, signature []byte) (bool, error) {
	h := sha256.Sum256(msg)
	hash := h[:]
	pubKey, err := ec.DecodePublic(pemEncodedPub)
	if err != nil {
		return false, err
	}
	ok := ecdsa.VerifyASN1(pubKey, hash, signature)
	return ok, nil
}

// VerifySignature sign ecdsa style and verify signature
func (ec *EllipticCurve) SignAndVerify(privKey *ecdsa.PrivateKey, pubKey *ecdsa.PublicKey) ([]byte, bool, error) {
	h := sha256.Sum256([]byte("test"))
	hash := h[:]
	signature, err := ecdsa.SignASN1(rand.Reader, privKey, hash)
	if err != nil {
		return nil, false, err
	}
	ok := ecdsa.VerifyASN1(pubKey, hash, signature)
	return signature, ok, nil
}

func (ec *EllipticCurve) EncodeMsg(msg any) ([]byte, error) {
	return []byte(fmt.Sprintf("%v", msg)), nil
	/*var encodedMsg bytes.Buffer
	gob.Register(msg)
	enc := gob.NewEncoder(&encodedMsg)
	err := enc.Encode(msg)
	if err != nil {
		return nil, err
	}
	return encodedMsg.Bytes(), nil*/
}

func encodeMsg(msg any) ([]byte, error) {
	return []byte(fmt.Sprintf("%v", msg)), nil
}

func Verify(pemEncodedPub string, signature, digest []byte, msg any) (bool, error) {
	encodedMsg, err := encodeMsg(msg)
	if err != nil {
		return false, err
	}
	ec := New(elliptic.P256())
	h := sha256.Sum256(encodedMsg)
	hash := h[:]
	if !bytes.Equal(hash, digest) {
		return false, fmt.Errorf("wrong digest")
	}
	pubKey, err := ec.DecodePublic(pemEncodedPub)
	if err != nil {
		return false, err
	}
	ok := ecdsa.VerifyASN1(pubKey, hash, signature)
	return ok, nil
}







MasterLab/gorums/go.mod

module github.com/relab/gorums

go 1.22.1

require (
	github.com/golang/protobuf v1.5.4
	github.com/google/go-cmp v0.6.0
	golang.org/x/sync v0.6.0
	golang.org/x/tools v0.19.0
	google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237
	google.golang.org/grpc v1.62.1
	google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0
	google.golang.org/protobuf v1.33.0
)

require (
	golang.org/x/mod v0.16.0 // indirect
	golang.org/x/net v0.22.0 // indirect
	golang.org/x/sys v0.18.0 // indirect
	golang.org/x/text v0.14.0 // indirect
)







MasterLab/gorums/errors_test.go

package gorums

import (
	"context"
	"errors"
	"testing"
)

func TestQuorumCallErrorIs(t *testing.T) {
	tests := []struct {
		name   string
		err    error
		target error
		want   bool
	}{
		{
			name:   "SameCauseError",
			err:    QuorumCallError{cause: Incomplete},
			target: Incomplete,
			want:   true,
		},
		{
			name:   "SameCauseQCError",
			err:    QuorumCallError{cause: Incomplete},
			target: QuorumCallError{cause: Incomplete},
			want:   true,
		},
		{
			name:   "DifferentError",
			err:    QuorumCallError{cause: Incomplete},
			target: errors.New("incomplete call"),
			want:   false,
		},
		{
			name:   "DifferentQCError",
			err:    QuorumCallError{cause: Incomplete},
			target: QuorumCallError{cause: errors.New("incomplete call")},
			want:   false,
		},
		{
			name:   "ContextCanceled",
			err:    QuorumCallError{cause: context.Canceled},
			target: context.Canceled,
			want:   true,
		},
		{
			name:   "ContextCanceledQC",
			err:    QuorumCallError{cause: context.Canceled},
			target: QuorumCallError{cause: context.Canceled},
			want:   true,
		},
	}
	for _, tt := range tests {
		t.Run(tt.name, func(t *testing.T) {
			if got := errors.Is(tt.err, tt.target); got != tt.want {
				t.Errorf("QuorumCallError.Is(%v, %v) = %v, want %v", tt.err, tt.target, got, tt.want)
			}
		})
	}
}







MasterLab/gorums/correctable.go

package gorums

import (
	"context"
	"sync"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// LevelNotSet is the zero value level used to indicate that no level (and
// thereby no reply) has been set for a correctable quorum call.
const LevelNotSet = -1

type watcher struct {
	level int
	ch    chan struct{}
}

// Correctable encapsulates the state of a correctable quorum call.
//
// This struct should be used by generated code only.
type Correctable struct {
	mu       sync.Mutex
	reply    protoreflect.ProtoMessage
	level    int
	err      error
	done     bool
	watchers []*watcher
	donech   chan struct{}
}

// Get returns the latest response, the current level, and the last error.
func (c *Correctable) Get() (protoreflect.ProtoMessage, int, error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.reply, c.level, c.err
}

// Done returns a channel that will close when the correctable call is completed.
func (c *Correctable) Done() <-chan struct{} {
	return c.donech
}

// Watch returns a channel that will close when the correctable call has reached a specified level.
func (c *Correctable) Watch(level int) <-chan struct{} {
	ch := make(chan struct{})
	c.mu.Lock()
	defer c.mu.Unlock()
	if level <= c.level {
		close(ch)
		return ch
	}
	c.watchers = append(c.watchers, &watcher{level, ch})
	return ch
}

func (c *Correctable) set(reply protoreflect.ProtoMessage, level int, err error, done bool) {
	c.mu.Lock()
	defer c.mu.Unlock()
	if c.done {
		panic("set(...) called on a done correctable")
	}
	c.reply, c.level, c.err, c.done = reply, level, err, done
	if done {
		close(c.donech)
		for _, watcher := range c.watchers {
			if watcher != nil {
				close(watcher.ch)
			}
		}
		return
	}
	for i := range c.watchers {
		if c.watchers[i] != nil && c.watchers[i].level <= level {
			close(c.watchers[i].ch)
			c.watchers[i] = nil
		}
	}
}

// CorrectableCallData contains data for making a correctable quorum call.
//
// This struct should only be used by generated code.
type CorrectableCallData struct {
	Message        protoreflect.ProtoMessage
	Method         string
	PerNodeArgFn   func(protoreflect.ProtoMessage, uint32) protoreflect.ProtoMessage
	QuorumFunction func(protoreflect.ProtoMessage, map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool)
	ServerStream   bool
}

type correctableCallState struct {
	md              *ordering.Metadata
	data            CorrectableCallData
	replyChan       <-chan response
	expectedReplies int
}

// CorrectableCall starts a new correctable quorum call and returns a new Correctable object.
//
// This method should only be used by generated code.
func (c RawConfiguration) CorrectableCall(ctx context.Context, d CorrectableCallData) *Correctable {
	expectedReplies := len(c)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method}

	replyChan := make(chan response, expectedReplies)
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				expectedReplies--
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}}, replyChan, d.ServerStream)
	}

	corr := &Correctable{donech: make(chan struct{}, 1)}

	go c.handleCorrectableCall(ctx, corr, correctableCallState{
		md:              md,
		data:            d,
		replyChan:       replyChan,
		expectedReplies: expectedReplies,
	})

	return corr
}

func (c RawConfiguration) handleCorrectableCall(ctx context.Context, corr *Correctable, state correctableCallState) {
	var (
		resp    protoreflect.ProtoMessage
		errs    []nodeError
		rlevel  int
		clevel  = LevelNotSet
		quorum  bool
		replies = make(map[uint32]protoreflect.ProtoMessage)
	)

	if state.data.ServerStream {
		for _, n := range c {
			defer n.channel.deleteRouter(state.md.MessageID)
		}
	}

	for {
		select {
		case r := <-state.replyChan:
			if r.err != nil {
				errs = append(errs, nodeError{nodeID: r.nid, cause: r.err})
				break
			}
			replies[r.nid] = r.msg
			if resp, rlevel, quorum = state.data.QuorumFunction(state.data.Message, replies); quorum {
				if quorum {
					corr.set(r.msg, rlevel, nil, true)
					return
				}
				if rlevel > clevel {
					clevel = rlevel
					corr.set(r.msg, rlevel, nil, false)
				}
			}
		case <-ctx.Done():
			corr.set(resp, clevel, QuorumCallError{cause: ctx.Err(), errors: errs, replies: len(replies)}, true)
			return
		}
		if (state.data.ServerStream && len(errs) == state.expectedReplies) ||
			(!state.data.ServerStream && len(errs)+len(replies) == state.expectedReplies) {
			corr.set(resp, clevel, QuorumCallError{cause: Incomplete, errors: errs, replies: len(replies)}, true)
			return
		}
	}
}







MasterLab/gorums/internal/testprotos/msgs/msgs.proto

syntax = "proto3";

package gorums.testprotos.msgs;
option go_package = "github.com/relab/gorums/internal/testprotos/msgs";

message Request { string Value = 1; }
message Response { int64 Result = 1; }
message MyResponse { string Value = 1; }







MasterLab/gorums/internal/testprotos/failing/reservednames/reserved.proto

// Test that Gorums will stop code generation if one of the
// reserved Gorums types are used as a message type.

syntax = "proto3";
package gorums.testprotos.failing.reservednames;
option go_package = "github.com/relab/gorums/internal/testprotos/failing/reservednames";

import "gorums.proto";

service Reserved {
  rpc ConfTest(Configuration) returns (Manager) {}
  rpc QuorumCall(Configuration) returns (Manager) {
    option (gorums.quorumcall) = true;
  }
}

message Configuration { string Conf = 1; }
message Manager { string Mgr = 1; }







MasterLab/gorums/internal/testprotos/failing_test.go

package testprotos_test

import (
	"testing"

	"github.com/relab/gorums/internal/protoc"
)

func TestFailingProtoFiles(t *testing.T) {
	out, err := protoc.Run("sourceRelative", "failing/reservednames/reserved.proto")
	if err == nil {
		t.Fatalf("expected protoc to fail with:\n%s", out)
	}
}







MasterLab/gorums/internal/testprotos/calltypes/zorums/stability_test.go

package zorums_test

import (
	"io"
	"os"
	"os/exec"
	"path/filepath"
	"testing"

	"github.com/relab/gorums/internal/protoc"
)

// TestGorumsStability runs protoc twice on the same proto file that captures all
// variations of Gorums specific code generation. The test objective is to discover
// if the output changes between runs over the same proto file.
func TestGorumsStability(t *testing.T) {
	_, err := protoc.Run("sourceRelative", "zorums.proto")
	if err != nil {
		t.Fatal(err)
	}
	dir1 := t.TempDir()
	moveFiles(t, "zorums*.pb.go", dir1)

	_, err = protoc.Run("sourceRelative", "zorums.proto")
	if err != nil {
		t.Fatal(err)
	}
	dir2 := t.TempDir()
	moveFiles(t, "zorums*.pb.go", dir2)

	out, _ := exec.Command("diff", dir1, dir2).CombinedOutput()
	// checking only 'out' here; err would only show exit status 1 if output is different
	if string(out) != "" {
		t.Errorf("unexpected instability; observed changes between protoc runs:\n%s", string(out))
	}
}

// moveFiles moves files matching glob to toDir.
func moveFiles(t *testing.T, glob, toDir string) {
	t.Helper()
	matches, err := filepath.Glob(glob)
	if err != nil {
		t.Fatal(err)
	}
	for _, m := range matches {
		moveFile(t, m, filepath.Join(toDir, m))
	}
}

func moveFile(t *testing.T, from, to string) {
	t.Helper()
	err := os.Rename(from, to)
	if err != nil {
		// Rename may fail if renaming across devices, so try copy instead
		s, err := os.Stat(from)
		if err != nil {
			t.Fatal(err)
		}
		fromFile, err := os.Open(from)
		if err != nil {
			t.Fatal(err)
		}
		toFile, err := os.OpenFile(to, os.O_CREATE|os.O_TRUNC|os.O_WRONLY, s.Mode())
		if err != nil {
			t.Fatal(err)
		}
		_, err = io.Copy(toFile, fromFile)
		if err != nil {
			t.Fatal(err)
		}
		err = os.Remove(from)
		if err != nil {
			t.Fatal(err)
		}
	}
}







MasterLab/gorums/internal/testprotos/calltypes/zorums/zorums.proto

// Copy of dev/zorums.proto

syntax = "proto3";
package gorums.testprotos.calltypes.zorums;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/zorums";

import "gorums.proto";
import "google/protobuf/empty.proto";

message Request { string Value = 1; }
message Response { int64 Result = 1; }
message MyResponse { string Value = 1; }

// ZorumsService is not meant to be implemented.
// The zorums generated code is placed alongside Gorums static code files
// (without the zorums prefix) because they depend on the generated code.
// The generated code must pass compilation, but no further tests are performed.
// Other tests are provided to test the actual generated code.
// The RPCs in this service aims to test various uses of Gorums's
// options and call types, including imported message types and
// multiple RPCs reusing the same input and output types.
service ZorumsService {

  // GRPCCall plain gRPC call; testing that Gorums can ignore these, but that
  // they are added to the _grpc.pb.go generated file.
  rpc GRPCCall(Request) returns (Response) {}

  // ---------------------------------------------------------------
  // QuorumCall variants
  // ---------------------------------------------------------------

  // QuorumCall plain.
  rpc QuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCall with per_node_arg option.
  rpc QuorumCallPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCall with custom_return_type option.
  rpc QuorumCallCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallCombo with all supported options.
  rpc QuorumCallCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallEmpty for testing imported message type.
  rpc QuorumCallEmpty(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCallEmpty2 for testing imported message type.
  rpc QuorumCallEmpty2(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
  }

  // ------------------------------------------------------------------
  // Multicast variants
  // The multicast call type does not support the 'custom_return_type'
  // option since multicast is one-way and so it doesn't make sense to
  // operate on response types.
  // ------------------------------------------------------------------

  // Multicast plain. Response type is not needed here.
  rpc Multicast(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // MulticastPerNodeArg with per_node_arg option.
  rpc MulticastPerNodeArg(Request) returns (Response) {
    option (gorums.multicast) = true;
    option (gorums.per_node_arg) = true;
  }
  // Multicast2 is testing whether multiple streams work.
  rpc Multicast2(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // Multicast3 is testing imported message type.
  rpc Multicast3(Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
  // Multicast4 is testing imported message type.
  rpc Multicast4(google.protobuf.Empty) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }

  // ---------------------------------------------------------------
  // Async variants
  // ---------------------------------------------------------------

  // QuorumCallAsync plain.
  rpc QuorumCallAsync(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncPerNodeArg with per_node_arg option.
  rpc QuorumCallAsyncPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCallAsyncCustomReturnType with custom_return_type option.
  rpc QuorumCallAsyncCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsyncCombo with all supported options.
  rpc QuorumCallAsyncCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsync2 plain; with same return type: Response.
  rpc QuorumCallAsync2(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty for testing imported message type.
  rpc QuorumCallAsyncEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty2 for testing imported message type; with same return
  // type as QuorumCallAsync: Response.
  rpc QuorumCallAsyncEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  // ---------------------------------------------------------------
  // Correctable variants
  // ---------------------------------------------------------------

  // Correctable plain.
  rpc Correctable(Request) returns (Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectablePerNodeArg(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableCustomReturnType(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableCombo(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // CorrectableStream variants
  // ---------------------------------------------------------------

  // CorrectableStream plain.
  rpc CorrectableStream(Request) returns (stream Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectableStreamPerNodeArg(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableStreamCustomReturnType(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableStreamCombo(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableStreamEmpty(Request) returns (stream google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableStreamEmpty2(google.protobuf.Empty) returns (stream Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // Unicast
  // ---------------------------------------------------------------

  rpc Unicast(Request) returns (Response) { option (gorums.unicast) = true; }

  rpc Unicast2(Request) returns (google.protobuf.Empty) {
    option (gorums.unicast) = true;
  }
}







MasterLab/gorums/internal/testprotos/calltypes/async/async.proto

// Test that Gorums can generate a single asynchronous quorum call method.

syntax = "proto3";
package gorums.testprotos.calltypes.async;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/async";

import "gorums.proto";

service AsyncQuorumCall {
  rpc AsyncQuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
}

message Request { string Value = 1; }
message Response { int64 Result = 1; }







MasterLab/gorums/internal/testprotos/calltypes/importmsgs/importmsgs.proto

// Test that Gorums can generate a single quorum call method.

syntax = "proto3";
package gorums.testprotos.calltypes.quorumcall;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/quorumcall";

import "gorums.proto";
import "internal/testprotos/msgs/msgs.proto";

service QuorumCall {
  rpc QuorumCall(msgs.Request) returns (msgs.Response) {
    option (gorums.quorumcall) = true;
  }
}







MasterLab/gorums/internal/testprotos/calltypes/quorumcall/quorumcall.proto

// Test that Gorums can generate a single quorum call method.

syntax = "proto3";
package gorums.testprotos.calltypes.quorumcall;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/quorumcall";

import "gorums.proto";

service QuorumCall {
  rpc QuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
}

message Request { string Value = 1; }
message Response { int64 Result = 1; }







MasterLab/gorums/internal/testprotos/calltypes/multicast/multicast.proto

// Test that Gorums can generate a single multicast method.

syntax = "proto3";
package gorums.testprotos.calltypes.multicast;
option go_package = "github.com/relab/gorums/internal/testprotos/calltypes/multicast";

import "gorums.proto";
import "google/protobuf/empty.proto";

service Multicast {
  rpc Multicast(stream Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // MulticastEmpty is testing imported message type.
  rpc MulticastEmpty(stream Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
}

message Request { string Value = 1; }
message Response { int64 Result = 1; }
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package testprotos_test

import (
	"os"
	"os/exec"
	"path/filepath"
	"strings"
	"testing"

	"github.com/relab/gorums/internal/protoc"
)

var skipDirs = map[string]struct{}{
	"failing": {},
	"zorums":  {},
}

// TestGenerateProtoFiles generates single RPC calls for different call types.
func TestGenerateProtoFiles(t *testing.T) {
	taskFn := func(suffix string, task func(path string) error) func(string, os.FileInfo, error) error {
		return func(path string, info os.FileInfo, err error) error {
			if err != nil {
				return err
			}
			if _, ok := skipDirs[info.Name()]; ok && info.IsDir() {
				return filepath.SkipDir
			}
			if !info.IsDir() && strings.HasSuffix(info.Name(), suffix) {
				return task(path)
			}
			return nil
		}
	}
	err := filepath.Walk(".",
		taskFn(".pb.go", func(path string) error {
			return os.Remove(path)
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}

	err = filepath.Walk(".",
		taskFn(".proto", func(path string) error {
			_, err := protoc.Run("sourceRelative", path)
			return err
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}

	// build the packages with .pb.go files to check they compile
	alreadyBuilt := make(map[string]struct{})
	err = filepath.Walk(".",
		taskFn(".pb.go", func(path string) error {
			dir := filepath.Dir(path)
			if _, ok := alreadyBuilt[dir]; ok {
				return nil
			}
			alreadyBuilt[dir] = struct{}{}
			return build(t, dir)
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}

	err = filepath.Walk(".",
		taskFn(".pb.go", func(path string) error {
			return os.Remove(path)
		}))
	if err != nil {
		t.Errorf("error walking the path %q: %v", ".", err)
	}
}

func build(t *testing.T, path string) error {
	t.Helper()
	cmd := exec.Command("go", "build")
	cmd.Dir = path
	out, err := cmd.CombinedOutput()
	if string(out) != "" {
		t.Log(strings.TrimSpace(string(out)))
	}
	if err != nil {
		return err
	}
	return nil
}
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package protoc

import (
	"os/exec"
	"strings"
)

// Run runs the protoc generator, using either sourceRelative or module compileType,
// with additional arguments, the last of which should be the proto filename.
func Run(compileType string, args ...string) (string, error) {
	cmd := exec.Command("protoc", "-I.:"+repoRoot())
	cmd.Args = append(cmd.Args, protoArgs[compileType]...)
	cmd.Args = append(cmd.Args, args...)
	out, err := cmd.CombinedOutput()
	return string(out), err
}

var protoArgs = map[string][]string{
	"sourceRelative": {
		"--go_out=paths=source_relative:.",
		"--gorums_out=paths=source_relative:.",
	},
	"module": {
		"--go_out=.",
		"--go_opt=module=" + modulePath(),
		"--gorums_out=.",
		"--gorums_opt=module=" + modulePath(),
	},
}

// repoRoot returns the repository root.
func repoRoot() string {
	out, err := exec.Command("git", "rev-parse", "--show-toplevel").CombinedOutput()
	check(err)
	return strings.TrimSpace(string(out))
}

// modulePath return the module's path.
func modulePath() string {
	cmd := exec.Command("go", "list", "-m", "-f", "{{.Path}}")
	cmd.Dir = repoRoot()
	out, err := cmd.CombinedOutput()
	check(err)
	return strings.TrimSpace(string(out))
}

func check(err error) {
	if err != nil {
		panic(err)
	}
}
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syntax = "proto3";

package correctable;
option go_package = "github.com/relab/gorums/internal/correctable";

import "google/protobuf/descriptor.proto";

// These fields are used by the gorums plugin to describe
// correctable types. They are not meant to be used elsewhere.
extend google.protobuf.MethodOptions {
  bool correctable = 6200;
  bool correctable_stream = 6201;
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: internal/correctable/opts.proto

package correctable

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	descriptorpb "google.golang.org/protobuf/types/descriptorpb"
	reflect "reflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

var file_internal_correctable_opts_proto_extTypes = []protoimpl.ExtensionInfo{
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         6200,
		Name:          "correctable.correctable",
		Tag:           "varint,6200,opt,name=correctable",
		Filename:      "internal/correctable/opts.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         6201,
		Name:          "correctable.correctable_stream",
		Tag:           "varint,6201,opt,name=correctable_stream",
		Filename:      "internal/correctable/opts.proto",
	},
}

// Extension fields to descriptorpb.MethodOptions.
var (
	// optional bool correctable = 6200;
	E_Correctable = &file_internal_correctable_opts_proto_extTypes[0]
	// optional bool correctable_stream = 6201;
	E_CorrectableStream = &file_internal_correctable_opts_proto_extTypes[1]
)

var File_internal_correctable_opts_proto protoreflect.FileDescriptor

var file_internal_correctable_opts_proto_rawDesc = []byte{
	0x0a, 0x1f, 0x69, 0x6e, 0x74, 0x65, 0x72, 0x6e, 0x61, 0x6c, 0x2f, 0x63, 0x6f, 0x72, 0x72, 0x65,
	0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2f, 0x6f, 0x70, 0x74, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x12, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x1a, 0x20,
	0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f,
	0x64, 0x65, 0x73, 0x63, 0x72, 0x69, 0x70, 0x74, 0x6f, 0x72, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x3a, 0x41, 0x0a, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xb8, 0x30, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61,
	0x62, 0x6c, 0x65, 0x3a, 0x4e, 0x0a, 0x12, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62,
	0x6c, 0x65, 0x5f, 0x73, 0x74, 0x72, 0x65, 0x61, 0x6d, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67,
	0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68,
	0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xb9, 0x30, 0x20, 0x01, 0x28, 0x08,
	0x52, 0x11, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53, 0x74, 0x72,
	0x65, 0x61, 0x6d, 0x42, 0x2e, 0x5a, 0x2c, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f,
	0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x69,
	0x6e, 0x74, 0x65, 0x72, 0x6e, 0x61, 0x6c, 0x2f, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61,
	0x62, 0x6c, 0x65, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var file_internal_correctable_opts_proto_goTypes = []interface{}{
	(*descriptorpb.MethodOptions)(nil), // 0: google.protobuf.MethodOptions
}
var file_internal_correctable_opts_proto_depIdxs = []int32{
	0, // 0: correctable.correctable:extendee -> google.protobuf.MethodOptions
	0, // 1: correctable.correctable_stream:extendee -> google.protobuf.MethodOptions
	2, // [2:2] is the sub-list for method output_type
	2, // [2:2] is the sub-list for method input_type
	2, // [2:2] is the sub-list for extension type_name
	0, // [0:2] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_internal_correctable_opts_proto_init() }
func file_internal_correctable_opts_proto_init() {
	if File_internal_correctable_opts_proto != nil {
		return
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_internal_correctable_opts_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   0,
			NumExtensions: 2,
			NumServices:   0,
		},
		GoTypes:           file_internal_correctable_opts_proto_goTypes,
		DependencyIndexes: file_internal_correctable_opts_proto_depIdxs,
		ExtensionInfos:    file_internal_correctable_opts_proto_extTypes,
	}.Build()
	File_internal_correctable_opts_proto = out.File
	file_internal_correctable_opts_proto_rawDesc = nil
	file_internal_correctable_opts_proto_goTypes = nil
	file_internal_correctable_opts_proto_depIdxs = nil
}
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// Package version records versioning information about this module.
package version

import (
	"fmt"
	"strings"
)

// These constants determine the current version of this module.
//
// Steps for cutting a new release is described in doc/release-guide.md.
const (
	Major      = 0
	Minor      = 7
	Patch      = 0
	PreRelease = "devel"
)

// String formats the version string for this module in semver format.
//
// Examples:
//	v1.20.1
//	v1.21.0-rc.1
func String() string {
	v := fmt.Sprintf("v%d.%d.%d", Major, Minor, Patch)
	if PreRelease != "" {
		v += "-" + PreRelease

		// TODO: Add metadata about the commit or build hash.
		// See https://golang.org/issue/29814
		// See https://golang.org/issue/33533
		// See https://github.com/golang/go/issues/37475
		var metadata string
		if strings.Contains(PreRelease, "devel") && metadata != "" {
			v += "+" + metadata
		}
	}
	return v
}
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/*
 *
 * Copyright 2017 gRPC authors.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 *     http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 *
 */

package leakcheck

import (
	"fmt"
	"strings"
	"testing"
	"time"
)

type testErrorfer struct {
	errorCount int
	errors     []string
}

func (e *testErrorfer) Errorf(format string, args ...interface{}) {
	e.errors = append(e.errors, fmt.Sprintf(format, args...))
	e.errorCount++
}

func TestCheck(t *testing.T) {
	const leakCount = 3
	for i := 0; i < leakCount; i++ {
		go func() { time.Sleep(2 * time.Second) }()
	}
	if ig := interestingGoroutines(); len(ig) == 0 {
		t.Error("blah")
	}
	e := &testErrorfer{}
	check(e, time.Second)
	if e.errorCount != leakCount {
		t.Errorf("check found %v leaks, want %v leaks", e.errorCount, leakCount)
		t.Logf("leaked goroutines:\n%v", strings.Join(e.errors, "\n"))
	}
	check(t, 3*time.Second)
}

func ignoredTestingLeak(d time.Duration) {
	time.Sleep(d)
}

func TestCheckRegisterIgnore(t *testing.T) {
	RegisterIgnoreGoroutine("ignoredTestingLeak")
	const leakCount = 3
	for i := 0; i < leakCount; i++ {
		go func() { time.Sleep(2 * time.Second) }()
	}
	go func() { ignoredTestingLeak(3 * time.Second) }()
	if ig := interestingGoroutines(); len(ig) == 0 {
		t.Error("blah")
	}
	e := &testErrorfer{}
	check(e, time.Second)
	if e.errorCount != leakCount {
		t.Errorf("check found %v leaks, want %v leaks", e.errorCount, leakCount)
		t.Logf("leaked goroutines:\n%v", strings.Join(e.errors, "\n"))
	}
	check(t, 3*time.Second)
}
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/*
 *
 * Copyright 2017 gRPC authors.
 *
 * Licensed under the Apache License, Version 2.0 (the "License");
 * you may not use this file except in compliance with the License.
 * You may obtain a copy of the License at
 *
 *     http://www.apache.org/licenses/LICENSE-2.0
 *
 * Unless required by applicable law or agreed to in writing, software
 * distributed under the License is distributed on an "AS IS" BASIS,
 * WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
 * See the License for the specific language governing permissions and
 * limitations under the License.
 *
 */

// Package leakcheck contains functions to check leaked goroutines.
//
// Call "defer leakcheck.Check(t)" at the beginning of tests.
package leakcheck

import (
	"runtime"
	"sort"
	"strings"
	"time"
)

var goroutinesToIgnore = []string{
	"testing.Main(",
	"testing.tRunner(",
	"testing.(*M).",
	"runtime.goexit",
	"created by runtime.gc",
	"created by runtime/trace.Start",
	"interestingGoroutines",
	"runtime.MHeap_Scavenger",
	"signal.signal_recv",
	"sigterm.handler",
	"runtime_mcall",
	"(*loggingT).flushDaemon",
	"goroutine in C code",
}

// RegisterIgnoreGoroutine appends s into the ignore goroutine list. The
// goroutines whose stack trace contains s will not be identified as leaked
// goroutines. Not thread-safe, only call this function in init().
func RegisterIgnoreGoroutine(s string) {
	goroutinesToIgnore = append(goroutinesToIgnore, s)
}

func ignore(g string) bool {
	sl := strings.SplitN(g, "\n", 2)
	if len(sl) != 2 {
		return true
	}
	stack := strings.TrimSpace(sl[1])
	if strings.HasPrefix(stack, "testing.RunTests") {
		return true
	}

	if stack == "" {
		return true
	}

	for _, s := range goroutinesToIgnore {
		if strings.Contains(stack, s) {
			return true
		}
	}

	return false
}

// interestingGoroutines returns all goroutines we care about for the purpose of
// leak checking. It excludes testing or runtime ones.
func interestingGoroutines() (gs []string) {
	buf := make([]byte, 2<<20)
	buf = buf[:runtime.Stack(buf, true)]
	for _, g := range strings.Split(string(buf), "\n\n") {
		if !ignore(g) {
			gs = append(gs, g)
		}
	}
	sort.Strings(gs)
	return
}

// Errorfer is the interface that wraps the Errorf method. It's a subset of
// testing.TB to make it easy to use Check.
type Errorfer interface {
	Errorf(format string, args ...interface{})
}

func check(efer Errorfer, timeout time.Duration) {
	// Loop, waiting for goroutines to shut down.
	// Wait up to timeout, but finish as quickly as possible.
	deadline := time.Now().Add(timeout)
	var leaked []string
	for time.Now().Before(deadline) {
		if leaked = interestingGoroutines(); len(leaked) == 0 {
			return
		}
		time.Sleep(50 * time.Millisecond)
	}
	for _, g := range leaked {
		efer.Errorf("Leaked goroutine: %v", g)
	}
}

// Check looks at the currently-running goroutines and checks if there are any
// interestring (created by gRPC) goroutines leaked. It waits up to 10 seconds
// in the error cases.
func Check(efer Errorfer) {
	check(efer, 10*time.Second)
}
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package benchmark

import (
	context "context"
	"regexp"
	"runtime"
	"sort"
	"sync/atomic"
	"time"

	"golang.org/x/sync/errgroup"
)

// Options controls different options for the benchmarks
type Options struct {
	Concurrent int           // Number of concurrent calls
	Duration   time.Duration // Duration of benchmark
	MaxAsync   int           // Max async calls at once
	NumNodes   int           // Number of nodes to include in configuration
	Payload    int           // Size of message payload
	QuorumSize int           // Number of messages to wait for
	Warmup     time.Duration // Warmup time
	Remote     bool          // Whether the servers are remote (true) or local (false)
}

// Bench is a Benchmark with a name and description
type Bench struct {
	Name        string
	Description string
	runBench    benchFunc
}

type (
	benchFunc   func(Options) (*Result, error)
	qcFunc      func(context.Context, *Echo) (*Echo, error)
	asyncQCFunc func(context.Context, *Echo) *AsyncEcho
	serverFunc  func(context.Context, *TimedMsg)
)

func runQCBenchmark(opts Options, cfg *Configuration, f qcFunc) (*Result, error) {
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	msg := &Echo{Payload: make([]byte, opts.Payload)}
	s := &Stats{}
	var g errgroup.Group

	for n := 0; n < opts.Concurrent; n++ {
		g.Go(func() error {
			warmupEnd := time.Now().Add(opts.Warmup)
			for !time.Now().After(warmupEnd) {
				_, err := f(ctx, msg)
				if err != nil {
					return err
				}
			}
			return nil
		})
	}

	err := g.Wait()
	if err != nil {
		return nil, err
	}

	if opts.Remote {
		_, err := cfg.StartBenchmark(ctx, &StartRequest{})
		if err != nil {
			return nil, err
		}
	}

	s.Start()
	for n := 0; n < opts.Concurrent; n++ {
		g.Go(func() error {
			endTime := time.Now().Add(opts.Duration)
			for !time.Now().After(endTime) {
				start := time.Now()
				_, err := f(ctx, msg)
				if err != nil {
					return err
				}
				s.AddLatency(time.Since(start))
			}
			return nil
		})
	}

	err = g.Wait()
	s.End()
	if err != nil {
		return nil, err
	}

	result := s.GetResult()
	if opts.Remote {
		memStats, err := cfg.StopBenchmark(ctx, &StopRequest{})
		if err != nil {
			return nil, err
		}
		result.ServerStats = memStats.MemoryStats
	}

	return result, nil
}

func runAsyncQCBenchmark(opts Options, cfg *Configuration, f asyncQCFunc) (*Result, error) {
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	msg := &Echo{Payload: make([]byte, opts.Payload)}
	s := &Stats{}
	var g errgroup.Group

	warmupEnd := time.Now().Add(opts.Warmup)
	var async uint64

	var warmupFunc func() error
	warmupFunc = func() error {
		for ; !time.Now().After(warmupEnd) && atomic.LoadUint64(&async) < uint64(opts.MaxAsync); atomic.AddUint64(&async, 1) {
			fut := f(ctx, msg)
			g.Go(func() error {
				_, err := fut.Get()
				if err != nil {
					return err
				}
				atomic.AddUint64(&async, ^uint64(0))
				_ = warmupFunc()
				return nil
			})
		}
		return nil
	}

	for n := 0; n < opts.Concurrent; n++ {
		g.Go(warmupFunc)
	}
	err := g.Wait()
	if err != nil {
		return nil, err
	}

	if opts.Remote {
		_, err := cfg.StartBenchmark(ctx, &StartRequest{})
		if err != nil {
			return nil, err
		}
	}

	endTime := time.Now().Add(opts.Duration)
	var benchmarkFunc func() error
	benchmarkFunc = func() error {
		for ; !time.Now().After(endTime) && atomic.LoadUint64(&async) < uint64(opts.MaxAsync); atomic.AddUint64(&async, 1) {
			start := time.Now()
			fut := f(ctx, msg)
			g.Go(func() error {
				_, err := fut.Get()
				if err != nil {
					return err
				}
				s.AddLatency(time.Since(start))
				atomic.AddUint64(&async, ^uint64(0))
				_ = benchmarkFunc()
				return nil
			})
		}
		return nil
	}

	s.Start()
	for n := 0; n < opts.Concurrent; n++ {
		g.Go(benchmarkFunc)
	}
	err = g.Wait()
	s.End()
	if err != nil {
		return nil, err
	}

	result := s.GetResult()
	if opts.Remote {
		memStats, err := cfg.StopBenchmark(ctx, &StopRequest{})
		if err != nil {
			return nil, err
		}
		result.ServerStats = memStats.MemoryStats
	}

	return result, nil
}

func runServerBenchmark(opts Options, cfg *Configuration, f serverFunc) (*Result, error) {
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	payload := make([]byte, opts.Payload)
	var g errgroup.Group
	var start runtime.MemStats
	var end runtime.MemStats

	benchmarkFunc := func(stopTime time.Time) {
		for !time.Now().After(stopTime) {
			msg := &TimedMsg{SendTime: time.Now().UnixNano(), Payload: payload}
			f(ctx, msg)
		}
	}

	warmupEnd := time.Now().Add(opts.Warmup)
	for n := 0; n < opts.Concurrent; n++ {
		go benchmarkFunc(warmupEnd)
	}
	err := g.Wait()
	if err != nil {
		return nil, err
	}

	_, err = cfg.StartServerBenchmark(ctx, &StartRequest{})
	if err != nil {
		return nil, err
	}

	runtime.ReadMemStats(&start)
	endTime := time.Now().Add(opts.Duration)
	for n := 0; n < opts.Concurrent; n++ {
		benchmarkFunc(endTime)
	}
	err = g.Wait()
	if err != nil {
		return nil, err
	}
	runtime.ReadMemStats(&end)

	resp, err := cfg.StopServerBenchmark(ctx, &StopRequest{})
	if err != nil {
		return nil, err
	}

	clientAllocs := (end.Mallocs - start.Mallocs) / resp.TotalOps
	clientMem := (end.TotalAlloc - start.TotalAlloc) / resp.TotalOps

	resp.AllocsPerOp = clientAllocs
	resp.MemPerOp = clientMem
	return resp, nil
}

// GetBenchmarks returns a list of Benchmarks that can be performed on the configuration
func GetBenchmarks(cfg *Configuration) []Bench {
	m := []Bench{
		{
			Name:        "QuorumCall",
			Description: "NodeStream based quorum call implementation with FIFO ordering",
			runBench:    func(opts Options) (*Result, error) { return runQCBenchmark(opts, cfg, cfg.QuorumCall) },
		},
		{
			Name:        "AsyncQuorumCall",
			Description: "NodeStream based async quorum call implementation with FIFO ordering",
			runBench:    func(opts Options) (*Result, error) { return runAsyncQCBenchmark(opts, cfg, cfg.AsyncQuorumCall) },
		},
		{
			Name:        "SlowServer",
			Description: "Quorum Call with a 10s processing time on the server",
			runBench:    func(opts Options) (*Result, error) { return runQCBenchmark(opts, cfg, cfg.SlowServer) },
		},
		{
			Name:        "Multicast",
			Description: "NodeStream based multicast implementation (servers measure latency and throughput)",
			runBench: func(opts Options) (*Result, error) {
				return runServerBenchmark(opts, cfg, func(ctx context.Context, msg *TimedMsg) { cfg.Multicast(ctx, msg) })
			},
		},
	}
	return m
}

// RunBenchmarks runs all the benchmarks that match the given regex with the given options
func RunBenchmarks(benchRegex *regexp.Regexp, options Options, cfg *Configuration) ([]*Result, error) {
	benchmarks := GetBenchmarks(cfg)
	var results []*Result
	for _, b := range benchmarks {
		if benchRegex.MatchString(b.Name) {
			result, err := b.runBench(options)
			if err != nil {
				return nil, err
			}
			result.Name = b.Name
			i := sort.Search(len(results), func(i int) bool {
				return results[i].Name >= result.Name
			})
			results = append(results, nil)
			copy(results[i+1:], results[i:])
			results[i] = result
		}
	}
	return results, nil
}







MasterLab/gorums/benchmark/benchmark.proto

syntax = "proto3";

package benchmark;

option go_package = "github.com/relab/gorums/benchmark";

import "google/protobuf/empty.proto";

import "gorums.proto";

message Echo { bytes payload = 1; }

message TimedMsg {
  int64 SendTime = 1;
  bytes payload = 2;
}

message StartRequest {}

message StartResponse {}

message StopRequest {}

message Result {
  string Name = 1;
  uint64 TotalOps = 2;
  int64 TotalTime = 3;
  double Throughput = 4;
  double LatencyAvg = 5;
  double LatencyVar = 6;
  uint64 AllocsPerOp = 7;
  uint64 MemPerOp = 8;
  repeated MemoryStat ServerStats = 9;
}

message MemoryStat {
  uint64 Allocs = 1;
  uint64 Memory = 2;
}

message MemoryStatList { repeated MemoryStat MemoryStats = 1; }

service Benchmark {
  rpc StartServerBenchmark(StartRequest) returns (StartResponse) {
    option (gorums.quorumcall) = true;
  }

  rpc StopServerBenchmark(StopRequest) returns (Result) {
    option (gorums.quorumcall) = true;
  }

  rpc StartBenchmark(StartRequest) returns (StartResponse) {
    option (gorums.quorumcall) = true;
  }

  rpc StopBenchmark(StopRequest) returns (MemoryStat) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MemoryStatList";
  }

  // benchmarks
  rpc QuorumCall(Echo) returns (Echo) { option (gorums.quorumcall) = true; }

  rpc AsyncQuorumCall(Echo) returns (Echo) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  rpc SlowServer(Echo) returns (Echo) { option (gorums.quorumcall) = true; }

  rpc Multicast(TimedMsg) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
}







MasterLab/gorums/benchmark/benchmark.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: benchmark/benchmark.proto

package benchmark

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Echo struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Payload []byte `protobuf:"bytes,1,opt,name=payload,proto3" json:"payload,omitempty"`
}

func (x *Echo) Reset() {
	*x = Echo{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Echo) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Echo) ProtoMessage() {}

func (x *Echo) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Echo.ProtoReflect.Descriptor instead.
func (*Echo) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{0}
}

func (x *Echo) GetPayload() []byte {
	if x != nil {
		return x.Payload
	}
	return nil
}

type TimedMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	SendTime int64  `protobuf:"varint,1,opt,name=SendTime,proto3" json:"SendTime,omitempty"`
	Payload  []byte `protobuf:"bytes,2,opt,name=payload,proto3" json:"payload,omitempty"`
}

func (x *TimedMsg) Reset() {
	*x = TimedMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *TimedMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*TimedMsg) ProtoMessage() {}

func (x *TimedMsg) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use TimedMsg.ProtoReflect.Descriptor instead.
func (*TimedMsg) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{1}
}

func (x *TimedMsg) GetSendTime() int64 {
	if x != nil {
		return x.SendTime
	}
	return 0
}

func (x *TimedMsg) GetPayload() []byte {
	if x != nil {
		return x.Payload
	}
	return nil
}

type StartRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *StartRequest) Reset() {
	*x = StartRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *StartRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*StartRequest) ProtoMessage() {}

func (x *StartRequest) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use StartRequest.ProtoReflect.Descriptor instead.
func (*StartRequest) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{2}
}

type StartResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *StartResponse) Reset() {
	*x = StartResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *StartResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*StartResponse) ProtoMessage() {}

func (x *StartResponse) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use StartResponse.ProtoReflect.Descriptor instead.
func (*StartResponse) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{3}
}

type StopRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *StopRequest) Reset() {
	*x = StopRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[4]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *StopRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*StopRequest) ProtoMessage() {}

func (x *StopRequest) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[4]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use StopRequest.ProtoReflect.Descriptor instead.
func (*StopRequest) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{4}
}

type Result struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Name        string        `protobuf:"bytes,1,opt,name=Name,proto3" json:"Name,omitempty"`
	TotalOps    uint64        `protobuf:"varint,2,opt,name=TotalOps,proto3" json:"TotalOps,omitempty"`
	TotalTime   int64         `protobuf:"varint,3,opt,name=TotalTime,proto3" json:"TotalTime,omitempty"`
	Throughput  float64       `protobuf:"fixed64,4,opt,name=Throughput,proto3" json:"Throughput,omitempty"`
	LatencyAvg  float64       `protobuf:"fixed64,5,opt,name=LatencyAvg,proto3" json:"LatencyAvg,omitempty"`
	LatencyVar  float64       `protobuf:"fixed64,6,opt,name=LatencyVar,proto3" json:"LatencyVar,omitempty"`
	AllocsPerOp uint64        `protobuf:"varint,7,opt,name=AllocsPerOp,proto3" json:"AllocsPerOp,omitempty"`
	MemPerOp    uint64        `protobuf:"varint,8,opt,name=MemPerOp,proto3" json:"MemPerOp,omitempty"`
	ServerStats []*MemoryStat `protobuf:"bytes,9,rep,name=ServerStats,proto3" json:"ServerStats,omitempty"`
}

func (x *Result) Reset() {
	*x = Result{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[5]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Result) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Result) ProtoMessage() {}

func (x *Result) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[5]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Result.ProtoReflect.Descriptor instead.
func (*Result) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{5}
}

func (x *Result) GetName() string {
	if x != nil {
		return x.Name
	}
	return ""
}

func (x *Result) GetTotalOps() uint64 {
	if x != nil {
		return x.TotalOps
	}
	return 0
}

func (x *Result) GetTotalTime() int64 {
	if x != nil {
		return x.TotalTime
	}
	return 0
}

func (x *Result) GetThroughput() float64 {
	if x != nil {
		return x.Throughput
	}
	return 0
}

func (x *Result) GetLatencyAvg() float64 {
	if x != nil {
		return x.LatencyAvg
	}
	return 0
}

func (x *Result) GetLatencyVar() float64 {
	if x != nil {
		return x.LatencyVar
	}
	return 0
}

func (x *Result) GetAllocsPerOp() uint64 {
	if x != nil {
		return x.AllocsPerOp
	}
	return 0
}

func (x *Result) GetMemPerOp() uint64 {
	if x != nil {
		return x.MemPerOp
	}
	return 0
}

func (x *Result) GetServerStats() []*MemoryStat {
	if x != nil {
		return x.ServerStats
	}
	return nil
}

type MemoryStat struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Allocs uint64 `protobuf:"varint,1,opt,name=Allocs,proto3" json:"Allocs,omitempty"`
	Memory uint64 `protobuf:"varint,2,opt,name=Memory,proto3" json:"Memory,omitempty"`
}

func (x *MemoryStat) Reset() {
	*x = MemoryStat{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[6]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *MemoryStat) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*MemoryStat) ProtoMessage() {}

func (x *MemoryStat) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[6]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use MemoryStat.ProtoReflect.Descriptor instead.
func (*MemoryStat) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{6}
}

func (x *MemoryStat) GetAllocs() uint64 {
	if x != nil {
		return x.Allocs
	}
	return 0
}

func (x *MemoryStat) GetMemory() uint64 {
	if x != nil {
		return x.Memory
	}
	return 0
}

type MemoryStatList struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	MemoryStats []*MemoryStat `protobuf:"bytes,1,rep,name=MemoryStats,proto3" json:"MemoryStats,omitempty"`
}

func (x *MemoryStatList) Reset() {
	*x = MemoryStatList{}
	if protoimpl.UnsafeEnabled {
		mi := &file_benchmark_benchmark_proto_msgTypes[7]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *MemoryStatList) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*MemoryStatList) ProtoMessage() {}

func (x *MemoryStatList) ProtoReflect() protoreflect.Message {
	mi := &file_benchmark_benchmark_proto_msgTypes[7]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use MemoryStatList.ProtoReflect.Descriptor instead.
func (*MemoryStatList) Descriptor() ([]byte, []int) {
	return file_benchmark_benchmark_proto_rawDescGZIP(), []int{7}
}

func (x *MemoryStatList) GetMemoryStats() []*MemoryStat {
	if x != nil {
		return x.MemoryStats
	}
	return nil
}

var File_benchmark_benchmark_proto protoreflect.FileDescriptor

var file_benchmark_benchmark_proto_rawDesc = []byte{
	0x0a, 0x19, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2f, 0x62, 0x65, 0x6e, 0x63,
	0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x09, 0x62, 0x65, 0x6e,
	0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x22, 0x20, 0x0a, 0x04, 0x45, 0x63, 0x68, 0x6f, 0x12, 0x18, 0x0a, 0x07, 0x70, 0x61, 0x79,
	0x6c, 0x6f, 0x61, 0x64, 0x18, 0x01, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x07, 0x70, 0x61, 0x79, 0x6c,
	0x6f, 0x61, 0x64, 0x22, 0x40, 0x0a, 0x08, 0x54, 0x69, 0x6d, 0x65, 0x64, 0x4d, 0x73, 0x67, 0x12,
	0x1a, 0x0a, 0x08, 0x53, 0x65, 0x6e, 0x64, 0x54, 0x69, 0x6d, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28,
	0x03, 0x52, 0x08, 0x53, 0x65, 0x6e, 0x64, 0x54, 0x69, 0x6d, 0x65, 0x12, 0x18, 0x0a, 0x07, 0x70,
	0x61, 0x79, 0x6c, 0x6f, 0x61, 0x64, 0x18, 0x02, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x07, 0x70, 0x61,
	0x79, 0x6c, 0x6f, 0x61, 0x64, 0x22, 0x0e, 0x0a, 0x0c, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x22, 0x0f, 0x0a, 0x0d, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x0d, 0x0a, 0x0b, 0x53, 0x74, 0x6f, 0x70, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x22, 0xad, 0x02, 0x0a, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74,
	0x12, 0x12, 0x0a, 0x04, 0x4e, 0x61, 0x6d, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04,
	0x4e, 0x61, 0x6d, 0x65, 0x12, 0x1a, 0x0a, 0x08, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x4f, 0x70, 0x73,
	0x18, 0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x08, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x4f, 0x70, 0x73,
	0x12, 0x1c, 0x0a, 0x09, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x54, 0x69, 0x6d, 0x65, 0x18, 0x03, 0x20,
	0x01, 0x28, 0x03, 0x52, 0x09, 0x54, 0x6f, 0x74, 0x61, 0x6c, 0x54, 0x69, 0x6d, 0x65, 0x12, 0x1e,
	0x0a, 0x0a, 0x54, 0x68, 0x72, 0x6f, 0x75, 0x67, 0x68, 0x70, 0x75, 0x74, 0x18, 0x04, 0x20, 0x01,
	0x28, 0x01, 0x52, 0x0a, 0x54, 0x68, 0x72, 0x6f, 0x75, 0x67, 0x68, 0x70, 0x75, 0x74, 0x12, 0x1e,
	0x0a, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x41, 0x76, 0x67, 0x18, 0x05, 0x20, 0x01,
	0x28, 0x01, 0x52, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x41, 0x76, 0x67, 0x12, 0x1e,
	0x0a, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x56, 0x61, 0x72, 0x18, 0x06, 0x20, 0x01,
	0x28, 0x01, 0x52, 0x0a, 0x4c, 0x61, 0x74, 0x65, 0x6e, 0x63, 0x79, 0x56, 0x61, 0x72, 0x12, 0x20,
	0x0a, 0x0b, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x50, 0x65, 0x72, 0x4f, 0x70, 0x18, 0x07, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x0b, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x50, 0x65, 0x72, 0x4f, 0x70,
	0x12, 0x1a, 0x0a, 0x08, 0x4d, 0x65, 0x6d, 0x50, 0x65, 0x72, 0x4f, 0x70, 0x18, 0x08, 0x20, 0x01,
	0x28, 0x04, 0x52, 0x08, 0x4d, 0x65, 0x6d, 0x50, 0x65, 0x72, 0x4f, 0x70, 0x12, 0x37, 0x0a, 0x0b,
	0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x53, 0x74, 0x61, 0x74, 0x73, 0x18, 0x09, 0x20, 0x03, 0x28,
	0x0b, 0x32, 0x15, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x4d, 0x65,
	0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61, 0x74, 0x52, 0x0b, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72,
	0x53, 0x74, 0x61, 0x74, 0x73, 0x22, 0x3c, 0x0a, 0x0a, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53,
	0x74, 0x61, 0x74, 0x12, 0x16, 0x0a, 0x06, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x06, 0x41, 0x6c, 0x6c, 0x6f, 0x63, 0x73, 0x12, 0x16, 0x0a, 0x06, 0x4d,
	0x65, 0x6d, 0x6f, 0x72, 0x79, 0x18, 0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x06, 0x4d, 0x65, 0x6d,
	0x6f, 0x72, 0x79, 0x22, 0x49, 0x0a, 0x0e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61,
	0x74, 0x4c, 0x69, 0x73, 0x74, 0x12, 0x37, 0x0a, 0x0b, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53,
	0x74, 0x61, 0x74, 0x73, 0x18, 0x01, 0x20, 0x03, 0x28, 0x0b, 0x32, 0x15, 0x2e, 0x62, 0x65, 0x6e,
	0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61,
	0x74, 0x52, 0x0b, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61, 0x74, 0x73, 0x32, 0xb2,
	0x04, 0x0a, 0x09, 0x42, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x12, 0x4f, 0x0a, 0x14,
	0x53, 0x74, 0x61, 0x72, 0x74, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x42, 0x65, 0x6e, 0x63, 0x68,
	0x6d, 0x61, 0x72, 0x6b, 0x12, 0x17, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b,
	0x2e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x18, 0x2e,
	0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52,
	0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x46, 0x0a,
	0x13, 0x53, 0x74, 0x6f, 0x70, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x42, 0x65, 0x6e, 0x63, 0x68,
	0x6d, 0x61, 0x72, 0x6b, 0x12, 0x16, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b,
	0x2e, 0x53, 0x74, 0x6f, 0x70, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x11, 0x2e, 0x62,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x22,
	0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x49, 0x0a, 0x0e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x42, 0x65,
	0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x12, 0x17, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d,
	0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74, 0x61, 0x72, 0x74, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x1a, 0x18, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74, 0x61,
	0x72, 0x74, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01,
	0x12, 0x56, 0x0a, 0x0d, 0x53, 0x74, 0x6f, 0x70, 0x42, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72,
	0x6b, 0x12, 0x16, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x53, 0x74,
	0x6f, 0x70, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x15, 0x2e, 0x62, 0x65, 0x6e, 0x63,
	0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79, 0x53, 0x74, 0x61, 0x74,
	0x22, 0x16, 0xa0, 0xb5, 0x18, 0x01, 0xf2, 0xb6, 0x18, 0x0e, 0x4d, 0x65, 0x6d, 0x6f, 0x72, 0x79,
	0x53, 0x74, 0x61, 0x74, 0x4c, 0x69, 0x73, 0x74, 0x12, 0x34, 0x0a, 0x0a, 0x51, 0x75, 0x6f, 0x72,
	0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61,
	0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x1a, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d,
	0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3d,
	0x0a, 0x0f, 0x41, 0x73, 0x79, 0x6e, 0x63, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c,
	0x6c, 0x12, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63,
	0x68, 0x6f, 0x1a, 0x0f, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45,
	0x63, 0x68, 0x6f, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01, 0xd0, 0xb5, 0x18, 0x01, 0x12, 0x34, 0x0a,
	0x0a, 0x53, 0x6c, 0x6f, 0x77, 0x53, 0x65, 0x72, 0x76, 0x65, 0x72, 0x12, 0x0f, 0x2e, 0x62, 0x65,
	0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x1a, 0x0f, 0x2e, 0x62,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x45, 0x63, 0x68, 0x6f, 0x22, 0x04, 0xa0,
	0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74,
	0x12, 0x13, 0x2e, 0x62, 0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x2e, 0x54, 0x69, 0x6d,
	0x65, 0x64, 0x4d, 0x73, 0x67, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98,
	0xb5, 0x18, 0x01, 0x42, 0x23, 0x5a, 0x21, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f,
	0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x62,
	0x65, 0x6e, 0x63, 0x68, 0x6d, 0x61, 0x72, 0x6b, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_benchmark_benchmark_proto_rawDescOnce sync.Once
	file_benchmark_benchmark_proto_rawDescData = file_benchmark_benchmark_proto_rawDesc
)

func file_benchmark_benchmark_proto_rawDescGZIP() []byte {
	file_benchmark_benchmark_proto_rawDescOnce.Do(func() {
		file_benchmark_benchmark_proto_rawDescData = protoimpl.X.CompressGZIP(file_benchmark_benchmark_proto_rawDescData)
	})
	return file_benchmark_benchmark_proto_rawDescData
}

var file_benchmark_benchmark_proto_msgTypes = make([]protoimpl.MessageInfo, 8)
var file_benchmark_benchmark_proto_goTypes = []interface{}{
	(*Echo)(nil),           // 0: benchmark.Echo
	(*TimedMsg)(nil),       // 1: benchmark.TimedMsg
	(*StartRequest)(nil),   // 2: benchmark.StartRequest
	(*StartResponse)(nil),  // 3: benchmark.StartResponse
	(*StopRequest)(nil),    // 4: benchmark.StopRequest
	(*Result)(nil),         // 5: benchmark.Result
	(*MemoryStat)(nil),     // 6: benchmark.MemoryStat
	(*MemoryStatList)(nil), // 7: benchmark.MemoryStatList
	(*emptypb.Empty)(nil),  // 8: google.protobuf.Empty
}
var file_benchmark_benchmark_proto_depIdxs = []int32{
	6,  // 0: benchmark.Result.ServerStats:type_name -> benchmark.MemoryStat
	6,  // 1: benchmark.MemoryStatList.MemoryStats:type_name -> benchmark.MemoryStat
	2,  // 2: benchmark.Benchmark.StartServerBenchmark:input_type -> benchmark.StartRequest
	4,  // 3: benchmark.Benchmark.StopServerBenchmark:input_type -> benchmark.StopRequest
	2,  // 4: benchmark.Benchmark.StartBenchmark:input_type -> benchmark.StartRequest
	4,  // 5: benchmark.Benchmark.StopBenchmark:input_type -> benchmark.StopRequest
	0,  // 6: benchmark.Benchmark.QuorumCall:input_type -> benchmark.Echo
	0,  // 7: benchmark.Benchmark.AsyncQuorumCall:input_type -> benchmark.Echo
	0,  // 8: benchmark.Benchmark.SlowServer:input_type -> benchmark.Echo
	1,  // 9: benchmark.Benchmark.Multicast:input_type -> benchmark.TimedMsg
	3,  // 10: benchmark.Benchmark.StartServerBenchmark:output_type -> benchmark.StartResponse
	5,  // 11: benchmark.Benchmark.StopServerBenchmark:output_type -> benchmark.Result
	3,  // 12: benchmark.Benchmark.StartBenchmark:output_type -> benchmark.StartResponse
	6,  // 13: benchmark.Benchmark.StopBenchmark:output_type -> benchmark.MemoryStat
	0,  // 14: benchmark.Benchmark.QuorumCall:output_type -> benchmark.Echo
	0,  // 15: benchmark.Benchmark.AsyncQuorumCall:output_type -> benchmark.Echo
	0,  // 16: benchmark.Benchmark.SlowServer:output_type -> benchmark.Echo
	8,  // 17: benchmark.Benchmark.Multicast:output_type -> google.protobuf.Empty
	10, // [10:18] is the sub-list for method output_type
	2,  // [2:10] is the sub-list for method input_type
	2,  // [2:2] is the sub-list for extension type_name
	2,  // [2:2] is the sub-list for extension extendee
	0,  // [0:2] is the sub-list for field type_name
}

func init() { file_benchmark_benchmark_proto_init() }
func file_benchmark_benchmark_proto_init() {
	if File_benchmark_benchmark_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_benchmark_benchmark_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Echo); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*TimedMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*StartRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*StartResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[4].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*StopRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[5].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Result); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[6].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*MemoryStat); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_benchmark_benchmark_proto_msgTypes[7].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*MemoryStatList); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_benchmark_benchmark_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   8,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_benchmark_benchmark_proto_goTypes,
		DependencyIndexes: file_benchmark_benchmark_proto_depIdxs,
		MessageInfos:      file_benchmark_benchmark_proto_msgTypes,
	}.Build()
	File_benchmark_benchmark_proto = out.File
	file_benchmark_benchmark_proto_rawDesc = nil
	file_benchmark_benchmark_proto_goTypes = nil
	file_benchmark_benchmark_proto_depIdxs = nil
}







MasterLab/gorums/benchmark/server.go

package benchmark

import (
	context "context"
	fmt "fmt"
	log "log"
	net "net"
	"time"

	gorums "github.com/relab/gorums"
)

type server struct {
	stats *Stats
}

func (srv *server) QuorumCall(_ gorums.ServerCtx, in *Echo) (resp *Echo, err error) {
	return in, nil
}

func (srv *server) AsyncQuorumCall(_ gorums.ServerCtx, in *Echo) (resp *Echo, err error) {
	return in, nil
}

func (srv *server) SlowServer(ctx gorums.ServerCtx, in *Echo) (resp *Echo, err error) {
	ctx.Release()
	time.Sleep(10 * time.Millisecond)
	return in, nil
}

func (srv *server) Multicast(_ gorums.ServerCtx, msg *TimedMsg) {
	latency := time.Now().UnixNano() - msg.SendTime
	srv.stats.AddLatency(time.Duration(latency))
}

func (srv *server) StartServerBenchmark(_ gorums.ServerCtx, _ *StartRequest) (resp *StartResponse, err error) {
	srv.stats.Clear()
	srv.stats.Start()
	return &StartResponse{}, nil
}

func (srv *server) StopServerBenchmark(_ gorums.ServerCtx, _ *StopRequest) (resp *Result, err error) {
	srv.stats.End()
	return srv.stats.GetResult(), nil
}

func (srv *server) StartBenchmark(_ gorums.ServerCtx, _ *StartRequest) (resp *StartResponse, err error) {
	srv.stats.Clear()
	srv.stats.Start()
	return &StartResponse{}, nil
}

func (srv *server) StopBenchmark(_ gorums.ServerCtx, _ *StopRequest) (resp *MemoryStat, err error) {
	srv.stats.End()
	return &MemoryStat{
		Allocs: srv.stats.endMs.Mallocs - srv.stats.startMs.Mallocs,
		Memory: srv.stats.endMs.TotalAlloc - srv.stats.startMs.TotalAlloc,
	}, nil
}

// Server is a unified server for both ordered and unordered methods
type Server struct {
	*gorums.Server
	server server
	stats  Stats
}

// NewBenchServer returns a new benchmark server
func NewBenchServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{}
	srv.server.stats = &srv.stats

	srv.Server = gorums.NewServer(opts...)
	RegisterBenchmarkServer(srv.Server, &srv.server)
	return srv
}

// StartLocalServers starts benchmark servers locally
func StartLocalServers(ctx context.Context, n int, opts ...gorums.ServerOption) []string {
	var ports []string
	basePort := 40000
	var servers []*Server
	for p := basePort; p < basePort+n; p++ {
		port := fmt.Sprintf(":%d", p)
		ports = append(ports, port)
		lis, err := net.Listen("tcp", port)
		if err != nil {
			log.Fatalf("Failed to start local server: %v\n", err)
		}
		srv := NewBenchServer(opts...)
		servers = append(servers, srv)
		go func() { _ = srv.Serve(lis) }()
	}
	go func() {
		<-ctx.Done()
		for _, srv := range servers {
			srv.Stop()
		}
	}()
	return ports
}







MasterLab/gorums/benchmark/stats.go

package benchmark

import (
	fmt "fmt"
	math "math"
	"runtime"
	"strings"
	"sync"
	"time"
)

// Format returns a tab formatted string representation of the result
func (r *Result) Format() string {
	b := new(strings.Builder)
	fmt.Fprintf(b, "%s\t", r.Name)
	fmt.Fprintf(b, "%.2f ops/sec\t", r.Throughput)
	fmt.Fprintf(b, "%.2f ms\t", r.LatencyAvg/float64(time.Millisecond))
	fmt.Fprintf(b, "%.2f ms\t", math.Sqrt(r.LatencyVar)/float64(time.Millisecond))
	fmt.Fprintf(b, "%d B/op\t", r.MemPerOp)
	fmt.Fprintf(b, "%d allocs/op\t", r.AllocsPerOp)
	return b.String()
}

// Stats records and processes the raw data of a benchmark
type Stats struct {
	mut       sync.Mutex
	startTime time.Time
	endTime   time.Time
	startMs   runtime.MemStats
	endMs     runtime.MemStats

	count    uint64
	mean, m2 float64
}

// Start records the start time and memory stats
func (s *Stats) Start() {
	s.mut.Lock()
	defer s.mut.Unlock()

	runtime.ReadMemStats(&s.startMs)
	s.startTime = time.Now()
}

// End records the end time and memory stats
func (s *Stats) End() {
	s.mut.Lock()
	defer s.mut.Unlock()

	s.endTime = time.Now()
	runtime.ReadMemStats(&s.endMs)
}

// AddLatency adds a latency measurement
func (s *Stats) AddLatency(l time.Duration) {
	s.mut.Lock()
	defer s.mut.Unlock()

	// implements Welford's algorithm
	s.count++
	delta := float64(l) - s.mean
	s.mean += delta / float64(s.count)
	delta2 := float64(l) - s.mean
	s.m2 += delta * delta2
}

// GetResult computes and returns the result of the benchmark
func (s *Stats) GetResult() *Result {
	s.mut.Lock()
	defer s.mut.Unlock()

	r := &Result{}
	r.TotalOps = s.count
	r.TotalTime = int64(s.endTime.Sub(s.startTime))
	r.Throughput = float64(r.TotalOps) / float64(time.Duration(r.TotalTime).Seconds())
	r.LatencyAvg = s.mean
	if s.count > 2 {
		r.LatencyVar = s.m2 / float64(s.count-1)
	}
	r.AllocsPerOp = (s.endMs.Mallocs - s.startMs.Mallocs) / r.TotalOps
	r.MemPerOp = (s.endMs.TotalAlloc - s.startMs.TotalAlloc) / r.TotalOps
	return r
}

// Clear zeroes out the stats
func (s *Stats) Clear() {
	s.mut.Lock()
	s.startTime = time.Time{}
	s.endTime = time.Time{}
	s.startMs = runtime.MemStats{}
	s.endMs = runtime.MemStats{}
	s.count = 0
	s.mean = 0
	s.m2 = 0
	s.mut.Unlock()
}







MasterLab/gorums/benchmark/qspec.go

package benchmark

// QSpec is the quorum specification object for the benchmark
type QSpec struct {
	CfgSize int
	QSize   int
}

func (qspec *QSpec) qf(replies map[uint32]*Echo) (*Echo, bool) {
	if len(replies) < qspec.QSize {
		return nil, false
	}
	var resp *Echo
	for _, r := range replies {
		resp = r
		break
	}
	return resp, true
}

// StartServerBenchmarkQF is the quorum function for the StartServerBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StartServerBenchmarkQF(_ *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	// return any response
	var resp *StartResponse
	for _, r := range replies {
		resp = r
		break
	}
	return resp, true
}

// StopServerBenchmarkQF is the quorum function for the StopServerBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StopServerBenchmarkQF(_ *StopRequest, replies map[uint32]*Result) (*Result, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	// combine results, calculating averages and pooled variance
	resp := &Result{}
	for _, reply := range replies {
		if resp.Name != "" {
			resp.Name = reply.Name
		}
		resp.TotalOps += reply.TotalOps
		resp.TotalTime += reply.TotalTime
		resp.Throughput += reply.Throughput
		resp.LatencyAvg += reply.LatencyAvg * float64(reply.TotalOps)
		resp.ServerStats = append(resp.ServerStats, &MemoryStat{
			Allocs: reply.AllocsPerOp * resp.TotalOps,
			Memory: reply.MemPerOp * resp.TotalOps,
		})
	}
	resp.LatencyAvg /= float64(resp.TotalOps)
	for _, reply := range replies {
		resp.LatencyVar += float64(reply.TotalOps-1) * reply.LatencyVar
	}
	resp.LatencyVar /= float64(resp.TotalOps) - float64(len(replies))
	resp.TotalOps /= uint64(len(replies))
	resp.TotalTime /= int64(len(replies))
	resp.Throughput /= float64(len(replies))
	return resp, true
}

// StartBenchmarkQF is the quorum function for the StartBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StartBenchmarkQF(_ *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	// return any response
	var resp *StartResponse
	for _, r := range replies {
		resp = r
		break
	}
	return resp, true
}

// StopBenchmarkQF is the quorum function for the StopBenchmark quorumcall.
// It requires a response from all nodes.
func (qspec *QSpec) StopBenchmarkQF(_ *StopRequest, replies map[uint32]*MemoryStat) (*MemoryStatList, bool) {
	if len(replies) < qspec.CfgSize {
		return nil, false
	}
	replyList := make([]*MemoryStat, 0, len(replies))
	for _, v := range replies {
		replyList = append(replyList, v)
	}
	return &MemoryStatList{MemoryStats: replyList}, true
}

// QuorumCallQF is the quorum function for the QuorumCall quorumcall
func (qspec *QSpec) QuorumCallQF(_ *Echo, replies map[uint32]*Echo) (*Echo, bool) {
	return qspec.qf(replies)
}

// AsyncQuorumCallQF is the quorum function for the AsyncQuorumCall quorumcall
func (qspec *QSpec) AsyncQuorumCallQF(_ *Echo, replies map[uint32]*Echo) (*Echo, bool) {
	return qspec.qf(replies)
}

// SlowServerQF is the quorum function for the SlowServer quorumcall
func (qspec *QSpec) SlowServerQF(_ *Echo, replies map[uint32]*Echo) (*Echo, bool) {
	return qspec.qf(replies)
}







MasterLab/gorums/benchmark/benchmark_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: benchmark/benchmark.proto

package benchmark

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// AsyncQuorumCall asynchronously invokes a quorum call on configuration c
// and returns a AsyncEcho, which can be used to inspect the quorum call
// reply and error when available.
func (c *Configuration) AsyncQuorumCall(ctx context.Context, in *Echo) *AsyncEcho {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.AsyncQuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Echo, len(replies))
		for k, v := range replies {
			r[k] = v.(*Echo)
		}
		return c.qspec.AsyncQuorumCallQF(req.(*Echo), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncEcho{fut}
}

// Reference imports to suppress errors if they are not otherwise used.
var _ emptypb.Empty

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *TimedMsg, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for Benchmark.
type QuorumSpec interface {
	gorums.ConfigOption

	// StartServerBenchmarkQF is the quorum function for the StartServerBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StartServerBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StartRequest'.
	StartServerBenchmarkQF(in *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool)

	// StopServerBenchmarkQF is the quorum function for the StopServerBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StopServerBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StopRequest'.
	StopServerBenchmarkQF(in *StopRequest, replies map[uint32]*Result) (*Result, bool)

	// StartBenchmarkQF is the quorum function for the StartBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StartBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StartRequest'.
	StartBenchmarkQF(in *StartRequest, replies map[uint32]*StartResponse) (*StartResponse, bool)

	// StopBenchmarkQF is the quorum function for the StopBenchmark
	// quorum call method. The in parameter is the request object
	// supplied to the StopBenchmark method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *StopRequest'.
	StopBenchmarkQF(in *StopRequest, replies map[uint32]*MemoryStat) (*MemoryStatList, bool)

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Echo'.
	QuorumCallQF(in *Echo, replies map[uint32]*Echo) (*Echo, bool)

	// AsyncQuorumCallQF is the quorum function for the AsyncQuorumCall
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the AsyncQuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Echo'.
	AsyncQuorumCallQF(in *Echo, replies map[uint32]*Echo) (*Echo, bool)

	// SlowServerQF is the quorum function for the SlowServer
	// quorum call method. The in parameter is the request object
	// supplied to the SlowServer method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Echo'.
	SlowServerQF(in *Echo, replies map[uint32]*Echo) (*Echo, bool)
}

// StartServerBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StartServerBenchmark(ctx context.Context, in *StartRequest) (resp *StartResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StartServerBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*StartResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*StartResponse)
		}
		return c.qspec.StartServerBenchmarkQF(req.(*StartRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*StartResponse), err
}

// StopServerBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StopServerBenchmark(ctx context.Context, in *StopRequest) (resp *Result, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StopServerBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Result, len(replies))
		for k, v := range replies {
			r[k] = v.(*Result)
		}
		return c.qspec.StopServerBenchmarkQF(req.(*StopRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Result), err
}

// StartBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StartBenchmark(ctx context.Context, in *StartRequest) (resp *StartResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StartBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*StartResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*StartResponse)
		}
		return c.qspec.StartBenchmarkQF(req.(*StartRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*StartResponse), err
}

// StopBenchmark is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) StopBenchmark(ctx context.Context, in *StopRequest) (resp *MemoryStatList, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.StopBenchmark",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*MemoryStat, len(replies))
		for k, v := range replies {
			r[k] = v.(*MemoryStat)
		}
		return c.qspec.StopBenchmarkQF(req.(*StopRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*MemoryStatList), err
}

// benchmarks
func (c *Configuration) QuorumCall(ctx context.Context, in *Echo) (resp *Echo, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Echo, len(replies))
		for k, v := range replies {
			r[k] = v.(*Echo)
		}
		return c.qspec.QuorumCallQF(req.(*Echo), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Echo), err
}

// SlowServer is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) SlowServer(ctx context.Context, in *Echo) (resp *Echo, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "benchmark.Benchmark.SlowServer",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Echo, len(replies))
		for k, v := range replies {
			r[k] = v.(*Echo)
		}
		return c.qspec.SlowServerQF(req.(*Echo), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Echo), err
}

// Benchmark is the server-side API for the Benchmark Service
type Benchmark interface {
	StartServerBenchmark(ctx gorums.ServerCtx, request *StartRequest) (response *StartResponse, err error)
	StopServerBenchmark(ctx gorums.ServerCtx, request *StopRequest) (response *Result, err error)
	StartBenchmark(ctx gorums.ServerCtx, request *StartRequest) (response *StartResponse, err error)
	StopBenchmark(ctx gorums.ServerCtx, request *StopRequest) (response *MemoryStat, err error)
	QuorumCall(ctx gorums.ServerCtx, request *Echo) (response *Echo, err error)
	AsyncQuorumCall(ctx gorums.ServerCtx, request *Echo) (response *Echo, err error)
	SlowServer(ctx gorums.ServerCtx, request *Echo) (response *Echo, err error)
	Multicast(ctx gorums.ServerCtx, request *TimedMsg)
}

func RegisterBenchmarkServer(srv *gorums.Server, impl Benchmark) {
	srv.RegisterHandler("benchmark.Benchmark.StartServerBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StartRequest)
		defer ctx.Release()
		resp, err := impl.StartServerBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.StopServerBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StopRequest)
		defer ctx.Release()
		resp, err := impl.StopServerBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.StartBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StartRequest)
		defer ctx.Release()
		resp, err := impl.StartBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.StopBenchmark", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*StopRequest)
		defer ctx.Release()
		resp, err := impl.StopBenchmark(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Echo)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.AsyncQuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Echo)
		defer ctx.Release()
		resp, err := impl.AsyncQuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.SlowServer", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Echo)
		defer ctx.Release()
		resp, err := impl.SlowServer(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("benchmark.Benchmark.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*TimedMsg)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
}

type internalEcho struct {
	nid   uint32
	reply *Echo
	err   error
}

type internalMemoryStat struct {
	nid   uint32
	reply *MemoryStat
	err   error
}

type internalResult struct {
	nid   uint32
	reply *Result
	err   error
}

type internalStartResponse struct {
	nid   uint32
	reply *StartResponse
	err   error
}

// AsyncEcho is a async object for processing replies.
type AsyncEcho struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncEcho) Get() (*Echo, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*Echo), err
}
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package gorums

import "google.golang.org/protobuf/runtime/protoimpl"

type callOptions struct {
	callType      *protoimpl.ExtensionInfo
	noSendWaiting bool
	signOrigin    bool
}

// CallOption is a function that sets a value in the given callOptions struct
type CallOption func(*callOptions)

func getCallOptions(callType *protoimpl.ExtensionInfo, opts []CallOption) callOptions {
	o := callOptions{callType: callType}
	for _, opt := range opts {
		opt(&o)
	}
	return o
}

// WithNoSendWaiting is a CallOption that makes Unicast or Multicast methods
// return immediately instead of blocking until the message has been sent.
func WithNoSendWaiting() CallOption {
	return func(o *callOptions) {
		o.noSendWaiting = true
	}
}

// WithOriginAuthentication is a CallOption that makes BroadcastCall methods
// digitally sign messages.
func WithOriginAuthentication() CallOption {
	return func(o *callOptions) {
		o.signOrigin = true
	}
}
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# Gorums

[![license](http://img.shields.io/badge/license-MIT-blue.svg)](https://github.com/relab/gorums/raw/master/LICENSE)
[![go reference](https://pkg.go.dev/badge/github.com/relab/gorums.svg)](https://pkg.go.dev/github.com/relab/gorums)
[![GoReportCard](https://goreportcard.com/badge/github.com/relab/gorums)](https://goreportcard.com/report/github.com/relab/gorums)
[![build](https://github.com/relab/gorums/workflows/Test/badge.svg)](https://github.com/relab/gorums/actions)
[![golangci-lint](https://github.com/relab/gorums/workflows/golangci-lint/badge.svg)](https://github.com/relab/gorums/actions)

Gorums [1] is a novel framework for building fault tolerant distributed systems.
Gorums offers a flexible and simple quorum call abstraction, used to communicate
with a set of processes, and to collect and process their responses. Gorums
provides separate abstractions for (a) selecting processes for a quorum call
and (b) processing replies. These abstractions simplify the main control flow
of protocol implementations, especially for quorum-based systems, where only a
subset of the replies to a quorum call need to be processed.

Gorums uses code generation to produce an RPC library that clients can use to
invoke quorum calls. Gorums is a wrapper around the [gRPC](http://www.grpc.io/)
library. Services are defined using the protocol buffers interface definition
language.

## System Requirements

To build and deploy Gorums, you need the following software installed:

* Protobuf compiler (protoc)
* Make
* Ansible (used by benchmark script)

## Contributors Guide

We value your contributions.
Before starting a contribution, please reach out to us by posting on an existing issue or creating a new one.
Students and other contributors are encouraged to follow these guidelines:

* We recommend using VSCode with the following plugins
  * Go plugin with the
    * gopls language server enabled
    * golangci-lint enabled
  * Code Spell Checker
  * markdownlint
  * vscode-proto3
* Code should regularly be merged into master through pull requests.

## Examples

The original EPaxos implementation modified to use Gorums can be found
[here](https://github.com/relab/epaxos).

A collection of different algorithms for reconfigurable atomic storage
implemented using Gorums can be found
[here](https://github.com/relab/smartmerge).

## Documentation

* [User guide](doc/user-guide.md)
* [Developer guide](doc/dev-guide.md)

## Publications

[1] Tormod Erevik Lea, Leander Jehl, and Hein Meling.
    _Towards New Abstractions for Implementing Quorum-based Systems._
    In 37th International Conference on Distributed Computing Systems (ICDCS), Jun 2017.

[2] Sebastian Pedersen, Hein Meling, and Leander Jehl.
    _An Analysis of Quorum-based Abstractions: A Case Study using Gorums to Implement Raft._
    In Proceedings of the 2018 Workshop on Advanced Tools, Programming Languages, and PLatforms for Implementing and Evaluating Algorithms for Distributed systems.

## Authors

* Hein Meling
* John Ingve Olsen
* Tormod Erevik Lea
* Leander Jehl







MasterLab/gorums/gorums.code-workspace

{
	"folders": [
		{
			"path": "."
		},
		{
			"path": "examples"
		}
	],
	"settings": {
		"protoc": {
			"compile_on_save": false,
			"options": [
				"--proto_path=${workspaceRoot}",
				"--proto_path=${workspaceRoot}/cmd/protoc-gen-gorums/dev",
				"--proto_path=${workspaceRoot}/third_party"
			]
		},
		"cSpell.words": [
			"Idxs",
			"Lmsgprefix",
			"QCQF",
			"emptypb",
			"extendee",
			"gorums",
			"mcast",
			"protoimpl",
			"qspec",
			"relab",
			"shlex",
			"timestamppb",
			"walkthrough"
		]
	}
}
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package gorums

import (
	"fmt"
	"sync"

	"github.com/relab/gorums/logging"
)

// ConfigOption is a marker interface for options to NewConfiguration.
type ConfigOption interface{}

// NodeListOption must be implemented by node providers.
type NodeListOption interface {
	ConfigOption
	newConfig(*RawManager) (RawConfiguration, error)
}

type nodeIDMap struct {
	idMap map[string]uint32
}

func (o nodeIDMap) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	if len(o.idMap) == 0 {
		return nil, fmt.Errorf("config: missing required node map")
	}
	nodes = make(RawConfiguration, 0, len(o.idMap))
	for naddr, id := range o.idMap {
		node, found := mgr.Node(id)
		if !found {
			node, err = NewRawNodeWithID(naddr, id)
			if err != nil {
				return nil, err
			}
			if err = mgr.AddNode(node); err != nil {
				return nil, err
			}
		}
		nodes = append(nodes, node)
	}
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, nil
}

// WithNodeMap returns a NodeListOption containing the provided
// mapping from node addresses to application-specific IDs.
func WithNodeMap(idMap map[string]uint32) NodeListOption {
	return &nodeIDMap{idMap: idMap}
}

type nodeList struct {
	addrsList []string
}

func (o nodeList) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	if len(o.addrsList) == 0 {
		return nil, fmt.Errorf("config: missing required node addresses")
	}
	var wg sync.WaitGroup
	nodes = make(RawConfiguration, 0, len(o.addrsList))
	for _, naddr := range o.addrsList {
		node, err := NewRawNode(naddr)
		if err != nil {
			return nil, err
		}
		if n, found := mgr.Node(node.ID()); !found {
			wg.Add(1)
			go func() {
				if err = mgr.AddNode(node); err != nil {
					mgr.log("manager: failed to add (retrying later)", err, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
				}
				wg.Done()
			}()
		} else {
			node = n
		}
		nodes = append(nodes, node)
	}
	wg.Wait()
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, nil
}

// WithNodeList returns a NodeListOption containing the provided list of node addresses.
// With this option, node IDs are generated by the Manager.
func WithNodeList(addrsList []string) NodeListOption {
	return &nodeList{addrsList: addrsList}
}

type nodeIDs struct {
	nodeIDs []uint32
}

func (o nodeIDs) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	if len(o.nodeIDs) == 0 {
		return nil, fmt.Errorf("config: missing required node IDs")
	}
	nodes = make(RawConfiguration, 0, len(o.nodeIDs))
	for _, id := range o.nodeIDs {
		node, found := mgr.Node(id)
		if !found {
			// Node IDs must have been registered previously
			return nil, fmt.Errorf("config: node %d not found", id)
		}
		nodes = append(nodes, node)
	}
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, nil
}

// WithNodeIDs returns a NodeListOption containing a list of node IDs.
// This assumes that the provided node IDs have already been registered with the manager.
func WithNodeIDs(ids []uint32) NodeListOption {
	return &nodeIDs{nodeIDs: ids}
}

type addNodes struct {
	old RawConfiguration
	new NodeListOption
}

func (o addNodes) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	newNodes, err := o.new.newConfig(mgr)
	if err != nil {
		return nil, err
	}
	ac := &addConfig{old: o.old, add: newNodes}
	return ac.newConfig(mgr)
}

// WithNewNodes returns a NodeListOption that can be used to create a new configuration
// combining c and the new nodes.
func (c RawConfiguration) WithNewNodes(new NodeListOption) NodeListOption {
	return &addNodes{old: c, new: new}
}

type addConfig struct {
	old RawConfiguration
	add RawConfiguration
}

func (o addConfig) newConfig(mgr *RawManager) (nodes RawConfiguration, err error) {
	nodes = make(RawConfiguration, 0, len(o.old)+len(o.add))
	m := make(map[uint32]bool)
	for _, n := range append(o.old, o.add...) {
		if !m[n.id] {
			m[n.id] = true
			nodes = append(nodes, n)
		}
	}
	// Sort nodes to ensure deterministic iteration.
	OrderedBy(ID).Sort(mgr.nodes)
	OrderedBy(ID).Sort(nodes)
	return nodes, err
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c RawConfiguration) And(d RawConfiguration) NodeListOption {
	return &addConfig{old: c, add: d}
}

// WithoutNodes returns a NodeListOption that can be used to create a new configuration
// from c without the given node IDs.
func (c RawConfiguration) WithoutNodes(ids ...uint32) NodeListOption {
	rmIDs := make(map[uint32]bool)
	for _, id := range ids {
		rmIDs[id] = true
	}
	keepIDs := make([]uint32, 0, len(c))
	for _, cNode := range c {
		if !rmIDs[cNode.id] {
			keepIDs = append(keepIDs, cNode.id)
		}
	}
	return &nodeIDs{nodeIDs: keepIDs}
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c RawConfiguration) Except(rm RawConfiguration) NodeListOption {
	rmIDs := make(map[uint32]bool)
	for _, rmNode := range rm {
		rmIDs[rmNode.id] = true
	}
	keepIDs := make([]uint32, 0, len(c))
	for _, cNode := range c {
		if !rmIDs[cNode.id] {
			keepIDs = append(keepIDs, cNode.id)
		}
	}
	return &nodeIDs{nodeIDs: keepIDs}
}
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package gorums_test

import (
	"context"
	"net"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/grpc/metadata"
)

func TestServerCallback(t *testing.T) {
	var message string
	signal := make(chan struct{})

	srv := gorums.NewServer(gorums.WithConnectCallback(func(ctx context.Context) {
		m, ok := metadata.FromIncomingContext(ctx)
		if !ok {
			return
		}
		message = m.Get("message")[0]
		signal <- struct{}{}
	}))

	lis, err := net.Listen("tcp", ":0")
	if err != nil {
		t.Fatal(err)
	}

	go func() { _ = srv.Serve(lis) }()
	defer srv.Stop()

	md := metadata.New(map[string]string{"message": "hello"})

	mgr := gorums.NewRawManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithMetadata(md),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	defer mgr.Close()

	node, err := gorums.NewRawNode(lis.Addr().String())
	if err != nil {
		t.Fatal(err)
	}

	if err = mgr.AddNode(node); err != nil {
		t.Fatal(err)
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-signal:
	}

	if message != "hello" {
		t.Errorf("incorrect message: got '%s', want 'hello'", message)
	}
}







MasterLab/gorums/broadcast/README.md

# Broadcast

### Preliminary

The main contribution to Gorums in this Master's thesis are the following files and folders. The root directory is gorums (github.com/relab/gorums) and is not specified in the list for brevity:

- All files in this folder. (github.com/relab/gorums/broadcast)
- broadcast.go
- handler.go
- clientserver.go
- tests/broadcast
- authentication
- logging

Additionally, we have made contributions to most of the other files. These changes are presented in this draft pull request:

    https://github.com/relab/gorums/pull/176

## Documentation

We will use an example when presenting the broadcast framework. This example is Eager Reliable Broadcast and is inspired by the implementation on page 124 in this [book](https://link.springer.com/book/10.1007/978-3-642-15260-3).

#### Prerequisites

There are no additional prerequisites needed to enable the broadcast framework functionality. The functionality is compatible with the current version of Gorums. If you are using Gorums for the first time, we refer you to the README file in the root directory.

### Proto file

The broadcast framework provides two proto options:

- broadcastcall: Used as entrypoint for clients.
- broadcast: Used by servers to communicate to each others.

```proto3
import "gorums.proto";

service ReliableBroadcast {
    rpc Broadcast(Message) returns (Message) {
        option (gorums.broadcastcall) = true;
    }
    rpc Deliver(Message) returns (Empty) {
        option (gorums.broadcast) = true;
    }
}

message Message {
    string Data = 1;
}

message Empty {}
```

Notice that the return type of the RPC method `Deliver`. The return type is not used because servers only communicate by broadcasting to each other. The method with broadcastcall does, however, have a return type. This is the type that the servers will reply with when the client invokes `Broadcast`.

### Client

After generating the proto files we can define the client in a file named `client.go`:

```go
type Client struct {
	mgr    *pb.Manager
	config *pb.Configuration
}

func New(addr string, srvAddresses []string, qSize int) *Client {
	mgr := pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	lis, _ := net.Listen("tcp", addr)
	mgr.AddClientServer(lis, lis.Addr())
	config, _ := mgr.NewConfiguration(
		NewQSpec(qSize),
		gorums.WithNodeList(srvAddresses),
	)
	return &Client{
		mgr:    mgr,
		config: config,
	}
}
```

The only addition the broadcast framework brings to how the client is created is the two lines:

```go
lis, _ := net.Listen("tcp", addr)
mgr.AddClientServer(lis, lis.Addr())
```

The first line creates a listener and the second creates a client-side server. This is necessary in order to accept replies from servers not added to the Gorums configuration.

Next we can create a function on the `Client` that can be used to invoke broadcasts on the configuration:

```go
func (c *Client) Broadcast(ctx context.Context, value string) (*pb.Message, error) {
	req := &pb.Message{
		Data: value,
	}
	return c.config.Broadcast(ctx, req)
}
```

To be able to collect responses it is also necessary to create a quorum function. When generating the proto files, Gorums will create a QuorumSpec interface containing all quorum functions. In our example this QuorumSpec is generated:

```go
// QuorumSpec is the interface of quorum functions for ReliableBroadcast.
type QuorumSpec interface {
	gorums.ConfigOption

	BroadcastQF(in *Message, replies []*Message) (*Message, bool)
}
```

We can then proceed to implement the interface by creating a struct named QSpec that contains all the methods in the QuorumSpec:

```go
type QSpec struct {
	quorumSize int
}

func NewQSpec(qSize int) pb.QuorumSpec {
	return &QSpec{
		quorumSize: qSize,
	}
}

func (qs *QSpec) BroadcastQF(in *pb.Message, replies []*pb.Message) (*pb.Message, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	return replies[0], true
}
```

This `QSpec` struct is used when the Gorums configuration is created. This can be seen in the code example above when we created the client. Here we provide the `NewQSpec` as one of the arguments to the `mgr.NewConfiguration()` function.

### Server

To create a server that uses the broadcast functionality we can define a file `server.go` containing the server implementation:

```go
type Server struct {
	*pb.Server
	mut       sync.Mutex
	delivered []*pb.Message
	mgr       *pb.Manager
	addr      string
	srvAddrs  []string
}

func New(addr string, srvAddrs []string) *Server {
	lis, _ := net.Listen("tcp", s.addr)
	srv := Server{
		Server:    pb.NewServer(gorums.WithListenAddr(lis.Addr())),
		addr:      addr,
		srvAddrs:  srvAddrs,
		delivered: make([]*pb.Message, 0),
	}
	srv.configureView()
	pb.RegisterReliableBroadcastServer(srv.Server, &srv)
	go srv.Serve(lis)
	return &srv
}
```

The first addition by the broadcast framework when creating the server is that we need to provide the option `gorums.WithListenAddr(lis.Addr())`. This is important because the address of the server is used in the messages sent by the server. Furthermore, we also invoke a function named `configureView()`:

```go
func (srv *Server) configureView() {
	srv.mgr = pb.NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.srvAddrs))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
}
```

By creating a Gorums configuration and providing it to the generated method `SetView()` we enable server-to-server communication. We use the term `view` when refering to the Gorums configuration on the server side to distinguish it from the configuration created on the client-side.

When we have created the server, we can define the server handlers:

```go
func (s *Server) Broadcast(ctx gorums.ServerCtx, request *pb.Message, broadcast *pb.Broadcast) {
	broadcast.Deliver(request)
}

func (s *Server) Deliver(ctx gorums.ServerCtx, request *pb.Message, broadcast *pb.Broadcast) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if !s.isDelivered(request) {
		s.delivered = append(s.delivered, request)
		broadcast.Deliver(request)
		broadcast.SendToClient(request, nil)
	}
}

func (s *Server) isDelivered(message *pb.Message) bool {
	for _, msg := range s.delivered {
		if msg.Data == message.Data {
			return true
		}
	}
	return false
}
```

The server handler signatures have changed a little, as evident from the code. The broadcast framework removes the return types and introduces a new argument named `broadcast`. This struct is the main interface for interacting with the broadcast framework. Each RPC method in the protofile with the option `gorums.broadcast = true` will be generated on the `broadcast struct`.

The server handler `Broadcast` is quite simple and only contains a single invocation `broadcast.Deliver(request)`. This invocation will broadcast the request to all servers added to the view.

The next server handler `Deliver` first checks whether the request has already been delivered. If not, it broadcasts `Deliver` to the other servers with the request and sends a reply to the client.

The broadcast framework handles issues related to late client messages, duplicated broadcasts, and routing of messages. Hence, this is a complete code example that is correct according to the [description of the algorithm](https://link.springer.com/book/10.1007/978-3-642-15260-3).

## Options

We have implemented a set of options that can be used to configure the broadcasting functionality. These will be presented in short here:

#### Broadcast Server

- `WithShardBuffer(shardBuffer) ServerOption`: Enables the user to specify the buffer size of each shard. A shard stores a map of broadcast requests. A higher buffer size may increase throughput but at the cost of higher memory consumption. The default is 200 broadcast requests.
- `WithSendBuffer(sendBuffer) ServerOption`: Enables the user to specify the buffer size of the communication channels to the broadcast processor. A higher buffer size may increase throughput but at the cost of higher memory consumption. The default is 30 messages.
- `WithBroadcastReqTTL(ttl) ServerOption`: Configures the duration a broadcast request should live on a server, setting the lifetime of a broadcast processor. The default is 5 minutes.

#### Broadcasting

- `WithSubset(srvAddrs) BroadcastOption`: Allows the user to specify a subset of servers to broadcast to. The server addresses given must be a subset of the addresses in the server view.
- `WithoutSelf() BroadcastOption`: Prevents the server from broadcasting to itself.
- `AllowDuplication() BroadcastOption`: Allows the user to broadcast to the same RPC method more than once for a particular broadcast request.

#### Identification

- `WithMachineID(id) ManagerOption`: Enables the user to set a unique ID for the client. This ID will be embedded in broadcast requests sent from the client, making the requests trackable by the whole cluster. A random ID will be generated if not set, which can cause collisions if there are many clients. The ID is bounded between 0 and 4095.
- `WithSrvID(id) ServerOption`: Enables the user to set a unique ID on the broadcast server. This ID is used to generate BroadcastIDs.
- `WithListenAddr(addr) ServerOption`: Sets the IP address of the broadcast server, which will be used in messages sent by the server. The network of the address must be a TCP network name.

#### Connection

- `WithSendRetries(maxRetries) ManagerOption`: Allows the user to specify how many times the node will try to send a message. The message will be dropped if it fails to send more than the specified number of times. Providing `maxRetries = -1` will retry indefinitely.
- `WithConnRetries(maxRetries) ManagerOption`: Allows the user to specify how many times the node will try to reconnect to a node. The default is no limit, but it will follow a backoff strategy.
- `WithClientDialTimeout(timeout) ServerOption`: Enables the user to set a dial timeout for servers when sending replies back to the client in a BroadcastCall. The default is 10 seconds.
- `WithServerGrpcDialOptions(opts) ServerOption`: Enables the user to set gRPC dial options that the Broadcast Router uses when connecting to a client.

#### Logging

- `WithLogger(logger) ManagerOption`: Enables the user to provide a structured logger for the Manager. This will log events regarding the creation of nodes and the transmission of messages.
- `WithSLogger(logger) ServerOption`: Enables the user to set a structured logger for the Server. This will log internal events regarding broadcast requests.

#### Authentication

- `WithAllowList(allowed) ServerOption`: Enables the user to provide a list of (address, publicKey) pairs which will be used to validate messages. Only nodes on the allow list are permitted to send messages to the server, and the server is only allowed to send replies to nodes on the allow list.
- `EnforceAuthentication() ServerOption`: Requires that messages are signed and validated; otherwise, the server will drop them.
- `WithAuthentication() ManagerOption`: Enables digital signatures for messages.

#### Execution Ordering

- `WithOrder(method_1, ..., method_n) ServerOption`: Enables the user to specify the order in which methods should be executed. This option does not order messages but caches messages meant for processing at a later stage. For example, in PBFT, it caches all commit messages if the state is not prepared yet.
- `ProgressTo(method_i) BroadcastOption`: Allows the server to accept messages for the given method or for methods prior in the execution order.







MasterLab/gorums/broadcast/snowflake_test.go

package broadcast

import (
	"testing"
)

func TestBroadcastID(t *testing.T) {
	if MaxMachineID != 4096 {
		t.Errorf("maxMachineID is hardcoded in test. want: %v, got: %v", 4096, MaxMachineID)
	}
	if maxSequenceNum != 262144 {
		t.Errorf("maxSequenceNum is hardcoded in test. want: %v, got: %v", 262144, maxSequenceNum)
	}
	if maxShard != 16 {
		t.Errorf("maxShard is hardcoded in test. want: %v, got: %v", 16, maxShard)
	}
	// intentionally provide an illegal machineID. A random machineID should be given instead.
	snowflake := NewSnowflake(8000)
	machineID := snowflake.MachineID
	timestampDistribution := make(map[uint32]int)
	maxN := 262144 // = 2^18
	for j := 1; j < 3*maxN; j++ {
		i := j % maxN
		broadcastID := snowflake.NewBroadcastID()
		timestamp, shard, m, n := DecodeBroadcastID(broadcastID)
		if i != int(n) {
			t.Errorf("wrong sequence number. want: %v, got: %v", i, n)
		}
		if m >= 4096 {
			t.Errorf("machine ID cannot be higher than max. want: %v, got: %v", 4095, m)
		}
		if m != uint16(machineID) {
			t.Errorf("wrong machine ID. want: %v, got: %v", machineID, m)
		}
		if shard >= 16 {
			t.Errorf("cannot have higher shard than max. want: %v, got: %v", 15, shard)
		}
		if n >= uint32(maxN) {
			t.Errorf("sequence number cannot be higher than max. want: %v, got: %v", maxN, n)
		}
		timestampDistribution[timestamp]++
	}
	for k, v := range timestampDistribution {
		if v > maxN {
			t.Errorf("cannot have more than maxN in a second. want: %v, got: %v", maxN, k)
		}
	}
}
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package broadcast

import (
	"context"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type mockResp struct{}

func (mockResp) ProtoReflect() protoreflect.Message {
	return nil
}

type mockRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *mockRouter) Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error {
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *mockRouter) Connect(addr string) {}

func TestHandleBroadcastOption1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: BroadcastIDErr{},
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
			},
			out: nil,
		},
	}

	msg := &Content{
		Ctx:          context.Background(),
		BroadcastID:  broadcastID,
		OriginMethod: "testMethod",
		ReceiveChan:  make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content),
		broadcastChan:         make(chan *Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.run(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has been called, but the client request has not arrived yet.")
	}

	clientMsg := &Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		SendFn:            func(resp protoreflect.ProtoMessage, err error) error { return nil },
		ReceiveChan:       make(chan shardResponse),
	}
	req.sendChan <- clientMsg
	resp = <-clientMsg.ReceiveChan
	expectedErr := AlreadyProcessedErr{}
	if resp.err != expectedErr {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", resp.err, expectedErr)
	}

	select {
	case <-time.After(3 * time.Second):
		t.Fatalf("the request should have been stopped. Both SendToClient has been called and the client request has arrived.")
	case <-req.ctx.Done():
	}
}

func TestHandleBroadcastCall1(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       snowflake.NewBroadcastID(),
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: BroadcastIDErr{},
		},
		{
			in: &Content{
				Ctx:               context.Background(),
				BroadcastID:       broadcastID,
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse, 1),
			},
			out: nil,
		},
	}

	msg := &Content{
		Ctx:               context.Background(),
		BroadcastID:       broadcastID,
		IsBroadcastClient: false,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}

	router := &mockRouter{
		returnError: false,
	}

	ctx, cancel := context.WithTimeout(context.Background(), 1*time.Minute)
	cancelCtx, cancelCancel := context.WithTimeout(context.Background(), 1*time.Minute)
	defer cancel()
	defer cancelCancel()
	req := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content),
		broadcastChan:         make(chan *Msg, 5),
		started:               time.Now(),
		cancellationCtx:       cancelCtx,
		cancellationCtxCancel: cancelCancel,
		router:                router,
	}
	go req.run(msg)
	resp := <-msg.ReceiveChan
	if resp.err != nil {
		t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", nil, resp.err)
	}

	for _, tt := range tests {
		req.sendChan <- tt.in
		resp := <-tt.in.ReceiveChan
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	select {
	case <-time.After(100 * time.Millisecond):
	case <-req.ctx.Done():
		t.Fatalf("the request is not done yet. SendToClient has not been called.")
	}

	req.broadcastChan <- &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}

	select {
	case <-time.After(1 * time.Second):
		t.Fatalf("the request is done. SendToClient has been called and this is a BroadcastCall, meaning it should respond regardless of the client request.")
	case <-req.ctx.Done():
	}

	clientMsg := &Content{
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		ReceiveChan:       make(chan shardResponse),
	}
	select {
	case <-req.ctx.Done():
	case req.sendChan <- clientMsg:
		t.Fatalf("the request is done. SendToClient has been called so this message should be dropped.")
	}
}

func BenchmarkHandleProcessor(b *testing.B) {
	snowflake := NewSnowflake(0)
	originMethod := "testMethod"
	router := &mockRouter{
		returnError: false,
	}
	// not important to use unique broadcastID because we are
	// not using shards in this test
	broadcastID := snowflake.NewBroadcastID()
	resp := Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	}
	sendFn := func(resp protoreflect.ProtoMessage, err error) error { return nil }
	ctx := context.Background()

	b.ResetTimer()
	b.Run("ProcessorHandler", func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			msg := &Content{
				BroadcastID:       broadcastID,
				IsBroadcastClient: true,
				SendFn:            sendFn,
				OriginMethod:      originMethod,
				ReceiveChan:       nil,
				Ctx:               ctx,
			}

			cancelCtx, cancelCancel := context.WithTimeout(ctx, 1*time.Minute)
			ctx, cancel := context.WithTimeout(ctx, 1*time.Minute)
			proc := &BroadcastProcessor{
				ctx:                   ctx,
				cancelFunc:            cancel,
				cancellationCtx:       cancelCtx,
				cancellationCtxCancel: cancelCancel,
				sendChan:              make(chan *Content),
				broadcastChan:         make(chan *Msg, 5),
				started:               time.Now(),
				router:                router,
			}
			go proc.run(msg)

			proc.broadcastChan <- &resp

			<-proc.ctx.Done()
			cancel()
			cancelCancel()
		}
	})
}
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package broadcast

import (
	"context"
	"errors"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Client struct {
	Addr    string
	SendMsg func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration, originDigest, originSignature []byte, originPubKey string) error
	Close   func() error
}

type Router interface {
	Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error
	Connect(addr string)
}

type BroadcastRouter struct {
	mut            sync.RWMutex
	id             uint32
	addr           string
	serverHandlers map[string]ServerHandler // handlers on other servers
	clientHandlers map[string]struct{}      // specifies what handlers a client has implemented. Used only for BroadcastCalls.
	createClient   func(addr string, dialOpts []grpc.DialOption) (*Client, error)
	canceler       func(broadcastID uint64, srvAddrs []string)
	dialOpts       []grpc.DialOption
	dialTimeout    time.Duration
	logger         *slog.Logger
	state          *BroadcastState
	allowList      map[string]string // whitelist of (address, pubKey) pairs the server can reply to
}

func NewRouter(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), dialTimeout time.Duration, allowList map[string]string, dialOpts ...grpc.DialOption) *BroadcastRouter {
	if len(dialOpts) <= 0 {
		dialOpts = []grpc.DialOption{
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		}
	}
	return &BroadcastRouter{
		serverHandlers: make(map[string]ServerHandler),
		clientHandlers: make(map[string]struct{}),
		createClient:   createClient,
		canceler:       canceler,
		dialOpts:       dialOpts,
		dialTimeout:    dialTimeout,
		logger:         logger,
		allowList:      allowList,
	}
}

func (r *BroadcastRouter) registerState(state *BroadcastState) {
	r.state = state
}

type msg interface{}

func (r *BroadcastRouter) Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error {
	if r.addr == "" {
		panic("The listen addr on the broadcast server cannot be empty. Use the WithListenAddr() option when creating the server.")
	}
	switch val := req.(type) {
	case *broadcastMsg:
		return r.routeBroadcast(broadcastID, addr, method, val, originDigest, originSignature, originPubKey)
	case *reply:
		return r.routeClientReply(broadcastID, addr, method, val, originDigest, originSignature, originPubKey)
	case *cancellation:
		r.canceler(broadcastID, val.srvAddrs)
		return nil
	}
	err := errors.New("wrong req type")
	r.log("router: malformed msg", err, logging.BroadcastID(broadcastID))
	return err
}

func (r *BroadcastRouter) Connect(addr string) {
	_, _ = r.getClient(addr)
}

func (r *BroadcastRouter) routeBroadcast(broadcastID uint64, addr, method string, msg *broadcastMsg, originDigest, originSignature []byte, originPubKey string) error {
	if handler, ok := r.serverHandlers[msg.method]; ok {
		// it runs an interceptor prior to broadcastCall, hence a different signature.
		// see: (srv *broadcastServer) registerBroadcastFunc(method string).
		handler(msg.ctx, msg.request, broadcastID, addr, method, msg.options, r.id, r.addr, originDigest, originSignature, originPubKey)
		return nil
	}
	err := errors.New("handler not found")
	r.log("router (broadcast): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) routeClientReply(broadcastID uint64, addr, method string, resp *reply, originDigest, originSignature []byte, originPubKey string) error {
	// the client has initiated a broadcast call and the reply should be sent as an RPC
	if _, ok := r.clientHandlers[method]; ok && addr != "" {
		client, err := r.getClient(addr)
		if err != nil {
			r.log("router (reply): could not get client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
			return err
		}
		err = client.SendMsg(broadcastID, method, resp.getResponse(), r.dialTimeout, originDigest, originSignature, originPubKey)
		r.log("router (reply): sending reply to client", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
		return err
	}
	// the server can receive a broadcast from another server before a client sends a direct message.
	// it should thus wait for a potential message from the client. otherwise, it should be removed.
	err := errors.New("not routed")
	r.log("router (reply): could not find handler", err, logging.BroadcastID(broadcastID), logging.NodeAddr(addr), logging.Method(method))
	return err
}

func (r *BroadcastRouter) validAddr(addr string) bool {
	if addr == "" {
		return false
	}
	if addr == ServerOriginAddr {
		return false
	}
	if r.allowList != nil {
		_, ok := r.allowList[addr]
		return ok
	}
	return true
}

func (r *BroadcastRouter) getClient(addr string) (*Client, error) {
	if !r.validAddr(addr) {
		return nil, InvalidAddrErr{addr: addr}
	}
	// fast path:
	// read lock because it is likely that we will send many
	// messages to the same client.
	r.mut.RLock()
	if client, ok := r.state.getClient(addr); ok {
		r.mut.RUnlock()
		return client, nil
	}
	r.mut.RUnlock()
	// slow path:
	// we need a write lock when adding a new client. This only process
	// one at a time and is thus necessary to check if the client has
	// already been added again. Otherwise, we can end up creating multiple
	// clients.
	r.mut.Lock()
	defer r.mut.Unlock()
	if client, ok := r.state.getClient(addr); ok {
		return client, nil
	}
	client, err := r.createClient(addr, r.dialOpts)
	if err != nil {
		return nil, err
	}
	r.state.addClient(addr, client)
	return client, nil
}

func (r *BroadcastRouter) log(msg string, err error, args ...slog.Attr) {
	if r.logger != nil {
		args = append(args, logging.Err(err), logging.Type("router"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		r.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type msgType int

const (
	BroadcastMsg msgType = iota
	ReplyMsg
	CancellationMsg
)

func (m msgType) String() string {
	switch m {
	case BroadcastMsg:
		return "BroadcastMsg"
	case ReplyMsg:
		return "ReplyMsg"
	case CancellationMsg:
		return "CancellationMsg"
	}
	return "unkown"
}

type Msg struct {
	MsgType      msgType
	BroadcastID  uint64
	Msg          *broadcastMsg
	Method       string
	Reply        *reply
	Cancellation *cancellation
}

type broadcastMsg struct {
	request     protoreflect.ProtoMessage
	method      string
	broadcastID uint64
	options     BroadcastOptions
	ctx         context.Context
}

func NewMsg(broadcastID uint64, req protoreflect.ProtoMessage, method string, options BroadcastOptions) *broadcastMsg {
	return &broadcastMsg{
		request:     req,
		method:      method,
		broadcastID: broadcastID,
		options:     options,
		ctx:         context.Background(),
	}
}

type reply struct {
	Response protoreflect.ProtoMessage
	Err      error
}

func (r *reply) getResponse() protoreflect.ProtoMessage {
	return r.Response
}

type cancellation struct {
	srvAddrs []string
	end      bool // end is used to stop the request.
}
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package broadcast

import (
	"context"
	"log/slog"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type Manager interface {
	Process(*Content) (context.Context, func(*Msg) error, error)
	Broadcast(uint64, protoreflect.ProtoMessage, string, func(*Msg) error, ...BroadcastOptions) error
	SendToClient(uint64, protoreflect.ProtoMessage, error, func(*Msg) error) error
	Cancel(uint64, []string, func(*Msg) error) error
	Done(uint64, func(*Msg) error)
	NewBroadcastID() uint64
	AddAddr(id uint32, addr string, machineID uint64)
	AddHandler(method string, handler any)
	Close() error
	ResetState()
}

type manager struct {
	state  *BroadcastState
	router *BroadcastRouter
	logger *slog.Logger
}

func NewBroadcastManager(logger *slog.Logger, createClient func(addr string, dialOpts []grpc.DialOption) (*Client, error), canceler func(broadcastID uint64, srvAddrs []string), order map[string]int, dialTimeout, reqTTL time.Duration, shardBuffer, sendBuffer int, allowList map[string]string, dialOpts ...grpc.DialOption) Manager {
	router := NewRouter(logger, createClient, canceler, dialTimeout, allowList, dialOpts...)
	state := NewState(logger, router, order, reqTTL, shardBuffer, sendBuffer)
	router.registerState(state)
	return &manager{
		state:  state,
		router: router,
		logger: logger,
	}
}

func (mgr *manager) Process(msg *Content) (context.Context, func(*Msg) error, error) {
	_, shardID, _, _ := DecodeBroadcastID(msg.BroadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.shards[shardID]

	// we only need a single response
	receiveChan := make(chan shardResponse, 1)
	msg.ReceiveChan = receiveChan
	resp := shard.handleMsg(msg)
	return resp.reqCtx, resp.enqueueBroadcast, resp.err
}

func (mgr *manager) Broadcast(broadcastID uint64, req protoreflect.ProtoMessage, method string, enqueueBroadcast func(*Msg) error, opts ...BroadcastOptions) error {
	var options BroadcastOptions
	if len(opts) > 0 {
		options = opts[0]
	}
	msg := &Msg{
		MsgType:     BroadcastMsg,
		Msg:         NewMsg(broadcastID, req, method, options),
		Method:      method,
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) SendToClient(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast func(*Msg) error) error {
	msg := &Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: resp,
			Err:      err,
		},
		BroadcastID: broadcastID,
	}
	// fast path: communicate directly with the broadcast request
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	// slow path: communicate with the shard first
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) Cancel(broadcastID uint64, srvAddrs []string, enqueueBroadcast func(*Msg) error) error {
	msg := &Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end:      false, // should NOT stop the request
			srvAddrs: srvAddrs,
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		return enqueueBroadcast(msg)
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
	return nil
}

func (mgr *manager) Done(broadcastID uint64, enqueueBroadcast func(*Msg) error) {
	msg := &Msg{
		MsgType: CancellationMsg,
		Cancellation: &cancellation{
			end: true, // should stop the request
		},
		BroadcastID: broadcastID,
	}
	if enqueueBroadcast != nil {
		// no need to check error because the processor
		// is stopped.
		_ = enqueueBroadcast(msg)
		return
	}
	_, shardID, _, _ := DecodeBroadcastID(broadcastID)
	shardID = shardID % NumShards
	shard := mgr.state.getShard(shardID)
	shard.handleBMsg(msg)
}

func (mgr *manager) NewBroadcastID() uint64 {
	return mgr.state.snowflake.NewBroadcastID()
}

func (mgr *manager) AddAddr(id uint32, addr string, machineID uint64) {
	mgr.router.id = id
	mgr.router.addr = addr
	mgr.state.snowflake = NewSnowflake(machineID)
}

func (mgr *manager) AddHandler(method string, handler any) {
	switch h := handler.(type) {
	case ServerHandler:
		mgr.router.serverHandlers[method] = h
	default:
		// only needs to know whether the handler exists. routing is done
		// client-side using the provided metadata in the request.
		mgr.router.clientHandlers[method] = struct{}{}
	}
}

func (mgr *manager) Close() error {
	return mgr.state.Close()
}

func (mgr *manager) ResetState() {
	mgr.state.reset()
}
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package broadcast

type BroadcastIDErr struct{}

func (err BroadcastIDErr) Error() string {
	return "wrong broadcastID"
}

type MissingClientReqErr struct{}

func (err MissingClientReqErr) Error() string {
	return "has not received client req yet"
}

type AlreadyProcessedErr struct{}

func (err AlreadyProcessedErr) Error() string {
	return "already processed request"
}

type ReqFinishedErr struct{}

func (err ReqFinishedErr) Error() string {
	return "request has terminated"
}

type ClientReqAlreadyReceivedErr struct{}

func (err ClientReqAlreadyReceivedErr) Error() string {
	return "the client req has already been received. The forward req is thus dropped."
}

type MissingReqErr struct{}

func (err MissingReqErr) Error() string {
	return "a request has not been created yet."
}

type OutOfOrderErr struct{}

func (err OutOfOrderErr) Error() string {
	return "the message is out of order"
}

type ShardDownErr struct{}

func (err ShardDownErr) Error() string {
	return "the shard is down"
}

type InvalidAddrErr struct {
	addr string
}

func (err InvalidAddrErr) Error() string {
	return "provided addr is invalid. got: " + err.addr
}
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package broadcast

import (
	"context"
	"errors"
	"fmt"
	"testing"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type slowRouter struct {
	returnError bool
	reqType     string
	resp        protoreflect.ProtoMessage
}

func (r *slowRouter) Send(broadcastID uint64, addr, method string, originDigest, originSignature []byte, originPubKey string, req msg) error {
	time.Sleep(1 * time.Second)
	switch val := req.(type) {
	case *broadcastMsg:
		r.reqType = "Broadcast"
	case *reply:
		r.reqType = "SendToClient"
		r.resp = val.Response
	}
	if r.returnError {
		return fmt.Errorf("router: send error")
	}
	return nil
}

func (r *slowRouter) Connect(addr string) {}

func TestShard(t *testing.T) {
	snowflake := NewSnowflake(0)
	broadcastID := snowflake.NewBroadcastID()
	router := &slowRouter{
		returnError: false,
	}
	shardBuffer := 100
	ctx, cancel := context.WithCancel(context.Background())
	defer cancel()
	shard := &shard{
		id:        0,
		parentCtx: ctx,
		procs:     make(map[uint64]*BroadcastProcessor, shardBuffer),
		router:    router,
		reqTTL:    5 * time.Minute,
	}

	var tests = []struct {
		in  *Content
		out error
	}{
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: true,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
		{
			in: &Content{
				BroadcastID:       broadcastID,
				OriginAddr:        "127.0.0.1:8080",
				OriginMethod:      "testMethod",
				IsBroadcastClient: false,
				ReceiveChan:       make(chan shardResponse),
				Ctx:               context.Background(),
			},
			out: nil,
		},
	}

	for _, tt := range tests {
		resp := shard.handleMsg(tt.in)
		if resp.err != tt.out {
			t.Fatalf("wrong error returned.\n\tgot: %v, want: %v", tt.out, resp.err)
		}
	}

	shard.handleBMsg(&Msg{
		MsgType: ReplyMsg,
		Reply: &reply{
			Response: mockResp{},
			Err:      nil,
		},
		BroadcastID: broadcastID,
	})

	clientMsg := &Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	resp := shard.handleMsg(clientMsg)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}

	// wait for the request to finish
	msgShouldBeDropped := &Content{
		BroadcastID:       broadcastID,
		OriginAddr:        "127.0.0.1:8080",
		OriginMethod:      "testMethod",
		IsBroadcastClient: true,
		ReceiveChan:       make(chan shardResponse, 1),
		Ctx:               context.Background(),
	}
	// this will panic if the request sendChan is closed
	resp = shard.handleMsg(msgShouldBeDropped)
	if !errors.Is(resp.err, AlreadyProcessedErr{}) {
		t.Fatalf("the request should have been stopped. SendToClient has been called.")
	}
}
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package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"github.com/relab/gorums/logging"
)

const NumShards = 16

type shard struct {
	mut         sync.RWMutex
	id          int
	parentCtx   context.Context
	procs       map[uint64]*BroadcastProcessor
	reqTTL      time.Duration
	router      Router
	nextGC      time.Time
	shardBuffer int
	sendBuffer  int
	logger      *slog.Logger

	preserveOrdering bool
	order            map[string]int
}

func createShards(ctx context.Context, shardBuffer, sendBuffer int, router Router, order map[string]int, reqTTL time.Duration, logger *slog.Logger) []*shard {
	shards := make([]*shard, NumShards)
	for i := range shards {
		shards[i] = &shard{
			id:               i,
			parentCtx:        ctx,
			procs:            make(map[uint64]*BroadcastProcessor, shardBuffer),
			shardBuffer:      shardBuffer,
			sendBuffer:       sendBuffer,
			reqTTL:           reqTTL,
			router:           router,
			preserveOrdering: order != nil,
			order:            order,
			logger:           logger,
		}
	}
	return shards
}

func (s *shard) handleMsg(msg *Content) shardResponse {
	// Optimization: first check with a read lock if the processor already exists
	if p, ok := s.getProcessor(msg.BroadcastID); ok {
		return s.process(p, msg)
	} else {
		if msg.IsCancellation {
			// ignore cancellations if a broadcast request
			// has not been created yet
			return shardResponse{
				err: MissingReqErr{},
			}
		}
		proc, alreadyExists := s.addProcessor(msg)
		if alreadyExists {
			return s.process(proc, msg)
		}
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-proc.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}
}

func (s *shard) process(p *BroadcastProcessor, msg *Content) shardResponse {
	// must check if the req is done first to prevent
	// unecessarily running the server handler.
	select {
	case <-p.ctx.Done():
		p.log("msg: already processed", AlreadyProcessedErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	default:
	}
	if msg.IsCancellation {
		p.cancellationCtxCancel()
		return shardResponse{
			err: nil,
		}
	}
	if !msg.IsBroadcastClient && !s.preserveOrdering {
		p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		// no need to send it to the broadcast request goroutine.
		// the first request should contain all info needed
		// except for the routing info given in the client req.
		return shardResponse{
			err:              nil,
			reqCtx:           p.cancellationCtx,
			enqueueBroadcast: p.enqueueBroadcast,
		}
	}
	// must check if the req is done to prevent deadlock
	select {
	case <-p.ctx.Done():
		return shardResponse{
			err: AlreadyProcessedErr{},
		}
	case p.sendChan <- msg:
		select {
		case resp := <-msg.ReceiveChan:
			return resp
		case <-p.ctx.Done():
			return shardResponse{
				err: ReqFinishedErr{},
			}
		}
	}

}

func (s *shard) handleBMsg(msg *Msg) {
	if req, ok := s.getProcessor(msg.BroadcastID); ok {
		select {
		case <-req.ctx.Done():
		case req.broadcastChan <- msg:
		}
	}
}

func (s *shard) getProcessor(broadcastID uint64) (*BroadcastProcessor, bool) {
	s.mut.RLock()
	defer s.mut.RUnlock()
	p, ok := s.procs[broadcastID]
	return p, ok
}

func (s *shard) addProcessor(msg *Content) (*BroadcastProcessor, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	if p, ok := s.procs[msg.BroadcastID]; ok {
		return p, true
	}
	if time.Since(s.nextGC) > 0 {
		// make sure the current request is done before running the GC.
		// This is to prevent running the GC in vain.
		t := s.reqTTL + 5*time.Second
		s.nextGC = time.Now().Add(t)
		go s.gc(t)
	}
	if msg.IsBroadcastClient {
		// msg.Ctx will correspond to the streamCtx between the client and this server,
		// meaning the ctx will cancel when the client cancels or disconnects.
		msg.Ctx, msg.CancelCtx = context.WithCancel(msg.Ctx)
	} else {
		msg.Ctx, msg.CancelCtx = context.WithCancel(context.Background())
	}
	// check size of s.reqs. If too big, then perform necessary cleanup.
	// should only affect the current shard and not the others.
	ctx, cancel := context.WithTimeout(s.parentCtx, s.reqTTL)
	var logger *slog.Logger
	if s.logger != nil {
		logger = s.logger.With(logging.BroadcastID(msg.BroadcastID))
	}
	proc := &BroadcastProcessor{
		ctx:                   ctx,
		cancelFunc:            cancel,
		sendChan:              make(chan *Content, s.sendBuffer),
		broadcastChan:         make(chan *Msg, s.sendBuffer),
		started:               time.Now(),
		router:                s.router,
		cancellationCtx:       msg.Ctx,
		cancellationCtxCancel: msg.CancelCtx,
		executionOrder:        s.order,
		logger:                logger,
	}
	s.procs[msg.BroadcastID] = proc
	go proc.run(msg)
	return proc, false
}

func (s *shard) gc(nextGC time.Duration) {
	// make sure there is overlap between GC's
	time.Sleep(nextGC + 1*time.Second)
	s.mut.Lock()
	defer s.mut.Unlock()
	newReqs := make(map[uint64]*BroadcastProcessor, s.shardBuffer)
	for broadcastID, req := range s.procs {
		// stale requests should be cancelled and removed immediately
		if time.Since(req.started) > s.reqTTL {
			req.cancelFunc()
			continue
		}
		select {
		case <-req.ctx.Done():
			// if the request has finished early then it has
			// probably executed successfully on all servers.
			// we can thus assume it is safe to remove the req
			// after a short period after it has finished because
			// it will likely not receive any msg related to this
			// broadcast request.
			if time.Since(req.ended) > s.reqTTL/5 {
				continue
			}
		default:
		}
		newReqs[broadcastID] = req
	}
	s.procs = newReqs
}
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package broadcast

import (
	"context"
	"log/slog"
	"time"

	"github.com/relab/gorums/logging"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastProcessor struct {
	broadcastID   uint64
	router        Router
	broadcastChan chan *Msg
	sendChan      chan *Content
	ctx           context.Context
	cancelFunc    context.CancelFunc
	started       time.Time
	ended         time.Time
	logger        *slog.Logger

	cancellationCtx       context.Context
	cancellationCtxCancel context.CancelFunc

	// ordering
	executionOrder map[string]int
	orderIndex     int
	outOfOrderMsgs map[string][]*Content
}

type metadata struct {
	OriginAddr           string
	OriginMethod         string
	Sent                 bool
	ResponseMsg          protoreflect.ProtoMessage
	ResponseErr          error
	SendFn               func(protoreflect.ProtoMessage, error) error
	IsBroadcastClient    bool
	SentCancellation     bool
	HasReceivedClientReq bool
	OriginDigest         []byte
	OriginPubKey         string
	OriginSignature      []byte
}

func (p *BroadcastProcessor) run(msg *Content) {
	// defining metadata and methods here to prevent allocation on the heap
	metadata := &metadata{
		OriginAddr:        msg.OriginAddr,
		OriginMethod:      msg.OriginMethod,
		IsBroadcastClient: msg.IsBroadcastClient,
		SendFn:            msg.SendFn,
		Sent:              false,
		SentCancellation:  false,
		OriginDigest:      msg.OriginDigest,
		OriginSignature:   msg.OriginSignature,
		OriginPubKey:      msg.OriginPubKey,
	}
	// methods is placed here and not in the metadata as an optimization strategy.
	// Testing shows that it does not allocate memory for it on the heap.
	methods := make([]string, 0, 3)
	p.initialize(msg, metadata)
	defer p.cleanup(metadata)
	for {
		select {
		case <-p.ctx.Done():
			// processor is done
			return
		case bMsg := <-p.broadcastChan:
			// we have received an outgoing message from a server handler
			if p.broadcastID != bMsg.BroadcastID {
				p.log("broadcast: wrong BroadcastID", BroadcastIDErr{}, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
				continue
			}
			switch bMsg.MsgType {
			case CancellationMsg:
				if p.handleCancellation(bMsg, metadata) {
					return
				}
			case BroadcastMsg:
				if p.handleBroadcast(bMsg, methods, metadata) {
					// methods keeps track of which methods has been broadcasted to.
					// This prevents duplicate broadcasts.
					methods = append(methods, bMsg.Method)
				}
			case ReplyMsg:
				if p.handleReply(bMsg, metadata) {
					// request is done if a reply is sent to the client.
					return
				}
			}
		case new := <-p.sendChan:
			// we have received an incoming message from a server or client
			if p.handleMsg(new, metadata) {
				return
			}
		}
	}
}

func (p *BroadcastProcessor) handleCancellation(bMsg *Msg, metadata *metadata) bool {
	if bMsg.Cancellation.end {
		p.log("broadcast: broadcast.Done() called", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true))
		return true
	}
	if !metadata.SentCancellation {
		p.log("broadcast: sent cancellation", nil, logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false))
		metadata.SentCancellation = true
		go func(broadcastID uint64, cancellationMsg *cancellation) {
			_ = p.router.Send(broadcastID, "", "", nil, nil, "", cancellationMsg)
		}(p.broadcastID, bMsg.Cancellation)
	}
	return false
}

func (p *BroadcastProcessor) handleBroadcast(bMsg *Msg, methods []string, metadata *metadata) bool {
	// check if msg has already been broadcasted for this method
	//if alreadyBroadcasted(p.metadata.Methods, bMsg.Method) {
	if !bMsg.Msg.options.AllowDuplication && alreadyBroadcasted(methods, bMsg.Method) {
		return false
	}
	err := p.router.Send(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, metadata.OriginDigest, metadata.OriginSignature, metadata.OriginPubKey, bMsg.Msg)
	p.log("broadcast: sending broadcast", err, logging.MsgType(bMsg.MsgType.String()), logging.Method(bMsg.Method), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))

	p.updateOrder(bMsg.Method, bMsg.Msg.options.ProgressTo)
	p.dispatchOutOfOrderMsgs()
	return true
}

func (p *BroadcastProcessor) handleReply(bMsg *Msg, metadata *metadata) bool {
	// BroadcastCall if origin addr is non-empty.
	if metadata.isBroadcastCall() {
		go func(broadcastID uint64, originAddr, originMethod string, replyMsg *reply) {
			err := p.router.Send(broadcastID, originAddr, originMethod, metadata.OriginDigest, metadata.OriginSignature, metadata.OriginPubKey, replyMsg)
			p.log("broadcast: sent reply to client", err, logging.Method(originMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		}(p.broadcastID, metadata.OriginAddr, metadata.OriginMethod, bMsg.Reply)
		// the request is done becuase we have sent a reply to the client
		p.log("broadcast: sending reply to client", nil, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		return true
	}
	// QuorumCall if origin addr is empty.

	// this sends a reply back to the client only if the client has
	// connected to the server. Otherwise, an error will be returned.
	// We thus need to cache the msg until the client has connected to
	// the server.
	err := metadata.send(bMsg.Reply.Response, bMsg.Reply.Err)
	if err != nil {
		// add response if not already done
		if metadata.ResponseMsg == nil {
			metadata.ResponseMsg = bMsg.Reply.Response
			metadata.ResponseErr = bMsg.Reply.Err
			metadata.Sent = true
		}
		// the request is not done yet because we have not replied to
		// the client.
		p.log("broadcast: failed to send reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(false), logging.IsBroadcastCall(metadata.isBroadcastCall()))
		// we must stop the goroutine if we have received the client req. This can mean that
		// the client no longer accepts replies or has gone offline. In any case, the operation
		// is done.
		return metadata.hasReceivedClientRequest()
	}
	// the request is done becuase we have sent a reply to the client
	p.log("broadcast: sending reply to client", err, logging.Method(metadata.OriginMethod), logging.MsgType(bMsg.MsgType.String()), logging.Stopping(true), logging.IsBroadcastCall(metadata.isBroadcastCall()))
	return true
}

func (p *BroadcastProcessor) handleMsg(new *Content, metadata *metadata) bool {
	if p.broadcastID != new.BroadcastID {
		new.ReceiveChan <- shardResponse{
			err: BroadcastIDErr{},
		}
		p.log("msg: wrong BroadcastID", BroadcastIDErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return false
	}
	if new.IsCancellation {
		if p.cancellationCtxCancel != nil {
			p.cancellationCtxCancel()
		}
		// the cancellation implementation is just an
		// empty function and does not need the ctx or
		// broadcastChan.
		new.ReceiveChan <- shardResponse{
			err: nil,
		}
		p.log("msg: received cancellation", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return false
	}

	if new.IsBroadcastClient {
		if metadata.HasReceivedClientReq {
			// this is a duplicate request, possibly from a forward operation.
			// the req should simply be dropped.
			new.ReceiveChan <- shardResponse{
				err: ClientReqAlreadyReceivedErr{},
			}
			p.log("msg: duplicate client req", ClientReqAlreadyReceivedErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
			return false
		}
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		metadata.HasReceivedClientReq = true
		go func() {
			// new.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the p.ctx to prevent leaking
			// the goroutine.
			select {
			case <-p.ctx.Done():
			case <-new.Ctx.Done():
			}
			// when the processor returns it sets p.cancellationCtxCancel = nil.
			// Hence, it is important to check if it is nil. Also, the processor
			// calls this function when it returns.
			if p.cancellationCtxCancel != nil {
				p.cancellationCtxCancel()
			}
		}()
		p.log("msg: received client req", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
	}

	metadata.update(new)
	// this only pertains to requests where the server has a
	// direct connection to the client, e.g. QuorumCall.
	if metadata.Sent && !metadata.isBroadcastCall() {
		// we must return an error to prevent executing the implementation func.
		// This is because the server has finished the request and tried to reply
		// to the client previously. The msg we have just received is from the client,
		// meaning we can finally return the cached response.
		err := metadata.send(metadata.ResponseMsg, metadata.ResponseErr)
		if err == nil {
			err = AlreadyProcessedErr{}
		}
		new.ReceiveChan <- shardResponse{
			err: err,
		}
		p.log("msg: late msg", err, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return true
	}
	if !p.isInOrder(new.CurrentMethod) {
		// save the message and execute it later
		p.addToOutOfOrder(new)
		new.ReceiveChan <- shardResponse{
			err: OutOfOrderErr{},
		}
		p.log("msg: out of order", OutOfOrderErr{}, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
		return false
	}
	new.ReceiveChan <- shardResponse{
		err:              nil,
		reqCtx:           p.cancellationCtx,
		enqueueBroadcast: p.enqueueBroadcast,
	}
	p.log("msg: processed", nil, logging.Method(new.CurrentMethod), logging.From(new.SenderAddr))
	return false
}

func (p *BroadcastProcessor) log(msg string, err error, args ...slog.Attr) {
	if p.logger != nil {
		args = append(args, logging.Err(err), logging.Type("broadcast processor"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		p.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

func (m *metadata) update(new *Content) {
	if m.OriginAddr == "" && new.OriginAddr != "" {
		m.OriginAddr = new.OriginAddr
	}
	if m.OriginMethod == "" && new.OriginMethod != "" {
		m.OriginMethod = new.OriginMethod
	}
	if m.OriginPubKey == "" && new.OriginPubKey != "" {
		m.OriginPubKey = new.OriginPubKey
	}
	if m.OriginSignature == nil && new.OriginSignature != nil {
		m.OriginSignature = new.OriginSignature
	}
	if m.OriginDigest == nil && new.OriginDigest != nil {
		m.OriginDigest = new.OriginDigest
	}
	if m.SendFn == nil && new.SendFn != nil {
		m.SendFn = new.SendFn
		m.IsBroadcastClient = new.IsBroadcastClient
	}
}

func (m *metadata) isBroadcastCall() bool {
	return m.OriginAddr != ""
}

func (m *metadata) send(resp protoreflect.ProtoMessage, err error) error {
	if !m.hasReceivedClientRequest() {
		return MissingClientReqErr{}
	}
	// error is intentionally ignored. We have not setup retry logic for failed
	// deliveries to clients. Responding with nil will stop the broadcast request
	// which is needed to prevent many stale goroutines.
	_ = m.SendFn(resp, err)
	return nil
}

func (m *metadata) hasReceivedClientRequest() bool {
	return m.IsBroadcastClient && m.SendFn != nil
}

func (p *BroadcastProcessor) emptyChannels(metadata *metadata) {
	for {
		select {
		case msg := <-p.broadcastChan:
			if p.broadcastID != msg.BroadcastID {
				continue
			}
			switch msg.MsgType {
			case CancellationMsg:
				// it is possible to call SendToClient() before Cancel() in the same
				// server handler. Since SendToClient() will stop the processor, we need
				// to handle the cancellation here. We don't want to send duplicate
				// cancellations and thus we only want to send a cancellation if the
				// request has been stopped.
				p.handleCancellation(msg, metadata)
			case BroadcastMsg:
				// broadcasts are not performed after a reply to the client is sent.
				// this is to prevent duplication and processing of old messages.
			case ReplyMsg:
				// a reply should not be sent after the processor is done. This is
				// because either:
				// 	1. A reply has already been sent
				// 	2. Done() has been called. SendToClient() should not be used together
				//	   with this method
			}
		default:
			return
		}
	}
}

func (r *BroadcastProcessor) initOrder() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	r.outOfOrderMsgs = make(map[string][]*Content)
}

func (r *BroadcastProcessor) isInOrder(method string) bool {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return true
	}
	order, ok := r.executionOrder[method]
	// accept all methods without a specified order
	if !ok {
		return true
	}
	// the first method should always be allowed to be executed
	if r.executionOrder[method] <= 0 {
		return true
	}
	return order <= r.orderIndex
}

func (r *BroadcastProcessor) addToOutOfOrder(msg *Content) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	var (
		msgs []*Content
		ok   bool
	)
	if msgs, ok = r.outOfOrderMsgs[msg.CurrentMethod]; ok {
		msgs = append(msgs, msg)
	} else {
		msgs = []*Content{msg}
	}
	r.outOfOrderMsgs[msg.CurrentMethod] = msgs
}

func (r *BroadcastProcessor) updateOrder(method string, progressTo string) {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	if progressTo != "" {
		method = progressTo
	}
	order, ok := r.executionOrder[method]
	// do nothing for methods without specified order
	if !ok {
		return
	}
	if order > r.orderIndex {
		r.orderIndex = order
	}
}

func (r *BroadcastProcessor) dispatchOutOfOrderMsgs() {
	// the implementer has not specified an execution order
	if r.executionOrder == nil || len(r.executionOrder) <= 0 {
		return
	}
	// return early if there are no cached msgs
	if len(r.outOfOrderMsgs) <= 0 {
		return
	}
	handledMethods := make([]string, 0, len(r.outOfOrderMsgs))
	for method, msgs := range r.outOfOrderMsgs {
		order, ok := r.executionOrder[method]
		if !ok {
			// this should not be possible unless the execution order
			// is changed during operation, which is prohibited.
			panic("how did you get here?")
		}
		if order <= r.orderIndex {
			for _, msg := range msgs {
				msg.Run(r.cancellationCtx, r.enqueueBroadcast)
				r.log("msg: dispatching out of order msg", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
			}
			handledMethods = append(handledMethods, method)
		}
	}
	// cleanup after dispatching the cached messages
	for _, m := range handledMethods {
		delete(r.outOfOrderMsgs, m)
	}
}

func alreadyBroadcasted(methods []string, method string) bool {
	for _, m := range methods {
		if m == method {
			return true
		}
	}
	return false
}

func (p *BroadcastProcessor) initialize(msg *Content, metadata *metadata) {
	p.log("processor: started", nil, logging.Started(p.started))
	p.broadcastID = msg.BroadcastID
	p.initOrder()
	// connect to client immediately to potentially save some time
	go p.router.Connect(metadata.OriginAddr)
	if msg.IsBroadcastClient {
		// important to set this option to prevent duplicate client reqs.
		// this can be the result if a server forwards the req but the
		// leader has already received the client req.
		metadata.HasReceivedClientReq = true
		go func() {
			if msg.Ctx == nil {
				return
			}
			// new.Ctx will correspond to the streamCtx between the client and this server.
			// We can thus listen to it and signal a cancellation if the client goes offline
			// or cancels the request. We also have to listen to the p.ctx to prevent leaking
			// the goroutine.
			select {
			case <-p.ctx.Done():
			case <-msg.Ctx.Done():
			}
			// when the processor returns it sets p.cancellationCtxCancel = nil.
			// Hence, it is important to check if it is nil. Also, the processor
			// calls this function when it returns.
			if p.cancellationCtxCancel != nil {
				p.cancellationCtxCancel()
			}
		}()
		p.log("msg: received client req", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
	}
	// all messages should always have a ReceiveChan
	if msg.ReceiveChan != nil {
		if !p.isInOrder(msg.CurrentMethod) {
			// save the message and execute it later
			p.addToOutOfOrder(msg)
			msg.ReceiveChan <- shardResponse{
				err: OutOfOrderErr{},
			}
			p.log("msg: out of order", OutOfOrderErr{}, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		} else {
			msg.ReceiveChan <- shardResponse{
				err:              nil,
				reqCtx:           p.cancellationCtx,
				enqueueBroadcast: p.enqueueBroadcast,
			}
			p.log("msg: processed", nil, logging.Method(msg.CurrentMethod), logging.From(msg.SenderAddr))
		}
	}
}

func (p *BroadcastProcessor) cleanup(metadata *metadata) {
	p.ended = time.Now()
	p.cancelFunc()
	p.cancellationCtxCancel()
	// make sure the context is cancelled before closing the channels
	<-p.ctx.Done()
	p.emptyChannels(metadata)
	// mark allocations ready for GC and minimize memory footprint of finished broadcast requests.
	// this is safe to do because all send operations listen to the cancelled p.ctx thus preventing
	// deadlocks/goroutine leaks.
	p.outOfOrderMsgs = nil
	p.executionOrder = nil
	/*
		These two lines would greatly impact the amount of memory used by a processor:
		1. p.broadcastChan = nil
		2. p.sendChan = nil

		However, the shard uses them and thus we get a race condition when setting them to nil.
		Using mutexes will remove the benefit of setting them to nil. It is safe to set them to
		nil because sending on a nil channel will block forever. We always listen to ctx.Done(),
		ensuring that we don't get deadlocks. Additionally, queued msgs will by dropped in any
		case and new msgs will not even get enqueued. As a concluding remark, we comment the lines
		out to not get hits when running tests with the race detector.
	*/
	p.log("processor: stopped", nil, logging.Started(p.started), logging.Ended(p.ended))
}

// this method is used to enqueue messages onto the broadcast channel
// of a broadcast processor. The messages enqueued are then transmitted
// to the other servers or the client depending on the type of message.
// Currently there are three types:
// - BroadcastMsg
// - ClientReply
// - Cancellation
func (p *BroadcastProcessor) enqueueBroadcast(msg *Msg) error {
	// we want to prevent queueing messages on the buffered broadcastChan
	// because it can potentially lead to concurrency bugs. These include:
	//	- buffering a message on the channel and requiring that it is processed.
	//	  this can happen with cancellation when SendToClient() is called first.
	// 	- reaching the end of the buffer (same as not buffering the channel) and
	//	  closing the broadcastChan at the same time. This will cause an error.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	default:
	}
	// this is not an optimal solution regarding cancellations. The cancellation
	// msg can be discarded if the buffer is fully populated. This is because
	// ctx.Done() will be called before the msg is queued.
	select {
	case <-p.ctx.Done():
		p.log("broadcast: already processed", AlreadyProcessedErr{}, logging.Method(msg.Method), logging.MsgType(msg.MsgType.String()))
		return AlreadyProcessedErr{}
	case p.broadcastChan <- msg:
		return nil
	}
}







MasterLab/gorums/broadcast/consts.go

package broadcast

import (
	"context"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastOptions struct {
	ServerAddresses  []string
	AllowDuplication bool
	SkipSelf         bool
	ProgressTo       string
	RelatedToReq     uint64
}

const (
	BroadcastID string = "broadcastID"
	// special origin addr used in creating a broadcast request from a server
	ServerOriginAddr string = "server"
)

type ServerHandler func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options BroadcastOptions, id uint32, addr string, originDigest, originSignature []byte, originPubKey string)







MasterLab/gorums/broadcast/snowflake.go

package broadcast

import (
	"math/rand"
	"sync"
	"time"
)

type Snowflake struct {
	mut         sync.Mutex
	MachineID   uint64
	SequenceNum uint64
	lastT       uint64
	lastS       uint64
	epoch       time.Time
}

const (
	MaxMachineID       = uint16(1 << 12)
	maxShard           = uint8(1 << 4)
	maxSequenceNum     = uint32(1 << 18)
	bitMaskTimestamp   = uint64((1<<30)-1) << 34
	bitMaskShardID     = uint64((1<<4)-1) << 30
	bitMaskMachineID   = uint64((1<<12)-1) << 18
	bitMaskSequenceNum = uint64((1 << 18) - 1)
	epoch              = "2024-01-01T00:00:00"
)

func Epoch() time.Time {
	timestamp, _ := time.Parse("2006-01-02T15:04:05", epoch)
	return timestamp
}

func NewSnowflake(id uint64) *Snowflake {
	if id >= uint64(MaxMachineID) {
		id = uint64(rand.Int31n(int32(MaxMachineID)))
	}
	return &Snowflake{
		MachineID:   id,
		SequenceNum: 0,
		epoch:       Epoch(),
	}
}

func (s *Snowflake) NewBroadcastID() uint64 {
	// timestamp: 30 bit -> seconds since 01.01.2024
	// shardID: 4 bit -> 16 different shards
	// machineID: 12 bit -> 4096 clients
	// sequenceNum: 18 bit -> 262 144 messages
start:
	s.mut.Lock()
	timestamp := uint64(time.Since(s.epoch).Seconds())
	l := (s.SequenceNum + 1) % uint64(maxSequenceNum)
	if timestamp-s.lastT <= 0 && l == s.lastS {
		s.mut.Unlock()
		time.Sleep(10 * time.Millisecond)
		goto start
	}
	if timestamp > s.lastT {
		s.lastT = timestamp
		s.lastS = l
	}
	s.SequenceNum = l
	s.mut.Unlock()

	t := (timestamp << 34) & bitMaskTimestamp
	shard := (uint64(rand.Int31n(int32(maxShard))) << 30) & bitMaskShardID
	m := uint64(s.MachineID<<18) & bitMaskMachineID
	n := l & bitMaskSequenceNum
	return t | shard | m | n
}

func DecodeBroadcastID(broadcastID uint64) (timestamp uint32, shardID uint16, machineID uint16, sequenceNo uint32) {
	t := (broadcastID & bitMaskTimestamp) >> 34
	shard := (broadcastID & bitMaskShardID) >> 30
	m := (broadcastID & bitMaskMachineID) >> 18
	n := (broadcastID & bitMaskSequenceNum)
	return uint32(t), uint16(shard), uint16(m), uint32(n)
}







MasterLab/gorums/broadcast/state.go

package broadcast

import (
	"context"
	"log/slog"
	"sync"
	"time"

	"google.golang.org/protobuf/reflect/protoreflect"
)

type BroadcastState struct {
	mut                 sync.Mutex
	shardMut            sync.RWMutex // RW because we often read and very seldom write to the state
	parentCtx           context.Context
	parentCtxCancelFunc context.CancelFunc
	logger              *slog.Logger
	reqTTL              time.Duration
	sendBuffer          int
	shardBuffer         int
	snowflake           *Snowflake
	clients             map[string]*Client
	router              Router
	order               map[string]int

	shards []*shard
}

func NewState(logger *slog.Logger, router Router, order map[string]int, reqTTL time.Duration, shardBuffer, sendBuffer int) *BroadcastState {
	ctx, cancel := context.WithCancel(context.Background())
	shards := createShards(ctx, shardBuffer, sendBuffer, router, order, reqTTL, logger)
	state := &BroadcastState{
		parentCtx:           ctx,
		parentCtxCancelFunc: cancel,
		shards:              shards,
		logger:              logger,
		reqTTL:              reqTTL,
		sendBuffer:          sendBuffer,
		shardBuffer:         shardBuffer,
		router:              router,
		order:               order,
		clients:             make(map[string]*Client),
	}
	return state
}

func (s *BroadcastState) Close() error {
	s.mut.Lock()
	defer s.mut.Unlock()
	if s.logger != nil {
		s.logger.Debug("broadcast: closing state")
	}
	s.parentCtxCancelFunc()
	var err error
	for _, client := range s.clients {
		clientErr := client.Close()
		if clientErr != nil {
			err = clientErr
		}
	}
	return err
}

func (s *BroadcastState) reset() {
	s.parentCtxCancelFunc()
	s.mut.Lock()
	s.parentCtx, s.parentCtxCancelFunc = context.WithCancel(context.Background())
	for _, client := range s.clients {
		_ = client.Close()
	}
	s.clients = make(map[string]*Client)
	shards := createShards(s.parentCtx, s.shardBuffer, s.sendBuffer, s.router, s.order, s.reqTTL, s.logger)
	s.mut.Unlock()
	// unlocking because we don't want to end up with a deadlock.
	s.shardMut.Lock()
	s.shards = shards
	s.shardMut.Unlock()
}

func (s *BroadcastState) getClient(addr string) (*Client, bool) {
	s.mut.Lock()
	defer s.mut.Unlock()
	client, ok := s.clients[addr]
	return client, ok
}

func (s *BroadcastState) addClient(addr string, client *Client) {
	s.mut.Lock()
	defer s.mut.Unlock()
	s.clients[addr] = client
}

func (s *BroadcastState) getShard(i uint16) *shard {
	s.shardMut.RLock()
	defer s.shardMut.RUnlock()
	return s.shards[i]
}

type shardResponse struct {
	err              error
	reqCtx           context.Context
	enqueueBroadcast func(*Msg) error
}

type Content struct {
	BroadcastID       uint64
	IsBroadcastClient bool
	IsCancellation    bool
	OriginAddr        string
	OriginMethod      string
	OriginPubKey      string
	OriginSignature   []byte
	OriginDigest      []byte
	ViewNumber        uint64
	SenderAddr        string
	CurrentMethod     string
	ReceiveChan       chan shardResponse
	SendFn            func(resp protoreflect.ProtoMessage, err error) error
	Ctx               context.Context
	CancelCtx         context.CancelFunc
	Run               func(context.Context, func(*Msg) error)
}







MasterLab/gorums/mgr_test.go

package gorums_test

import (
	"bytes"
	"log/slog"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var (
	nodes   = []string{"127.0.0.1:9080", "127.0.0.1:9081", "127.0.0.1:9082"}
	nodeMap = map[string]uint32{"127.0.0.1:9080": 1, "127.0.0.1:9081": 2, "127.0.0.1:9082": 3, "127.0.0.1:9083": 4}
)

func TestManagerLogging(t *testing.T) {
	var (
		buf bytes.Buffer
	)

	buf.WriteString("\n")
	_ = gorums.NewRawManager(
		gorums.WithNoConnect(),
		gorums.WithLogger(slog.Default()),
	)
	t.Log(buf.String())
}

func TestManagerAddNode(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	_, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	tests := []struct {
		addr string
		id   uint32
		err  string
	}{
		{"127.0.1.1:1234", 1, "config: node 1 (127.0.1.1:1234) already exists"},
		{"127.0.1.1:1234", 5, ""},
		{"127.0.1.1:1234", 6, ""}, // The same addr:port can have different IDs
		{"127.0.1.1:1234", 2, "config: node 2 (127.0.1.1:1234) already exists"},
	}
	for _, test := range tests {
		node, err := gorums.NewRawNodeWithID(test.addr, test.id)
		if err != nil {
			t.Fatal(err)
		}
		err = mgr.AddNode(node)
		if err != nil && err.Error() != test.err {
			t.Errorf("mgr.AddNode(Node(%s, %d)) = %s, expected %s", test.addr, test.id, err.Error(), test.err)
		}
	}
}

// Proto definition in tests/dummy/dummy.proto
type dummySrv struct{}

func (dummySrv) Test(ctx gorums.ServerCtx, _ *dummy.Empty) (resp *dummy.Empty, err error) {
	return nil, nil
}

func TestManagerAddNodeWithConn(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 3, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer()
		dummy.RegisterDummyServer(srv, &dummySrv{})
		return srv
	})
	defer teardown()
	mgr := gorums.NewRawManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	defer mgr.Close()

	_, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(addrs[:2]))
	if err != nil {
		t.Fatal(err)
	}
	if mgr.Size() != len(addrs)-1 {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(addrs)-1)
	}

	node, err := gorums.NewRawNode(addrs[2])
	if err != nil {
		t.Fatal(err)
	}
	err = mgr.AddNode(node)
	if err != nil {
		t.Errorf("mgr.AddNode(%s) = %q, expected %q", addrs[2], err.Error(), "")
	}
	if mgr.Size() != len(addrs) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(addrs))
	}
}







MasterLab/gorums/LICENSE

The MIT License (MIT)

Copyright (c) 2015-2021 The Gorums authors. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in
all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN
THE SOFTWARE.







MasterLab/gorums/channel.go

package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"math"
	"math/rand"
	"sync"
	"sync/atomic"
	"time"

	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

var streamDownErr = status.Error(codes.Unavailable, "stream is down")

type request struct {
	ctx       context.Context
	msg       *Message
	opts      callOptions
	numFailed int
}

// waitForSend returns true if the WithNoSendWaiting call option is not set.
func (req request) waitForSend() bool {
	return req.opts.callType != nil && !req.opts.noSendWaiting
}

// relatedToBroadcast returns true if the request is related to a broadcast request.
func (req request) relatedToBroadcast() bool {
	if req.msg.Metadata == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg == nil {
		return false
	}
	if req.msg.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return false
	}
	return true
}

// getLogArgs returns the args given to the structured logger.
func (req request) getLogArgs(c *channel) []slog.Attr {
	// no need to do processing if logging is not enabled
	if c.logger == nil {
		return nil
	}
	args := []slog.Attr{logging.MsgID(req.msg.Metadata.MessageID), logging.Method(req.msg.Metadata.Method), logging.NumFailed(req.numFailed), logging.MaxRetries(c.maxSendRetries)}
	if req.relatedToBroadcast() {
		args = append(args, logging.BroadcastID(req.msg.Metadata.BroadcastMsg.BroadcastID))
	}
	return args
}

type response struct {
	nid uint32
	msg protoreflect.ProtoMessage
	err error
}

type responseRouter struct {
	c         chan<- response
	streaming bool
}

type channel struct {
	sendQ           chan request
	node            *RawNode
	mu              sync.Mutex
	lastError       error
	latency         time.Duration
	backoffCfg      backoff.Config
	rand            *rand.Rand
	gorumsClient    ordering.GorumsClient
	gorumsStream    ordering.Gorums_NodeStreamClient
	streamMut       sync.RWMutex
	dialMut         sync.RWMutex
	streamBroken    atomicFlag
	connEstablished atomicFlag
	parentCtx       context.Context
	streamCtx       context.Context
	cancelStream    context.CancelFunc
	responseRouters map[uint64]responseRouter
	responseMut     sync.Mutex
	maxSendRetries  int // number of times we try to resend a failed msg
	maxConnRetries  int // number of times we try to reconnect to a node
	logger          *slog.Logger
}

// newChannel creates a new channel for the given node and starts the sending goroutine.
//
// Note that we start the sending goroutine even though the
// connection has not yet been established. This is to prevent
// deadlock when invoking a call type, as the goroutine will
// block on the sendQ until a connection has been established.
func newChannel(n *RawNode) *channel {
	var logger *slog.Logger
	if n.mgr.logger != nil {
		logger = n.mgr.logger.With(slog.Uint64("nodeID", uint64(n.ID())), slog.String("nodeAddr", n.Address()))
	}
	c := &channel{
		sendQ:           make(chan request, n.mgr.opts.sendBuffer),
		backoffCfg:      n.mgr.opts.backoff,
		node:            n,
		latency:         -1 * time.Second,
		rand:            rand.New(rand.NewSource(time.Now().UnixNano())),
		responseRouters: make(map[uint64]responseRouter),
		maxSendRetries:  n.mgr.opts.maxSendRetries,
		maxConnRetries:  n.mgr.opts.maxConnRetries,
		logger:          logger,
	}
	// parentCtx controls the channel and is used to shut it down
	c.parentCtx = n.newContext()
	go c.sender()
	return c
}

// newNodeStream creates a stream and starts the receiving goroutine.
//
// Note that the stream could fail even though conn != nil due
// to the non-blocking dial. Hence, we need to try to connect
// to the node before starting the receiving goroutine.
func (c *channel) newNodeStream(conn *grpc.ClientConn) error {
	if conn == nil {
		// no need to proceed if dial failed
		return fmt.Errorf("connection is nil")
	}
	c.streamMut.Lock()
	var err error
	c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
	c.gorumsClient = ordering.NewGorumsClient(conn)
	c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
	c.streamMut.Unlock()
	if err != nil {
		return err
	}
	c.streamBroken.clear()
	// guard against creating multiple receiver goroutines
	if !c.connEstablished.get() {
		// connEstablished indicates dial was successful
		// and that receiver have started
		c.connEstablished.set()
		go c.receiver()
	}
	return nil
}

func (c *channel) cancelPendingMsgs() {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	for msgID, router := range c.responseRouters {
		router.c <- response{nid: c.node.ID(), err: streamDownErr}
		c.log("channel: cancelling pending msg", streamDownErr, slog.LevelError, logging.MsgID(msgID))
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) routeResponse(msgID uint64, resp response) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	if router, ok := c.responseRouters[msgID]; ok {
		router.c <- resp
		// delete the router if we are only expecting a single reply message
		if !router.streaming {
			delete(c.responseRouters, msgID)
		}
	}
}

func (c *channel) enqueue(req request, responseChan chan<- response, streaming bool) {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) enqueueFast(req request, responseChan chan<- response, streaming bool) bool {
	if responseChan != nil {
		c.responseMut.Lock()
		c.responseRouters[req.msg.Metadata.MessageID] = responseRouter{responseChan, streaming}
		c.responseMut.Unlock()
	}
	// only enqueue the request on the sendQ if it is available and
	// the node is not closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
	case c.sendQ <- req:
	default:
		return false
	}
	return true
}

func (c *channel) enqueueSlow(req request) {
	// either enqueue the request on the sendQ or respond
	// with error if the node is closed.
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case c.sendQ <- req:
	}
}

func (c *channel) deleteRouter(msgID uint64) {
	c.responseMut.Lock()
	defer c.responseMut.Unlock()
	delete(c.responseRouters, msgID)
}

func (c *channel) sendMsg(req request) (err error) {
	defer func() {
		// While the default is to block the caller until the message has been sent, we
		// can provide the WithNoSendWaiting call option to more quickly unblock the caller.
		// Hence, after sending, we unblock the waiting caller if the call option is not set;
		// that is, waitForSend is true. Conversely, if the call option is set, the call type
		// will not block on the response channel, and the "receiver" goroutine below will
		// eventually clean up the responseRouter map by calling routeResponse.
		//
		// It is important to note that waitForSend() should NOT return true if a response
		// is expected from the node at the other end, e.g. when using RPCCall or QuorumCall.
		// CallOptions are not provided with the requests from these types and thus waitForSend()
		// returns false. This design should maybe be revised?
		if req.waitForSend() {
			// unblock the caller and clean up the responseRouter map
			c.routeResponse(req.msg.Metadata.MessageID, response{})
		}
	}()

	// don't send if context is already cancelled.
	if req.ctx.Err() != nil {
		return req.ctx.Err()
	}

	c.streamMut.RLock()
	defer c.streamMut.RUnlock()

	done := make(chan struct{})

	// This goroutine waits for either 'done' to be closed, or the request context to be cancelled.
	// If the request context was cancelled, we have two possibilities:
	// The stream could be blocked, or the caller could be impatient.
	// We cannot know which is the case, but it seems wiser to cancel the stream as a precaution,
	// because reconnection is quite fast and cheap.
	go func() {
		select {
		case <-done:
			// all is good
		case <-req.ctx.Done():
			// Both channels could be ready at the same time, so we must check 'done' again.
			select {
			case <-done:
				// false alarm
			default:
				// CANCELLING HERE CAN HAVE DESTRUCTIVE EFFECTS!
				// Imagine the client has sent several requests and is waiting
				// for a response on each individual request. Furthermore, let's
				// say the client has sent a message to two different handlers:
				// 		1. A handler that does a lot of work and thus long response times are expected.
				// 		2. A handler that is normally very fast.
				//
				// If the client is impatient and cancels a request sent to a handler in scenario 2,
				// then all requests sent to the handler in scenario 1 will also be cancelled because
				// the stream is taken down.

				// trigger reconnect
				//c.streamMut.Lock()
				//c.cancelStream()
				//c.streamMut.Unlock()
			}
		}
	}()
	err = c.gorumsStream.SendMsg(req.msg)
	if err != nil {
		c.setLastErr(err)
		c.streamBroken.set()
	}

	close(done)

	return err
}

func (c *channel) sender() {
	var req request
	for {
		select {
		case <-c.parentCtx.Done():
			return
		case req = <-c.sendQ:
		}
		// try to connect to the node if previous attempts
		// have failed or if the node has disconnected
		if !c.isConnected() {
			// streamBroken will be set if the reconnection fails
			err := c.connect()
			if err != nil {
				c.setLastErr(err)
				c.streamBroken.set()
			}
		}
		// retry if stream is broken
		if c.streamBroken.get() {
			go c.retryMsg(req, streamDownErr)
			continue
		}
		// else try to send message
		err := c.sendMsg(req)
		if err != nil {
			go c.retryMsg(req, err)
		} else {
			c.log("channel: successfully sent msg", nil, slog.LevelInfo, req.getLogArgs(c)...)
		}
	}
}

func (c *channel) receiver() {
	for {
		resp := newMessage(responseType)
		c.streamMut.RLock()
		var err error
		// the gorumsStream can be nil because this method
		// runs in a goroutine. If the stream goes down after
		// the streamMut is unlocked, then we can have a scenario
		// where the gorumsStream is set to nil in the reconnect
		// method by another goroutine.
		if c.gorumsStream != nil {
			err = c.gorumsStream.RecvMsg(resp)
		} else {
			err = streamDownErr
		}
		if err != nil {
			c.streamBroken.set()
			c.streamMut.RUnlock()
			c.setLastErr(err)
			// we only reach this point when the stream failed AFTER a message
			// was sent and we are waiting for a reply. We thus need to respond
			// with a stream is down error on all pending messages.
			c.cancelPendingMsgs()
			c.log("channel: lost connection", err, slog.LevelError, logging.Reconnect(true))
			// attempt to reconnect indefinitely until the node is closed.
			// This is necessary when streaming is enabled.
			c.reconnect(-1)
		} else {
			c.streamMut.RUnlock()
			err := status.FromProto(resp.Metadata.GetStatus()).Err()
			c.routeResponse(resp.Metadata.MessageID, response{nid: c.node.ID(), msg: resp.Message, err: err})
			if err != nil {
				c.log("channel: got response", err, slog.LevelError, logging.MsgID(resp.Metadata.MessageID), logging.Method(resp.Metadata.Method))
			} else {
				c.log("channel: got response", nil, slog.LevelInfo, logging.MsgID(resp.Metadata.MessageID), logging.Method(resp.Metadata.Method))
			}
		}

		select {
		case <-c.parentCtx.Done():
			return
		default:
		}
	}
}

func (c *channel) connect() error {
	if !c.connEstablished.get() {
		c.dialMut.Lock()
		defer c.dialMut.Unlock()
		// a connection has not yet been established; i.e.,
		// a previous dial attempt could have failed.
		// try dialing again.
		err := c.node.dial()
		if err != nil {
			return err
		}
		err = c.newNodeStream(c.node.conn)
		if err != nil {
			return err
		}
		// return early because streamBroken will be cleared if no error occurs.
		// also works a preemptive measure to a deadlock since dialMut.Unlock()
		// is deferred.
		return nil
	}
	// the node was previously connected but is now disconnected
	if c.streamBroken.get() {
		// try to reconnect only once.
		// Maybe add this as a user option?
		c.reconnect(1)
	}
	return nil
}

type retry float64

func (r retry) exceeds(maxRetries int) bool {
	return r >= retry(maxRetries) && maxRetries > 0
}

// reconnect tries to reconnect to the node using an exponential backoff strategy.
// maxRetries = -1 represents infinite retries.
func (c *channel) reconnect(maxRetries int) {
	select {
	case <-c.parentCtx.Done():
		// no need to try to reconnect if the node is closed.
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		return
	default:
	}
	backoffCfg := c.backoffCfg

	var retries retry
	for {
		var err error
		c.streamMut.Lock()
		// check if stream is already up
		if !c.streamBroken.get() {
			// do nothing because stream is up
			c.streamMut.Unlock()
			return
		}
		// make sure to cancel the previous ctx to prevent context leakage
		if c.cancelStream != nil {
			c.cancelStream()
		}
		c.streamCtx, c.cancelStream = context.WithCancel(c.parentCtx)
		c.gorumsStream, err = c.gorumsClient.NodeStream(c.streamCtx)
		if err == nil {
			c.log("channel: restored connection", nil, slog.LevelInfo)
			c.streamBroken.clear()
			c.streamMut.Unlock()
			return
		}
		c.log("channel: reconnection failed", err, slog.LevelWarn, logging.RetryNum(float64(retries)), logging.Reconnect(!(retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries))))
		c.cancelStream()
		c.streamMut.Unlock()
		c.setLastErr(err)
		if retries.exceeds(maxRetries) || retries.exceeds(c.maxConnRetries) {
			c.streamBroken.set()
			return
		}
		delay := float64(backoffCfg.BaseDelay)
		max := float64(backoffCfg.MaxDelay)
		for r := retries; delay < max && r > 0; r-- {
			delay *= backoffCfg.Multiplier
		}
		delay = math.Min(delay, max)
		delay *= 1 + backoffCfg.Jitter*(rand.Float64()*2-1)
		select {
		case <-time.After(time.Duration(delay)):
			retries++
		case <-c.parentCtx.Done():
			return
		}
	}
}

// This method should always be run in a goroutine. It will
// enqueue a msg if it has previously failed. The message will
// be dropped if it fails more than maxRetries or if the ctx
// is cancelled.
func (c *channel) retryMsg(req request, err error) {
	req.numFailed++
	c.log("channel: failed to send msg", err, slog.LevelError, req.getLogArgs(c)...)
	// c.maxRetries = -1, is the same as infinite retries.
	if req.numFailed > c.maxSendRetries && c.maxSendRetries != -1 {
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("max retries exceeded. err=%e", err)})
		return
	}
	delay := float64(c.backoffCfg.BaseDelay)
	//delay := float64(10 * time.Millisecond)
	max := float64(c.backoffCfg.MaxDelay)
	for r := req.numFailed; delay < max && r > 0; r-- {
		delay *= c.backoffCfg.Multiplier
	}
	delay = math.Min(delay, max)
	delay *= 1 + c.backoffCfg.Jitter*(rand.Float64()*2-1)
	select {
	case <-c.parentCtx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("channel closed")})
		return
	case <-req.ctx.Done():
		c.routeResponse(req.msg.Metadata.MessageID, response{nid: c.node.ID(), err: fmt.Errorf("context cancelled")})
		return
	case <-time.After(time.Duration(delay)):
		// enqueue the request again
	}
	c.enqueueSlow(req)
}

func (c *channel) setLastErr(err error) {
	c.mu.Lock()
	defer c.mu.Unlock()
	c.lastError = err
}

// lastErr returns the last error encountered (if any) when using this channel.
func (c *channel) lastErr() error {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.lastError
}

// channelLatency returns the latency between the client and this channel.
func (c *channel) channelLatency() time.Duration {
	c.mu.Lock()
	defer c.mu.Unlock()
	return c.latency
}

// isConnected returns true if the channel has an active connection to the node.
func (c *channel) isConnected() bool {
	// streamBroken.get() is initially false and NodeStream could be down
	// even though node.conn is not nil. Hence, we need connEstablished
	// to make sure a proper connection has been made.
	return c.connEstablished.get() && !c.streamBroken.get()
}

func (c *channel) log(msg string, err error, level slog.Level, args ...slog.Attr) {
	if c.logger != nil {
		args = append(args, logging.Err(err), logging.Type("channel"))
		c.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}

type atomicFlag struct {
	flag int32
}

func (f *atomicFlag) set()      { atomic.StoreInt32(&f.flag, 1) }
func (f *atomicFlag) get() bool { return atomic.LoadInt32(&f.flag) == 1 }
func (f *atomicFlag) clear()    { atomic.StoreInt32(&f.flag, 0) }
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package gorums_test

import (
	"context"
	"sync"
	"testing"

	"github.com/google/go-cmp/cmp"
	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
)

func TestNewConfigurationNodeList(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	cfg, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	if cfg.Size() != len(nodes) {
		t.Errorf("cfg.Size() = %d, expected %d", cfg.Size(), len(nodes))
	}

	contains := func(nodes []*gorums.RawNode, addr string) bool {
		for _, node := range nodes {
			if addr == node.Address() {
				return true
			}
		}
		return false
	}
	cfgNodes := cfg.Nodes()
	for _, n := range nodes {
		if !contains(cfgNodes, n) {
			t.Errorf("cfg.Nodes() = %v, expected %s", cfgNodes, n)
		}
	}

	if mgr.Size() != len(nodes) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(nodes))
	}
	mgrNodes := cfg.Nodes()
	for _, n := range nodes {
		if !contains(mgrNodes, n) {
			t.Errorf("mgr.Nodes() = %v, expected %s", mgrNodes, n)
		}
	}
}

func TestNewConfigurationNodeMap(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	cfg, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	if cfg.Size() != len(nodeMap) {
		t.Errorf("cfg.Size() = %d, expected %d", cfg.Size(), len(nodeMap))
	}
	for _, node := range cfg.Nodes() {
		if nodeMap[node.Address()] != node.ID() {
			t.Errorf("cfg.Nodes()[%s] = %d, expected %d", node.Address(), node.ID(), nodeMap[node.Address()])
		}
	}
	if mgr.Size() != len(nodeMap) {
		t.Errorf("mgr.Size() = %d, expected %d", mgr.Size(), len(nodeMap))
	}
	for _, node := range mgr.Nodes() {
		if nodeMap[node.Address()] != node.ID() {
			t.Errorf("mgr.Nodes()[%s] = %d, expected %d", node.Address(), node.ID(), nodeMap[node.Address()])
		}
	}
}

func TestNewConfigurationNodeIDs(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	c1, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	if c1.Size() != len(nodes) {
		t.Errorf("c1.Size() = %d, expected %d", c1.Size(), len(nodes))
	}

	// Identical configurations c1 == c2
	nodeIDs := c1.NodeIDs()
	c2, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeIDs(nodeIDs))
	if err != nil {
		t.Fatal(err)
	}
	if c2.Size() != len(nodes) {
		t.Errorf("c2.Size() = %d, expected %d", c2.Size(), len(nodes))
	}
	if diff := cmp.Diff(c1, c2); diff != "" {
		t.Errorf("Expected same configurations, but got (-c1 +c2):\n%s", diff)
	}

	// Configuration with one less node |c3| == |c1| - 1
	c3, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeIDs(nodeIDs[:len(nodeIDs)-1]))
	if err != nil {
		t.Fatal(err)
	}
	if c3.Size() != len(nodes)-1 {
		t.Errorf("c3.Size() = %d, expected %d", c3.Size(), len(nodes)-1)
	}
	if diff := cmp.Diff(c1, c3); diff == "" {
		t.Errorf("Expected different configurations, but found no difference")
	}
}

func TestNewConfigurationAnd(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	c1, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	c2Nodes := []string{"127.0.0.1:8080"}
	c2, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(c2Nodes))
	if err != nil {
		t.Fatal(err)
	}

	// Add newNodes to c1, giving a new c3 with a total of 3+2 nodes
	newNodes := []string{"127.0.0.1:9083", "127.0.0.1:9084"}
	c3, err := gorums.NewRawConfiguration(
		mgr,
		c1.WithNewNodes(gorums.WithNodeList(newNodes)),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c3.Size() != len(nodes)+len(newNodes) {
		t.Errorf("c3.Size() = %d, expected %d", c3.Size(), len(nodes)+len(newNodes))
	}

	// Combine c2 to c1, giving a new c4 with a total of 3+1 nodes
	c4, err := gorums.NewRawConfiguration(
		mgr,
		c1.And(c2),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c4.Size() != len(nodes)+len(c2Nodes) {
		t.Errorf("c4.Size() = %d, expected %d", c4.Size(), len(nodes)+len(c2Nodes))
	}

	// Combine c2 to c4, giving a new c5 with a total of 4 nodes
	// c4 already contains all nodes from c2 (see above): c4 = c1+c2
	// c5 should essentially just be a copy of c4 (ignoring duplicates from c2)
	c5, err := gorums.NewRawConfiguration(
		mgr,
		c4.And(c2),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c5.Size() != c4.Size() {
		t.Errorf("c5.Size() = %d, expected %d", c5.Size(), c4.Size())
	}
}

func TestNewConfigurationExcept(t *testing.T) {
	mgr := gorums.NewRawManager(gorums.WithNoConnect())
	c1, err := gorums.NewRawConfiguration(mgr, gorums.WithNodeList(nodes))
	if err != nil {
		t.Fatal(err)
	}
	c2, err := gorums.NewRawConfiguration(
		mgr,
		c1.WithoutNodes(c1[0].ID()),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c2.Size() != c1.Size()-1 {
		t.Errorf("c2.Size() = %d, expected %d", c2.Size(), c1.Size()-1)
	}

	newNodes := []string{"127.0.0.1:9083", "127.0.0.1:9084"}
	c3, err := gorums.NewRawConfiguration(
		mgr,
		c1.WithNewNodes(gorums.WithNodeList(newNodes)),
	)
	if err != nil {
		t.Fatal(err)
	}
	c4, err := gorums.NewRawConfiguration(
		mgr,
		c3.Except(c1),
	)
	if err != nil {
		t.Fatal(err)
	}
	if c4.Size() != c3.Size()-c1.Size() {
		t.Errorf("c4.Size() = %d, expected %d", c4.Size(), c3.Size()-c1.Size())
	}
}

func TestConfigConcurrentAccess(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	defer teardown()

	mgr := gorumsTestMgr()
	cfg, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	errCh := make(chan error, 2)
	var wg sync.WaitGroup
	for j := 0; j < 2; j++ {
		wg.Add(1)
		go func() {
			node := cfg.Nodes()[0]
			_, err := node.Test(context.Background(), &dummy.Empty{})
			if err != nil {
				errCh <- err
			}
			wg.Done()
		}()
	}
	wg.Wait()
	close(errCh)
	for err := range errCh {
		t.Error(err)
	}
}
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// Copyright 2020 Google LLC
//
// Licensed under the Apache License, Version 2.0 (the "License");
// you may not use this file except in compliance with the License.
// You may obtain a copy of the License at
//
//     http://www.apache.org/licenses/LICENSE-2.0
//
// Unless required by applicable law or agreed to in writing, software
// distributed under the License is distributed on an "AS IS" BASIS,
// WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
// See the License for the specific language governing permissions and
// limitations under the License.

syntax = "proto3";

package google.rpc;

import "google/protobuf/any.proto";

option cc_enable_arenas = true;
option go_package = "google.golang.org/genproto/googleapis/rpc/status;status";
option java_multiple_files = true;
option java_outer_classname = "StatusProto";
option java_package = "com.google.rpc";
option objc_class_prefix = "RPC";

// The `Status` type defines a logical error model that is suitable for
// different programming environments, including REST APIs and RPC APIs. It is
// used by [gRPC](https://github.com/grpc). Each `Status` message contains
// three pieces of data: error code, error message, and error details.
//
// You can find out more about this error model and how to work with it in the
// [API Design Guide](https://cloud.google.com/apis/design/errors).
message Status {
  // The status code, which should be an enum value of [google.rpc.Code][google.rpc.Code].
  int32 code = 1;

  // A developer-facing error message, which should be in English. Any
  // user-facing error message should be localized and sent in the
  // [google.rpc.Status.details][google.rpc.Status.details] field, or localized by the client.
  string message = 2;

  // A list of messages that carry the error details.  There is a common set of
  // message types for APIs to use.
  repeated google.protobuf.Any details = 3;
}
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# Available Options and Their Meaning

To select a call type for a Protobuf service method, you must specify one or more boolean options.
Gorums currently supports the following call types (these cannot be combined):

| Call type           | Gorums option        | Description                                                         |
| ------------------- | -------------------- | ------------------------------------------------------------------- |
| Ordered RPC         | no option            | FIFO-ordered synchronous RPC to a single node.                      |
| Unicast             | `gorums.unicast`     | FIFO-ordered one-way asynchronous unicast.                          |
| Multicast           | `gorums.multicast`   | FIFO-ordered one-way asynchronous multicast.                        |
| Quorum Call         | `gorums.quorumcall`  | FIFO-ordered synchronous quorum call on a configuration of nodes.   |
| Correctable         | `gorums.correctable` | Asynchronous quorum call with *incremental consistency guarantees*. |

All call types rely on a streaming RPC call named `NodeStream` to send and receive messages to/from individual nodes.
However, the server API generated by Gorums does not expose the gRPC stream-based API.
Instead, the generated API is similar to unary gRPC, except for the handling of return values is a bit different.

Each call type may also specify some advanced options:

| Name               | Gorums option               | Type   | Description                                                                                    |
| ------------------ | --------------------------- | ------ | ---------------------------------------------------------------------------------------------- |
| Custom return type | `gorums.custom_return_type` | string | Makes the quorum function return a different type than the RPC response type.                  |
| Per node arguments | `gorums.per_node_arg`       | bool   | Makes it possible to send different request objects to each node in a call.                    |
| Asynchronous       | `gorums.async`              | bool   | Makes the quorum call run asynchronously and returns a "promise" object to fetch the result.   |

The following matrix shows which call types can be combined with the different options:

| Option             | Ordered RPC | Unicast | Multicast | Quorum Call | Correctable |
| ------------------ | ----------- | ------- | --------- | ----------- | ----------- |
| Custom return type | N/A         | N/A     | N/A       | Yes         | Yes         |
| Per node arguments | N/A         | N/A     | Yes       | Yes         | Yes         |
| Asynchronous       | No          | N/A     | N/A       | Yes         | No          |

The correctable quorum call is an asynchronous call type that comes in two variants.
In the first variant, each node of the configuration sends only a single response.
In the second variant, each node may return multiple responses.
The second variant uses the gRPC server-side stream API and is indicated with the `stream` keyword associated with the return type.
See `ReadCorrectableStream` method below for an example.

Note that the `gorums.correctable` option should not be combined with the `gorums.async` option.

## Example Protobuf Definitions

Below is shown a list of RPC service methods, illustrating how to configure the different variants.

```proto
service Storage {
  // ReadOrdered is a FIFO-ordered RPC.
  rpc ReadOrdered(ReadRequest) returns (State) {}

  // ReadQC is a FIFO-ordered synchronous quorum call.
  rpc ReadQC(ReadRequest) returns (State) {
    option (gorums.quorumcall) = true;
  }

  // ReadAsync is an asynchronous quorum call that
  // returns a promise object for retrieving results.
  rpc ReadAsync(ReadRequest) returns (State) {
    option (gorums.async) = true;
    option (gorums.quorumcall) = true;
  }

  // ReadCustomReturn is a FIFO-ordered synchronous quorum call with a custom return type.
  rpc ReadCustomReturn(ReadRequest) returns (State) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MyState";
  }

  // ReadCorrectable is an asynchronous correctable quorum call that
  // returns a correctable object for retrieving results.
  rpc ReadCorrectable(ReadRequest) returns (State) {
    option (gorums.correctable) = true;
  }

  // ReadCorrectableStream is an asynchronous correctable quorum call that
  // returns a correctable object for retrieving results over a stream.
  rpc ReadCorrectableStream(ReadRequest) returns (stream State) {
    option (gorums.correctable) = true;
  }

  // WriteMulticast is an asynchronous multicast to all nodes in a configuration.
  // No replies are collected.
  rpc WriteMulticast(State) returns (Empty) {
    option (gorums.multicast) = true;
  }

  // WritePerNode is a synchronous quorum call, where,
  // for each node, a provided function is called to determine
  // the argument to be sent to that node.
  rpc WritePerNode(State) returns (WriteResponse) {
    option (gorums.quorumcall)  = true;
    option (gorums.per_node_arg)  = true;
  }
}
```
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# Benchmarking Gorums

The repository includes a program that can be used to benchmark different call types and options.
The program is compiled from `cmd/benchmark`, and uses the `benchmark` package.
Using the `benchmark` program, it is possible to run benchmarks on both local and remote servers.

## Usage

To compile the benchmark program, run:

```shell
make benchmark
```

By default, the program runs all of the built-in benchmarks on local servers.
The following command-line flags can be used to change various parameters of the benchmarks:

```text
Usage of cmd/benchmark/benchmark:
  -benchmarks regexp
      A regexp matching the benchmarks to run. (default '.*')
  -concurrent int
      Number of goroutines that can make calls concurrently. (default 1)
  -config-size int
      Size of the configuration to use. If < 1, all nodes will be used. (default 4)
  -cpuprofile file
      A file to write cpu profile to.
  -list
      List all available benchmarks
  -max-async int
      Maximum number of async calls that can be in flight at once. (default 1000)
  -memprofile file
      A file to write memory profile to.
  -payload int
      Size of the payload in request and response messages (in bytes).
  -quorum-size int
      Number of replies to wait for before completing a quorum call.
  -remotes list
      A comma separated list of remote addresses to connect to.
  -send-buffer uint
      The size of the send buffer.
  -server address
      Run a benchmark server on given address.
  -server-buffer uint
      The size of the server buffers.
  -server-stats
      Show server statistics separately
  -time duration
      The duration of each benchmark. (default "1s")
  -trace file
      A file to write trace to.
  -warmup duration
      Warmup duration. (default "100ms")
```

By default, the `cmd/benchmark` program starts internal servers to perform benchmarks locally.
To run the benchmarks with remote servers, the `--remotes` flag must be used.

### Remote benchmarks with ansible

In the `scripts/` folder, we provide some simple ansible scripts that can be used to run benchmarks on remote servers.
To use the scripts, an [inventory](https://docs.ansible.com/ansible/latest/user_guide/intro_inventory.html) file must be created.
The ansible script expects two groups, "client" and "servers."
Below is an example inventory file:

```ini
[client]
client.example.com

[servers]
server1.example.com
server2.example.com
server3.example.com
```

To copy the benchmark binary to the remote servers, run the `deploy.yml` ansible script as follows

```sh
ansible-playbook -i [your inventory file] deploy.yml
```

(remember to build it using `make benchmark` first).

The `benchmark.sh` script runs the appropriate ansible-playbook command and parses the output.
Hence, to run `benchmark.sh`:

```sh
cd scripts/
./benchmark.sh [your inventory file] [arguments to benchmark]
```

For example:

```sh
./benchmark.sh ./hosts --benchmarks 'QC'
```
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# Message Ordering in Gorums

## The Problem

Many of the use cases for a framework like Gorums depend on messages arriving in the correct order.
Unfortunately, gRPC does not guarantee that unary RPCs invoked in order, will be received by the server in the same order.
That is, according to the [gRPC docs](https://grpc.io/docs/what-is-grpc/core-concepts/):
"*gRPC guarantees message ordering within an individual RPC call.*"
Further, as explained [here](https://github.com/grpc/grpc/issues/10853#issuecomment-297478862):
"*Separate requests are independent of each other, and there is no guarantee that they will be handled in any particular order. If you want to preserve the order of a set of messages between a single client and a single server, I would recommend using a streaming call. Messages within a single stream are guaranteed to be received in the order in which they are sent.*"
This was a source of [problems](https://github.com/relab/gorums/issues/16) in early versions of Gorums.

## Implementation of Message Ordering

Gorums now implements ordered RPCs between client and server, in addition to ordered quorum calls.
This implementation relies on gRPC streams to [preserve the order of messages](https://grpc.io/docs/what-is-grpc/core-concepts/) instead of unary RPCs.

### Client-side

Under the hood, Gorums sends messages on a single gRPC stream for each node.
Request messages are assigned unique message IDs to associate requests and responses that belong together.
Messages are then sent along with some other metadata required by Gorums.
Two goroutines for each *node stream* handle the sending and receiving of messages on the client-side.
When invoking a quorum call, a request message is passed to each node's *sending goroutine*.
The quorum call method also creates a channel for receiving response messages.
When a node's receiving goroutine receives a response message, it will be passed back to the quorum call method via its associated channel.

### Server-side

The server-side works similarly to the client-side.
There are two goroutines, one responsible for sending and one responsible for receiving messages.
Upon receiving a request, the receiving goroutine *synchronously* executes the handler for that request.
Before the handler is called, Gorums creates a channel to receive the response message.
When Gorums receives a message on this channel, it gets tagged with the same message ID as the request.

The use of a function to return messages from the RPC handler makes the handlers more flexible than handlers that simply return a result:

* RPC handler functions are executed synchronously by the receiving goroutine, ensuring in-order processing of requests.
* Concurrent processing of requests is still possible since the RPC handler can start a goroutine.

### RPC API Differences from gRPC

```go
// the unary gRPC-style server API
type Server interface {
  // Runs in one of multiple worker goroutines,
  // and requests may be handled in a different order.
  RPC(context.Context, *Request) (*Response, error)
}

// the Gorums server API
type Server interface {
  // Handler receives a special server context object.
  // Runs in its own goroutine.
  // Server waits until the handler returns
  // or until the handler calls Release() on the context object.
  RPC(gorums.ServerCtx, *Request) (*Response, error)
}
```

Our server handlers are executed synchronously by default, in the order that requests are received in.
This allows us to support use cases where message ordering is important.
However, the application may only need to worry about message ordering up to a certain point.
For example, consider an application that needs to send requests to servers in-order, but can receive responses in any order.
For this application, the handler may place the request in a queue, wait for it to be processed before returning a response.
With our API, the handler can simply add the request to the queue, call `Release()` on the server context,
and then return the response once it is ready.
Hence, the penalty for running server handlers synchronously is reduced while still preserving ordering.
Below is an example of how such a handler could be written:

```go
func (s *testSrv) AsyncHandler(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
  // do synchronous work
  response := &Response{
    InOrder: s.isInOrder(req.GetNum()),
  }

  // allow the server to start processing the next request.
  ctx.Release()

  // this code will run concurrently with other handlers
  // perform slow / async work here
  time.Sleep(10 * time.Millisecond)
  // at some point later, the response passed back to Gorums through the `ret` function,
  // and gets sent back to the client.
  return response, nil
}
```

## How to Preserve Message Ordering

While Gorums preserve message ordering end-to-end, this guarantee only holds as long as the order is preserved at both endpoints.
Hence, to preserve message ordering, the following rules must be adhered to:

* (Client-side) Quorum calls cannot be started in separate goroutines, as the scheduling of goroutines is non-deterministic.

* (Client-side) To process replies from different quorum calls concurrently, use the `async` option.

* (Server-side) If the server must return replies in the same order as the client sent them, the server-side handler must also preserve ordering.
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# Design Document for Layering with gRPC and Gorums

Gorums wants to support new features that require processing of metadata
on the server side, that should not be visible to the server method implementations, and likewise for clients invoking an RPC method, should not need to concern themselves with these details.

Examples of such layers includes

* A layer to attach a configuration data structure to replies to allow a client to receive information about changes to the configuration (group membership), e.g. in a process-centric model. Similarly, the client proxy should be able to attach an epoch number that the server-side proxy will use to determine if the client has the most up-to-date configuration. These data elements should not be exposed to the client and server side code, and should seamlessly be filtered before a call is passed to the upper server-side method, and correspondingly the client-side caller.

* Another application of such layering is to pass context information about a request to other processes from a server to another server in an all-to-all communication pattern. That is, a server may implement a server-side quorum function to receive such context information, which can then be used to determine if a quorum has been received and thus decide on the next action, passing on the context information as needed by the protocol being implemented.

* The Raft implementation presented in Meland's thesis, while not using any layering, had some design challenges in deciding how to structure the Key-Value storage application vs the Raft protocol implementation. Perhaps a layering approach could alleviate this tension.

* A more formalized layer approach can replace the current solution for `custom_return_type` and `per_node_arg` options, and the various proposed `call_adapter` options (partially implemented in the `call-adapter` branch).

Frausing's thesis provided two implementations of such layering, one based on interceptors and the metadata support in gRPC, and one where the layer was designed as two separate gRPC services, one with a prefix `g` to separate it from the actual service that applications should use. Please see Frausing's thesis for additional details, and his code on [GitHub](https://github.com/tfrausin/reconf). There is also a question and an answer in this [gRPC issue](https://github.com/grpc/grpc-go/issues/2091).

The metadata approach is not type safe because everything must be converted to a string, and in Frausing's implementation, this requires a custom marshaling and unmarshaling implementation. Moreover, it seems that there is a larger overhead with this approach compared to the alternative with using separate gRPC interfaces.

## The interceptor approach

However, it would be interesting to consider (as suggested in the gRPC issue linked above) a generic implementation that will marshal/unmarshal a protobuf structure to/from a json string that can be passed as part of the metadata feature of gRPC. What do I mean by generic here? Well, the content of the metadata to be passed in the metadata structure of an RPC request/response message should be defined as a proto message type, and the marshaling functions should be automatic. Basically, the code generator should produce marshaling functions for the metadata, and a layer-specific method that accepts the request/response object and unmarshaled metadata type as generated by the protobuf for that metadata object.

We should essentially generate the interceptor code that extract things and calls out to a function like this:

```go
import pbm "github.com/relab/reconf/cfgproto"

func (c *pbm.Config) Read(ctx context.Context, cfg pbm.Config) (pb.Config, error) {
    if c.Epoch() == cfg.Epoch() {
        return nil, nil
    }
    if c.Epoch() > cfg.Epoch() {
        // client has old configuration; return current cfg
        return cfg, nil
    } else {
        // client has newer configuration; return error???
        return nil, err
    }
}
```

Not sure exactly what should be the generic signature for this thing.

## Example using the `g` prefix approach, but with different naming scheme

Here is an example of a `Storage` implementation with a reconfiguration layer.

Assume the following protobuf message type `Config`, which is the metadata needed by the reconfiguration layer.

```protobuf
message Config {
    uint64 epoch = 1;
    repeat string addr = 2;
}
```

Note that, we don't need to maintain two separate message types for the actual configuration (list of machines) and the epoch, since if the list of machines is empty, it won't take any space in the message. Empty fields will simply be removed during marshaling.

On the server-side, our implementation of the reconfiguration layer would look something like this:

**Caveat**: The following is not quite correct because we can't have both `cfg` and `req` arguments to the `Read` call below. So necessary adjustments must be made. In fact, the client-side is more accurately specified. But I'm still not sure I like it very much.

```go
import pbm "github.com/relab/reconf/cfgproto"

func (c *pbm.Config) Read(ctx context.Context, cfg pbm.Config, req pb.ReadRequest) (pb.State, error) {
    if c.Epoch() == cfg.Epoch() {
        return c.upper.Read(ctx, req)
    } else {
        return nil, fmt.Errorf("wrong epoch")
    }
}

func (s *pb.StorageSrv) Read(ctx context.Context, req pb.ReadRequest) (pb.State, error) {
    // actual storage implementation
}
```

Here is an alternative design where we return the updated `pbm.Config`:

```go
func (c *pbm.Config) Read(ctx context.Context, cfg pbm.Config, req pb.ReadRequest) (pb.State, pbm.Config, error) {
    curEpoch, callEpoch := c.Epoch(), cfg.Epoch()
    if curEpoch == callEpoch {
        s, err := c.upper.Read(ctx, req)
        return s, nil, err
    }
    if curEpoch > callEpoch {
        return nil, curEpoch, fmt.Errorf("wrong epoch")
    } else {
        // server has outdated epoch; must reconfigure
    }
}
```

On the client side, we would still call the `Read` method as if it were a regular gRPC method:

```go
    // the mgr returns custom config objects that produce appropriate metadata for the reconfiguration layer.
    config, err := mgr.NewConfiguration(ids, qspec)
    rreply, err := config.Read(ctx, &pb.ReadRequest{})
```

The client-side reconfiguration layer (proxy), would then be implemented as follows:

```go
func (c *reconfStorageClient) Read(ctx context.Context, in *ReadRequest, opts ...grpc.CallOption) (*State, error) {
    currConfig := c.GetConfig()
    inArg := &pb.ConfigReadRequest{Config: currConfig, ReadRequest: in}
    out := new(ConfigState)
    err := grpc.Invoke(ctx, "/dev.ReconfStorage/Read", inArg, out, c.cc, opts...)
    if err != nil {
        return nil, err
    }
    if out.Epoch() != currConfig.Epoch() {
        c.UpdateConfig(out.GetConfig())
    }
    realOut := out.GetState()
    return realOut, nil
}
```

Note that we need to generate a `ReconfStorage` proto to represent a combined interface:

```protobuf
service ReconfStorage {
    rpc Read(ConfigReadRequest) ConfigState;
}

message ConfigReadRequest {
    Config config = 1;
    ReadRequest req = 2;
}

message ConfigState {
    Config confg = 1;
    State state = 2;
}
```

Note that the `c.cc` connection points to the reconfiguration layer's `Read` method (in the `ReconfStorage` interface), which holds a combination of both the `ReadRequest` message and the `Config` message types.

## Open Questions

1. If our code generator produces these additional layering methods for us, do we need to register the server implementing all interfaces (both `pbm.Config` and `pb.Storage`) or can it be replaced with the top-layer only?

2. Can we support multiple layers? For example, if we want to support both reconfiguration and all-to-all communication, and these features are best kept separate?

3. The approach above is not so flexible in that a new layer will probably want to define templates for code generation.
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# Preparing a new Release of Gorums

Below are the steps to prepare a new release of Gorums.

To cut a release you will need additional tools:

```shell
% go install golang.org/x/exp/cmd/gorelease@latest
% brew install gh
```

1. Check and upgrade dependencies:

   ```shell
   % make tools
   % protoc --version
   libprotoc 3.15.6
   # v3.15.6 is current; but if new version available run:
   % brew upgrade protobuf
   % protoc-gen-go-grpc --version
   protoc-gen-go-grpc 1.1.0
   % protoc-gen-go --version
   protoc-gen-go v1.26.0
   # Upgrade module dependencies
   % go get -u ./...
   % cd examples
   % go get -u ./...
   % cd ..
   ```

2. Run `gorelease` to suggested new version number, e.g.:

   ```text
   ... (list of compatability changes) ...
   Inferred base version: v0.3.0
   Suggested version: v0.4.0
   ```

3. Edit `internal/version/version.go`

4. Edit `version.go`

5. Install new version of `protoc-gen-gorums`:

   ```shell
   % make dev
   % protoc-gen-gorums --version
   protoc-gen-gorums v0.4.0-devel
   ```

6. Recompile `_gorums.pb.go` files:

   ```shell
   % make -B
   % go mod tidy
   % cd examples
   % make -B
   % go mod tidy
   % cd ..
   ```

7. Run tests:

   ```shell
   % make test
   % make testrace
   ```

8. Edit gorums dependency to be v0.4.0 in example/go.mod:

   ```shell
   % vim examples/go.mod
   ```

9. Add and commit changes due to upgrades and recompilation:

   ```shell
   % git add
   % git commit -m "Gorums release v0.4.0"
   # Synchronize master branch
   % git push
   ```

10. Publish the release with release notes:

    ```shell
    # Prepare release notes in release-notes.md
    % gh release create v0.4.0 --prerelease -F release-notes.md --title "Main changes in release"
    ```

    Without the `gh` tool:

    ```shell
    % git tag v0.4.0
    % git push origin v0.4.0
    ```

    Now other projects can depend on `v0.4.0` of `github.com/relab/gorums`.

11. To check that the new version is available (after a bit of time):

    ```shell
    % go list -m github.com/relab/gorums@v0.4.0
    ```
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# User Guide

You may wish to read the gRPC "Getting Started" documentation found [here](http://www.grpc.io/docs/) before continuing.
Gorums uses gRPC under the hood, and exposes some of its configuration.
Gorums also uses [Protocol Buffers](https://developers.google.com/protocol-buffers) to specify messages and RPC methods.

## Prerequisites

This guide describes how to use Gorums as a user.
The guide requires a working Go installation.
At least Go version 1.16 is required.

There are a few tools that need to be installed first:

1. Install version 3 of `protoc`, the Protocol Buffers Compiler.
   Installation of this tool is OS/distribution specific.

   On Linux/macOS/WSL with Homebrew you can use:

   ```shell
   brew install protobuf
   ```

   See the [releases](https://github.com/google/protobuf/releases) page for details and other releases.

2. Install the [Go code generator](https://github.com/protocolbuffers/protobuf-go) for `protoc`.
   It can be installed with the following command:

   ```shell
   go install google.golang.org/protobuf/cmd/protoc-gen-go@latest
   ```

3. Install the Gorums plugin:

   ```shell
   go install github.com/relab/gorums/cmd/protoc-gen-gorums@latest
   ```

## Creating and Compiling a Protobuf Service Description into Gorums Code

In this example we will create a simple storage service.
The storage can store a single `{string,timestamp}` tuple and has two methods:

* `Read() State`
* `Write(State) Response`

First, we define our storage as a gRPC service by using the protocol buffers interface definition language (IDL).
Refer to the protocol buffers [language guide](https://developers.google.com/protocol-buffers/docs/proto3) to learn more about the Protobuf IDL.

Let's create a file, `storage.proto`, in a new Go package called `gorumsexample`.
We will use `$HOME/gorumsexample` as the project root, and we will use the Go module system:

```shell
mkdir $HOME/gorumsexample
cd $HOME/gorumsexample
go mod init gorumsexample
go get github.com/relab/gorums
```

The file `storage.proto` should have the following content:

```protobuf
syntax = "proto3";
package gorumsexample;
option go_package = ".;gorumsexample";

service Storage {
  rpc Read(ReadRequest) returns (State) { }
  rpc Write(State) returns (WriteResponse) { }
}

message State {
  string Value = 1;
  int64 Timestamp = 2;
}

message WriteResponse {
  bool New = 1;
}

message ReadRequest {}
```

Every RPC method must take and return a single Protobuf message.
This is a requirement of the Protobuf IDL.
The `Read` method in this example, therefore, takes an empty `ReadRequest` as input since no information is needed by the method.

**Note:** Gorums offers one-way communication through the `unicast` and `multicast` call types.
For these call types, the response message type will be unused by Gorums.
For a detailed overview of the available method options to control the call types, see the [method options](method-options.md) document.

Next, we compile our service definition into Go code which includes:

1. Go code to access and manage the defined Protobuf messages.
2. A Gorums client API and server interface for the storage.

We simply invoke `protoc` to compile our Protobuf definition:

```shell
protoc -I=$(go list -m -f {{.Dir}} github.com/relab/gorums):. \
  --go_out=paths=source_relative:. \
  --gorums_out=paths=source_relative:. \
  storage.proto
```

The above step should produce two files named `storage.pb.go` and `storage_gorums.pb.go` in your package directory.
The former contains the Protobuf definitions of our messages.
The latter contains the Gorums generated client and server interfaces.
Let us examine the `storage_gorums.pb.go` file to see the code generated from our Protobuf definitions.
Our two RPC methods have the following signatures:

```go
func (n *Node) Read(ctx context.Context, in *ReadRequest) (*State, error)
func (n *Node) Write(ctx context.Context, in *State) (*WriteResponse, error)
```

And this is our server interface:

```go
type Storage interface {
  Read(gorums.ServerCtx, *ReadRequest) (*State, error)
  Write(gorums.ServerCtx, *State) (*WriteResponse, error)
}
```

**Note:** For a real use case, you may decide to keep the `.proto` file and the generated `.pb.go` files in a separate directory/package and import that package (the generated Gorums API) into your application.
We skip that here for the sake of simplicity.

## Implementing the StorageServer

We now describe how to use the generated Gorums API for the `Storage` service.
We begin by implementing the `Storage` server interface from above:

```go
type storageSrv struct {
  mut   sync.Mutex
  state *State
}

func (srv *storageSrv) Read(_ gorums.ServerCtx, req *ReadRequest) (resp *State, err error) {
  srv.mut.Lock()
  defer srv.mut.Unlock()
  fmt.Println("Got Read()")
  return srv.state, nil
}

func (srv *storageSrv) Write(_ gorums.ServerCtx, req *State) (resp *WriteResponse, err error) {
  srv.mut.Lock()
  defer srv.mut.Unlock()
  if srv.state.Timestamp < req.Timestamp {
    srv.state = req
    fmt.Println("Got Write(", req.Value, ")")
    return &WriteResponse{New: true}, nil
  }
  return &WriteResponse{New: false}, nil
}
```

There are some important things to note about implementing the server interfaces:

* The handlers run in the order messages are received.
* Messages from the same sender are executed in FIFO order at all servers.
* Messages from different senders may be received in a different order at the different servers.
  To guarantee messages from different senders are executed in-order at the different servers, you must use a total ordering protocol.
* Handlers run synchronously, and hence a long-running handler will prevent other messages from being handled.
  To help solve this problem, our `ServerCtx` objects have a `Release()` function that releases the handler's lock on the server,
  which allows the next request to be processed. After `ctx.Release()` has been called, the handler may run concurrently
  with the handlers for the next requests. The handler automatically calls `ctx.Release()` after returning.

  ```go
  func (srv *storageSrv) Read(ctx gorums.ServerCtx, req *ReadRequest) (resp *State), err error {
    // any code running before this will be executed in-order
    ctx.Release()
    // after Release() has been called, a new request handler may be started,
    // and thus it is not guaranteed that the replies will be sent back the same order.
    srv.mut.Lock()
    defer srv.mut.Unlock()
    fmt.Println("Got Read()")
    return srv.state, nil
  }
  ```

* The context passed to the handlers is the gRPC stream context of the underlying gRPC stream.
  This context can be used to retrieve [metadata](https://github.com/grpc/grpc-go/blob/master/Documentation/grpc-metadata.md)
  and [peer](https://godoc.org/google.golang.org/grpc/peer) information from the client.
* Errors should be returned using the [`status` package](https://pkg.go.dev/google.golang.org/grpc/status?tab=doc).
* It is currently not possible to send more than one reply message per request.
  This may change with other call types in the future.

For more information about message ordering and why we use channels instead of `return` in our handlers, read [ordering.md](./ordering.md).

To start the server, we need to create a *listener* and a *GorumsServer*, and then register our server implementation:

```go
func ExampleStorageServer(port int) {
  lis, err := net.Listen("tcp", fmt.Sprintf(":%d", port))
  if err != nil {
    log.Fatal(err)
  }
  gorumsSrv := gorums.NewServer()
  srv := storageSrv{state: &State{}}
  RegisterStorageServer(gorumsSrv, &srv)
  gorumsSrv.Serve(lis)
}
```

## Implementing the StorageClient

Next, we write client code to call RPCs on our servers.
The first thing we need to do is to create an instance of the `Manager` type.
The manager maintains a pool of connections to nodes.
Nodes are added to the connection pool via new configurations, as shown below.

The manager takes as arguments a set of optional manager options.
We can forward gRPC dial options to the manager if needed.
The manager will use these options when connecting to nodes.
Three different options are specified in the example below.

```go
package gorumsexample

import (
  "log"
  "time"

  "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func ExampleStorageClient() {
  mgr := NewManager(
    gorums.WithDialTimeout(500*time.Millisecond),
    gorums.WithGrpcDialOptions(
      grpc.WithBlock(),
      grpc.WithTransportCredentials(insecure.NewCredentials()),
    ),
  )
```

A configuration is a set of nodes on which our RPC calls can be invoked.
Using the `WithNodeList` option, the manager assigns a unique identifier to each node.
The code below shows how to create a configuration:

```go
  // Get all all available node ids, 3 nodes
  addrs := []string{
    "127.0.0.1:8080",
    "127.0.0.1:8081",
    "127.0.0.1:8082",
  }
  // Create a configuration including all nodes
  allNodesConfig, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
  if err != nil {
    log.Fatalln("error creating read config:", err)
  }
```

The `Manager` and `Configuration` types also have few other available methods.
Inspect the package documentation or source code for details.

We can now invoke the Write RPC on each `node` in the configuration:

```go
  // Test state
  state := &State{
    Value:     "42",
    Timestamp: time.Now().Unix(),
  }

  // Invoke Write RPC on all nodes in config
  for _, node := range allNodesConfig.Nodes() {
    reply, err := node.Write(context.Background(), state)
    if err != nil {
      log.Fatalln("read rpc returned error:", err)
    } else if !reply.New {
      log.Println("state was not new.")
    }
  }
```

While Gorums allows us to call RPCs on individual nodes as we did above, Gorums also provides a call type *quorum call* that allows us to invoke an RPC on all nodes in a configuration with a single invocation, as we show in the next section.

## Quorum Calls

Instead of invoking an RPC explicitly on all nodes in a configuration, Gorums allows users to invoke a *quorum call* via a method on the `Configuration` type.
If an RPC is invoked as a quorum call, Gorums will invoke the RPCs on all nodes in parallel and collect and process the replies.

For the Gorums plugin to generate quorum calls we need to specify the `quorumcall` option for our RPC methods in the proto file, as shown below:

```protobuf
import "gorums.proto";

service QCStorage {
  rpc Read(ReadRequest) returns (State) {
    option (gorums.quorumcall) = true;
   }
  rpc Write(State) returns (WriteResponse) {
    option (gorums.quorumcall) = true;
   }
}
```

The generated methods have the following client-side interface:

```go
func (c *Configuration) Read(ctx context.Context, in *ReadRequest) (*State, error)
func (c *Configuration) Write(ctx context.Context, in *State) (*WriteResponse, error)
```

## The QuorumSpec Interface with Quorum Functions

Gorums uses a *quorum function*, that takes as input a set of replies from individual servers, and computes the reply to be returned from the quorum call.
Such a quorum function has two responsibilities:

1. Report when a set of replies form a quorum.
2. Compute a single reply from a set of replies that form a quorum.

Behind the scenes, the RPCs invoked as part of a quorum call return multiple replies.
Typically, only one of these replies should be returned to the end-user.
However, Gorums cannot provide a generic policy for selecting a single reply from many replies.
Instead, Gorums makes this an application-specific choice.
For example, it may be necessary to compare the content of several reply messages when deciding which reply to return to the client's quorum call, and sometimes several replies must be combined into a new one.
Gorums, therefore, generates a `QuorumSpec` interface that contains a quorum function for every quorum call.
The `QuorumSpec` generated for our example is as follows:

```go
type QuorumSpec interface {
  // ReadQF is the quorum function for the Read
  // quorum call method.
  ReadQF(req *ReadRequest, replies map[uint32]*State) (*State, bool)

  // WriteQF is the quorum function for the Write
  // quorum call method.
  WriteQF(req *WriteRequest, replies map[uint32]*WriteResponse) (*WriteResponse, bool)
}
```

A `QuorumSpec` implementation must be provided when creating a new configuration.
Each quorum function of the `QuorumSpec` must adhere to the following rules:

* If too few replies have been received, a quorum function must return `false`, signaling to Gorums that the quorum call should wait for more replies.
* Once sufficiently many replies have been received, the quorum function must return `true` along with an appropriate return value, signaling that the quorum call can return the value to the client.

The example below shows an implementation of the `QuorumSpec` interface.
Here, `ReadQF` returns the `*State` with the highest timestamp and `true`, signaling that the quorum call can return.
The quorum call will return the `*State` chosen by the quorum function.

```go
package gorumsexample

import "sort"

type QSpec struct {
  quorumSize int
}

// ReadQF is the quorum function for the Read RPC method.
func (qs *QSpec) ReadQF(_ *ReadResponse, replies map[uint32]*State) (*State, bool) {
  if len(replies) < qs.quorumSize {
    return nil, false
  }
  return newestState(replies), true
}

// WriteQF is the quorum function for the Write RPC method.
func (qs *QSpec) WriteQF(_ *WriteRequest, replies map[uint32]*WriteResponse) (*WriteResponse, bool) {
  if len(replies) < qs.quorumSize {
    return nil, false
  }
  // return the first response we find
  var reply *WriteResponse
  for _, r := range replies {
    reply = r
    break
  }
  return reply, true
}

func newestState(replies map[uint32]*State) *State {
  var newest *State
  for _, s := range replies {
    if s.GetTimestamp() >= newest.GetTimestamp() {
      newest = s
    }
  }
  return newest
}
```

## Invoking Quorum Calls on the Configuration in the StorageClient

In the following code snippet, we create a configuration, including an instance of the `QSpec` defined above, and invoke a quorum call.
The quorum call will return after receiving replies from two servers.
Gorums ignores any outstanding replies.
Note that Gorums does not cancel any outstanding RPCs, leaving it to the client to manage any cancellations through the `Context` argument to the quorum call.
However, canceling RPCs to a replicated server may not be the desired behavior, since then one or more servers may not have seen previous messages.

```go
func ExampleStorageClient() {
  addrs := []string{
    "127.0.0.1:8080",
    "127.0.0.1:8081",
    "127.0.0.1:8082",
  }

  mgr := NewManager(
    gorums.WithDialTimeout(50*time.Millisecond),
    gorums.WithGrpcDialOptions(
      grpc.WithBlock(),
      grpc.WithTransportCredentials(insecure.NewCredentials()),
    ),
  )
  // Create a configuration including all nodes
  allNodesConfig, err := mgr.NewConfiguration(
    &QSpec{2},
    gorums.WithNodeList(addrs),
  )
  if err != nil {
    log.Fatalln("error creating read config:", err)
  }

  // Invoke read quorum call:
  ctx, cancel := context.WithCancel(context.Background())
  reply, err := allNodesConfig.Read(ctx, &ReadRequest{})
  if err != nil {
    log.Fatalln("read rpc returned error:", err)
  }
  cancel()
}
```

## Working with Configurations

Below is an example demonstrating how to work with configurations.
These configurations are viewed from the client's perspective, and to actually make quorum calls on these configurations, there must be server endpoints to connect to.
We ignore the construction of `mgr` and error handling.

Depending on the application's requirements, the `QSpec` argument may depend on the resulting configuration's size.
In the example below, we simply use fixed quorum sizes.

```go
func ExampleConfigClient() {
  addrs := []string{
    "127.0.0.1:8080",
    "127.0.0.1:8081",
    "127.0.0.1:8082",
  }
  // Make configuration c1 from addrs, giving |c1| = |addrs| = 3
  c1, _ := mgr.NewConfiguration(
    &QSpec{2},
    gorums.WithNodeList(addrs),
  )

  newAddrs := []string{
    "127.0.0.1:9080",
    "127.0.0.1:9081",
  }
  // Make configuration c2 from newAddrs, giving |c2| = |newAddrs| = 2
  c2, _ := mgr.NewConfiguration(
    &QSpec{1},
    gorums.WithNodeList(newAddrs),
  )

  // Make new configuration c3 from c1 and newAddrs, giving |c3| = |c1| + |newAddrs| = 3+2=5
  c3, _ := mgr.NewConfiguration(
    &QSpec{3},
    c1.WithNewNodes(gorums.WithNodeList(newAddrs)),
  )

  // Make new configuration c4 from c1 and c2, giving |c4| = |c1| + |c2| = 3+2=5
  c4, _ := mgr.NewConfiguration(
    &QSpec{3},
    c1.And(c2),
  )

  // Make new configuration c5 from c1 except the first node from c1, giving |c5| = |c1| - 1 = 3-1 = 2
  c5, _ := mgr.NewConfiguration(
    &QSpec{1},
    c1.WithoutNodes(c1.NodeIDs()[0]),
  )

  // Make new configuration c6 from c3 except c1, giving |c6| = |c3| - |c1| = 5-3 = 2
  c6, _ := mgr.NewConfiguration(
    &QSpec{1},
    c3.Except(c1),
  )
}
```
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# Developer Guide

The repository contains two main components located in `cmd/protoc-gen-gorums`:

* **dev:** Contains static code and code generated by templates.
  In other words, this is the code that the `protoc-gen-gorums` compiler will output.
  All files that are not prefixed by `zorums*` and do not end in `_test.go` get bundled into `template_static.go`.
* **gengorums:** Contains the code for the `protoc-gen-gorums` compiler, as well as templates.

## Workflow and File Endings

1. **Template Changes:** Changes to generated code in the `dev/zorums_*_gorums.pb.go` files should be done by editing the various templates in the corresponding `gengorums/template_*.go` file.
   Making changes to the `zorums*` files will be overwritten.
   Note that there is not a one-to-one correspondence for all files.

2. **Static Code File Changes:** Changes to non-generated code in `dev/{config.go|mgr.go|node.go}` can be done in the respective `.go` files.

Any changes to templates or static code requires the invocation of `make` in order to:

* Bundle the static code into `template_static.go`.
* Rebuild the `protoc-gen-gorums` compiler.
* Update the `zorums_*_gorums.pb.go` files.

See the `Makefile` for more details.
To force compile, e.g. following a `protoc` update, you can use:

```sh
make -B
```

## Testing

Testing the `protoc-gen-gorums` compiler itself can be done by running the command below.
These tests verify that the code generated by the Gorums compiler is correct and stable.

```sh
make test
```

## Benchmarking

See [benchmarking.md](./benchmarking.md)

## Makefile

Below is a description of the current `Makefile` targets.
The `Makefile` itself also serves as documentation; inspect it for details.

| Target            | Description                                                                  |
| ----------------- | ---------------------------------------------------------------------------- |
| `dev`             | Updates `template_static.go` and regenerates generated files from templates. |
| `benchmark`       | Compiles the benchmark tool.                                                 |
| `tools`           | Installs required tools such as `protoc-gen-go` and `protoc-gen-go-grpc`.    |
| `installgorums`   | Reinstalls the `protoc-gen-gorums` plugin.                                   |
| `bootstrapgorums` | Used to bootstrap the plugin.                                                |
| `test`            | Run Gorums tests.                                                            |
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package gorums_test

import (
	"context"
	"fmt"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/dummy"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func TestRPCCallSuccess(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	defer teardown()

	mgr := gorumsTestMgr()

	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	response, err := node.RPCCall(ctx, gorums.CallData{
		Message: &dummy.Empty{},
		Method:  "dummy.Dummy.Test",
	})
	if err != nil {
		t.Fatalf("Unexpected error, got: %v, want: %v", err, nil)
	}
	if response == nil {
		t.Fatalf("Unexpected response, got: %v, want: %v", nil, &dummy.Empty{})
	}
}

func TestRPCCallDownedNode(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	mgr := gorumsTestMgr()

	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	teardown()                         // stop all servers on purpose
	time.Sleep(300 * time.Millisecond) // servers are not stopped immediately
	node := mgr.Nodes()[0]
	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	defer cancel()
	response, err := node.RPCCall(ctx, gorums.CallData{
		Message: &dummy.Empty{},
		Method:  "dummy.Dummy.Test",
	})
	if err == nil {
		t.Fatalf("Unexpected error, got: %v, want: %v", err, fmt.Errorf("rpc error: code = Unavailable desc = stream is down"))
	}
	if response != nil {
		t.Fatalf("Unexpected response, got: %v, want: %v", response, nil)
	}
}

func TestRPCCallTimedOut(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		return initServer()
	})
	defer teardown()

	mgr := gorumsTestMgr()

	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	ctx, cancel := context.WithTimeout(context.Background(), 0*time.Second)
	time.Sleep(50 * time.Millisecond)
	defer cancel()
	response, err := node.RPCCall(ctx, gorums.CallData{
		Message: &dummy.Empty{},
		Method:  "dummy.Dummy.Test",
	})
	if err == nil {
		t.Fatalf("Unexpected error, got: %v, want: %v", err, fmt.Errorf("context deadline exceeded"))
	}
	if response != nil {
		t.Fatalf("Unexpected response, got: %v, want: %v", response, nil)
	}
}

func initServer() *gorums.Server {
	srv := gorums.NewServer()
	dummy.RegisterDummyServer(srv, &testSrv{})
	return srv
}

func gorumsTestMgr() *dummy.Manager {
	mgr := dummy.NewManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	return mgr
}

type testSrv struct{}

func (t testSrv) Test(ctx gorums.ServerCtx, request *dummy.Empty) (response *dummy.Empty, err error) {
	return &dummy.Empty{}, nil
}
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module github.com/relab/gorums/examples

go 1.22.1

require (
	github.com/google/shlex v0.0.0-20191202100458-e7afc7fbc510
	github.com/relab/gorums v0.7.0
	golang.org/x/term v0.18.0
	google.golang.org/grpc v1.62.1
	google.golang.org/protobuf v1.33.0
)

require (
	github.com/golang/protobuf v1.5.4 // indirect
	github.com/google/go-cmp v0.6.0 // indirect
	golang.org/x/mod v0.16.0 // indirect
	golang.org/x/net v0.22.0 // indirect
	golang.org/x/sys v0.18.0 // indirect
	golang.org/x/text v0.14.0 // indirect
	golang.org/x/tools v0.19.0 // indirect
	google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 // indirect
	google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 // indirect
)

replace github.com/relab/gorums => ../
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# Gorums examples

This folder contains examples of services implemented with Gorums.
If you want a detailed walkthrough of how to get started with Gorums, read the [user guide](../doc/user-guide.md).

## Interactive Storage service

The `storage` example implements a simple key-value storage service.
The client features an interactive command line interface that allows you to send RPCs and quorum calls to different configurations of servers, called nodes.
Both the client and the server are included in the same binary, and four local servers will be started automatically.

To install:

```shell
make tools
make
```

Optionally:

```shell
go build -o ./storage ./storage
```

To run:

```shell
./storage/storage
```

To recompile the proto files:

```shell
make -B
```
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package main

import (
	"context"
	"errors"
	"fmt"
	"io"
	"os"
	"strconv"
	"strings"
	"time"

	"github.com/google/shlex"
	"github.com/relab/gorums"
	"github.com/relab/gorums/examples/storage/proto"
	"golang.org/x/term"
	"google.golang.org/protobuf/types/known/timestamppb"
)

var help = `
This interface allows you to run RPCs and quorum calls against the Storage
Servers interactively. Take a look at the files 'client.go' and 'server.go'
for the source code of the RPC handlers and quorum functions.
The following commands can be used:

help                            Show this text
exit                            Exit the program
nodes                           Print a list of the available nodes
rpc   [node index] [operation]	Executes an RPC on the given node.
qc    [operation]             	Executes a quorum call on all nodes.
mcast [key] [value]             Executes a multicast write call on all nodes.
cfg   [config] [operation]   	Executes a quorum call on a configuration.

The following operations are supported:

read 	[key]        	Read a value
write	[key] [value]	Write a value

Examples:

> rpc 0 write foo bar
The command performs the 'write' RPC on node 0, and sets 'foo' = 'bar'

> qc read foo
The command performs the 'read' quorum call, and returns the value of 'foo'

> cfg 1:3 write foo bar
The command performs the write quorum call on node 1 and 2

> cfg 0,2 write foo 'bar baz'
The command performs the write quorum call on node 0 and 2
`

type repl struct {
	mgr  *proto.Manager
	cfg  *proto.Configuration
	term *term.Terminal
}

func newRepl(mgr *proto.Manager, cfg *proto.Configuration) *repl {
	return &repl{
		mgr: mgr,
		cfg: cfg,
		term: term.NewTerminal(struct {
			io.Reader
			io.Writer
		}{os.Stdin, os.Stderr}, "> "),
	}
}

// ReadLine reads a line from the terminal in raw mode.
//
// FIXME: ReadLine currently does not work with arrow keys on windows for some reason
// See: https://stackoverflow.com/questions/58237670/terminal-raw-mode-does-not-support-arrows-on-windows
func (r repl) ReadLine() (string, error) {
	fd := int(os.Stdin.Fd())
	oldState, err := term.MakeRaw(fd)
	if err != nil {
		panic(err)
	}
	defer func() {
		err := term.Restore(fd, oldState)
		if err != nil {
			panic(err)
		}
	}()

	return r.term.ReadLine()
}

// Repl runs an interactive Read-eval-print loop, that allows users to run commands that perform
// RPCs and quorum calls using the manager and configuration.
func Repl(mgr *proto.Manager, defaultCfg *proto.Configuration) {
	r := newRepl(mgr, defaultCfg)

	fmt.Println(help)
	for {
		l, err := r.ReadLine()
		if errors.Is(err, io.EOF) {
			return
		}
		if err != nil {
			fmt.Fprintf(os.Stderr, "Failed to read line: %v\n", err)
			os.Exit(1)
		}
		args, err := shlex.Split(l)
		if err != nil {
			fmt.Fprintf(os.Stderr, "Failed to split command: %v\n", err)
			os.Exit(1)
		}
		if len(args) < 1 {
			continue
		}

		switch args[0] {
		case "exit":
			fallthrough
		case "quit":
			return
		case "help":
			fmt.Println(help)
		case "rpc":
			r.rpc(args[1:])
		case "qc":
			r.qc(args[1:])
		case "cfg":
			r.qcCfg(args[1:])
		case "mcast":
			fallthrough
		case "multicast":
			r.multicast(args[1:])
		case "nodes":
			fmt.Println("Nodes: ")
			for i, n := range mgr.Nodes() {
				fmt.Printf("%d: %s\n", i, n.Address())
			}
		default:
			fmt.Printf("Unknown command '%s'. Type 'help' to see available commands.\n", args[0])
		}
	}
}

func (r repl) rpc(args []string) {
	if len(args) < 2 {
		fmt.Println("'rpc' requires a node index and an operation.")
		return
	}

	index, err := strconv.Atoi(args[0])
	if err != nil {
		fmt.Printf("Invalid id '%s'. node index must be numeric.\n", args[0])
		return
	}

	if index < 0 || index >= r.cfg.Size() {
		fmt.Printf("Invalid index. Must be between 0 and %d.\n", r.cfg.Size()-1)
		return
	}

	node := r.cfg.Nodes()[index]

	switch args[1] {
	case "read":
		r.readRPC(args[2:], node)
	case "write":
		r.writeRPC(args[2:], node)
	}
}

func (r repl) multicast(args []string) {
	if len(args) < 2 {
		fmt.Println("'multicast' requires a key and a value.")
		return
	}

	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	r.cfg.WriteMulticast(ctx, &proto.WriteRequest{Key: args[0], Value: args[1]})
	cancel()
	fmt.Println("Multicast OK: (server output not synchronized)")
}

func (r repl) qc(args []string) {
	if len(args) < 1 {
		fmt.Println("'qc' requires an operation.")
		return
	}

	switch args[0] {
	case "read":
		r.readQC(args[1:], r.cfg)
	case "write":
		r.writeQC(args[1:], r.cfg)
	}
}

func (r repl) qcCfg(args []string) {
	if len(args) < 2 {
		fmt.Println("'cfg' requires a configuration and an operation.")
		return
	}
	cfg := r.parseConfiguration(args[0])
	if cfg == nil {
		return
	}
	switch args[1] {
	case "read":
		r.readQC(args[2:], cfg)
	case "write":
		r.writeQC(args[2:], cfg)
	}
}

func (repl) readRPC(args []string, node *proto.Node) {
	if len(args) < 1 {
		fmt.Println("Read requires a key to read.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := node.ReadRPC(ctx, &proto.ReadRequest{Key: args[0]})
	cancel()
	if err != nil {
		fmt.Printf("Read RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetOK() {
		fmt.Printf("%s was not found\n", args[0])
		return
	}
	fmt.Printf("%s = %s\n", args[0], resp.GetValue())
}

func (repl) writeRPC(args []string, node *proto.Node) {
	if len(args) < 2 {
		fmt.Println("Write requires a key and a value to write.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := node.WriteRPC(ctx, &proto.WriteRequest{Key: args[0], Value: args[1], Time: timestamppb.Now()})
	cancel()
	if err != nil {
		fmt.Printf("Write RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetNew() {
		fmt.Printf("Failed to update %s: timestamp too old.\n", args[0])
		return
	}
	fmt.Println("Write OK")
}

func (repl) readQC(args []string, cfg *proto.Configuration) {
	if len(args) < 1 {
		fmt.Println("Read requires a key to read.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := cfg.ReadQC(ctx, &proto.ReadRequest{Key: args[0]})
	cancel()
	if err != nil {
		fmt.Printf("Read RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetOK() {
		fmt.Printf("%s was not found\n", args[0])
		return
	}
	fmt.Printf("%s = %s\n", args[0], resp.GetValue())
}

func (repl) writeQC(args []string, cfg *proto.Configuration) {
	if len(args) < 2 {
		fmt.Println("Write requires a key and a value to write.")
		return
	}
	ctx, cancel := context.WithTimeout(context.Background(), time.Second)
	resp, err := cfg.WriteQC(ctx, &proto.WriteRequest{Key: args[0], Value: args[1], Time: timestamppb.Now()})
	cancel()
	if err != nil {
		fmt.Printf("Write RPC finished with error: %v\n", err)
		return
	}
	if !resp.GetNew() {
		fmt.Printf("Failed to update %s: timestamp too old.\n", args[0])
		return
	}
	fmt.Println("Write OK")
}

func (r repl) parseConfiguration(cfgStr string) (cfg *proto.Configuration) {
	// configuration using range syntax
	if i := strings.Index(cfgStr, ":"); i > -1 {
		var start, stop int
		var err error
		numNodes := r.mgr.Size()
		if i == 0 {
			start = 0
		} else {
			start, err = strconv.Atoi(cfgStr[:i])
			if err != nil {
				fmt.Printf("Failed to parse configuration: %v\n", err)
				return nil
			}
		}
		if i == len(cfgStr)-1 {
			stop = numNodes
		} else {
			stop, err = strconv.Atoi(cfgStr[i+1:])
			if err != nil {
				fmt.Printf("Failed to parse configuration: %v\n", err)
				return nil
			}
		}
		if start >= stop || start < 0 || stop >= numNodes {
			fmt.Println("Invalid configuration.")
			return nil
		}
		nodes := make([]string, 0)
		for _, node := range r.mgr.Nodes()[start:stop] {
			nodes = append(nodes, node.Address())
		}
		cfg, err = r.mgr.NewConfiguration(&qspec{cfgSize: stop - start}, gorums.WithNodeList(nodes))
		if err != nil {
			fmt.Printf("Failed to create configuration: %v\n", err)
			return nil
		}
		return cfg
	}
	// configuration using list of indices
	if indices := strings.Split(cfgStr, ","); len(indices) > 0 {
		selectedNodes := make([]string, 0, len(indices))
		nodes := r.mgr.Nodes()
		for _, index := range indices {
			i, err := strconv.Atoi(index)
			if err != nil {
				fmt.Printf("Failed to parse configuration: %v\n", err)
				return nil
			}
			if i < 0 || i >= len(nodes) {
				fmt.Println("Invalid configuration.")
				return nil
			}
			selectedNodes = append(selectedNodes, nodes[i].Address())
		}
		cfg, err := r.mgr.NewConfiguration(&qspec{cfgSize: len(selectedNodes)}, gorums.WithNodeList(selectedNodes))
		if err != nil {
			fmt.Printf("Failed to create configuration: %v\n", err)
			return nil
		}
		return cfg
	}
	fmt.Println("Invalid configuration.")
	return nil
}







MasterLab/gorums/examples/storage/main.go

package main

import (
	"flag"
	"log"
	"strings"

	"github.com/relab/gorums"
)

func main() {
	server := flag.String("server", "", "Start as a server on given address.")
	remotes := flag.String("connect", "", "Comma-separated list of servers to connect to.")
	flag.Parse()

	if *server != "" {
		runServer(*server)
		return
	}

	addrs := strings.Split(*remotes, ",")
	// start local servers if no remote servers were specified
	if len(addrs) == 1 && addrs[0] == "" {
		addrs = nil
		srvs := make([]*gorums.Server, 0, 4)
		for i := 0; i < 4; i++ {
			srv, addr := startServer("127.0.0.1:0")
			srvs = append(srvs, srv)
			addrs = append(addrs, addr)
			log.Printf("Started storage server on %s\n", addr)
		}
		defer func() {
			for _, srv := range srvs {
				srv.Stop()
			}
		}()
	}

	runClient(addrs)
}







MasterLab/gorums/examples/storage/server.go

package main

import (
	"fmt"
	"log"
	"net"
	"os"
	"os/signal"
	"sync"
	"syscall"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/examples/storage/proto"
	"google.golang.org/protobuf/types/known/timestamppb"
)

func startServer(address string) (*gorums.Server, string) {
	// listen on given address
	lis, err := net.Listen("tcp", address)
	if err != nil {
		log.Fatalf("Failed to listen on '%s': %v\n", address, err)
	}

	// init server implementation
	storage := newStorageServer()
	storage.logger = log.New(os.Stderr, fmt.Sprintf("%s: ", lis.Addr()), log.Ltime|log.Lmicroseconds|log.Lmsgprefix)

	// create Gorums server
	srv := gorums.NewServer()
	// register server implementation with Gorums server
	proto.RegisterStorageServer(srv, storage)
	// handle requests on listener
	go func() {
		err := srv.Serve(lis)
		if err != nil {
			storage.logger.Fatalf("Server error: %v\n", err)
		}
	}()

	return srv, lis.Addr().String()
}

func runServer(address string) {
	// catch signals in order to shut down gracefully
	signals := make(chan os.Signal, 1)
	signal.Notify(signals, syscall.SIGINT, syscall.SIGTERM, syscall.SIGHUP)

	srv, addr := startServer(address)

	log.Printf("Started storage server on %s\n", addr)

	<-signals
	// shutdown Gorums server
	srv.Stop()
}

type state struct {
	Value string
	Time  time.Time
}

// storageServer is an implementation of proto.Storage
type storageServer struct {
	storage map[string]state
	mut     sync.RWMutex
	logger  *log.Logger
}

func newStorageServer() *storageServer {
	return &storageServer{
		storage: make(map[string]state),
	}
}

// ReadRPC is an RPC handler
func (s *storageServer) ReadRPC(_ gorums.ServerCtx, req *proto.ReadRequest) (resp *proto.ReadResponse, err error) {
	return s.Read(req)
}

// WriteRPC is an RPC handler
func (s *storageServer) WriteRPC(_ gorums.ServerCtx, req *proto.WriteRequest) (resp *proto.WriteResponse, err error) {
	return s.Write(req)
}

// ReadQC is an RPC handler for a quorum call
func (s *storageServer) ReadQC(_ gorums.ServerCtx, req *proto.ReadRequest) (resp *proto.ReadResponse, err error) {
	return s.Read(req)
}

// WriteQC is an RPC handler for a quorum call
func (s *storageServer) WriteQC(_ gorums.ServerCtx, req *proto.WriteRequest) (resp *proto.WriteResponse, err error) {
	return s.Write(req)
}

func (s *storageServer) WriteMulticast(_ gorums.ServerCtx, req *proto.WriteRequest) {
	_, err := s.Write(req)
	if err != nil {
		s.logger.Printf("Write error: %v", err)
	}
}

// Read reads a value from storage
func (s *storageServer) Read(req *proto.ReadRequest) (*proto.ReadResponse, error) {
	s.logger.Printf("Read '%s'\n", req.GetKey())
	s.mut.RLock()
	defer s.mut.RUnlock()
	state, ok := s.storage[req.GetKey()]
	if !ok {
		return &proto.ReadResponse{OK: false}, nil
	}
	return &proto.ReadResponse{OK: true, Value: state.Value, Time: timestamppb.New(state.Time)}, nil
}

// Write writes a new value to storage if it is newer than the old value
func (s *storageServer) Write(req *proto.WriteRequest) (*proto.WriteResponse, error) {
	s.logger.Printf("Write '%s' = '%s'\n", req.GetKey(), req.GetValue())
	s.mut.Lock()
	defer s.mut.Unlock()
	oldState, ok := s.storage[req.GetKey()]
	if ok && oldState.Time.After(req.GetTime().AsTime()) {
		return &proto.WriteResponse{New: false}, nil
	}
	s.storage[req.GetKey()] = state{Value: req.GetValue(), Time: req.GetTime().AsTime()}
	return &proto.WriteResponse{New: true}, nil
}







MasterLab/gorums/examples/storage/client.go

package main

import (
	"log"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/examples/storage/proto"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

func runClient(addresses []string) {
	if len(addresses) < 1 {
		log.Fatalln("No addresses provided!")
	}

	// init gorums manager
	mgr := proto.NewManager(
		gorums.WithDialTimeout(1*time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(), // block until connections are made
			grpc.WithTransportCredentials(insecure.NewCredentials()), // disable TLS
		),
	)
	// create configuration containing all nodes
	cfg, err := mgr.NewConfiguration(&qspec{cfgSize: len(addresses)}, gorums.WithNodeList(addresses))
	if err != nil {
		log.Fatal(err)
	}

	Repl(mgr, cfg)
}

type qspec struct {
	cfgSize int
}

// ReadQCQF is the quorum function for the ReadQC
// ordered quorum call method. The in parameter is the request object
// supplied to the ReadQC method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *ReadRequest'.
func (q qspec) ReadQCQF(_ *proto.ReadRequest, replies map[uint32]*proto.ReadResponse) (*proto.ReadResponse, bool) {
	// wait until at least half of the replicas have responded
	if len(replies) <= q.cfgSize/2 {
		return nil, false
	}
	// return the value with the most recent timestamp
	return newestValue(replies), true
}

// WriteQCQF is the quorum function for the WriteQC
// ordered quorum call method. The in parameter is the request object
// supplied to the WriteQC method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *WriteRequest'.
func (q qspec) WriteQCQF(in *proto.WriteRequest, replies map[uint32]*proto.WriteResponse) (*proto.WriteResponse, bool) {
	// wait until at least half of the replicas have responded and have updated their value
	if numUpdated(replies) <= q.cfgSize/2 {
		// if all replicas have responded, there must have been another write before ours
		// that had a newer timestamp
		if len(replies) == q.cfgSize {
			return &proto.WriteResponse{New: false}, true
		}
		return nil, false
	}
	return &proto.WriteResponse{New: true}, true
}

// newestValue returns the reply that had the most recent timestamp
func newestValue(values map[uint32]*proto.ReadResponse) *proto.ReadResponse {
	if len(values) < 1 {
		return nil
	}
	var newest *proto.ReadResponse
	for _, v := range values {
		if v.GetTime().AsTime().After(newest.GetTime().AsTime()) {
			newest = v
		}
	}
	return newest
}

// numUpdated returns the number of replicas that updated their value
func numUpdated(replies map[uint32]*proto.WriteResponse) int {
	count := 0
	for _, r := range replies {
		if r.GetNew() {
			count++
		}
	}
	return count
}







MasterLab/gorums/examples/storage/proto/storage.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: storage/proto/storage.proto

package proto

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
	timestamppb "google.golang.org/protobuf/types/known/timestamppb"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type ReadRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Key string `protobuf:"bytes,1,opt,name=Key,proto3" json:"Key,omitempty"`
}

func (x *ReadRequest) Reset() {
	*x = ReadRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *ReadRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*ReadRequest) ProtoMessage() {}

func (x *ReadRequest) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use ReadRequest.ProtoReflect.Descriptor instead.
func (*ReadRequest) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{0}
}

func (x *ReadRequest) GetKey() string {
	if x != nil {
		return x.Key
	}
	return ""
}

type ReadResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	OK    bool                   `protobuf:"varint,1,opt,name=OK,proto3" json:"OK,omitempty"`
	Value string                 `protobuf:"bytes,2,opt,name=Value,proto3" json:"Value,omitempty"`
	Time  *timestamppb.Timestamp `protobuf:"bytes,3,opt,name=Time,proto3" json:"Time,omitempty"`
}

func (x *ReadResponse) Reset() {
	*x = ReadResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *ReadResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*ReadResponse) ProtoMessage() {}

func (x *ReadResponse) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use ReadResponse.ProtoReflect.Descriptor instead.
func (*ReadResponse) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{1}
}

func (x *ReadResponse) GetOK() bool {
	if x != nil {
		return x.OK
	}
	return false
}

func (x *ReadResponse) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

func (x *ReadResponse) GetTime() *timestamppb.Timestamp {
	if x != nil {
		return x.Time
	}
	return nil
}

type WriteRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Key   string                 `protobuf:"bytes,1,opt,name=Key,proto3" json:"Key,omitempty"`
	Value string                 `protobuf:"bytes,2,opt,name=Value,proto3" json:"Value,omitempty"`
	Time  *timestamppb.Timestamp `protobuf:"bytes,3,opt,name=Time,proto3" json:"Time,omitempty"`
}

func (x *WriteRequest) Reset() {
	*x = WriteRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *WriteRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*WriteRequest) ProtoMessage() {}

func (x *WriteRequest) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use WriteRequest.ProtoReflect.Descriptor instead.
func (*WriteRequest) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{2}
}

func (x *WriteRequest) GetKey() string {
	if x != nil {
		return x.Key
	}
	return ""
}

func (x *WriteRequest) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

func (x *WriteRequest) GetTime() *timestamppb.Timestamp {
	if x != nil {
		return x.Time
	}
	return nil
}

type WriteResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	New bool `protobuf:"varint,1,opt,name=New,proto3" json:"New,omitempty"`
}

func (x *WriteResponse) Reset() {
	*x = WriteResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_storage_proto_storage_proto_msgTypes[3]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *WriteResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*WriteResponse) ProtoMessage() {}

func (x *WriteResponse) ProtoReflect() protoreflect.Message {
	mi := &file_storage_proto_storage_proto_msgTypes[3]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use WriteResponse.ProtoReflect.Descriptor instead.
func (*WriteResponse) Descriptor() ([]byte, []int) {
	return file_storage_proto_storage_proto_rawDescGZIP(), []int{3}
}

func (x *WriteResponse) GetNew() bool {
	if x != nil {
		return x.New
	}
	return false
}

var File_storage_proto_storage_proto protoreflect.FileDescriptor

var file_storage_proto_storage_proto_rawDesc = []byte{
	0x0a, 0x1b, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x2f,
	0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x07, 0x73,
	0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x1a, 0x1f, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x74, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d, 0x70, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x22, 0x1f, 0x0a, 0x0b, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x12, 0x10, 0x0a, 0x03, 0x4b, 0x65, 0x79, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03,
	0x4b, 0x65, 0x79, 0x22, 0x64, 0x0a, 0x0c, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x12, 0x0e, 0x0a, 0x02, 0x4f, 0x4b, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52,
	0x02, 0x4f, 0x4b, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x02, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x2e, 0x0a, 0x04, 0x54, 0x69, 0x6d,
	0x65, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x1a, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74,
	0x61, 0x6d, 0x70, 0x52, 0x04, 0x54, 0x69, 0x6d, 0x65, 0x22, 0x66, 0x0a, 0x0c, 0x57, 0x72, 0x69,
	0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4b, 0x65, 0x79,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03, 0x4b, 0x65, 0x79, 0x12, 0x14, 0x0a, 0x05, 0x56,
	0x61, 0x6c, 0x75, 0x65, 0x18, 0x02, 0x20, 0x01, 0x28, 0x09, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75,
	0x65, 0x12, 0x2e, 0x0a, 0x04, 0x54, 0x69, 0x6d, 0x65, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32,
	0x1a, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x54, 0x69, 0x6d, 0x65, 0x73, 0x74, 0x61, 0x6d, 0x70, 0x52, 0x04, 0x54, 0x69, 0x6d,
	0x65, 0x22, 0x21, 0x0a, 0x0d, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x65, 0x77, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52,
	0x03, 0x4e, 0x65, 0x77, 0x32, 0xc4, 0x02, 0x0a, 0x07, 0x53, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x12, 0x38, 0x0a, 0x07, 0x52, 0x65, 0x61, 0x64, 0x52, 0x50, 0x43, 0x12, 0x14, 0x2e, 0x73, 0x74,
	0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x52, 0x65, 0x61, 0x64,
	0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x00, 0x12, 0x3b, 0x0a, 0x08, 0x57, 0x72,
	0x69, 0x74, 0x65, 0x52, 0x50, 0x43, 0x12, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e,
	0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x00, 0x12, 0x3b, 0x0a, 0x06, 0x52, 0x65, 0x61, 0x64, 0x51,
	0x43, 0x12, 0x14, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x52, 0x65, 0x61, 0x64,
	0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67,
	0x65, 0x2e, 0x52, 0x65, 0x61, 0x64, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04,
	0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x07, 0x57, 0x72, 0x69, 0x74, 0x65, 0x51, 0x43, 0x12,
	0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04,
	0xa0, 0xb5, 0x18, 0x01, 0x12, 0x45, 0x0a, 0x0e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x4d, 0x75, 0x6c,
	0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x15, 0x2e, 0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65,
	0x2e, 0x57, 0x72, 0x69, 0x74, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e,
	0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e,
	0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x42, 0x30, 0x5a, 0x2e, 0x67,
	0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f,
	0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x65, 0x78, 0x61, 0x6d, 0x70, 0x6c, 0x65, 0x73, 0x2f,
	0x73, 0x74, 0x6f, 0x72, 0x61, 0x67, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x06, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_storage_proto_storage_proto_rawDescOnce sync.Once
	file_storage_proto_storage_proto_rawDescData = file_storage_proto_storage_proto_rawDesc
)

func file_storage_proto_storage_proto_rawDescGZIP() []byte {
	file_storage_proto_storage_proto_rawDescOnce.Do(func() {
		file_storage_proto_storage_proto_rawDescData = protoimpl.X.CompressGZIP(file_storage_proto_storage_proto_rawDescData)
	})
	return file_storage_proto_storage_proto_rawDescData
}

var file_storage_proto_storage_proto_msgTypes = make([]protoimpl.MessageInfo, 4)
var file_storage_proto_storage_proto_goTypes = []interface{}{
	(*ReadRequest)(nil),           // 0: storage.ReadRequest
	(*ReadResponse)(nil),          // 1: storage.ReadResponse
	(*WriteRequest)(nil),          // 2: storage.WriteRequest
	(*WriteResponse)(nil),         // 3: storage.WriteResponse
	(*timestamppb.Timestamp)(nil), // 4: google.protobuf.Timestamp
	(*emptypb.Empty)(nil),         // 5: google.protobuf.Empty
}
var file_storage_proto_storage_proto_depIdxs = []int32{
	4, // 0: storage.ReadResponse.Time:type_name -> google.protobuf.Timestamp
	4, // 1: storage.WriteRequest.Time:type_name -> google.protobuf.Timestamp
	0, // 2: storage.Storage.ReadRPC:input_type -> storage.ReadRequest
	2, // 3: storage.Storage.WriteRPC:input_type -> storage.WriteRequest
	0, // 4: storage.Storage.ReadQC:input_type -> storage.ReadRequest
	2, // 5: storage.Storage.WriteQC:input_type -> storage.WriteRequest
	2, // 6: storage.Storage.WriteMulticast:input_type -> storage.WriteRequest
	1, // 7: storage.Storage.ReadRPC:output_type -> storage.ReadResponse
	3, // 8: storage.Storage.WriteRPC:output_type -> storage.WriteResponse
	1, // 9: storage.Storage.ReadQC:output_type -> storage.ReadResponse
	3, // 10: storage.Storage.WriteQC:output_type -> storage.WriteResponse
	5, // 11: storage.Storage.WriteMulticast:output_type -> google.protobuf.Empty
	7, // [7:12] is the sub-list for method output_type
	2, // [2:7] is the sub-list for method input_type
	2, // [2:2] is the sub-list for extension type_name
	2, // [2:2] is the sub-list for extension extendee
	0, // [0:2] is the sub-list for field type_name
}

func init() { file_storage_proto_storage_proto_init() }
func file_storage_proto_storage_proto_init() {
	if File_storage_proto_storage_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_storage_proto_storage_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*ReadRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_storage_proto_storage_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*ReadResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_storage_proto_storage_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*WriteRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_storage_proto_storage_proto_msgTypes[3].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*WriteResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_storage_proto_storage_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   4,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_storage_proto_storage_proto_goTypes,
		DependencyIndexes: file_storage_proto_storage_proto_depIdxs,
		MessageInfos:      file_storage_proto_storage_proto_msgTypes,
	}.Build()
	File_storage_proto_storage_proto = out.File
	file_storage_proto_storage_proto_rawDesc = nil
	file_storage_proto_storage_proto_goTypes = nil
	file_storage_proto_storage_proto_depIdxs = nil
}







MasterLab/gorums/examples/storage/proto/storage.proto

syntax = "proto3";

package storage;

option go_package = "github.com/relab/gorums/examples/storage/proto";

import "gorums.proto";
import "google/protobuf/timestamp.proto";
import "google/protobuf/empty.proto";

service Storage {
  // ReadRPC executes the Read RPC on a single Node
  rpc ReadRPC(ReadRequest) returns (ReadResponse) {}
  // WriteRPC executes the Write RPC on a single Node
  rpc WriteRPC(WriteRequest) returns (WriteResponse) {}
  // ReadQC executes the Read Quorum Call on a configuration
  // of Nodes and returns the most recent value.
  rpc ReadQC(ReadRequest) returns (ReadResponse) {
    option (gorums.quorumcall) = true;
  }
  // WriteQC executes the Write Quorum Call on a configuration
  // of Nodes and returns true if a majority of Nodes were updated.
  rpc WriteQC(WriteRequest) returns (WriteResponse) {
    option (gorums.quorumcall) = true;
  }

  rpc WriteMulticast(WriteRequest) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
}

message ReadRequest { string Key = 1; }

message ReadResponse {
  bool OK = 1;
  string Value = 2;
  google.protobuf.Timestamp Time = 3;
}

message WriteRequest {
  string Key = 1;
  string Value = 2;
  google.protobuf.Timestamp Time = 3;
}

message WriteResponse { bool New = 1; }







MasterLab/gorums/examples/storage/proto/storage_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: storage/proto/storage.proto

package proto

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// Reference imports to suppress errors if they are not otherwise used.
var _ emptypb.Empty

// WriteMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) WriteMulticast(ctx context.Context, in *WriteRequest, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "storage.Storage.WriteMulticast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for Storage.
type QuorumSpec interface {
	gorums.ConfigOption

	// ReadQCQF is the quorum function for the ReadQC
	// quorum call method. The in parameter is the request object
	// supplied to the ReadQC method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *ReadRequest'.
	ReadQCQF(in *ReadRequest, replies map[uint32]*ReadResponse) (*ReadResponse, bool)

	// WriteQCQF is the quorum function for the WriteQC
	// quorum call method. The in parameter is the request object
	// supplied to the WriteQC method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *WriteRequest'.
	WriteQCQF(in *WriteRequest, replies map[uint32]*WriteResponse) (*WriteResponse, bool)
}

// ReadQC executes the Read Quorum Call on a configuration
// of Nodes and returns the most recent value.
func (c *Configuration) ReadQC(ctx context.Context, in *ReadRequest) (resp *ReadResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "storage.Storage.ReadQC",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*ReadResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*ReadResponse)
		}
		return c.qspec.ReadQCQF(req.(*ReadRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*ReadResponse), err
}

// WriteQC executes the Write Quorum Call on a configuration
// of Nodes and returns true if a majority of Nodes were updated.
func (c *Configuration) WriteQC(ctx context.Context, in *WriteRequest) (resp *WriteResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "storage.Storage.WriteQC",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*WriteResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*WriteResponse)
		}
		return c.qspec.WriteQCQF(req.(*WriteRequest), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*WriteResponse), err
}

// ReadRPC executes the Read RPC on a single Node
func (n *Node) ReadRPC(ctx context.Context, in *ReadRequest) (resp *ReadResponse, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "storage.Storage.ReadRPC",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*ReadResponse), err
}

// WriteRPC executes the Write RPC on a single Node
func (n *Node) WriteRPC(ctx context.Context, in *WriteRequest) (resp *WriteResponse, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "storage.Storage.WriteRPC",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*WriteResponse), err
}

// Storage is the server-side API for the Storage Service
type Storage interface {
	ReadRPC(ctx gorums.ServerCtx, request *ReadRequest) (response *ReadResponse, err error)
	WriteRPC(ctx gorums.ServerCtx, request *WriteRequest) (response *WriteResponse, err error)
	ReadQC(ctx gorums.ServerCtx, request *ReadRequest) (response *ReadResponse, err error)
	WriteQC(ctx gorums.ServerCtx, request *WriteRequest) (response *WriteResponse, err error)
	WriteMulticast(ctx gorums.ServerCtx, request *WriteRequest)
}

func RegisterStorageServer(srv *gorums.Server, impl Storage) {
	srv.RegisterHandler("storage.Storage.ReadRPC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*ReadRequest)
		defer ctx.Release()
		resp, err := impl.ReadRPC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.WriteRPC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*WriteRequest)
		defer ctx.Release()
		resp, err := impl.WriteRPC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.ReadQC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*ReadRequest)
		defer ctx.Release()
		resp, err := impl.ReadQC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.WriteQC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*WriteRequest)
		defer ctx.Release()
		resp, err := impl.WriteQC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("storage.Storage.WriteMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*WriteRequest)
		defer ctx.Release()
		impl.WriteMulticast(ctx, req)
	})
}

type internalReadResponse struct {
	nid   uint32
	reply *ReadResponse
	err   error
}

type internalWriteResponse struct {
	nid   uint32
	reply *WriteResponse
	err   error
}







MasterLab/gorums/examples/Makefile

proto_include := $(shell go list -m -f {{.Dir}} github.com/relab/gorums)
proto_src := $(shell find . -type f -name '*.proto')
proto_go := $(proto_src:%.proto=%.pb.go)
gorums_go := $(proto_src:%.proto=%_gorums.pb.go)
binaries := storage/storage

.PHONY: all debug protos download tools $(binaries)

all: $(binaries)

debug: GCFLAGS += -gcflags='all=-N -l'
debug: $(binaries)

$(binaries): protos
	@go build -o ./$@ $(GCFLAGS) ./$(dir $@)

protos: tools download $(proto_go) $(gorums_go)

download:
	@go mod download

tools: download
	@cat tools.go | grep _ | awk -F'"' '{print $$2}' | xargs -I % go install %

%.pb.go %_gorums.pb.go : %.proto
	@protoc -I=$(proto_include):. \
		--go_out=paths=source_relative:. \
		--gorums_out=paths=source_relative:. \
		$<







MasterLab/gorums/examples/.gitignore

storage/storage







MasterLab/gorums/examples/go.sum

github.com/golang/protobuf v1.5.4 h1:i7eJL8qZTpSEXOPTxNKhASYpMn+8e5Q6AdndVa1dWek=
github.com/golang/protobuf v1.5.4/go.mod h1:lnTiLA8Wa4RWRcIUkrtSVa5nRhsEGBg48fD6rSs7xps=
github.com/google/go-cmp v0.6.0 h1:ofyhxvXcZhMsU5ulbFiLKl/XBFqE1GSq7atu8tAmTRI=
github.com/google/go-cmp v0.6.0/go.mod h1:17dUlkBOakJ0+DkrSSNjCkIjxS6bF9zb3elmeNGIjoY=
github.com/google/shlex v0.0.0-20191202100458-e7afc7fbc510 h1:El6M4kTTCOh6aBiKaUGG7oYTSPP8MxqL4YI3kZKwcP4=
github.com/google/shlex v0.0.0-20191202100458-e7afc7fbc510/go.mod h1:pupxD2MaaD3pAXIBCelhxNneeOaAeabZDe5s4K6zSpQ=
golang.org/x/mod v0.16.0 h1:QX4fJ0Rr5cPQCF7O9lh9Se4pmwfwskqZfq5moyldzic=
golang.org/x/mod v0.16.0/go.mod h1:hTbmBsO62+eylJbnUtE2MGJUyE7QWk4xUqPFrRgJ+7c=
golang.org/x/net v0.22.0 h1:9sGLhx7iRIHEiX0oAJ3MRZMUCElJgy7Br1nO+AMN3Tc=
golang.org/x/net v0.22.0/go.mod h1:JKghWKKOSdJwpW2GEx0Ja7fmaKnMsbu+MWVZTokSYmg=
golang.org/x/sync v0.6.0 h1:5BMeUDZ7vkXGfEr1x9B4bRcTH4lpkTkpdh0T/J+qjbQ=
golang.org/x/sync v0.6.0/go.mod h1:Czt+wKu1gCyEFDUtn0jG5QVvpJ6rzVqr5aXyt9drQfk=
golang.org/x/sys v0.18.0 h1:DBdB3niSjOA/O0blCZBqDefyWNYveAYMNF1Wum0DYQ4=
golang.org/x/sys v0.18.0/go.mod h1:/VUhepiaJMQUp4+oa/7Zr1D23ma6VTLIYjOOTFZPUcA=
golang.org/x/term v0.18.0 h1:FcHjZXDMxI8mM3nwhX9HlKop4C0YQvCVCdwYl2wOtE8=
golang.org/x/term v0.18.0/go.mod h1:ILwASektA3OnRv7amZ1xhE/KTR+u50pbXfZ03+6Nx58=
golang.org/x/text v0.14.0 h1:ScX5w1eTa3QqT8oi6+ziP7dTV1S2+ALU0bI+0zXKWiQ=
golang.org/x/text v0.14.0/go.mod h1:18ZOQIKpY8NJVqYksKHtTdi31H5itFRjB5/qKTNYzSU=
golang.org/x/tools v0.19.0 h1:tfGCXNR1OsFG+sVdLAitlpjAvD/I6dHDKnYrpEZUHkw=
golang.org/x/tools v0.19.0/go.mod h1:qoJWxmGSIBmAeriMx19ogtrEPrGtDbPK634QFIcLAhc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 h1:NnYq6UN9ReLM9/Y01KWNOWyI5xQ9kbIms5GGJVwS/Yc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237/go.mod h1:WtryC6hu0hhx87FDGxWCDptyssuo68sk10vYjF+T9fY=
google.golang.org/grpc v1.62.1 h1:B4n+nfKzOICUXMgyrNd19h/I9oH0L1pizfk1d4zSgTk=
google.golang.org/grpc v1.62.1/go.mod h1:IWTG0VlJLCh1SkC58F7np9ka9mx/WNkjl4PGJaiq+QE=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 h1:rNBFJjBCOgVr9pWD7rs/knKL4FRTKgpZmsRfV214zcA=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0/go.mod h1:Dk1tviKTvMCz5tvh7t+fh94dhmQVHuCt2OzJB3CTW9Y=
google.golang.org/protobuf v1.33.0 h1:uNO2rsAINq/JlFpSdYEKIZ0uKD/R9cpdv0T+yoGwGmI=
google.golang.org/protobuf v1.33.0/go.mod h1:c6P6GXX6sHbq/GpV6MGZEdwhWPcYBgnhAHhKbcUYpos=







MasterLab/gorums/examples/tools.go

//go:build tools
// +build tools

package examples

import (
	_ "github.com/relab/gorums/cmd/protoc-gen-gorums"
	_ "google.golang.org/protobuf/cmd/protoc-gen-go"
)







MasterLab/gorums/async.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// Async encapsulates the state of an asynchronous quorum call,
// and has methods for checking the status of the call or waiting for it to complete.
//
// This struct should only be used by generated code.
type Async struct {
	reply protoreflect.ProtoMessage
	err   error
	c     chan struct{}
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *Async) Get() (protoreflect.ProtoMessage, error) {
	<-f.c
	return f.reply, f.err
}

// Done reports if a reply and/or error is available for the called method.
func (f *Async) Done() bool {
	select {
	case <-f.c:
		return true
	default:
		return false
	}
}

type asyncCallState struct {
	md              *ordering.Metadata
	data            QuorumCallData
	replyChan       <-chan response
	expectedReplies int
}

// AsyncCall starts an asynchronous quorum call, returning an Async object that can be used to retrieve the results.
//
// This function should only be used by generated code.
func (c RawConfiguration) AsyncCall(ctx context.Context, d QuorumCallData) *Async {
	expectedReplies := len(c)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method}
	replyChan := make(chan response, expectedReplies)

	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				expectedReplies--
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}}, replyChan, false)
	}

	fut := &Async{c: make(chan struct{}, 1)}

	go c.handleAsyncCall(ctx, fut, asyncCallState{
		md:              md,
		data:            d,
		replyChan:       replyChan,
		expectedReplies: expectedReplies,
	})

	return fut
}

func (c RawConfiguration) handleAsyncCall(ctx context.Context, fut *Async, state asyncCallState) {
	defer close(fut.c)

	var (
		resp    protoreflect.ProtoMessage
		errs    []nodeError
		quorum  bool
		replies = make(map[uint32]protoreflect.ProtoMessage)
	)

	for {
		select {
		case r := <-state.replyChan:
			if r.err != nil {
				errs = append(errs, nodeError{nodeID: r.nid, cause: r.err})
				break
			}
			replies[r.nid] = r.msg
			if resp, quorum = state.data.QuorumFunction(state.data.Message, replies); quorum {
				fut.reply, fut.err = resp, nil
				return
			}
		case <-ctx.Done():
			fut.reply, fut.err = resp, QuorumCallError{cause: ctx.Err(), errors: errs, replies: len(replies)}
			return
		}
		if len(errs)+len(replies) == state.expectedReplies {
			fut.reply, fut.err = resp, QuorumCallError{cause: Incomplete, errors: errs, replies: len(replies)}
			return
		}
	}
}







MasterLab/gorums/scripts/benchmark.yml

---
- hosts: servers
  vars:
    srv_port: ":13371"
  tasks:
    - name: Start servers
      shell: $HOME/benchmark --server '{{ srv_port }}' &> /dev/null &
      ignore_errors: yes
      async: 1000
      poll: 0

- hosts: client
  vars:
    bench_args: ""
    srv_port: ":13371"
  tasks:
    - name: Get IP Addresses
      set_fact: nodelist={%for host in groups['servers']%}"{{hostvars[host]['ansible_default_ipv4']['address'] + srv_port }}"{% if not loop.last %},{% endif %}{% endfor %}
      ignore_errors: yes
    - name: Run benchmark
      command: $HOME/benchmark --remotes "{{ nodelist }}" {{ bench_args }}
      register: output
      ignore_errors: yes
    - name: Print results
      debug: msg={{ output.stdout_lines | join('\n') }}

- hosts: servers
  gather_facts: no
  tasks:
    - name: Kill servers
      shell: killall benchmark
      ignore_errors: yes







MasterLab/gorums/scripts/benchmark.sh

#!/usr/bin/env bash
inventory="$1"
args="${*:2}"

out=$(ANSIBLE_STDOUT_CALLBACK=debug ansible-playbook -i "$inventory" -e "bench_args='$args'" benchmark.yml)
status=$?

if [ $status -eq 0 ]; then
	echo "$out" | sed -n '/^MSG:/,/^PLAY/p' | sed '1d;$d'
else
	echo -e "Error:\n$out"
	exit $status
fi







MasterLab/gorums/scripts/killall.yml

---
- hosts: client:servers
  gather_facts: no
  tasks:
    - name: Kill benchmark
      shell: killall -9 benchmark
      ignore_errors: yes







MasterLab/gorums/scripts/deploy.yml

---
- hosts: client:servers
  tasks:
    - name: Upload benchmark client binary
      copy: 
        src: ../cmd/benchmark/benchmark
        dest: $HOME/benchmark
        mode: 0755







MasterLab/gorums/clientserver.go

package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/protobuf/reflect/protoreflect"
)

type ReplySpecHandler func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)

type csr struct {
	ctx      context.Context
	cancel   context.CancelFunc
	respChan chan protoreflect.ProtoMessage
}

type ClientServer struct {
	id         uint64 // should correpond to the MachineID given to the manager
	addr       string
	mu         sync.Mutex
	csr        map[uint64]*csr
	lis        net.Listener
	ctx        context.Context
	cancelCtx  context.CancelFunc
	grpcServer *grpc.Server
	handlers   map[string]requestHandler
	logger     *slog.Logger
	auth       *authentication.EllipticCurve
	allowList  map[string]string
	ordering.UnimplementedGorumsServer
}

func (srv *ClientServer) Stop() {
	if srv.logger != nil {
		srv.logger.Info("clientserver: stopped")
	}
	if srv.cancelCtx != nil {
		srv.cancelCtx()
	}
	if srv.grpcServer != nil {
		srv.grpcServer.Stop()
	}
}

func (srv *ClientServer) AddRequest(broadcastID uint64, clientCtx context.Context, in protoreflect.ProtoMessage, handler ReplySpecHandler, method string) (chan protoreflect.ProtoMessage, BroadcastCallData) {
	cd := BroadcastCallData{
		Message: in,
		Method:  method,

		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        srv.addr,
	}
	// we expect one response when we are done
	doneChan := make(chan protoreflect.ProtoMessage, 1)
	// we should buffer this channel according to the number of servers.
	// most configs hopefully contain less than 7 servers.
	respChan := make(chan protoreflect.ProtoMessage, 7)
	ctx, cancel := context.WithCancel(srv.ctx)

	srv.mu.Lock()
	srv.csr[broadcastID] = &csr{
		ctx:      ctx,
		cancel:   cancel,
		respChan: respChan,
	}
	srv.mu.Unlock()

	var logger *slog.Logger
	if srv.logger != nil {
		logger = srv.logger.With(logging.BroadcastID(broadcastID))
	}
	go createReq(ctx, clientCtx, cancel, in, doneChan, respChan, handler, logger)

	return doneChan, cd
}

func createReq(ctx, clientCtx context.Context, cancel context.CancelFunc, req protoreflect.ProtoMessage, doneChan chan protoreflect.ProtoMessage, respChan chan protoreflect.ProtoMessage, handler ReplySpecHandler, logger *slog.Logger) {
	// make sure to cancel the req ctx when returning to
	// prevent a leaking ctx.
	defer cancel()
	resps := make([]protoreflect.ProtoMessage, 0, 3)
	for {
		select {
		case <-clientCtx.Done():
			// client provided ctx
			if logger != nil {
				logger.Warn("clientserver: stopped by client", logging.Cancelled(true))
			}
			return
		case <-ctx.Done():
			// request ctx. this is a child to the server ctx.
			// hence, guaranteeing that all reqs are finished
			// when the server is stopped.

			// we must send on channel to prevent deadlock on
			// the receiving end. this can happen if the client
			// chooses not to timeout the request and the server
			// goes down.
			close(doneChan)
			if logger != nil {
				logger.Warn("clientserver: stopped by server", logging.Cancelled(true))
			}
			return
		case resp := <-respChan:
			// keep track of all responses thus far
			resps = append(resps, resp)
			// handler is the QSpec method provided by the implementer.
			response, done := handler(req, resps)
			if done {
				select {
				case doneChan <- response:
					if logger != nil {
						logger.Info("clientserver: req done", logging.Cancelled(false))
					}
				case <-ctx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but stopped by server", logging.Cancelled(true))
					}
				case <-clientCtx.Done():
					if logger != nil {
						logger.Warn("clientserver: req done but cancelled by client", logging.Cancelled(true))
					}
				}
				close(doneChan)
				return
			}
		}
	}

}

func (srv *ClientServer) AddResponse(ctx context.Context, resp protoreflect.ProtoMessage, broadcastID uint64) error {
	if broadcastID == 0 {
		return fmt.Errorf("no broadcastID")
	}
	srv.mu.Lock()
	csr, ok := srv.csr[broadcastID]
	srv.mu.Unlock()

	if !ok {
		return fmt.Errorf("doesn't exist")
	}
	if srv.logger != nil {
		srv.logger.Info("clientserver: got a reply", logging.BroadcastID(broadcastID))
	}
	select {
	case <-ctx.Done():
		return ctx.Err()
	case <-csr.ctx.Done():
		return csr.ctx.Err()
	case csr.respChan <- resp:
	}
	return nil
}

func ConvertToType[T, U protoreflect.ProtoMessage](handler func(U, []T) (T, bool)) ReplySpecHandler {
	return func(req protoreflect.ProtoMessage, replies []protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		data := make([]T, len(replies))
		for i, elem := range replies {
			data[i] = elem.(T)
		}
		return handler(req.(U), data)
	}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *ClientServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	ctx := srv.Context()
	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()
	for {
		req := newMessage(responseType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		err = s.verify(req)
		if err != nil {
			continue
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, nil)
			mut.Lock()
		}
	}
}

// NewClientServer returns a new instance of ClientServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewClientServer(lis net.Listener, opts ...ServerOption) *ClientServer {
	var serverOpts serverOptions
	for _, opt := range opts {
		opt(&serverOpts)
	}
	if serverOpts.listenAddr == "" {
		panic("The listen addr cannot be empty. Provide the WithListenAddr() option to AddClientServer().")
	}
	var logger *slog.Logger
	if serverOpts.logger != nil {
		logger = serverOpts.logger.With(logging.MachineID(serverOpts.machineID))
	}
	ctx, cancel := context.WithCancel(context.Background())
	srv := &ClientServer{
		id:         serverOpts.machineID,
		addr:       serverOpts.listenAddr,
		ctx:        ctx,
		cancelCtx:  cancel,
		csr:        make(map[uint64]*csr),
		grpcServer: grpc.NewServer(serverOpts.grpcOpts...),
		handlers:   make(map[string]requestHandler),
		logger:     logger,
	}
	ordering.RegisterGorumsServer(srv.grpcServer, srv)
	srv.lis = lis
	if serverOpts.auth != nil {
		srv.auth = serverOpts.auth
	}
	if serverOpts.allowList != nil {
		srv.allowList = serverOpts.allowList
	}
	return srv
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (srv *ClientServer) RegisterHandler(method string, handler requestHandler) {
	srv.handlers[method] = handler
}

// Serve starts serving on the listener.
func (srv *ClientServer) Serve(listener net.Listener) error {
	if srv.addr == "" {
		srv.addr = listener.Addr().String()
	}
	return srv.grpcServer.Serve(listener)
}

func (srv *ClientServer) encodeMsg(req *Message) ([]byte, error) {
	// we must not consider the signature field when validating.
	// also the msgType must be set to requestType.
	signature := make([]byte, len(req.Metadata.AuthMsg.Signature))
	copy(signature, req.Metadata.AuthMsg.Signature)
	reqType := req.msgType
	req.Metadata.AuthMsg.Signature = nil
	req.msgType = 0
	encodedMsg, err := srv.auth.EncodeMsg(*req)
	req.Metadata.AuthMsg.Signature = make([]byte, len(signature))
	copy(req.Metadata.AuthMsg.Signature, signature)
	req.msgType = reqType
	return encodedMsg, err
}

func (srv *ClientServer) verify(req *Message) error {
	if srv.auth == nil {
		return nil
	}
	if req.Metadata.AuthMsg == nil {
		return fmt.Errorf("missing authMsg")
	}
	if req.Metadata.AuthMsg.Signature == nil {
		return fmt.Errorf("missing signature")
	}
	if req.Metadata.AuthMsg.PublicKey == "" {
		return fmt.Errorf("missing publicKey")
	}
	authMsg := req.Metadata.AuthMsg
	if srv.allowList != nil {
		pemEncodedPub, ok := srv.allowList[authMsg.Sender]
		if !ok {
			return fmt.Errorf("not allowed")
		}
		if pemEncodedPub != authMsg.PublicKey {
			return fmt.Errorf("publicKey did not match")
		}
	}
	encodedMsg, err := srv.encodeMsg(req)
	if err != nil {
		return err
	}
	valid, err := srv.auth.VerifySignature(authMsg.PublicKey, encodedMsg, authMsg.Signature)
	if err != nil {
		return err
	}
	if !valid {
		return fmt.Errorf("invalid signature")
	}
	return nil
}

func createClient(addr string, dialOpts []grpc.DialOption) (*broadcast.Client, error) {
	// necessary to ensure correct marshalling and unmarshalling of gorums messages
	dialOpts = append(dialOpts, grpc.WithDefaultCallOptions(grpc.CallContentSubtype(ContentSubtype)))
	opts := newManagerOptions()
	opts.grpcDialOpts = dialOpts
	mgr := &RawManager{
		opts: opts,
	}
	node, err := NewRawNode(addr)
	if err != nil {
		return nil, err
	}
	err = node.connect(mgr)
	if err != nil {
		return nil, err
	}
	return &broadcast.Client{
		Addr: node.Address(),
		SendMsg: func(broadcastID uint64, method string, msg protoreflect.ProtoMessage, timeout time.Duration, originDigest, originSignature []byte, originPubKey string) error {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			cd := CallData{
				Method:          method,
				Message:         msg,
				BroadcastID:     broadcastID,
				OriginDigest:    originDigest,
				OriginSignature: originSignature,
				OriginPubKey:    originPubKey,
			}
			_, err := node.RPCCall(ctx, cd)
			return err
		},
		Close: func() error {
			mgr.Close()
			node.close()
			return nil
		},
	}, nil
}







MasterLab/gorums/multicast.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
)

// Multicast is a one-way call; no replies are processed.
// By default this function returns once the message has been sent to all nodes.
// Providing the call option WithNoSendWaiting, the function may return
// before the message has been sent.
func (c RawConfiguration) Multicast(ctx context.Context, d QuorumCallData, opts ...CallOption) {
	o := getCallOptions(E_Multicast, opts)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient, BroadcastID: d.BroadcastID, OriginAddr: d.OriginAddr,
	}}
	sentMsgs := 0

	var replyChan chan response
	if !o.noSendWaiting {
		replyChan = make(chan response, len(c))
	}
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}, opts: o}, replyChan, false)
		sentMsgs++
	}

	// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.
	if o.noSendWaiting {
		return
	}

	// nodeStream sends an empty reply on replyChan when the message has been sent
	// wait until the message has been sent
	for ; sentMsgs > 0; sentMsgs-- {
		<-replyChan
	}
}







MasterLab/gorums/rpc.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// CallData contains data needed to make a remote procedure call.
//
// This struct should be used by generated code only.
type CallData struct {
	Message         protoreflect.ProtoMessage
	Method          string
	BroadcastID     uint64
	OriginDigest    []byte
	OriginSignature []byte
	OriginPubKey    string
}

// RPCCall executes a remote procedure call on the node.
//
// This method should be used by generated code only.
func (n *RawNode) RPCCall(ctx context.Context, d CallData) (protoreflect.ProtoMessage, error) {
	md := &ordering.Metadata{MessageID: n.mgr.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		BroadcastID:     d.BroadcastID,
		OriginDigest:    d.OriginDigest,
		OriginPubKey:    d.OriginPubKey,
		OriginSignature: d.OriginSignature,
	}}

	//md := &ordering.Metadata{MessageID: n.mgr.getMsgID(), Method: d.Method}
	replyChan := make(chan response, 1)
	n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: d.Message}}, replyChan, false)

	select {
	case r := <-replyChan:
		return r.msg, r.err
	case <-ctx.Done():
		return nil, ctx.Err()
	}
}







MasterLab/gorums/Makefile

PLUGIN_PATH				:= ./cmd/protoc-gen-gorums
dev_path				:= $(PLUGIN_PATH)/dev
gen_path				:= $(PLUGIN_PATH)/gengorums
gen_files				:= $(shell find $(gen_path) -name "*.go" -not -name "*_test.go")
zorums_proto			:= $(dev_path)/zorums.proto
static_file				:= $(gen_path)/template_static.go
static_files			:= $(shell find $(dev_path) -name "*.go" -not -name "zorums*" -not -name "*_test.go")
proto_path 				:= $(dev_path):third_party:.

plugin_deps				:= gorums.pb.go internal/correctable/opts.pb.go $(static_file)
benchmark_deps			:= benchmark/benchmark.pb.go benchmark/benchmark_gorums.pb.go

.PHONY: all dev tools bootstrapgorums installgorums benchmark test compiletests

all: dev benchmark compiletests

dev: installgorums ordering/ordering.pb.go ordering/ordering_grpc.pb.go
	@rm -f $(dev_path)/zorums*.pb.go
	@protoc -I=$(proto_path) \
		--go_out=:. \
		--gorums_out=dev=true:. \
		$(zorums_proto)

benchmark: installgorums $(benchmark_deps)
	@go build -o cmd/benchmark/benchmark ./cmd/benchmark

$(static_file): $(static_files)
	@cp $(static_file) $(static_file).bak
	@protoc-gen-gorums --bundle=$(static_file)

%.pb.go : %.proto
	@protoc -I=$(proto_path) --go_out=paths=source_relative:. $^

%_grpc.pb.go : %.proto
	@protoc -I=$(proto_path) --go-grpc_out=paths=source_relative:. $^

%_gorums.pb.go : %.proto
	@protoc -I=$(proto_path) --gorums_out=paths=source_relative:. $^

tools:
	@go mod download
	@cat tools.go | grep _ | awk -F'"' '{print $$2}' | xargs -I % go install %

installgorums: bootstrapgorums $(gen_files) $(plugin_deps) Makefile
	@go install $(PLUGIN_PATH)

ifeq (, $(shell which protoc-gen-gorums))
bootstrapgorums: tools
	@echo "Bootstrapping gorums plugin"
	@go install github.com/relab/gorums/cmd/protoc-gen-gorums
endif

compiletests: installgorums
	@$(MAKE) --no-print-directory -C ./tests all

test: compiletests
	@go test ./...

testrace: compiletests
	go test -race -cpu=1,2,4 ./...

# Warning: will probably run for 10 minutes; the timeout does not work
stressdev: tools
	go test -c $(dev_path)
	stress -timeout=5s -p=1 ./dev.test

# Warning: should not be aborted (CTRL-C), as otherwise it may
# leave behind compiled files in-place.
# Again the timeout does not work, so it will probably leave behind generated files.
stressgen: tools
	cd ./internal/testprotos; go test -c
	cd ./internal/testprotos; stress -timeout=10s -p=1 ./testprotos.test
	rm ./internal/testprotos/testprotos.test
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package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// BroadcastCallData holds the message, destination nodes, method identifier,
// and other information necessary to perform the various quorum call types
// supported by Gorums.
type BroadcastCallData struct {
	Message           protoreflect.ProtoMessage
	Method            string
	BroadcastID       uint64 // a unique identifier for the current broadcast request
	IsBroadcastClient bool
	SenderAddr        string
	OriginAddr        string
	OriginMethod      string
	OriginPubKey      string
	OriginSignature   []byte
	OriginDigest      []byte
	ServerAddresses   []string
	SkipSelf          bool
}

// checks whether the given address is contained in the given subset
// of server addresses. Will return true if a subset is not given.
func (bcd *BroadcastCallData) inSubset(addr string) bool {
	if bcd.ServerAddresses == nil || len(bcd.ServerAddresses) <= 0 {
		return true
	}
	for _, srvAddr := range bcd.ServerAddresses {
		if addr == srvAddr {
			return true
		}
	}
	return false
}

// BroadcastCall performs a broadcast on the configuration.
//
// This method should be used by generated code only.
func (c RawConfiguration) BroadcastCall(ctx context.Context, d BroadcastCallData, opts ...CallOption) {
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient,
		BroadcastID:       d.BroadcastID,
		SenderAddr:        d.SenderAddr,
		OriginAddr:        d.OriginAddr,
		OriginMethod:      d.OriginMethod,
		OriginPubKey:      d.OriginPubKey,
		OriginSignature:   d.OriginSignature,
		OriginDigest:      d.OriginDigest,
	}}
	msg := &Message{Metadata: md, Message: d.Message}
	o := getCallOptions(E_Broadcast, opts)
	c.sign(msg, o.signOrigin)

	var replyChan chan response
	if !o.noSendWaiting {
		replyChan = make(chan response, len(c))
	}
	sentMsgs := 0
	notEnqueued := make([]*RawNode, 0, len(c))
	for _, n := range c {
		if d.SkipSelf && n.Address() == d.SenderAddr {
			// the node will not send the message to itself
			continue
		}
		// skip nodes not specified in subset
		if !d.inSubset(n.addr) {
			continue
		}
		sentMsgs++
		// do NOT enqueue in a goroutine. This inhibits ordering constraints.
		// the message will only be enqueued if the channel has enough capacity
		// or if the receiver is ready. This prevents a slow node from limiting the
		// enqueueing of messages to other nodes while still ensuring correct
		// ordering of messages.
		//
		// NOTE: the slow path will be invoked even though we buffer the channel. Hence,
		// the enqueueFast will provide a small performance benefit.
		enqueued := n.channel.enqueueFast(request{ctx: ctx, msg: msg, opts: o}, replyChan, false)
		if !enqueued {
			notEnqueued = append(notEnqueued, n)
		}
	}

	// it is important to retry the enqueueing for slow nodes. the method
	// will block until the message is enqueued.
	// NOTE: enqueueFast() creates a responseRouter and thus it is not
	// necessary to provide the replyChan to enqueueSlow().
	for _, n := range notEnqueued {
		n.channel.enqueueSlow(request{ctx: ctx, msg: msg, opts: o})
	}

	// if noSendWaiting is set, we will not wait for confirmation from the channel before returning.
	if o.noSendWaiting {
		return
	}

	// wait until all requests have been sent
	for ; sentMsgs > 0; sentMsgs-- {
		<-replyChan
	}
}
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package gorums

import (
	"errors"
	"fmt"
	"strings"
)

// Incomplete is the error returned by a quorum call when the call cannot completed
// due insufficient non-error replies to form a quorum according to the quorum function.
var Incomplete = errors.New("incomplete call")

// QuorumCallError reports on a failed quorum call.
type QuorumCallError struct {
	cause   error
	errors  []nodeError
	replies int
}

// Is reports whether the target error is the same as the cause of the QuorumCallError.
func (e QuorumCallError) Is(target error) bool {
	if t, ok := target.(QuorumCallError); ok {
		return e.cause == t.cause
	}
	return e.cause == target
}

func (e QuorumCallError) Error() string {
	s := fmt.Sprintf("quorum call error: %s (errors: %d, replies: %d)", e.cause, len(e.errors), e.replies)
	var b strings.Builder
	b.WriteString(s)
	if len(e.errors) == 0 {
		return b.String()
	}
	b.WriteString("\nnode errors:\n")
	for _, err := range e.errors {
		b.WriteByte('\t')
		b.WriteString(err.Error())
		b.WriteByte('\n')
	}
	return b.String()
}

// nodeError reports on a failed RPC call.
type nodeError struct {
	cause  error
	nodeID uint32
}

func (e nodeError) Error() string {
	return fmt.Sprintf("node %d: %v", e.nodeID, e.cause)
}







MasterLab/gorums/ordering/ordering.proto

syntax = "proto3";

package ordering;
option go_package = "github.com/relab/gorums/ordering";

import "google/rpc/status.proto";

service Gorums {
  // NodeStream is a stream that connects a client to a Node.
  // The messages that are sent on the stream contain both Metadata
  // and an application-specific message.
  rpc NodeStream(stream Metadata) returns (stream Metadata);
}

// Metadata is sent together with application-specific message types,
// and contains information necessary for Gorums to handle the messages.
message Metadata {
  uint64 MessageID = 1;
  string Method = 2; // uint32: 4 bytes
  google.rpc.Status Status = 3;
  BroadcastMsg BroadcastMsg = 4;
  AuthMsg AuthMsg = 5;
}

message BroadcastMsg {
  bool IsBroadcastClient = 1;
  uint64 BroadcastID = 2;
  string SenderAddr = 3; // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
  string OriginAddr = 4; // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
  string OriginMethod = 5; // uint32: 4 bytes
  bytes OriginDigest = 6;
  bytes OriginSignature = 7;
  string OriginPubKey = 8;
}

message AuthMsg {
  string PublicKey = 1;
  bytes Signature = 2;
  string Sender = 3;
}
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// Code generated by protoc-gen-go-grpc. DO NOT EDIT.
// versions:
// - protoc-gen-go-grpc v1.2.0
// - protoc             v3.12.4
// source: ordering/ordering.proto

package ordering

import (
	context "context"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	status "google.golang.org/grpc/status"
)

// This is a compile-time assertion to ensure that this generated file
// is compatible with the grpc package it is being compiled against.
// Requires gRPC-Go v1.32.0 or later.
const _ = grpc.SupportPackageIsVersion7

// GorumsClient is the client API for Gorums service.
//
// For semantics around ctx use and closing/ending streaming RPCs, please refer to https://pkg.go.dev/google.golang.org/grpc/?tab=doc#ClientConn.NewStream.
type GorumsClient interface {
	// NodeStream is a stream that connects a client to a Node.
	// The messages that are sent on the stream contain both Metadata
	// and an application-specific message.
	NodeStream(ctx context.Context, opts ...grpc.CallOption) (Gorums_NodeStreamClient, error)
}

type gorumsClient struct {
	cc grpc.ClientConnInterface
}

func NewGorumsClient(cc grpc.ClientConnInterface) GorumsClient {
	return &gorumsClient{cc}
}

func (c *gorumsClient) NodeStream(ctx context.Context, opts ...grpc.CallOption) (Gorums_NodeStreamClient, error) {
	stream, err := c.cc.NewStream(ctx, &Gorums_ServiceDesc.Streams[0], "/ordering.Gorums/NodeStream", opts...)
	if err != nil {
		return nil, err
	}
	x := &gorumsNodeStreamClient{stream}
	return x, nil
}

type Gorums_NodeStreamClient interface {
	Send(*Metadata) error
	Recv() (*Metadata, error)
	grpc.ClientStream
}

type gorumsNodeStreamClient struct {
	grpc.ClientStream
}

func (x *gorumsNodeStreamClient) Send(m *Metadata) error {
	return x.ClientStream.SendMsg(m)
}

func (x *gorumsNodeStreamClient) Recv() (*Metadata, error) {
	m := new(Metadata)
	if err := x.ClientStream.RecvMsg(m); err != nil {
		return nil, err
	}
	return m, nil
}

// GorumsServer is the server API for Gorums service.
// All implementations must embed UnimplementedGorumsServer
// for forward compatibility
type GorumsServer interface {
	// NodeStream is a stream that connects a client to a Node.
	// The messages that are sent on the stream contain both Metadata
	// and an application-specific message.
	NodeStream(Gorums_NodeStreamServer) error
	mustEmbedUnimplementedGorumsServer()
}

// UnimplementedGorumsServer must be embedded to have forward compatible implementations.
type UnimplementedGorumsServer struct {
}

func (UnimplementedGorumsServer) NodeStream(Gorums_NodeStreamServer) error {
	return status.Errorf(codes.Unimplemented, "method NodeStream not implemented")
}
func (UnimplementedGorumsServer) mustEmbedUnimplementedGorumsServer() {}

// UnsafeGorumsServer may be embedded to opt out of forward compatibility for this service.
// Use of this interface is not recommended, as added methods to GorumsServer will
// result in compilation errors.
type UnsafeGorumsServer interface {
	mustEmbedUnimplementedGorumsServer()
}

func RegisterGorumsServer(s grpc.ServiceRegistrar, srv GorumsServer) {
	s.RegisterService(&Gorums_ServiceDesc, srv)
}

func _Gorums_NodeStream_Handler(srv interface{}, stream grpc.ServerStream) error {
	return srv.(GorumsServer).NodeStream(&gorumsNodeStreamServer{stream})
}

type Gorums_NodeStreamServer interface {
	Send(*Metadata) error
	Recv() (*Metadata, error)
	grpc.ServerStream
}

type gorumsNodeStreamServer struct {
	grpc.ServerStream
}

func (x *gorumsNodeStreamServer) Send(m *Metadata) error {
	return x.ServerStream.SendMsg(m)
}

func (x *gorumsNodeStreamServer) Recv() (*Metadata, error) {
	m := new(Metadata)
	if err := x.ServerStream.RecvMsg(m); err != nil {
		return nil, err
	}
	return m, nil
}

// Gorums_ServiceDesc is the grpc.ServiceDesc for Gorums service.
// It's only intended for direct use with grpc.RegisterService,
// and not to be introspected or modified (even as a copy)
var Gorums_ServiceDesc = grpc.ServiceDesc{
	ServiceName: "ordering.Gorums",
	HandlerType: (*GorumsServer)(nil),
	Methods:     []grpc.MethodDesc{},
	Streams: []grpc.StreamDesc{
		{
			StreamName:    "NodeStream",
			Handler:       _Gorums_NodeStream_Handler,
			ServerStreams: true,
			ClientStreams: true,
		},
	},
	Metadata: "ordering/ordering.proto",
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: ordering/ordering.proto

package ordering

import (
	status "google.golang.org/genproto/googleapis/rpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

// Metadata is sent together with application-specific message types,
// and contains information necessary for Gorums to handle the messages.
type Metadata struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	MessageID    uint64         `protobuf:"varint,1,opt,name=MessageID,proto3" json:"MessageID,omitempty"`
	Method       string         `protobuf:"bytes,2,opt,name=Method,proto3" json:"Method,omitempty"` // uint32: 4 bytes
	Status       *status.Status `protobuf:"bytes,3,opt,name=Status,proto3" json:"Status,omitempty"`
	BroadcastMsg *BroadcastMsg  `protobuf:"bytes,4,opt,name=BroadcastMsg,proto3" json:"BroadcastMsg,omitempty"`
	AuthMsg      *AuthMsg       `protobuf:"bytes,5,opt,name=AuthMsg,proto3" json:"AuthMsg,omitempty"`
}

func (x *Metadata) Reset() {
	*x = Metadata{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_ordering_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Metadata) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Metadata) ProtoMessage() {}

func (x *Metadata) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_ordering_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Metadata.ProtoReflect.Descriptor instead.
func (*Metadata) Descriptor() ([]byte, []int) {
	return file_ordering_ordering_proto_rawDescGZIP(), []int{0}
}

func (x *Metadata) GetMessageID() uint64 {
	if x != nil {
		return x.MessageID
	}
	return 0
}

func (x *Metadata) GetMethod() string {
	if x != nil {
		return x.Method
	}
	return ""
}

func (x *Metadata) GetStatus() *status.Status {
	if x != nil {
		return x.Status
	}
	return nil
}

func (x *Metadata) GetBroadcastMsg() *BroadcastMsg {
	if x != nil {
		return x.BroadcastMsg
	}
	return nil
}

func (x *Metadata) GetAuthMsg() *AuthMsg {
	if x != nil {
		return x.AuthMsg
	}
	return nil
}

type BroadcastMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	IsBroadcastClient bool   `protobuf:"varint,1,opt,name=IsBroadcastClient,proto3" json:"IsBroadcastClient,omitempty"`
	BroadcastID       uint64 `protobuf:"varint,2,opt,name=BroadcastID,proto3" json:"BroadcastID,omitempty"`
	SenderAddr        string `protobuf:"bytes,3,opt,name=SenderAddr,proto3" json:"SenderAddr,omitempty"`     // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
	OriginAddr        string `protobuf:"bytes,4,opt,name=OriginAddr,proto3" json:"OriginAddr,omitempty"`     // bytes -> ipv4: 32 bit/ 4 bytes, ipv6: 128 bit / 16 bytes -> + Port: 16 bit / 2 bytes
	OriginMethod      string `protobuf:"bytes,5,opt,name=OriginMethod,proto3" json:"OriginMethod,omitempty"` // uint32: 4 bytes
	OriginDigest      []byte `protobuf:"bytes,6,opt,name=OriginDigest,proto3" json:"OriginDigest,omitempty"`
	OriginSignature   []byte `protobuf:"bytes,7,opt,name=OriginSignature,proto3" json:"OriginSignature,omitempty"`
	OriginPubKey      string `protobuf:"bytes,8,opt,name=OriginPubKey,proto3" json:"OriginPubKey,omitempty"`
}

func (x *BroadcastMsg) Reset() {
	*x = BroadcastMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_ordering_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *BroadcastMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*BroadcastMsg) ProtoMessage() {}

func (x *BroadcastMsg) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_ordering_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use BroadcastMsg.ProtoReflect.Descriptor instead.
func (*BroadcastMsg) Descriptor() ([]byte, []int) {
	return file_ordering_ordering_proto_rawDescGZIP(), []int{1}
}

func (x *BroadcastMsg) GetIsBroadcastClient() bool {
	if x != nil {
		return x.IsBroadcastClient
	}
	return false
}

func (x *BroadcastMsg) GetBroadcastID() uint64 {
	if x != nil {
		return x.BroadcastID
	}
	return 0
}

func (x *BroadcastMsg) GetSenderAddr() string {
	if x != nil {
		return x.SenderAddr
	}
	return ""
}

func (x *BroadcastMsg) GetOriginAddr() string {
	if x != nil {
		return x.OriginAddr
	}
	return ""
}

func (x *BroadcastMsg) GetOriginMethod() string {
	if x != nil {
		return x.OriginMethod
	}
	return ""
}

func (x *BroadcastMsg) GetOriginDigest() []byte {
	if x != nil {
		return x.OriginDigest
	}
	return nil
}

func (x *BroadcastMsg) GetOriginSignature() []byte {
	if x != nil {
		return x.OriginSignature
	}
	return nil
}

func (x *BroadcastMsg) GetOriginPubKey() string {
	if x != nil {
		return x.OriginPubKey
	}
	return ""
}

type AuthMsg struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	PublicKey string `protobuf:"bytes,1,opt,name=PublicKey,proto3" json:"PublicKey,omitempty"`
	Signature []byte `protobuf:"bytes,2,opt,name=Signature,proto3" json:"Signature,omitempty"`
	Sender    string `protobuf:"bytes,3,opt,name=Sender,proto3" json:"Sender,omitempty"`
}

func (x *AuthMsg) Reset() {
	*x = AuthMsg{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_ordering_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *AuthMsg) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*AuthMsg) ProtoMessage() {}

func (x *AuthMsg) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_ordering_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use AuthMsg.ProtoReflect.Descriptor instead.
func (*AuthMsg) Descriptor() ([]byte, []int) {
	return file_ordering_ordering_proto_rawDescGZIP(), []int{2}
}

func (x *AuthMsg) GetPublicKey() string {
	if x != nil {
		return x.PublicKey
	}
	return ""
}

func (x *AuthMsg) GetSignature() []byte {
	if x != nil {
		return x.Signature
	}
	return nil
}

func (x *AuthMsg) GetSender() string {
	if x != nil {
		return x.Sender
	}
	return ""
}

var File_ordering_ordering_proto protoreflect.FileDescriptor

var file_ordering_ordering_proto_rawDesc = []byte{
	0x0a, 0x17, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x69, 0x6e, 0x67, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x08, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x69, 0x6e, 0x67, 0x1a, 0x17, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x72, 0x70, 0x63, 0x2f,
	0x73, 0x74, 0x61, 0x74, 0x75, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0xd5, 0x01, 0x0a,
	0x08, 0x4d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x12, 0x1c, 0x0a, 0x09, 0x4d, 0x65, 0x73,
	0x73, 0x61, 0x67, 0x65, 0x49, 0x44, 0x18, 0x01, 0x20, 0x01, 0x28, 0x04, 0x52, 0x09, 0x4d, 0x65,
	0x73, 0x73, 0x61, 0x67, 0x65, 0x49, 0x44, 0x12, 0x16, 0x0a, 0x06, 0x4d, 0x65, 0x74, 0x68, 0x6f,
	0x64, 0x18, 0x02, 0x20, 0x01, 0x28, 0x09, 0x52, 0x06, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x12,
	0x2a, 0x0a, 0x06, 0x53, 0x74, 0x61, 0x74, 0x75, 0x73, 0x18, 0x03, 0x20, 0x01, 0x28, 0x0b, 0x32,
	0x12, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x72, 0x70, 0x63, 0x2e, 0x53, 0x74, 0x61,
	0x74, 0x75, 0x73, 0x52, 0x06, 0x53, 0x74, 0x61, 0x74, 0x75, 0x73, 0x12, 0x3a, 0x0a, 0x0c, 0x42,
	0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x4d, 0x73, 0x67, 0x18, 0x04, 0x20, 0x01, 0x28,
	0x0b, 0x32, 0x16, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x42, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x4d, 0x73, 0x67, 0x52, 0x0c, 0x42, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x4d, 0x73, 0x67, 0x12, 0x2b, 0x0a, 0x07, 0x41, 0x75, 0x74, 0x68, 0x4d,
	0x73, 0x67, 0x18, 0x05, 0x20, 0x01, 0x28, 0x0b, 0x32, 0x11, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x69, 0x6e, 0x67, 0x2e, 0x41, 0x75, 0x74, 0x68, 0x4d, 0x73, 0x67, 0x52, 0x07, 0x41, 0x75, 0x74,
	0x68, 0x4d, 0x73, 0x67, 0x22, 0xb4, 0x02, 0x0a, 0x0c, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x4d, 0x73, 0x67, 0x12, 0x2c, 0x0a, 0x11, 0x49, 0x73, 0x42, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x43, 0x6c, 0x69, 0x65, 0x6e, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08,
	0x52, 0x11, 0x49, 0x73, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x6c, 0x69,
	0x65, 0x6e, 0x74, 0x12, 0x20, 0x0a, 0x0b, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x49, 0x44, 0x18, 0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x0b, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x49, 0x44, 0x12, 0x1e, 0x0a, 0x0a, 0x53, 0x65, 0x6e, 0x64, 0x65, 0x72, 0x41,
	0x64, 0x64, 0x72, 0x18, 0x03, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0a, 0x53, 0x65, 0x6e, 0x64, 0x65,
	0x72, 0x41, 0x64, 0x64, 0x72, 0x12, 0x1e, 0x0a, 0x0a, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x41,
	0x64, 0x64, 0x72, 0x18, 0x04, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0a, 0x4f, 0x72, 0x69, 0x67, 0x69,
	0x6e, 0x41, 0x64, 0x64, 0x72, 0x12, 0x22, 0x0a, 0x0c, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x4d,
	0x65, 0x74, 0x68, 0x6f, 0x64, 0x18, 0x05, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0c, 0x4f, 0x72, 0x69,
	0x67, 0x69, 0x6e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x12, 0x22, 0x0a, 0x0c, 0x4f, 0x72, 0x69,
	0x67, 0x69, 0x6e, 0x44, 0x69, 0x67, 0x65, 0x73, 0x74, 0x18, 0x06, 0x20, 0x01, 0x28, 0x0c, 0x52,
	0x0c, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x44, 0x69, 0x67, 0x65, 0x73, 0x74, 0x12, 0x28, 0x0a,
	0x0f, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x53, 0x69, 0x67, 0x6e, 0x61, 0x74, 0x75, 0x72, 0x65,
	0x18, 0x07, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x0f, 0x4f, 0x72, 0x69, 0x67, 0x69, 0x6e, 0x53, 0x69,
	0x67, 0x6e, 0x61, 0x74, 0x75, 0x72, 0x65, 0x12, 0x22, 0x0a, 0x0c, 0x4f, 0x72, 0x69, 0x67, 0x69,
	0x6e, 0x50, 0x75, 0x62, 0x4b, 0x65, 0x79, 0x18, 0x08, 0x20, 0x01, 0x28, 0x09, 0x52, 0x0c, 0x4f,
	0x72, 0x69, 0x67, 0x69, 0x6e, 0x50, 0x75, 0x62, 0x4b, 0x65, 0x79, 0x22, 0x5d, 0x0a, 0x07, 0x41,
	0x75, 0x74, 0x68, 0x4d, 0x73, 0x67, 0x12, 0x1c, 0x0a, 0x09, 0x50, 0x75, 0x62, 0x6c, 0x69, 0x63,
	0x4b, 0x65, 0x79, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x09, 0x50, 0x75, 0x62, 0x6c, 0x69,
	0x63, 0x4b, 0x65, 0x79, 0x12, 0x1c, 0x0a, 0x09, 0x53, 0x69, 0x67, 0x6e, 0x61, 0x74, 0x75, 0x72,
	0x65, 0x18, 0x02, 0x20, 0x01, 0x28, 0x0c, 0x52, 0x09, 0x53, 0x69, 0x67, 0x6e, 0x61, 0x74, 0x75,
	0x72, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x53, 0x65, 0x6e, 0x64, 0x65, 0x72, 0x18, 0x03, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x06, 0x53, 0x65, 0x6e, 0x64, 0x65, 0x72, 0x32, 0x42, 0x0a, 0x06, 0x47, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x12, 0x38, 0x0a, 0x0a, 0x4e, 0x6f, 0x64, 0x65, 0x53, 0x74, 0x72, 0x65,
	0x61, 0x6d, 0x12, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x4d, 0x65,
	0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x1a, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e,
	0x67, 0x2e, 0x4d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x28, 0x01, 0x30, 0x01, 0x42, 0x22,
	0x5a, 0x20, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c,
	0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69,
	0x6e, 0x67, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_ordering_ordering_proto_rawDescOnce sync.Once
	file_ordering_ordering_proto_rawDescData = file_ordering_ordering_proto_rawDesc
)

func file_ordering_ordering_proto_rawDescGZIP() []byte {
	file_ordering_ordering_proto_rawDescOnce.Do(func() {
		file_ordering_ordering_proto_rawDescData = protoimpl.X.CompressGZIP(file_ordering_ordering_proto_rawDescData)
	})
	return file_ordering_ordering_proto_rawDescData
}

var file_ordering_ordering_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_ordering_ordering_proto_goTypes = []interface{}{
	(*Metadata)(nil),      // 0: ordering.Metadata
	(*BroadcastMsg)(nil),  // 1: ordering.BroadcastMsg
	(*AuthMsg)(nil),       // 2: ordering.AuthMsg
	(*status.Status)(nil), // 3: google.rpc.Status
}
var file_ordering_ordering_proto_depIdxs = []int32{
	3, // 0: ordering.Metadata.Status:type_name -> google.rpc.Status
	1, // 1: ordering.Metadata.BroadcastMsg:type_name -> ordering.BroadcastMsg
	2, // 2: ordering.Metadata.AuthMsg:type_name -> ordering.AuthMsg
	0, // 3: ordering.Gorums.NodeStream:input_type -> ordering.Metadata
	0, // 4: ordering.Gorums.NodeStream:output_type -> ordering.Metadata
	4, // [4:5] is the sub-list for method output_type
	3, // [3:4] is the sub-list for method input_type
	3, // [3:3] is the sub-list for extension type_name
	3, // [3:3] is the sub-list for extension extendee
	0, // [0:3] is the sub-list for field type_name
}

func init() { file_ordering_ordering_proto_init() }
func file_ordering_ordering_proto_init() {
	if File_ordering_ordering_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_ordering_ordering_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Metadata); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_ordering_ordering_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*BroadcastMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_ordering_ordering_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*AuthMsg); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_ordering_ordering_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_ordering_ordering_proto_goTypes,
		DependencyIndexes: file_ordering_ordering_proto_depIdxs,
		MessageInfos:      file_ordering_ordering_proto_msgTypes,
	}.Build()
	File_ordering_ordering_proto = out.File
	file_ordering_ordering_proto_rawDesc = nil
	file_ordering_ordering_proto_goTypes = nil
	file_ordering_ordering_proto_depIdxs = nil
}







MasterLab/gorums/server.go

package gorums

import (
	"context"
	"crypto/elliptic"
	"fmt"
	"log/slog"
	"net"
	"sync"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// requestHandler is used to fetch a response message based on the request.
// A requestHandler should receive a message from the server, unmarshal it into
// the proper type for that Method's request type, call a user provided Handler,
// and return a marshaled result to the server.
type requestHandler func(ServerCtx, *Message, chan<- *Message)

type orderingServer struct {
	handlers map[string]requestHandler
	opts     *serverOptions
	ordering.UnimplementedGorumsServer
}

func newOrderingServer(opts *serverOptions) *orderingServer {
	s := &orderingServer{
		handlers: make(map[string]requestHandler),
		opts:     opts,
	}
	return s
}

func (s *orderingServer) encodeMsg(req *Message) ([]byte, error) {
	// we must not consider the signature field when validating.
	// also the msgType must be set to requestType.
	signature := make([]byte, len(req.Metadata.AuthMsg.Signature))
	copy(signature, req.Metadata.AuthMsg.Signature)
	reqType := req.msgType
	req.Metadata.AuthMsg.Signature = nil
	req.msgType = 0
	encodedMsg, err := s.opts.auth.EncodeMsg(*req)
	req.Metadata.AuthMsg.Signature = make([]byte, len(signature))
	copy(req.Metadata.AuthMsg.Signature, signature)
	req.msgType = reqType
	return encodedMsg, err
}

func (s *orderingServer) verify(req *Message) error {
	if s.opts.auth == nil {
		return nil
	}
	if req.Metadata.AuthMsg == nil {
		return fmt.Errorf("missing authMsg")
	}
	if req.Metadata.AuthMsg.Signature == nil {
		return fmt.Errorf("missing signature")
	}
	if req.Metadata.AuthMsg.PublicKey == "" {
		return fmt.Errorf("missing publicKey")
	}
	auth := s.opts.auth
	authMsg := req.Metadata.AuthMsg
	if s.opts.allowList != nil {
		pemEncodedPub, ok := s.opts.allowList[authMsg.Sender]
		if !ok {
			return fmt.Errorf("not allowed")
		}
		if pemEncodedPub != authMsg.PublicKey {
			return fmt.Errorf("publicKey did not match")
		}
	}
	encodedMsg, err := s.encodeMsg(req)
	if err != nil {
		return err
	}
	valid, err := auth.VerifySignature(authMsg.PublicKey, encodedMsg, authMsg.Signature)
	if err != nil {
		return err
	}
	if !valid {
		return fmt.Errorf("invalid signature")
	}
	return nil
}

// SendMessage attempts to send a message on a channel.
//
// This function should be used by generated code only.
func SendMessage(ctx context.Context, c chan<- *Message, msg *Message) error {
	select {
	case c <- msg:
	case <-ctx.Done():
		return ctx.Err()
	}
	return nil
}

// WrapMessage wraps the metadata, response and error status in a gorumsMessage
//
// This function should be used by generated code only.
func WrapMessage(md *ordering.Metadata, resp protoreflect.ProtoMessage, err error) *Message {
	errStatus, ok := status.FromError(err)
	if !ok {
		errStatus = status.New(codes.Unknown, err.Error())
	}
	md.Status = errStatus.Proto()
	return &Message{Metadata: md, Message: resp}
}

// NodeStream handles a connection to a single client. The stream is aborted if there
// is any error with sending or receiving.
func (s *orderingServer) NodeStream(srv ordering.Gorums_NodeStreamServer) error {
	var mut sync.Mutex // used to achieve mutex between request handlers
	finished := make(chan *Message, s.opts.buffer)
	ctx := srv.Context()

	if s.opts.connectCallback != nil {
		s.opts.connectCallback(ctx)
	}

	go func() {
		for {
			select {
			case <-ctx.Done():
				return
			case msg := <-finished:
				err := srv.SendMsg(msg)
				if err != nil {
					return
				}
			}
		}
	}()

	// Start with a locked mutex
	mut.Lock()
	defer mut.Unlock()

	for {
		req := newMessage(requestType)
		err := srv.RecvMsg(req)
		if err != nil {
			return err
		}
		err = s.verify(req)
		if err != nil {
			continue
		}
		if handler, ok := s.handlers[req.Metadata.Method]; ok {
			// We start the handler in a new goroutine in order to allow multiple handlers to run concurrently.
			// However, to preserve request ordering, the handler must unlock the shared mutex when it has either
			// finished, or when it is safe to start processing the next request.
			go handler(ServerCtx{Context: ctx, once: new(sync.Once), mut: &mut}, req, finished)
			// Wait until the handler releases the mutex.
			mut.Lock()
		}
	}
}

type serverOptions struct {
	buffer            uint
	grpcOpts          []grpc.ServerOption
	connectCallback   func(context.Context)
	logger            *slog.Logger
	executionOrder    map[string]int
	machineID         uint64
	clientDialTimeout time.Duration
	reqTTL            time.Duration // the lifetime of a broadcast request
	shardBuffer       int           // size of a newly initialized shard
	sendBuffer        int           // buffer on the send and broadcast channels for a broadcast processor
	// this is the address other nodes should connect to. Sometimes, e.g. when
	// running in a docker container it is useful to listen to the loopback
	// address and use forwarding from the host. If not this option is not given,
	// the listen address used on the gRPC listener will be used instead.
	listenAddr   string
	allowList    map[string]string
	auth         *authentication.EllipticCurve
	grpcDialOpts []grpc.DialOption
}

// ServerOption is used to change settings for the GorumsServer
type ServerOption func(*serverOptions)

// WithReceiveBufferSize sets the buffer size for the server.
// A larger buffer may result in higher throughput at the cost of higher latency.
func WithReceiveBufferSize(size uint) ServerOption {
	return func(o *serverOptions) {
		o.buffer = size
	}
}

// WithGRPCServerOptions allows to set gRPC options for the server.
func WithGRPCServerOptions(opts ...grpc.ServerOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcOpts = append(o.grpcOpts, opts...)
	}
}

// WithConnectCallback registers a callback function that will be called by the server
// whenever a node connects or reconnects to the server. This allows access to the node's
// stream context, which is passed to the callback function. The stream context can be
// used to extract the metadata and peer information, if available.
func WithConnectCallback(callback func(context.Context)) ServerOption {
	return func(so *serverOptions) {
		so.connectCallback = callback
	}
}

// WithOrder returns a ServerOption which defines the order of execution
// of gRPC methods.
//
// E.g. in PBFT we can specify the order: PrePrepare, Prepare, and Commit.
// Gorums will then make sure to only execute messages in this order.
// The rules are defined as such:
//  1. Messages to the first gRPC method (PrePrepare) will always be executed.
//  2. Messages to gRPC methods not defined in the order will always be executed.
//  3. Messages to gRPC methods appearing later in the order will be cached and executed later.
//  4. Messages to gRPC methods appearing earlier than the current method will be executed immediately.
//     E.g. if current method is Commit, then messages to PrePrepare and Prepare will be accepted.
//  5. The server itself needs to call the next method in the order to progress to the next gRPC method.
//     E.g. by calling broadcast.Prepare().
//  6. If the BroadcastOption ProgressTo() is used, then it will progress to the given gRPC method.
func WithOrder(executionOrder ...string) ServerOption {
	return func(o *serverOptions) {
		o.executionOrder = make(map[string]int)
		for i, method := range executionOrder {
			o.executionOrder[method] = i
		}
	}
}

// WithClientDialTimeout returns a ServerOption which sets the dial timeout
// used to send replies back to the client in a BroadcastCall.
func WithClientDialTimeout(dialTimeout time.Duration) ServerOption {
	return func(o *serverOptions) {
		o.clientDialTimeout = dialTimeout
	}
}

// WithServerGrpcDialOptions returns a ServerOption which sets any gRPC dial options
// the Broadcast Router should use when connecting to each client.
func WithServerGrpcDialOptions(opts ...grpc.DialOption) ServerOption {
	return func(o *serverOptions) {
		o.grpcDialOpts = make([]grpc.DialOption, 0, len(opts))
		o.grpcDialOpts = append(o.grpcDialOpts, opts...)
	}
}

// WithShardBuffer returns a ServerOption which sets the buffer size
// of the shards. A higher shard size uses more memory but saves time
// when the number of broadcast requests is large.
func WithShardBuffer(shardBuffer int) ServerOption {
	return func(o *serverOptions) {
		o.shardBuffer = shardBuffer
	}
}

// WithSendBuffer returns a ServerOption which sets the buffer size
// of the sendChannel and broadcastChannel for a broadcast processor.
// A higher sendBuffer uses more memory but saves time when the number
// broadcast messages is large.
func WithSendBuffer(sendBuffer int) ServerOption {
	return func(o *serverOptions) {
		o.sendBuffer = sendBuffer
	}
}

// WithBroadcastReqTTL returns a ServerOption which sets the lifetime
// used for the broadcast processors.
func WithBroadcastReqTTL(reqTTL time.Duration) ServerOption {
	return func(o *serverOptions) {
		o.reqTTL = reqTTL
	}
}

// WithSLogger returns a ServerOption which sets an optional structured logger for
// the Server. This will log internal events regarding broadcast requests. The
// ManagerOption WithLogger() should be used when creating the manager in order
// to log events related to transmission of messages.
func WithSLogger(logger *slog.Logger) ServerOption {
	return func(o *serverOptions) {
		o.logger = logger
	}
}

// WithSrvID sets the MachineID of the broadcast server. This ID is used to
// generate BroadcastIDs. This method should be used if a replica needs to
// initiate a broadcast request.
//
// An example use case is in Paxos:
// The designated leader sends a prepare and receives some promises it has
// never seen before. It thus needs to send accept messages correspondingly.
// These accept messages are not part of any broadcast request and the server
// is thus responsible for the origin of these requests.
func WithSrvID(machineID uint64) ServerOption {
	return func(o *serverOptions) {
		o.machineID = machineID
	}
}

// WithAllowList accepts (address, publicKey) pairs which is used to validate
// messages. Only nodes added to the allow list are allowed to send msgs to
// the server.
func WithAllowList(curve elliptic.Curve, allowed ...string) ServerOption {
	return func(o *serverOptions) {
		o.allowList = make(map[string]string)
		if len(allowed)%2 != 0 {
			panic("must provide (address, publicKey) pairs to WithAllowList()")
		}
		for i := range allowed {
			if i%2 != 0 {
				continue
			}
			o.allowList[allowed[i]] = allowed[i+1]
		}
		o.auth = authentication.New(curve)
	}
}

// EnforceAuthentication accepts an elliptic curve which is used to validate
// messages. Only msgs with a pubKey and signature will be processed by the
// server.
func EnforceAuthentication(curve elliptic.Curve) ServerOption {
	return func(o *serverOptions) {
		o.auth = authentication.New(curve)
	}
}

// WithListenAddr sets the IP address of the broadcast server which will be used in messages
// sent by the server. The network of the address has to be a TCP network name. Hence,
// net.ResolveTCPAddr() can be used to obtain the net.Addr type of an address.
func WithListenAddr(listenAddr net.Addr) ServerOption {
	return func(o *serverOptions) {
		o.listenAddr = listenAddr.String()
	}
}

// Server serves all ordering based RPCs using registered handlers.
type Server struct {
	srv          *orderingServer
	grpcServer   *grpc.Server
	broadcastSrv *broadcastServer
}

// NewServer returns a new instance of GorumsServer.
// This function is intended for internal Gorums use.
// You should call `NewServer` in the generated code instead.
func NewServer(opts ...ServerOption) *Server {
	serverOpts := serverOptions{
		clientDialTimeout: 10 * time.Second,
		shardBuffer:       200,
		sendBuffer:        30,
		reqTTL:            5 * time.Minute,
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID: uint64(broadcast.MaxMachineID) + 1,
	}
	for _, opt := range opts {
		opt(&serverOpts)
	}
	s := &Server{
		srv:          newOrderingServer(&serverOpts),
		grpcServer:   grpc.NewServer(serverOpts.grpcOpts...),
		broadcastSrv: newBroadcastServer(&serverOpts),
	}
	ordering.RegisterGorumsServer(s.grpcServer, s.srv)
	return s
}

// RegisterHandler registers a request handler for the specified method name.
//
// This function should only be used by generated code.
func (s *Server) RegisterHandler(method string, handler requestHandler) {
	s.broadcastSrv.registerBroadcastFunc(method)
	s.srv.handlers[method] = handler
}

func (s *Server) RegisterClientHandler(method string) {
	s.broadcastSrv.registerSendToClientHandler(method)
}

// Serve starts serving on the listener.
func (s *Server) Serve(listener net.Listener) error {
	return s.grpcServer.Serve(listener)
}

// GracefulStop waits for all RPCs to finish before stopping.
func (s *Server) GracefulStop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.GracefulStop()
}

// Stop stops the server immediately.
func (s *Server) Stop() {
	if s.broadcastSrv != nil {
		s.broadcastSrv.stop()
	}
	s.grpcServer.Stop()
}

// ServerCtx is a context that is passed from the Gorums server to the handler.
// It allows the handler to release its lock on the server, allowing the next request to be processed.
// This happens automatically when the handler returns.
type ServerCtx struct {
	context.Context
	once *sync.Once // must be a pointer to avoid passing ctx by value
	mut  *sync.Mutex
}

// Release releases this handler's lock on the server, which allows the next request to be processed.
func (ctx *ServerCtx) Release() {
	ctx.once.Do(ctx.mut.Unlock)
}







MasterLab/gorums/unicast.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
)

// Unicast is a one-way call; no replies are processed.
// By default this function returns once the message has been sent.
// Providing the call option WithNoSendWaiting, the function may return
// before the message has been sent.
func (n *RawNode) Unicast(ctx context.Context, d CallData, opts ...CallOption) {
	o := getCallOptions(E_Unicast, opts)

	md := &ordering.Metadata{MessageID: n.mgr.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{BroadcastID: d.BroadcastID}}
	req := request{ctx: ctx, msg: &Message{Metadata: md, Message: d.Message}, opts: o}

	if o.noSendWaiting {
		n.channel.enqueue(req, nil, false)
		return // don't wait for message to be sent
	}

	// newReply must be called before adding req to sendQ
	replyChan := make(chan response, 1)
	n.channel.enqueue(req, replyChan, false)
	// channel sends an empty reply on replyChan when the message has been sent
	// wait until the message has been sent
	<-replyChan
}







MasterLab/gorums/quorumcall.go

package gorums

import (
	"context"

	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// QuorumCallData holds the message, destination nodes, method identifier,
// and other information necessary to perform the various quorum call types
// supported by Gorums.
//
// This struct should be used by generated code only.
type QuorumCallData struct {
	Message           protoreflect.ProtoMessage
	Method            string
	PerNodeArgFn      func(protoreflect.ProtoMessage, uint32) protoreflect.ProtoMessage
	QuorumFunction    func(protoreflect.ProtoMessage, map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool)
	IsBroadcastClient bool
	OriginAddr        string
	BroadcastID       uint64 // a unique identifier for the current message
}

// QuorumCall performs a quorum call on the configuration.
//
// This method should be used by generated code only.
func (c RawConfiguration) QuorumCall(ctx context.Context, d QuorumCallData) (resp protoreflect.ProtoMessage, err error) {
	expectedReplies := len(c)
	md := &ordering.Metadata{MessageID: c.getMsgID(), Method: d.Method, BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: d.IsBroadcastClient, BroadcastID: d.BroadcastID, OriginAddr: d.OriginAddr,
	}}

	replyChan := make(chan response, expectedReplies)
	for _, n := range c {
		msg := d.Message
		if d.PerNodeArgFn != nil {
			msg = d.PerNodeArgFn(d.Message, n.id)
			if !msg.ProtoReflect().IsValid() {
				expectedReplies--
				continue // don't send if no msg
			}
		}
		n.channel.enqueue(request{ctx: ctx, msg: &Message{Metadata: md, Message: msg}}, replyChan, false)
	}

	var (
		errs    []nodeError
		quorum  bool
		replies = make(map[uint32]protoreflect.ProtoMessage)
	)

	for {
		select {
		case r := <-replyChan:
			if r.err != nil {
				errs = append(errs, nodeError{nodeID: r.nid, cause: r.err})
				break
			}
			replies[r.nid] = r.msg
			if resp, quorum = d.QuorumFunction(d.Message, replies); quorum {
				return resp, nil
			}
		case <-ctx.Done():
			return resp, QuorumCallError{cause: ctx.Err(), errors: errs, replies: len(replies)}
		}
		if len(errs)+len(replies) == expectedReplies {
			return resp, QuorumCallError{cause: Incomplete, errors: errs, replies: len(replies)}
		}
	}
}
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package gorums

import (
	"context"
	"fmt"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

func DefaultHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl defaultImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(T)
		defer ctx.Release()
		resp, err := impl(ctx, req)
		_ = SendMessage(ctx, finished, WrapMessage(in.Metadata, protoreflect.ProtoMessage(resp), err))
	}
}

func ClientHandler[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage](impl clientImplementationFunc[T, V]) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, _ chan<- *Message) {
		defer ctx.Release()
		req := in.Message.(T)
		//err := status.FromProto(in.Metadata.GetStatus()).Err()
		_, _ = impl(ctx, req, in.Metadata.BroadcastMsg.BroadcastID)
	}
}

func BroadcastHandler[T protoreflect.ProtoMessage, V Broadcaster](impl implementationFunc[T, V], srv *Server) func(ctx ServerCtx, in *Message, finished chan<- *Message) {
	return func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		// release immediately to process next message
		ctx.Release()

		// guard:
		// - A broadcastID should be non-empty:
		// - Maybe the request should be unique? Remove duplicates of the same broadcast? <- Most likely no (up to the implementer)
		if err := srv.broadcastSrv.validateMessage(in); err != nil {
			if srv.broadcastSrv.logger != nil {
				srv.broadcastSrv.logger.Debug("broadcast request not valid", "metadata", in.Metadata, "err", err)
			}
			return
		}

		// interface conversion can fail if proto message of the wrong type is given.
		// this happens when Cancellations arrive because the proto message is nil but
		// we still want to process the message.
		req, ok := in.Message.(T)
		if !ok && in.Metadata.Method != Cancellation {
			return
		}
		if in.Metadata.BroadcastMsg.IsBroadcastClient {
			// keep track of the method called by the user
			in.Metadata.BroadcastMsg.OriginMethod = in.Metadata.Method
		}
		// due to ordering we wrap the actual implementation function to be able to
		// run it at a later time.
		run := func(reqCtx context.Context, enqueueBroadcast func(*broadcast.Msg) error) {
			// we need to pass in the reqCtx and broadcastChan because we can only retrieve
			// them after we have gotten a response from the shard. The reqCtx
			// is used for cancellations and broadcastChan for broadcasts.
			broadcastMetadata := newBroadcastMetadata(in.Metadata)
			broadcaster := srv.broadcastSrv.createBroadcaster(broadcastMetadata, srv.broadcastSrv.orchestrator, enqueueBroadcast).(V)
			ctx.Context = reqCtx
			impl(ctx, req, broadcaster)
		}

		msg := broadcast.Content{}
		createRequest(&msg, ctx, in, finished, run)

		// we are not interested in the server context as this is tied to the previous hop.
		// instead we want to check whether the client has cancelled the broadcast request
		// and if so, we return a cancelled context. This enables the implementer to listen
		// for cancels and do proper actions.
		reqCtx, enqueueBroadcast, err := srv.broadcastSrv.manager.Process(&msg)
		if err != nil {
			return
		}

		run(reqCtx, enqueueBroadcast)
	}
}

func createRequest(msg *broadcast.Content, ctx ServerCtx, in *Message, finished chan<- *Message, run func(context.Context, func(*broadcast.Msg) error)) {
	msg.BroadcastID = in.Metadata.BroadcastMsg.BroadcastID
	msg.IsBroadcastClient = in.Metadata.BroadcastMsg.IsBroadcastClient
	msg.OriginAddr = in.Metadata.BroadcastMsg.OriginAddr
	msg.OriginMethod = in.Metadata.BroadcastMsg.OriginMethod
	msg.SenderAddr = in.Metadata.BroadcastMsg.SenderAddr
	if msg.SenderAddr == "" && msg.IsBroadcastClient {
		msg.SenderAddr = "client"
	}
	if in.Metadata.BroadcastMsg.OriginDigest != nil {
		msg.OriginDigest = in.Metadata.BroadcastMsg.OriginDigest
	}
	if in.Metadata.BroadcastMsg.OriginSignature != nil {
		msg.OriginSignature = in.Metadata.BroadcastMsg.OriginSignature
	}
	if in.Metadata.BroadcastMsg.OriginPubKey != "" {
		msg.OriginPubKey = in.Metadata.BroadcastMsg.OriginPubKey
	}
	msg.CurrentMethod = in.Metadata.Method
	msg.Ctx = ctx.Context
	msg.Run = run
	if msg.OriginAddr == "" && msg.IsBroadcastClient {
		msg.SendFn = createSendFn(in.Metadata.MessageID, in.Metadata.Method, finished, ctx)
	}
	if in.Metadata.Method == Cancellation {
		msg.IsCancellation = true
	}
}

func createSendFn(msgID uint64, method string, finished chan<- *Message, ctx ServerCtx) func(resp protoreflect.ProtoMessage, err error) error {
	return func(resp protoreflect.ProtoMessage, err error) error {
		md := &ordering.Metadata{
			MessageID: msgID,
			Method:    method,
		}
		msg := WrapMessage(md, resp, err)
		return SendMessage(ctx, finished, msg)
	}
}

func (srv *broadcastServer) validateMessage(in *Message) error {
	if in == nil {
		return fmt.Errorf("message cannot be empty. got: %v", in)
	}
	if in.Metadata == nil {
		return fmt.Errorf("metadata cannot be empty. got: %v", in.Metadata)
	}
	if in.Metadata.BroadcastMsg == nil {
		return fmt.Errorf("broadcastMsg cannot be empty. got: %v", in.Metadata.BroadcastMsg)
	}
	if in.Metadata.BroadcastMsg.BroadcastID <= 0 {
		return fmt.Errorf("broadcastID cannot be empty. got: %v", in.Metadata.BroadcastMsg.BroadcastID)
	}
	return nil
}

func (srv *Server) RegisterBroadcaster(broadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, e EnqueueBroadcast) Broadcaster) {
	srv.broadcastSrv.createBroadcaster = broadcaster
	srv.broadcastSrv.orchestrator = NewBroadcastOrchestrator(srv)
}

func (srv *broadcastServer) broadcastHandler(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, opts ...broadcast.BroadcastOptions) error {
	return srv.manager.Broadcast(broadcastID, req, method, enqueueBroadcast, opts...)
}

func (srv *broadcastServer) sendToClientHandler(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.SendToClient(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) forwardHandler(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       broadcastID,
		IsBroadcastClient: true,
		OriginAddr:        originAddr,
		ServerAddresses:   []string{forwardAddr},
	}
	srv.viewMutex.RLock()
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) cancelHandler(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error {
	return srv.manager.Cancel(broadcastID, srvAddrs, enqueueBroadcast)
}

func (srv *broadcastServer) doneHandler(broadcastID uint64, enqueueBroadcast EnqueueBroadcast) {
	srv.manager.Done(broadcastID, enqueueBroadcast)
}

func (srv *broadcastServer) canceler(broadcastID uint64, srvAddrs []string) {
	cd := BroadcastCallData{
		Message:         nil,
		Method:          Cancellation,
		BroadcastID:     broadcastID,
		ServerAddresses: srvAddrs,
	}
	srv.viewMutex.RLock()
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *broadcastServer) serverBroadcastHandler(method string, req protoreflect.ProtoMessage, opts ...broadcast.BroadcastOptions) {
	cd := BroadcastCallData{
		Message:           req,
		Method:            method,
		BroadcastID:       srv.manager.NewBroadcastID(),
		OriginAddr:        broadcast.ServerOriginAddr,
		IsBroadcastClient: false,
	}
	srv.viewMutex.RLock()
	srv.view.BroadcastCall(context.Background(), cd)
	srv.viewMutex.RUnlock()
}

func (srv *Server) SendToClientHandler(resp protoreflect.ProtoMessage, err error, broadcastID uint64, enqueueBroadcast EnqueueBroadcast) error {
	return srv.broadcastSrv.sendToClientHandler(broadcastID, resp, err, enqueueBroadcast)
}

func (srv *broadcastServer) registerBroadcastFunc(method string) {
	srv.manager.AddHandler(method, broadcast.ServerHandler(func(ctx context.Context, in protoreflect.ProtoMessage, broadcastID uint64, originAddr, originMethod string, options broadcast.BroadcastOptions, id uint32, addr string, originDigest, originSignature []byte, originPubKey string) {
		cd := BroadcastCallData{
			Message:           in,
			Method:            method,
			BroadcastID:       broadcastID,
			IsBroadcastClient: false,
			SenderAddr:        addr,
			OriginAddr:        originAddr,
			OriginMethod:      originMethod,
			ServerAddresses:   options.ServerAddresses,
			SkipSelf:          options.SkipSelf,
			OriginDigest:      originDigest,
			OriginSignature:   originSignature,
			OriginPubKey:      originPubKey,
		}
		srv.viewMutex.RLock()
		srv.view.BroadcastCall(ctx, cd)
		srv.viewMutex.RUnlock()
	}))
}

func (srv *broadcastServer) registerSendToClientHandler(method string) {
	srv.manager.AddHandler(method, nil)
}

func (srv *Server) RegisterConfig(config RawConfiguration) {
	srv.broadcastSrv.viewMutex.Lock()
	srv.broadcastSrv.manager.ResetState()
	srv.broadcastSrv.view = config
	srv.broadcastSrv.viewMutex.Unlock()
}
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package gorums

import (
	"context"
	"fmt"
	"hash/fnv"
	"net"
	"sort"
	"strconv"
	"sync"
	"time"

	"google.golang.org/grpc"
	"google.golang.org/grpc/metadata"
)

const nilAngleString = "<nil>"

// RawNode encapsulates the state of a node on which a remote procedure call
// can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Node` struct instead.
type RawNode struct {
	// Only assigned at creation.
	id      uint32
	addr    string
	conn    *grpc.ClientConn
	cancel  func()
	mgr     *RawManager
	dialMut sync.Mutex

	// the default channel
	channel *channel
}

// NewRawNode returns a new node for the provided address.
func NewRawNode(addr string) (*RawNode, error) {
	tcpAddr, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		return nil, err
	}
	h := fnv.New32a()
	_, _ = h.Write([]byte(tcpAddr.String()))
	return &RawNode{
		id:   h.Sum32(),
		addr: tcpAddr.String(),
	}, nil
}

// NewRawNodeWithID returns a new node for the provided address and id.
func NewRawNodeWithID(addr string, id uint32) (*RawNode, error) {
	tcpAddr, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		return nil, err
	}
	return &RawNode{
		id:   id,
		addr: tcpAddr.String(),
	}, nil
}

// connect to this node and associate it with the manager.
func (n *RawNode) connect(mgr *RawManager) error {
	n.mgr = mgr
	if n.mgr.opts.noConnect {
		return nil
	}
	n.channel = newChannel(n)
	if err := n.channel.connect(); err != nil {
		return nodeError{nodeID: n.id, cause: err}
	}
	return nil
}

// dial the node and close the current connection.
func (n *RawNode) dial() error {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	if n.conn != nil {
		// close the current connection before dialing again.
		n.conn.Close()
	}
	var err error
	ctx, cancel := context.WithTimeout(context.Background(), n.mgr.opts.nodeDialTimeout)
	defer cancel()
	n.conn, err = grpc.DialContext(ctx, n.addr, n.mgr.opts.grpcDialOpts...)
	return err
}

// newContext returns a new context for this node's channel.
// This context is used by the channel implementation to stop
// all goroutines and the NodeStream, when the context is canceled.
//
// This method must be called for each connection to ensure
// fresh contexts. Reusing contexts could result in reusing
// a cancelled context.
func (n *RawNode) newContext() context.Context {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	md := n.mgr.opts.metadata.Copy()
	if n.mgr.opts.perNodeMD != nil {
		md = metadata.Join(md, n.mgr.opts.perNodeMD(n.id))
	}
	if n.cancel != nil {
		// make sure to close any old ctx
		n.cancel()
	}
	var ctx context.Context
	ctx, n.cancel = context.WithCancel(context.Background())
	return metadata.NewOutgoingContext(ctx, md)
}

// close this node.
func (n *RawNode) close() error {
	n.dialMut.Lock()
	defer n.dialMut.Unlock()
	// important to cancel first to stop goroutines
	n.cancel()
	if n.conn == nil {
		return nil
	}
	if err := n.conn.Close(); err != nil {
		return nodeError{nodeID: n.id, cause: err}
	}
	return nil
}

// ID returns the ID of n.
func (n *RawNode) ID() uint32 {
	if n != nil {
		return n.id
	}
	return 0
}

// Address returns network address of n.
func (n *RawNode) Address() string {
	if n != nil {
		return n.addr
	}
	return nilAngleString
}

// Host returns the network host of n.
func (n *RawNode) Host() string {
	if n == nil {
		return nilAngleString
	}
	host, _, _ := net.SplitHostPort(n.addr)
	return host
}

// Port returns network port of n.
func (n *RawNode) Port() string {
	if n != nil {
		_, port, _ := net.SplitHostPort(n.addr)
		return port
	}
	return nilAngleString
}

func (n *RawNode) String() string {
	if n != nil {
		return fmt.Sprintf("addr: %s", n.addr)
	}
	return nilAngleString
}

// FullString returns a more descriptive string representation of n that
// includes id, network address and latency information.
func (n *RawNode) FullString() string {
	if n != nil {
		return fmt.Sprintf("node %d | addr: %s", n.id, n.addr)
	}
	return nilAngleString
}

// LastErr returns the last error encountered (if any) for this node.
func (n *RawNode) LastErr() error {
	return n.channel.lastErr()
}

// Latency returns the latency between the client and this node.
func (n *RawNode) Latency() time.Duration {
	return n.channel.channelLatency()
}

type lessFunc func(n1, n2 *RawNode) bool

// MultiSorter implements the Sort interface, sorting the nodes within.
type MultiSorter struct {
	nodes []*RawNode
	less  []lessFunc
}

// Sort sorts the argument slice according to the less functions passed to
// OrderedBy.
func (ms *MultiSorter) Sort(nodes []*RawNode) {
	ms.nodes = nodes
	sort.Sort(ms)
}

// OrderedBy returns a Sorter that sorts using the less functions, in order.
// Call its Sort method to sort the data.
func OrderedBy(less ...lessFunc) *MultiSorter {
	return &MultiSorter{
		less: less,
	}
}

// Len is part of sort.Interface.
func (ms *MultiSorter) Len() int {
	return len(ms.nodes)
}

// Swap is part of sort.Interface.
func (ms *MultiSorter) Swap(i, j int) {
	ms.nodes[i], ms.nodes[j] = ms.nodes[j], ms.nodes[i]
}

// Less is part of sort.Interface. It is implemented by looping along the
// less functions until it finds a comparison that is either Less or not
// Less. Note that it can call the less functions twice per call. We
// could change the functions to return -1, 0, 1 and reduce the
// number of calls for greater efficiency: an exercise for the reader.
func (ms *MultiSorter) Less(i, j int) bool {
	p, q := ms.nodes[i], ms.nodes[j]
	// Try all but the last comparison.
	var k int
	for k = 0; k < len(ms.less)-1; k++ {
		less := ms.less[k]
		switch {
		case less(p, q):
			// p < q, so we have a decision.
			return true
		case less(q, p):
			// p > q, so we have a decision.
			return false
		}
		// p == q; try the next comparison.
	}
	// All comparisons to here said "equal", so just return whatever
	// the final comparison reports.
	return ms.less[k](p, q)
}

// ID sorts nodes by their identifier in increasing order.
var ID = func(n1, n2 *RawNode) bool {
	return n1.id < n2.id
}

// Port sorts nodes by their port number in increasing order.
// Warning: This function may be removed in the future.
var Port = func(n1, n2 *RawNode) bool {
	p1, _ := strconv.Atoi(n1.Port())
	p2, _ := strconv.Atoi(n2.Port())
	return p1 < p2
}

// LastNodeError sorts nodes by their LastErr() status in increasing order. A
// node with LastErr() != nil is larger than a node with LastErr() == nil.
var LastNodeError = func(n1, n2 *RawNode) bool {
	if n1.channel.lastErr() != nil && n2.channel.lastErr() == nil {
		return false
	}
	return true
}
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package gorums

import (
	"net"
	"testing"
	"time"
)

// ServerIface is the interface that must be implemented by a server in order to support the TestSetup function.
type ServerIface interface {
	Serve(net.Listener) error
	Stop()
}

// TestSetup starts numServers gRPC servers using the given registration
// function, and returns the server addresses along with a stop function
// that should be called to shut down the test.
// This function can be used by other packages for testing purposes.
func TestSetup(t testing.TB, numServers int, srvFn func(i int) ServerIface) ([]string, func()) {
	t.Helper()
	servers := make([]ServerIface, numServers)
	addrs := make([]string, numServers)
	for i := 0; i < numServers; i++ {
		srv := srvFn(i)
		// listen on any available port
		lis, err := net.Listen("tcp", "127.0.0.1:0")
		if err != nil {
			t.Fatalf("Failed to listen on port: %v", err)
		}
		addrs[i] = lis.Addr().String()
		servers[i] = srv
		go func() { _ = srv.Serve(lis) }()
	}
	stopFn := func() {
		for _, srv := range servers {
			srv.Stop()
		}
	}
	return addrs, stopFn
}

func testServerSetup(t testing.TB, addr string, srv ServerIface) (func(), func()) {
	t.Helper()
	var lis net.Listener
	var err error
	startFn := func() {
		lis, err = net.Listen("tcp", addr)
		if err != nil {
			t.Fatalf("Failed to listen on port: %v", err)
		}
		go func() { _ = srv.Serve(lis) }()
		// to ensure that the server has started
		time.Sleep(100 * time.Millisecond)
	}
	stopFn := func() {
		lis.Close()
		srv.Stop()
	}
	return startFn, stopFn
}
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package gorums

import (
	"context"
	"crypto/elliptic"
	"hash/fnv"
	"log/slog"
	"strings"
	"sync"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"github.com/relab/gorums/ordering"
	"google.golang.org/protobuf/reflect/protoreflect"
)

// exposing the log entry struct used for structured logging to the user
type LogEntry logging.LogEntry

// exposing the ellipticCurve struct for the user
func NewAuth(curve elliptic.Curve) *authentication.EllipticCurve {
	return authentication.New(curve)
}

type broadcastServer struct {
	viewMutex         sync.RWMutex
	id                uint32
	addr              string
	machineID         uint64
	view              RawConfiguration
	createBroadcaster func(m BroadcastMetadata, o *BroadcastOrchestrator, b EnqueueBroadcast) Broadcaster
	orchestrator      *BroadcastOrchestrator
	manager           broadcast.Manager
	logger            *slog.Logger
}

func newBroadcastServer(serverOpts *serverOptions) *broadcastServer {
	h := fnv.New32a()
	_, _ = h.Write([]byte(serverOpts.listenAddr))
	id := h.Sum32()
	srv := &broadcastServer{
		id:        id,
		addr:      serverOpts.listenAddr,
		logger:    serverOpts.logger,
		machineID: serverOpts.machineID,
	}
	srv.manager = broadcast.NewBroadcastManager(serverOpts.logger, createClient, srv.canceler, serverOpts.executionOrder, serverOpts.clientDialTimeout, serverOpts.reqTTL, serverOpts.shardBuffer, serverOpts.sendBuffer, serverOpts.allowList, serverOpts.grpcDialOpts...)
	srv.manager.AddAddr(srv.id, serverOpts.listenAddr, srv.machineID)
	return srv
}

func (srv *broadcastServer) stop() {
	srv.manager.Close()
}

type Snowflake interface {
	NewBroadcastID() uint64
}

const (
	BroadcastID string = "broadcastID"
)

type BroadcastHandlerFunc func(method string, req protoreflect.ProtoMessage, broadcastID uint64, enqueueBroadcast EnqueueBroadcast, options ...broadcast.BroadcastOptions) error
type BroadcastForwardHandlerFunc func(req protoreflect.ProtoMessage, method string, broadcastID uint64, forwardAddr, originAddr string)
type BroadcastServerHandlerFunc func(method string, req protoreflect.ProtoMessage, options ...broadcast.BroadcastOptions)
type BroadcastSendToClientHandlerFunc func(broadcastID uint64, resp protoreflect.ProtoMessage, err error, enqueueBroadcast EnqueueBroadcast) error
type CancelHandlerFunc func(broadcastID uint64, srvAddrs []string, enqueueBroadcast EnqueueBroadcast) error
type DoneHandlerFunc func(broadcastID uint64, enqueueBroadcast EnqueueBroadcast)
type EnqueueBroadcast func(*broadcast.Msg) error

type defaultImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(ServerCtx, T) (V, error)
type clientImplementationFunc[T protoreflect.ProtoMessage, V protoreflect.ProtoMessage] func(context.Context, T, uint64) (V, error)

type implementationFunc[T protoreflect.ProtoMessage, V Broadcaster] func(ServerCtx, T, V)

func CancelFunc(ServerCtx, protoreflect.ProtoMessage, Broadcaster) {}

const Cancellation string = "cancel"

// The BroadcastOrchestrator is used as a container for all
// broadcast handlers. The BroadcastHandler takes in a method
// and schedules it for broadcasting. SendToClientHandler works
// similarly but it sends the message to the calling client.
//
// It is necessary to use an orchestrator to hide certain
// implementation details, such as internal methods on the
// broadcast struct. The BroadcastOrchestrator will thus
// be an unimported field in the broadcast struct in the
// generated code.
type BroadcastOrchestrator struct {
	BroadcastHandler       BroadcastHandlerFunc
	ForwardHandler         BroadcastForwardHandlerFunc
	SendToClientHandler    BroadcastSendToClientHandlerFunc
	ServerBroadcastHandler BroadcastServerHandlerFunc
	CancelHandler          CancelHandlerFunc
	DoneHandler            DoneHandlerFunc
}

func NewBroadcastOrchestrator(srv *Server) *BroadcastOrchestrator {
	return &BroadcastOrchestrator{
		BroadcastHandler:       srv.broadcastSrv.broadcastHandler,
		ForwardHandler:         srv.broadcastSrv.forwardHandler,
		ServerBroadcastHandler: srv.broadcastSrv.serverBroadcastHandler,
		SendToClientHandler:    srv.broadcastSrv.sendToClientHandler,
		CancelHandler:          srv.broadcastSrv.cancelHandler,
		DoneHandler:            srv.broadcastSrv.doneHandler,
	}
}

type BroadcastOption func(*broadcast.BroadcastOptions)

// WithSubset enables broadcasting to a subset of the servers in the view.
// It has the same function as broadcast.To().
func WithSubset(srvAddrs ...string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ServerAddresses = srvAddrs
	}
}

// WithoutSelf prevents the server from broadcasting to itself.
func WithoutSelf() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.SkipSelf = true
	}
}

// ProgressTo allows the server to accept messages to the given method.
// Should only be used if the ServerOption WithOrder() is used.
func ProgressTo(method string) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.ProgressTo = method
	}
}

// AllowDuplication allows the server to broadcast more than once
// to the same RPC method for a particular broadcast request.
func AllowDuplication() BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.AllowDuplication = true
	}
}

// WithRelationToRequest allows for broadcasting outside a
// server handler related to a specific broadcastID.
// It is not recommended to use this method. Use the broadcast
// struct provided with a broadcast request instead.
func WithRelationToRequest(broadcastID uint64) BroadcastOption {
	return func(b *broadcast.BroadcastOptions) {
		b.RelatedToReq = broadcastID
	}
}

func NewBroadcastOptions() broadcast.BroadcastOptions {
	return broadcast.BroadcastOptions{
		ServerAddresses: make([]string, 0), // to prevent nil errors
	}
}

type Broadcaster interface{}

type BroadcastMetadata struct {
	BroadcastID       uint64
	IsBroadcastClient bool      // type of sender, could be: Client or Server
	SenderAddr        string    // address of last hop
	OriginAddr        string    // address of the origin
	OriginMethod      string    // the first method called by the origin
	Method            string    // the current method
	Timestamp         time.Time // timestamp in seconds when the broadcast request was issued by the client/server
	ShardID           uint16    // ID of the shard handling the broadcast request
	MachineID         uint16    // ID of the client/server that issued the broadcast request
	SequenceNo        uint32    // sequence number of the broadcast request from that particular client/server. Will roll over when reaching max.
	OriginDigest      []byte
	OriginSignature   []byte
	OriginPubKey      string
}

func newBroadcastMetadata(md *ordering.Metadata) BroadcastMetadata {
	if md == nil {
		return BroadcastMetadata{}
	}
	tmp := strings.Split(md.Method, ".")
	m := ""
	if len(tmp) >= 1 {
		m = tmp[len(tmp)-1]
	}
	timestamp, shardID, machineID, sequenceNo := broadcast.DecodeBroadcastID(md.BroadcastMsg.BroadcastID)
	return BroadcastMetadata{
		BroadcastID:       md.BroadcastMsg.BroadcastID,
		IsBroadcastClient: md.BroadcastMsg.IsBroadcastClient,
		SenderAddr:        md.BroadcastMsg.SenderAddr,
		OriginAddr:        md.BroadcastMsg.OriginAddr,
		OriginMethod:      md.BroadcastMsg.OriginMethod,
		OriginDigest:      md.BroadcastMsg.OriginDigest,
		OriginSignature:   md.BroadcastMsg.OriginSignature,
		OriginPubKey:      md.BroadcastMsg.OriginPubKey,
		Method:            m,
		Timestamp:         broadcast.Epoch().Add(time.Duration(timestamp) * time.Second),
		ShardID:           shardID,
		MachineID:         machineID,
		SequenceNo:        sequenceNo,
	}
}

func (md BroadcastMetadata) Verify(msg protoreflect.ProtoMessage) (bool, error) {
	return authentication.Verify(md.OriginPubKey, md.OriginSignature, md.OriginDigest, msg)
}







MasterLab/gorums/config.go

package gorums

import (
	"fmt"

	"github.com/relab/gorums/ordering"
)

// RawConfiguration represents a static set of nodes on which quorum calls may be invoked.
//
// NOTE: mutating the configuration is not supported.
//
// This type is intended to be used by generated code.
// You should use the generated `Configuration` type instead.
type RawConfiguration []*RawNode

// NewRawConfiguration returns a configuration based on the provided list of nodes.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func NewRawConfiguration(mgr *RawManager, opt NodeListOption) (nodes RawConfiguration, err error) {
	if opt == nil {
		return nil, fmt.Errorf("config: missing required node list")
	}
	return opt.newConfig(mgr)
}

// NodeIDs returns a slice of this configuration's Node IDs.
func (c RawConfiguration) NodeIDs() []uint32 {
	ids := make([]uint32, len(c))
	for i, node := range c {
		ids[i] = node.ID()
	}
	return ids
}

// Nodes returns the nodes in this configuration.
//
// NOTE: mutating the returned slice is not supported.
func (c RawConfiguration) Nodes() []*RawNode {
	return c
}

// Size returns the number of nodes in this configuration.
func (c RawConfiguration) Size() int {
	return len(c)
}

// Equal returns true if configurations b and c have the same set of nodes.
func (c RawConfiguration) Equal(b RawConfiguration) bool {
	if len(c) != len(b) {
		return false
	}
	for i := range c {
		if c[i].ID() != b[i].ID() {
			return false
		}
	}
	return true
}

func (c RawConfiguration) getMsgID() uint64 {
	return c[0].mgr.getMsgID()
}

func (c RawConfiguration) sign(msg *Message, signOrigin ...bool) {
	if c[0].mgr.opts.auth != nil {
		if len(signOrigin) > 0 && signOrigin[0] {
			originMsg, err := c[0].mgr.opts.auth.EncodeMsg(msg.Message)
			if err != nil {
				panic(err)
			}
			digest := c[0].mgr.opts.auth.Hash(originMsg)
			originSignature, err := c[0].mgr.opts.auth.Sign(originMsg)
			if err != nil {
				panic(err)
			}
			pubKey, err := c[0].mgr.opts.auth.EncodePublic()
			if err != nil {
				panic(err)
			}
			msg.Metadata.BroadcastMsg.OriginDigest = digest
			msg.Metadata.BroadcastMsg.OriginPubKey = pubKey
			msg.Metadata.BroadcastMsg.OriginSignature = originSignature
		}
		encodedMsg, err := c.encodeMsg(msg)
		if err != nil {
			panic(err)
		}
		signature, err := c[0].mgr.opts.auth.Sign(encodedMsg)
		if err != nil {
			panic(err)
		}
		msg.Metadata.AuthMsg.Signature = signature
	}
}

func (c RawConfiguration) encodeMsg(msg *Message) ([]byte, error) {
	// we do not want to include the signature field in the signature
	auth := c[0].mgr.opts.auth
	pubKey, err := auth.EncodePublic()
	if err != nil {
		panic(err)
	}
	msg.Metadata.AuthMsg = &ordering.AuthMsg{
		PublicKey: pubKey,
		Signature: nil,
		Sender:    auth.Addr(),
	}
	return auth.EncodeMsg(*msg)
}







MasterLab/gorums/node_test.go

package gorums

import (
	"errors"
	"fmt"
	"testing"
	"time"
)

func TestNodeSort(t *testing.T) {
	nodes := []*RawNode{
		{
			id: 100,
			channel: &channel{
				lastError: nil,
				latency:   time.Second,
			},
		},
		{
			id: 101,
			channel: &channel{
				lastError: errors.New("some error"),
				latency:   250 * time.Millisecond,
			},
		},
		{
			id: 42,
			channel: &channel{
				lastError: nil,
				latency:   300 * time.Millisecond,
			},
		},
		{
			id: 99,
			channel: &channel{
				lastError: errors.New("some error"),
				latency:   500 * time.Millisecond,
			},
		},
	}

	n := len(nodes)

	OrderedBy(ID).Sort(nodes)
	for i := n - 1; i > 0; i-- {
		if nodes[i].id < nodes[i-1].id {
			t.Error("by id: not sorted")
			printNodes(t, nodes)
		}
	}

	OrderedBy(LastNodeError).Sort(nodes)
	for i := n - 1; i > 0; i-- {
		if nodes[i].LastErr() == nil && nodes[i-1].LastErr() != nil {
			t.Error("by error: not sorted")
			printNodes(t, nodes)
		}
	}
}

func printNodes(t *testing.T, nodes []*RawNode) {
	t.Helper()
	for i, n := range nodes {
		nodeStr := fmt.Sprintf(
			"%d: node %d | addr: %s | latency: %v | err: %v",
			i, n.id, n.addr, n.Latency(), n.LastErr())
		t.Logf("%s", nodeStr)
	}
}







MasterLab/gorums/gorums.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: gorums.proto

package gorums

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	descriptorpb "google.golang.org/protobuf/types/descriptorpb"
	reflect "reflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

var file_gorums_proto_extTypes = []protoimpl.ExtensionInfo{
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50001,
		Name:          "gorums.rpc",
		Tag:           "varint,50001,opt,name=rpc",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50002,
		Name:          "gorums.unicast",
		Tag:           "varint,50002,opt,name=unicast",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50003,
		Name:          "gorums.multicast",
		Tag:           "varint,50003,opt,name=multicast",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50004,
		Name:          "gorums.quorumcall",
		Tag:           "varint,50004,opt,name=quorumcall",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50005,
		Name:          "gorums.correctable",
		Tag:           "varint,50005,opt,name=correctable",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50006,
		Name:          "gorums.broadcastcall",
		Tag:           "varint,50006,opt,name=broadcastcall",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50010,
		Name:          "gorums.async",
		Tag:           "varint,50010,opt,name=async",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50020,
		Name:          "gorums.per_node_arg",
		Tag:           "varint,50020,opt,name=per_node_arg",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*string)(nil),
		Field:         50030,
		Name:          "gorums.custom_return_type",
		Tag:           "bytes,50030,opt,name=custom_return_type",
		Filename:      "gorums.proto",
	},
	{
		ExtendedType:  (*descriptorpb.MethodOptions)(nil),
		ExtensionType: (*bool)(nil),
		Field:         50050,
		Name:          "gorums.broadcast",
		Tag:           "varint,50050,opt,name=broadcast",
		Filename:      "gorums.proto",
	},
}

// Extension fields to descriptorpb.MethodOptions.
var (
	// call types
	//
	// optional bool rpc = 50001;
	E_Rpc = &file_gorums_proto_extTypes[0]
	// optional bool unicast = 50002;
	E_Unicast = &file_gorums_proto_extTypes[1]
	// optional bool multicast = 50003;
	E_Multicast = &file_gorums_proto_extTypes[2]
	// optional bool quorumcall = 50004;
	E_Quorumcall = &file_gorums_proto_extTypes[3]
	// optional bool correctable = 50005;
	E_Correctable = &file_gorums_proto_extTypes[4]
	// optional bool broadcastcall = 50006;
	E_Broadcastcall = &file_gorums_proto_extTypes[5]
	// options for call types
	//
	// optional bool async = 50010;
	E_Async = &file_gorums_proto_extTypes[6]
	// optional bool per_node_arg = 50020;
	E_PerNodeArg = &file_gorums_proto_extTypes[7]
	// optional string custom_return_type = 50030;
	E_CustomReturnType = &file_gorums_proto_extTypes[8]
	// optional bool broadcast = 50050;
	E_Broadcast = &file_gorums_proto_extTypes[9]
)

var File_gorums_proto protoreflect.FileDescriptor

var file_gorums_proto_rawDesc = []byte{
	0x0a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x06,
	0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x1a, 0x20, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2f, 0x64, 0x65, 0x73, 0x63, 0x72, 0x69, 0x70, 0x74,
	0x6f, 0x72, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x3a, 0x32, 0x0a, 0x03, 0x72, 0x70, 0x63, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xd1, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x03, 0x72, 0x70, 0x63, 0x3a, 0x3a, 0x0a, 0x07,
	0x75, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64,
	0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd2, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52,
	0x07, 0x75, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x3a, 0x3e, 0x0a, 0x09, 0x6d, 0x75, 0x6c, 0x74,
	0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70,
	0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd3, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x09, 0x6d,
	0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x3a, 0x40, 0x0a, 0x0a, 0x71, 0x75, 0x6f, 0x72,
	0x75, 0x6d, 0x63, 0x61, 0x6c, 0x6c, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f,
	0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd4, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0a,
	0x71, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x63, 0x61, 0x6c, 0x6c, 0x3a, 0x42, 0x0a, 0x0b, 0x63, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67,
	0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68,
	0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xd5, 0x86, 0x03, 0x20, 0x01, 0x28,
	0x08, 0x52, 0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x3a, 0x46,
	0x0a, 0x0d, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x63, 0x61, 0x6c, 0x6c, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xd6, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0d, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x63, 0x61, 0x6c, 0x6c, 0x3a, 0x36, 0x0a, 0x05, 0x61, 0x73, 0x79, 0x6e, 0x63, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0xda, 0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x05, 0x61, 0x73, 0x79, 0x6e, 0x63, 0x3a, 0x42,
	0x0a, 0x0c, 0x70, 0x65, 0x72, 0x5f, 0x6e, 0x6f, 0x64, 0x65, 0x5f, 0x61, 0x72, 0x67, 0x12, 0x1e,
	0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66,
	0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xe4,
	0x86, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x0a, 0x70, 0x65, 0x72, 0x4e, 0x6f, 0x64, 0x65, 0x41,
	0x72, 0x67, 0x3a, 0x4e, 0x0a, 0x12, 0x63, 0x75, 0x73, 0x74, 0x6f, 0x6d, 0x5f, 0x72, 0x65, 0x74,
	0x75, 0x72, 0x6e, 0x5f, 0x74, 0x79, 0x70, 0x65, 0x12, 0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c,
	0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f,
	0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18, 0xee, 0x86, 0x03, 0x20, 0x01, 0x28, 0x09,
	0x52, 0x10, 0x63, 0x75, 0x73, 0x74, 0x6f, 0x6d, 0x52, 0x65, 0x74, 0x75, 0x72, 0x6e, 0x54, 0x79,
	0x70, 0x65, 0x3a, 0x3e, 0x0a, 0x09, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12,
	0x1e, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75,
	0x66, 0x2e, 0x4d, 0x65, 0x74, 0x68, 0x6f, 0x64, 0x4f, 0x70, 0x74, 0x69, 0x6f, 0x6e, 0x73, 0x18,
	0x82, 0x87, 0x03, 0x20, 0x01, 0x28, 0x08, 0x52, 0x09, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x42, 0x19, 0x5a, 0x17, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d,
	0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x62, 0x06, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var file_gorums_proto_goTypes = []interface{}{
	(*descriptorpb.MethodOptions)(nil), // 0: google.protobuf.MethodOptions
}
var file_gorums_proto_depIdxs = []int32{
	0,  // 0: gorums.rpc:extendee -> google.protobuf.MethodOptions
	0,  // 1: gorums.unicast:extendee -> google.protobuf.MethodOptions
	0,  // 2: gorums.multicast:extendee -> google.protobuf.MethodOptions
	0,  // 3: gorums.quorumcall:extendee -> google.protobuf.MethodOptions
	0,  // 4: gorums.correctable:extendee -> google.protobuf.MethodOptions
	0,  // 5: gorums.broadcastcall:extendee -> google.protobuf.MethodOptions
	0,  // 6: gorums.async:extendee -> google.protobuf.MethodOptions
	0,  // 7: gorums.per_node_arg:extendee -> google.protobuf.MethodOptions
	0,  // 8: gorums.custom_return_type:extendee -> google.protobuf.MethodOptions
	0,  // 9: gorums.broadcast:extendee -> google.protobuf.MethodOptions
	10, // [10:10] is the sub-list for method output_type
	10, // [10:10] is the sub-list for method input_type
	10, // [10:10] is the sub-list for extension type_name
	0,  // [0:10] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_gorums_proto_init() }
func file_gorums_proto_init() {
	if File_gorums_proto != nil {
		return
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_gorums_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   0,
			NumExtensions: 10,
			NumServices:   0,
		},
		GoTypes:           file_gorums_proto_goTypes,
		DependencyIndexes: file_gorums_proto_depIdxs,
		ExtensionInfos:    file_gorums_proto_extTypes,
	}.Build()
	File_gorums_proto = out.File
	file_gorums_proto_rawDesc = nil
	file_gorums_proto_goTypes = nil
	file_gorums_proto_depIdxs = nil
}







MasterLab/gorums/cmd/benchmark/main.go

package main

import (
	"context"
	"flag"
	"fmt"
	"net"
	"os"
	"os/signal"
	"regexp"
	"strings"
	"syscall"
	"text/tabwriter"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/benchmark"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type regexpFlag struct {
	val *regexp.Regexp
}

func (f *regexpFlag) String() string {
	if f.val == nil {
		return ""
	}
	return fmt.Sprintf("'%s'", f.val.String())
}

func (f *regexpFlag) Set(v string) (err error) {
	f.val, err = regexp.Compile(v)
	return
}

func (f *regexpFlag) Get() *regexp.Regexp {
	return f.val
}

type listFlag struct {
	val []string
}

func (f *listFlag) String() string {
	return strings.Join(f.val, ",")
}

func (f *listFlag) Set(v string) error {
	f.val = strings.Split(v, ",")
	return nil
}

func (f *listFlag) Get() []string {
	return f.val
}

func listBenchmarks() {
	tw := tabwriter.NewWriter(os.Stdout, 0, 0, 4, ' ', 0)
	benchmarks := benchmark.GetBenchmarks(nil)
	for _, b := range benchmarks {
		fmt.Fprintf(tw, "%s:\t%s\n", b.Name, b.Description)
	}
	tw.Flush()
}

func runServer(server string, serverBuffer uint) {
	signals := make(chan os.Signal, 1)
	signal.Notify(signals, syscall.SIGINT, syscall.SIGTERM)

	lis, err := net.Listen("tcp", server)
	checkf("Failed to listen on '%s': %v", server, err)

	srv := gorums.NewServer(gorums.WithReceiveBufferSize(serverBuffer))
	go func() { checkf("serve failed: %v", srv.Serve(lis)) }()

	fmt.Printf("Running benchmark server on '%s'\n", server)

	<-signals
	srv.Stop()
}

func printResults(results []*benchmark.Result, options benchmark.Options, serverStats bool) {
	resultWriter := tabwriter.NewWriter(os.Stdout, 0, 0, 4, ' ', 0)
	fmt.Fprint(resultWriter, "Benchmark\tThroughput\tLatency\tStd.dev\tClient")
	if !serverStats || !options.Remote {
		fmt.Fprint(resultWriter, "+Servers\t\t")
	} else if serverStats {
		fmt.Fprint(resultWriter, "\t\t")
		for i := 1; i <= options.NumNodes; i++ {
			fmt.Fprintf(resultWriter, "Server %d\t\t", i)
		}
	}
	fmt.Fprintln(resultWriter)
	for _, r := range results {
		if !serverStats && options.Remote {
			for _, s := range r.ServerStats {
				r.MemPerOp += s.Memory / r.TotalOps
				r.AllocsPerOp += s.Allocs / r.TotalOps
			}
		}
		fmt.Fprint(resultWriter, r.Format())
		if serverStats && options.Remote {
			for _, s := range r.ServerStats {
				fmt.Fprintf(resultWriter, "%d B/op\t%d allocs/op\t", s.Memory/r.TotalOps, s.Allocs/r.TotalOps)
			}
		}
		fmt.Fprintln(resultWriter)
	}
	resultWriter.Flush()
}

func main() {
	var (
		benchmarksFlag = regexpFlag{val: regexp.MustCompile(".*")}
		remotesFlag    = listFlag{}
		warmupFlag     = flag.Duration("warmup", 100*time.Millisecond, "Warmup duration.")
		benchTimeFlag  = flag.Duration("time", 1*time.Second, "The duration of each benchmark.")
		traceFile      = flag.String("trace", "", "A `file` to write trace to.")
		cpuprofile     = flag.String("cpuprofile", "", "A `file` to write cpu profile to.")
		memprofile     = flag.String("memprofile", "", "A `file` to write memory profile to.")
		payload        = flag.Int("payload", 0, "Size of the payload in request and response messages (in bytes).")
		concurrent     = flag.Int("concurrent", 1, "Number of goroutines that can make calls concurrently.")
		maxAsync       = flag.Int("max-async", 1000, "Maximum number of async calls that can be in flight at once.")
		server         = flag.String("server", "", "Run a benchmark server on given `address`.")
		serverStats    = flag.Bool("server-stats", false, "Show server statistics separately")
		cfgSize        = flag.Int("config-size", 4, "Size of the configuration to use. If < 1, all nodes will be used.")
		qSize          = flag.Int("quorum-size", 0, "Number of replies to wait for before completing a quorum call.")
		sendBuffer     = flag.Uint("send-buffer", 0, "The size of the send buffer.")
		serverBuffer   = flag.Uint("server-buffer", 0, "The size of the server buffers.")
		list           = flag.Bool("list", false, "List all available benchmarks")
	)
	flag.Var(&benchmarksFlag, "benchmarks", "A `regexp` matching the benchmarks to run.")
	flag.Var(&remotesFlag, "remotes", "A comma separated `list` of remote addresses to connect to.")
	flag.Parse()

	benchReg := benchmarksFlag.Get()
	remotes := remotesFlag.Get()

	if *list {
		listBenchmarks()
		return
	}

	stopProfilers, err := StartProfilers(*cpuprofile, *memprofile, *traceFile)
	checkf("Failed to start profiling: %v", err)
	defer func() {
		checkf("Failed to stop profiling: %v", stopProfilers())
	}()

	if *server != "" {
		runServer(*server, *serverBuffer)
		return
	}

	var options benchmark.Options
	options.Concurrent = *concurrent
	options.MaxAsync = *maxAsync
	options.Payload = *payload
	options.Warmup = *warmupFlag
	options.Duration = *benchTimeFlag
	options.Remote = true

	// start local servers if needed
	if len(remotes) < 1 {
		options.Remote = false
		ctx, cancel := context.WithCancel(context.Background())
		defer cancel()
		remotes = benchmark.StartLocalServers(ctx, *cfgSize, gorums.WithReceiveBufferSize(*serverBuffer))
	}

	numNodes := len(remotes)
	if *cfgSize < 1 || *cfgSize > numNodes {
		options.NumNodes = numNodes
	} else {
		options.NumNodes = *cfgSize
	}

	// find a valid value for QuorumSize
	switch {
	case options.NumNodes == 1:
		options.QuorumSize = 1
	case *qSize < 1:
		options.QuorumSize = options.NumNodes / 2 // the default value
	case *qSize > options.NumNodes:
		options.QuorumSize = options.NumNodes
	default:
		options.QuorumSize = *qSize
	}

	mgrOpts := []gorums.ManagerOption{
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
		gorums.WithDialTimeout(10 * time.Second),
		gorums.WithSendBufferSize(*sendBuffer),
	}

	mgr := benchmark.NewManager(mgrOpts...)
	defer mgr.Close()

	qspec := &benchmark.QSpec{
		QSize:   options.QuorumSize,
		CfgSize: options.NumNodes,
	}

	cfg, err := mgr.NewConfiguration(qspec, gorums.WithNodeList(remotes[:options.NumNodes]))
	checkf("Failed to create configuration: %v", err)

	results, err := benchmark.RunBenchmarks(benchReg, options, cfg)
	checkf("Error running benchmarks: %v", err)

	printResults(results, options, *serverStats)
}

func checkf(format string, args ...interface{}) {
	for _, arg := range args {
		if err, _ := arg.(error); err != nil {
			fmt.Fprintf(os.Stderr, format, args...)
			os.Exit(1)
		}
	}
}







MasterLab/gorums/cmd/benchmark/profiling.go

package main

import (
	"os"
	"runtime"
	"runtime/pprof"
	"runtime/trace"
)

// StartCPUProfile starts a CPU profile that will be written to the given path.
// Returns a function to stop the profiler.
func StartCPUProfile(cpuProfilePath string) (stop func() error, err error) {
	cpuProfile, err := os.Create(cpuProfilePath)
	if err != nil {
		return nil, err
	}
	if err := pprof.StartCPUProfile(cpuProfile); err != nil {
		return nil, err
	}
	return func() error {
		pprof.StopCPUProfile()
		err = cpuProfile.Close()
		if err != nil {
			return err
		}
		return nil
	}, nil
}

// WriteMemProfile writes a memory profile to the given path.
func WriteMemProfile(memProfilePath string) error {
	f, err := os.Create(memProfilePath)
	if err != nil {
		return err
	}
	runtime.GC() // get up-to-date statistics
	if err := pprof.WriteHeapProfile(f); err != nil {
		return err
	}
	err = f.Close()
	return err
}

// StartTrace starts a program trace using the "runtime/trace" package.
// Returns a function to stop the trace.
func StartTrace(tracePath string) (stop func() error, err error) {
	traceFile, err := os.Create(tracePath)
	if err != nil {
		return nil, err
	}
	if err := trace.Start(traceFile); err != nil {
		return nil, err
	}
	return func() error {
		trace.Stop()
		err = traceFile.Close()
		if err != nil {
			return err
		}
		return nil
	}, nil
}

// StartProfilers starts various profilers and returns a function to stop them.
func StartProfilers(cpuProfilePath, memProfilePath, tracePath string) (stopProfile func() error, err error) {
	nilFunc := func() error { return nil }

	var (
		cpuProfileStop = nilFunc
		traceStop      = nilFunc
	)

	if cpuProfilePath != "" {
		cpuProfileStop, err = StartCPUProfile(cpuProfilePath)
		if err != nil {
			return nil, err
		}
	}

	if tracePath != "" {
		traceStop, err = StartTrace(tracePath)
		if err != nil {
			return nil, err
		}
	}

	return func() error {
		err := cpuProfileStop()
		if err != nil {
			return err
		}
		err = traceStop()
		if err != nil {
			return err
		}
		if memProfilePath != "" {
			err = WriteMemProfile(memProfilePath)
		}
		return err
	}, nil
}







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/gorums_dev.go

package gengorums

import (
	"google.golang.org/protobuf/compiler/protogen"
)

// GenerateDevFiles generates a zorums_{{gorumsType}}_gorums.pb.go file for each Gorums datatype
// and for each call type in the service definition.
func GenerateDevFiles(gen *protogen.Plugin, file *protogen.File) {
	if !gorumsGuard(file) {
		return
	}
	for gorumsType := range gorumsCallTypesInfo {
		generateDevFile(gen, file, gorumsType)
	}
}

func generateDevFile(gen *protogen.Plugin, file *protogen.File, gorumsType string) {
	// generate dev file for given gorumsType
	filename := file.GeneratedFilenamePrefix + "_" + gorumsType + "_gorums.pb.go"
	g := gen.NewGeneratedFile(filename, file.GoImportPath)
	genGeneratedHeader(gen, g, file)
	g.P("package ", file.GoPackageName)
	g.P()
	genVersionCheck(g)
	genGorumsType(g, file.Services, gorumsType)
}







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/gorums.go

// Package gengorums is internal to the gorums protobuf module.
package gengorums

import (
	"fmt"
	"log"
	"sort"
	"strings"

	"github.com/relab/gorums"
	"github.com/relab/gorums/internal/correctable"
	"github.com/relab/gorums/internal/version"
	"google.golang.org/protobuf/compiler/protogen"
	"google.golang.org/protobuf/proto"
	"google.golang.org/protobuf/runtime/protoimpl"
)

// GenerateVersionMarkers specifies whether to generate version markers.
var GenerateVersionMarkers = true

// GenerateFile generates a _gorums.pb.go file containing Gorums service definitions.
func GenerateFile(gen *protogen.Plugin, file *protogen.File) {
	if !gorumsGuard(file) {
		return
	}
	filename := file.GeneratedFilenamePrefix + "_gorums.pb.go"
	g := gen.NewGeneratedFile(filename, file.GoImportPath)
	genGeneratedHeader(gen, g, file)
	g.P("package ", file.GoPackageName)
	g.P()
	genVersionCheck(g)
	g.P(staticCode)
	g.P()
	for path, ident := range pkgIdentMap {
		addImport(path, ident, g)
	}
	generateFileContent(gen, file, g)
}

func genGeneratedHeader(gen *protogen.Plugin, g *protogen.GeneratedFile, f *protogen.File) {
	g.P("// Code generated by protoc-gen-gorums. DO NOT EDIT.")

	if GenerateVersionMarkers {
		g.P("// versions:")
		protocVersion := "(unknown)"
		if v := gen.Request.GetCompilerVersion(); v != nil {
			protocVersion = fmt.Sprintf("v%v.%v.%v", v.GetMajor(), v.GetMinor(), v.GetPatch())
		}
		g.P("// \tprotoc-gen-gorums ", version.String())
		g.P("// \tprotoc            ", protocVersion)
	}

	if f.Proto.GetOptions().GetDeprecated() {
		g.P("// ", f.Desc.Path(), " is a deprecated file.")
	} else {
		g.P("// source: ", f.Desc.Path())
	}
	g.P()
}

func genVersionCheck(g *protogen.GeneratedFile) {
	if GenerateVersionMarkers {
		g.P("const (")
		g.P("// Verify that this generated code is sufficiently up-to-date.")
		g.P("_ = gorums.EnforceVersion(", gorums.GenVersion, " - gorums.MinVersion)")
		g.P("// Verify that the gorums runtime is sufficiently up-to-date.")
		g.P("_ = gorums.EnforceVersion(gorums.MaxVersion - ", gorums.GenVersion, ")")
		g.P(")")
		g.P()
	}
}

// gorumsGuard returns true if there is something for Gorums to generate
// for the given file. If it returns false, there is nothing for Gorums
// generate for this file. If may also fail with an error message.
func gorumsGuard(file *protogen.File) bool {
	if len(file.Services) == 0 || !hasGorumsMethods(file.Services) {
		// there is nothing for this plugin to do
		return false
	}
	if len(file.Services) > 1 {
		// To build multiple services, make separate proto files and
		// run the plugin separately for each proto file.
		// These cannot share the same Go package.
		log.Fatalln("Gorums does not support multiple services in the same proto file.")
	}
	// fail generator if a Gorums reserved identifier is used as a message name.
	for _, msg := range file.Messages {
		msgName := fmt.Sprintf("%v", msg.Desc.Name())
		for _, reserved := range reservedIdents {
			if msgName == reserved {
				log.Fatalf("%v.proto: contains message %s, which is a reserved Gorums type.\n", file.GeneratedFilenamePrefix, msgName)
			}
		}
	}
	return true
}

// GenerateFileContent generates the Gorums service definitions, excluding the package statement.
func generateFileContent(gen *protogen.Plugin, file *protogen.File, g *protogen.GeneratedFile) {
	// sort the gorums types so that output remains stable across rebuilds
	sortedTypes := make([]string, 0, len(gorumsCallTypesInfo))
	for gorumsType := range gorumsCallTypesInfo {
		sortedTypes = append(sortedTypes, gorumsType)
	}
	sort.Strings(sortedTypes)
	for _, gorumsType := range sortedTypes {
		genGorumsType(g, file.Services, gorumsType)
	}
}

// servicesData hold the services to generate and a reference to the file in which
// the services should be generated. This is data to be used by template generator.
type servicesData struct {
	GenFile  *protogen.GeneratedFile
	Services []*protogen.Service
}

// genGorumsType generates Gorums methods and corresponding data structures for gorumsType.
func genGorumsType(g *protogen.GeneratedFile, services []*protogen.Service, gorumsType string) {
	data := servicesData{g, services}
	if callTypeInfo := gorumsCallTypesInfo[gorumsType]; callTypeInfo.extInfo == nil {
		g.P(mustExecute(parseTemplate(gorumsType, callTypeInfo.template), data))
	} else {
		genGorumsMethods(gorumsType, data, callTypeInfo)
	}
	g.P()
}

// genGorumsMethods generates Gorums methods for the given call type.
func genGorumsMethods(gorumsType string, data servicesData, callTypeInfo *callTypeInfo) {
	type methodData struct {
		GenFile *protogen.GeneratedFile
		Method  *protogen.Method
	}
	g := data.GenFile
	for _, service := range data.Services {
		for _, method := range service.Methods {
			err := validateOptions(method)
			if err != nil {
				log.Fatal(err)
			}
			callType := callTypeInfo.deriveCallType(method)
			if callType.check(method) {
				g.P(mustExecute(parseTemplate(gorumsType, callType.template), methodData{g, method}))
			}
		}
	}
}

// callType returns call type information for the given method.
// If the given method has specified a Gorums method option that
// correspond to a call type, this call type is returned. Further,
// if the call type has a sub call type, then this is returned instead.
func callType(method *protogen.Method) *callTypeInfo {
	for _, callTypeInfo := range callTypeOptions(method) {
		callType := callTypeInfo.deriveCallType(method)
		if callType.check(method) {
			return callType
		}
	}
	panic(fmt.Sprintf("unknown call type for method %s\n", method.GoName))
}

// callTypeOptions returns all Gorums call types for the given method.
func callTypeOptions(method *protogen.Method) []*callTypeInfo {
	methExt := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	var options []*callTypeInfo
	for _, callType := range gorumsCallTypesInfo {
		if callType.extInfo != nil {
			if proto.HasExtension(methExt, callType.extInfo) {
				options = append(options, callType)
			}
		}
	}
	return options
}

// hasGorumsMethods returns true if one of the methods in the set of services
// has a Gorums call type.
func hasGorumsMethods(services []*protogen.Service) bool {
	for _, service := range services {
		for _, method := range service.Methods {
			for _, callTypeInfo := range gorumsCallTypesInfo {
				callType := callTypeInfo.deriveCallType(method)
				if callType.check(method) {
					return true
				}
			}
		}
	}
	return false
}

// callTypeInfo holds information about the option type, the option type name,
// documentation string for the option type, the template used to generate
// a method annotated with the given option, and a chkFn function that returns
// true if code for the option type should be generated for the given method.
type callTypeInfo struct {
	extInfo        *protoimpl.ExtensionInfo
	docName        string
	template       string
	outPrefix      string
	chkFn          func(m *protogen.Method) bool
	nestedCallType map[string]*callTypeInfo
}

// check returns true if the given method is associated with this call type.
func (c *callTypeInfo) check(m *protogen.Method) bool {
	if c != nil && c.chkFn != nil {
		return c.chkFn(m)
	}
	return false
}

// deriveCallType resolves the nested call type if any.
func (c *callTypeInfo) deriveCallType(m *protogen.Method) *callTypeInfo {
	if c != nil {
		if c.nestedCallType != nil {
			for _, nestedCallType := range c.nestedCallType {
				if nestedCallType.chkFn(m) {
					return nestedCallType
				}
			}
		}
	}
	return c
}

// callTypeName returns the name of the call type option with the prefix removed.
func callTypeName(ext *protoimpl.ExtensionInfo) string {
	s := string(ext.TypeDescriptor().FullName())
	return s[strings.LastIndex(s, ".")+1:]
}

// gorumsCallTypesInfo maps Gorums call type names to callTypeInfo.
// This includes details such as the template, extension info and
// a chkFn function used to check for the particular call type.
// The entries in this map is used to generate dev/zorums_{type}.pb.go
// files for the different keys.
var gorumsCallTypesInfo = map[string]*callTypeInfo{
	"qspec":        {template: qspecInterface},
	"types":        {template: dataTypes},
	"server":       {template: server},
	"clientserver": {template: clientServer},

	callTypeName(gorums.E_Rpc): {
		extInfo:  gorums.E_Rpc,
		docName:  "rpc",
		template: rpcCall,
		chkFn: func(m *protogen.Method) bool {
			return !hasMethodOption(m, gorumsCallTypes...) && !hasMethodOption(m, gorums.E_Broadcast)
		},
	},
	callTypeName(gorums.E_Quorumcall): {
		extInfo:  gorums.E_Quorumcall,
		docName:  "quorum",
		template: quorumCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Quorumcall) && !hasMethodOption(m, gorums.E_Async)
		},
	},
	callTypeName(gorums.E_Async): {
		extInfo:   gorums.E_Async,
		docName:   "asynchronous quorum",
		template:  asyncCall,
		outPrefix: "Async",
		chkFn: func(m *protogen.Method) bool {
			return hasAllMethodOption(m, gorums.E_Quorumcall, gorums.E_Async)
		},
	},
	callTypeName(gorums.E_Correctable): {
		extInfo: gorums.E_Correctable,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Correctable)
		},
		nestedCallType: map[string]*callTypeInfo{
			callTypeName(correctable.E_Correctable): {
				extInfo:   correctable.E_Correctable,
				docName:   "correctable quorum",
				template:  correctableCall,
				outPrefix: "Correctable",
				chkFn: func(m *protogen.Method) bool {
					return hasMethodOption(m, gorums.E_Correctable) && !m.Desc.IsStreamingServer()
				},
			},
			callTypeName(correctable.E_CorrectableStream): {
				extInfo:   correctable.E_CorrectableStream,
				docName:   "correctable stream quorum",
				template:  correctableCall,
				outPrefix: "CorrectableStream",
				chkFn: func(m *protogen.Method) bool {
					return hasMethodOption(m, gorums.E_Correctable) && m.Desc.IsStreamingServer()
				},
			},
		},
	},
	callTypeName(gorums.E_Multicast): {
		extInfo:  gorums.E_Multicast,
		docName:  "multicast",
		template: multicastCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Multicast)
		},
	},
	callTypeName(gorums.E_Unicast): {
		extInfo:  gorums.E_Unicast,
		docName:  "unicast",
		template: unicastCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Unicast)
		},
	},
	callTypeName(gorums.E_Broadcast): {
		extInfo:  gorums.E_Broadcast,
		docName:  "broadcast",
		template: broadcastMethod,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Broadcast)
		},
	},
	callTypeName(gorums.E_Broadcastcall): {
		extInfo:  gorums.E_Broadcastcall,
		docName:  "broadcastcall",
		template: broadcastCall,
		chkFn: func(m *protogen.Method) bool {
			return hasMethodOption(m, gorums.E_Broadcastcall)
		},
	},
}

// gorumsCallTypes should list all available call types supported by Gorums.
// These are considered mutually incompatible.
var gorumsCallTypes = []*protoimpl.ExtensionInfo{
	gorums.E_Quorumcall,
	gorums.E_Async,
	gorums.E_Correctable,
	gorums.E_Multicast,
	gorums.E_Unicast,
	gorums.E_Broadcastcall,
}

// callTypesWithInternal should list all available call types that
// has a quorum function and hence need an internal type that wraps
// the return type with additional information.
var callTypesWithInternal = []*protoimpl.ExtensionInfo{
	gorums.E_Quorumcall,
	gorums.E_Async,
	gorums.E_Correctable,
}

// callTypesWithPromiseObject lists all call types that returns
// a promise (async or correctable) object.
var callTypesWithPromiseObject = []*protoimpl.ExtensionInfo{
	gorums.E_Async,
	gorums.E_Correctable,
}

// hasGorumsCallType returns true if the given method has specified
// one of the call types supported by Gorums.
func hasGorumsCallType(method *protogen.Method) bool {
	return hasMethodOption(method, gorumsCallTypes...)
}

// hasMethodOption returns true if the method has one of the given method options.
func hasMethodOption(method *protogen.Method, methodOptions ...*protoimpl.ExtensionInfo) bool {
	ext := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	for _, callType := range methodOptions {
		if proto.HasExtension(ext, callType) {
			return true
		}
	}
	return false
}

// hasAllMethodOption returns true if the method has all of the given method options
func hasAllMethodOption(method *protogen.Method, methodOptions ...*protoimpl.ExtensionInfo) bool {
	ext := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	for _, callType := range methodOptions {
		if !proto.HasExtension(ext, callType) {
			return false
		}
	}
	return true
}

// validateOptions returns an error if the extension options
// for the provided method are incompatible.
func validateOptions(method *protogen.Method) error {
	switch {
	case hasMethodOption(method, gorums.E_Async) && !hasMethodOption(method, gorums.E_Quorumcall):
		return optionErrorf("is required for async methods", method, gorums.E_Quorumcall)

	case !hasMethodOption(method, gorums.E_Multicast) && method.Desc.IsStreamingClient():
		return optionErrorf("is required for client-server stream methods", method, gorums.E_Multicast)

	case !hasMethodOption(method, gorums.E_Correctable) && method.Desc.IsStreamingServer():
		return optionErrorf("is required for server-client stream methods", method, gorums.E_Correctable)

	case hasMethodOption(method, gorums.E_Correctable) && method.Desc.IsStreamingClient():
		return optionErrorf("is only valid for server-client stream methods", method, gorums.E_Correctable)
	}
	return nil
}

func optionErrorf(s string, method *protogen.Method, ext *protoimpl.ExtensionInfo) error {
	return fmt.Errorf("%s.%s: option '%s' "+s, method.Parent.Desc.Name(), method.Desc.Name(), ext.TypeDescriptor().FullName())
}







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/gorums_bundle.go

package gengorums

import (
	"bytes"
	"fmt"
	"go/ast"
	"go/format"
	"go/printer"
	"go/token"
	"go/types"
	"log"
	"os"
	"path"
	"sort"
	"strings"

	"github.com/google/go-cmp/cmp"
	"golang.org/x/tools/go/packages"
)

const (
	devPkgPath = "./cmd/protoc-gen-gorums/dev"
)

// GenerateBundleFile generates a file with static definitions for Gorums.
func GenerateBundleFile(dst string) {
	pkg := loadPackage(devPkgPath)
	code := printFiles(pkg)
	pkgIdentMap, reservedIdents := findIdentifiers(pkg)

	src := fmt.Sprintf(`// Code generated by protoc-gen-gorums. DO NOT EDIT.
	// Source files can be found in: %s

	package gengorums

	// pkgIdentMap maps from package name to one of the package's identifiers.
	// These identifiers are used by the Gorums protoc plugin to generate import statements.
	var pkgIdentMap = %#v

	// reservedIdents holds the set of Gorums reserved identifiers.
	// These identifiers cannot be used to define message types in a proto file.
	var reservedIdents = %#v

	var staticCode = `+"`%s`", devPkgPath, pkgIdentMap, reservedIdents, code)

	staticContent, err := format.Source([]byte(src))
	if err != nil {
		log.Fatalf("formatting failed: %v", err)
	}
	currentContent, err := os.ReadFile(dst)
	if err != nil {
		log.Fatal(err)
	}
	if diff := cmp.Diff(currentContent, staticContent); diff != "" {
		fmt.Printf("change detected (-current +new):\n%s", diff)
		fmt.Printf("\nReview changes above; to revert use:\n")
		fmt.Printf("mv %s.bak %s\n", dst, dst)
	}
	err = os.WriteFile(dst, []byte(staticContent), 0o666)
	if err != nil {
		log.Fatal(err)
	}
}

// loadPackage returns the parsed package.
func loadPackage(pkgPath string) *packages.Package {
	cfg := &packages.Config{
		Mode: packages.NeedName | packages.NeedFiles | packages.NeedSyntax | packages.NeedImports | packages.NeedTypes | packages.NeedTypesInfo,
	}
	pkgs, err := packages.Load(cfg, pkgPath)
	if err != nil {
		log.Fatalf("failed to load %s: %v", pkgPath, err)
	}
	if packages.PrintErrors(pkgs) > 0 {
		os.Exit(1)
	}
	// Since Load succeeded and pkgPath is a single package, the following is safe
	return pkgs[0]
}

// findIdentifiers returns the imported packages as a map from package name to one of its identifiers,
// and a slice of Gorums reserved identifiers that cannot be used in proto files.
// The returned map is used by the Gorums protoc plugin to generate import statements.
func findIdentifiers(pkgInfo *packages.Package) (map[string]string, []string) {
	pkgIdents := make(map[string][]string)
	for id, obj := range pkgInfo.TypesInfo.Uses {
		pos := pkgInfo.Fset.Position(id.Pos())
		if ignore(pos.Filename) || !obj.Exported() {
			// ignore identifiers in zorums generated files and unexported identifiers
			continue
		}
		if pkg := obj.Pkg(); pkg != nil {
			switch obj := obj.(type) {
			case *types.Func:
				if typ := obj.Type(); typ != nil {
					if recv := typ.(*types.Signature).Recv(); recv != nil {
						// ignore functions on non-package types
						continue
					}
				}
				addUniqueIdentifier(pkgIdents, pkg.Path(), obj.Name())

			case *types.Const, *types.TypeName:
				addUniqueIdentifier(pkgIdents, pkg.Path(), obj.Name())

			case *types.Var:
				// no need to import obj's pkg if obj is a field of a struct.
				if obj.IsField() {
					continue
				}
				addUniqueIdentifier(pkgIdents, pkg.Path(), obj.Name())
			}
		}
	}
	// Only need to store one identifier for each imported package.
	// However, to ensure stable output, we sort the identifiers
	// and use the first element.
	pkgIdent := make(map[string]string, len(pkgIdents))
	var reservedIdents []string
	for path, idents := range pkgIdents {
		sort.Strings(idents)
		if path == pkgInfo.PkgPath {
			reservedIdents = idents
			continue
		}
		pkgIdent[path] = idents[0]
	}
	return pkgIdent, reservedIdents
}

func addUniqueIdentifier(pkgIdents map[string][]string, path, name string) {
	currentNames := pkgIdents[path]
	for _, known := range currentNames {
		if name == known {
			return
		}
	}
	pkgIdents[path] = append(pkgIdents[path], name)
}

// printFiles returns the source files of pkg without package and import statements.
func printFiles(pkg *packages.Package) string {
	out := &bytes.Buffer{}
	for _, f := range pkg.Syntax {
		// filter files in dev package that shouldn't be bundled in template_static.go
		fileName := pkg.Fset.File(f.Pos()).Name()
		if ignore(fileName) {
			continue
		}

		last := f.Package
		if len(f.Imports) > 0 {
			imp := f.Imports[len(f.Imports)-1]
			last = imp.End()
			if imp.Comment != nil {
				if e := imp.Comment.End(); e > last {
					last = e
				}
			}
		}

		// Pretty-print package-level declarations.
		// but no package or import declarations.
		var buf bytes.Buffer
		for _, decl := range f.Decls {
			if decl, ok := decl.(*ast.GenDecl); ok && decl.Tok == token.IMPORT {
				continue
			}
			beg, end := sourceRange(decl)
			printComments(out, f.Comments, last, beg)

			buf.Reset()
			err := format.Node(&buf, pkg.Fset, &printer.CommentedNode{Node: decl, Comments: f.Comments})
			if err != nil {
				log.Fatalf("failed to format source AST node: %v", err)
			}
			out.Write(buf.Bytes())
			last = printSameLineComment(out, f.Comments, pkg.Fset, end)
			out.WriteString("\n\n")
		}
		printLastComments(out, f.Comments, last)
	}
	// escape backticks
	return strings.ReplaceAll(out.String(), "`", "`+\"`\"+`")
}

// ignore files in dev folder with suffixes that shouldn't be bundled.
func ignore(file string) bool {
	for _, suffix := range []string{".proto", "_test.go"} {
		if strings.HasSuffix(file, suffix) {
			return true
		}
	}
	base := path.Base(file)
	// ignore zorums* files
	return strings.HasPrefix(base, "zorums")
}

// sourceRange returns the [beg, end) interval of source code
// belonging to decl (incl. associated comments).
func sourceRange(decl ast.Decl) (beg, end token.Pos) {
	beg = decl.Pos()
	end = decl.End()

	var doc, com *ast.CommentGroup

	switch d := decl.(type) {
	case *ast.GenDecl:
		doc = d.Doc
		if len(d.Specs) > 0 {
			switch spec := d.Specs[len(d.Specs)-1].(type) {
			case *ast.ValueSpec:
				com = spec.Comment
			case *ast.TypeSpec:
				com = spec.Comment
			}
		}
	case *ast.FuncDecl:
		doc = d.Doc
	}

	if doc != nil {
		beg = doc.Pos()
	}
	if com != nil && com.End() > end {
		end = com.End()
	}

	return beg, end
}

func printComments(out *bytes.Buffer, comments []*ast.CommentGroup, pos, end token.Pos) {
	for _, cg := range comments {
		if pos <= cg.Pos() && cg.Pos() < end {
			for _, c := range cg.List {
				fmt.Fprintln(out, c.Text)
			}
			fmt.Fprintln(out)
		}
	}
}

const infinity = 1 << 30

func printLastComments(out *bytes.Buffer, comments []*ast.CommentGroup, pos token.Pos) {
	printComments(out, comments, pos, infinity)
}

func printSameLineComment(out *bytes.Buffer, comments []*ast.CommentGroup, fset *token.FileSet, pos token.Pos) token.Pos {
	tf := fset.File(pos)
	for _, cg := range comments {
		if pos <= cg.Pos() && tf.Line(cg.Pos()) == tf.Line(pos) {
			for _, c := range cg.List {
				fmt.Fprintln(out, c.Text)
			}
			return cg.End()
		}
	}
	return pos
}







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_async.go

package gengorums

var asyncCallComment = `
{{$comments := .Method.Comments.Leading}}
{{if ne $comments ""}}
{{$comments -}}
{{else}}
{{if hasPerNodeArg .Method}}
// {{$method}} asynchronously invokes a quorum call on each node in
// configuration c, with the argument returned by the provided function f
// and returns the result as a {{$asyncOut}}, which can be used to inspect
// the quorum call reply and error when available.
// The provide per node function f takes the provided {{$in}} argument
// and returns an {{$out}} object to be passed to the given nodeID.
// The per node function f should be thread-safe.
{{else}}
// {{$method}} asynchronously invokes a quorum call on configuration c
// and returns a {{$asyncOut}}, which can be used to inspect the quorum call
// reply and error when available.
{{end -}}
{{end -}}
`

var asyncSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}}) ` +
	`*{{$asyncOut}} {`

var asyncVar = qcVar + `
{{$asyncOut := outType .Method $customOut}}
`

var asyncBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
	}
	cd.QuorumFunction = func(req {{$protoMessage}}, replies map[uint32]{{$protoMessage}}) ({{$protoMessage}}, bool) {
		r := make(map[uint32]*{{$out}}, len(replies))
		for k, v := range replies {
			r[k] = v.(*{{$out}})
		}
		return c.qspec.{{$method}}QF(req.(*{{$in}}), r)
	}
{{- if hasPerNodeArg .Method}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &{{$asyncOut}}{fut}
}
`

var asyncCall = commonVariables +
	asyncVar +
	asyncCallComment +
	asyncSignature +
	asyncBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_datatypes.go

package gengorums

var internalOutDataType = `
{{range $intOut, $out := mapInternalOutType .GenFile .Services}}
type {{$intOut}} struct {
	nid   uint32
	reply *{{$out}}
	err   error
}
{{end}}
`

// This struct and API functions are generated only once per return type
// for a async call type. That is, if multiple async calls use the same
// return type, this struct and associated methods are only generated once.
var asyncDataType = `
{{$async := use "gorums.Async" .GenFile}}
{{range $asyncOut, $customOut := mapAsyncOutType .GenFile .Services}}
{{$customOutField := field $customOut}}
// {{$asyncOut}} is a async object for processing replies.
type {{$asyncOut}} struct {
	*{{$async}}
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *{{$asyncOut}}) Get() (*{{$customOut}}, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*{{$customOut}}), err
}
{{end}}
`

// This struct and API functions are generated only once per return type
// for a correctable call type. That is, if multiple correctable calls use the same
// return type, this struct and associated methods are only generated once.
var correctableDataType = `
{{$correctable := use "gorums.Correctable" .GenFile}}
{{range $correctableOut, $customOut := mapCorrectableOutType .GenFile .Services}}
{{$customOutField := field $customOut}}
// {{$correctableOut}} is a correctable object for processing replies.
type {{$correctableOut}} struct {
	*{{$correctable}}
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *{{$correctableOut}}) Get() (*{{$customOut}}, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*{{$customOut}}), level, err
}
{{- end -}}
`

var dataTypes = internalOutDataType +
	asyncDataType +
	correctableDataType







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_quorumcall.go

package gengorums

// Common variables used in several template functions.
var commonVariables = `
{{$fullName := .Method.Desc.FullName}}
{{$method := .Method.GoName}}
{{$in := in .GenFile .Method}}
{{$out := out .GenFile .Method}}
{{$intOut := internalOut $out}}
{{$customOut := customOut .GenFile .Method}}
{{$customOutField := field $customOut}}
{{$unexportOutput := unexport .Method.Output.GoIdent.GoName}}
`

var quorumCallComment = `
{{$comments := .Method.Comments.Leading}}
{{if ne $comments ""}}
{{$comments -}}
{{else}}
{{if hasPerNodeArg .Method}}
// {{$method}} is a quorum call invoked on each node in configuration c,
// with the argument returned by the provided function f, and returns the combined result.
// The per node function f receives a copy of the {{$in}} request argument and
// returns a {{$in}} manipulated to be passed to the given nodeID.
// The function f must be thread-safe.
{{else}}
// {{$method}} is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
{{end -}}
{{end -}}
`

var quorumCallSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}})` +
	`(resp *{{$customOut}}, err error) {
`

var qcVar = `
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
{{$callData := use "gorums.QuorumCallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
`

var quorumCallBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
		{{if isBroadcast .Method}}
		BroadcastID: c.snowflake.NewBroadcastID(),
		IsBroadcastClient:  true,
		{{end -}}
	}
	cd.QuorumFunction = func(req {{$protoMessage}}, replies map[uint32]{{$protoMessage}}) ({{$protoMessage}}, bool) {
		r := make(map[uint32]*{{$out}}, len(replies))
		for k, v := range replies {
			r[k] = v.(*{{$out}})
		}
		return c.qspec.{{$method}}QF(req.(*{{$in}}), r)
	}
{{- if hasPerNodeArg .Method}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*{{$customOut}}), err
}
`

var quorumCall = commonVariables +
	qcVar +
	quorumCallComment +
	quorumCallSignature +
	quorumCallBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_correctable.go

package gengorums

var correctableCallComment = `
{{$comments := .Method.Comments.Leading}}
{{if ne $comments ""}}
{{$comments -}}
{{else}}
{{if hasPerNodeArg .Method}}
// {{$method}} asynchronously invokes a correctable quorum call on each node
// in configuration c, with the argument returned by the provided function f
// and returns a {{$correctableOut}}, which can be used to inspect
// the reply and error when available.
// The provide per node function f takes the provided {{$in}} argument
// and returns an {{$out}} object to be passed to the given nodeID.
// The per node function f should be thread-safe.
{{else}}
// {{$method}} asynchronously invokes a correctable quorum call on each node
// in configuration c and returns a {{$correctableOut}}, which can be used
// to inspect any replies or errors when available.
{{if correctableStream .Method -}}
// This method supports server-side preliminary replies (correctable stream).
{{end -}}
{{end -}}
{{end -}}
`

var correctableVar = `
{{$correctableOut := outType .Method $customOut}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
{{$callData := use "gorums.CorrectableCallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
`

var correctableSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}}) ` +
	`*{{$correctableOut}} {`

var correctableBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
		ServerStream: {{correctableStream .Method}},
	}
	cd.QuorumFunction = func(req {{$protoMessage}}, replies map[uint32]{{$protoMessage}}) ({{$protoMessage}}, int, bool) {
		r := make(map[uint32]*{{$out}}, len(replies))
		for k, v := range replies {
			r[k] = v.(*{{$out}})
		}
		return c.qspec.{{$method}}QF(req.(*{{$in}}), r)
	}
{{- if hasPerNodeArg .Method}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &{{$correctableOut}}{corr}
}
`

var correctableCall = commonVariables +
	correctableVar +
	correctableCallComment +
	correctableSignature +
	correctableBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_clientserver.go

package gengorums

var clientServerVariables = `
{{$callData := use "gorums.CallData" .GenFile}}
`

var clientServerHandlers = `
{{$genFile := .GenFile}}
func registerClientServerHandlers(srv *clientServerImpl) {
	{{range .Services -}}
	{{- range .Methods}}
	{{- if isBroadcastCall .}}
	srv.RegisterHandler("{{.Desc.FullName}}", gorums.ClientHandler(srv.client{{.GoName}}))
	{{- end}}
	{{- end}}
	{{- end}}
}
`

var clientServer = clientServerVariables + clientServerHandlers







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_server.go

package gengorums

var serverVariables = `
{{$context := use "gorums.ServerCtx" .GenFile}}
{{$codes := use "codes.Code" .GenFile}}
{{$status := use "status.Status" .GenFile}}
`

var serverInterface = `
{{$genFile := .GenFile}}
{{range .Services -}}
{{$service := .GoName}}
// {{$service}} is the server-side API for the {{$service}} Service
type {{$service}} interface {
	{{- range .Methods}}
	{{- if isBroadcast  .}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, broadcast *Broadcast)
	{{- else if correctableStream .}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, send func(response *{{out $genFile .}}) error) error
	{{- else if isOneway .}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}})
	{{- else}}
	{{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}) (response *{{out $genFile .}}, err error)
	{{- end}}
	{{- end}}
}
{{- end}}
`

var registerServerMethods = `
{{$genFile := .GenFile}}

{{range .Services -}}
{{$service := .GoName}}
{{- range .Methods}}
{{- if isOneway .}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}) {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- else if correctableStream .}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, send func(response *{{out $genFile .}}) error) error {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- else if isBroadcast .}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- else}}
func (srv *Server) {{.GoName}}(ctx {{$context}}, request *{{in $genFile .}}) (response *{{out $genFile .}}, err error) {
	panic(status.Errorf(codes.Unimplemented, "method {{.GoName}} not implemented"))
}
{{- end}}
{{- end}}
{{- end}}
`

var registerInterface = `
{{$genFile := .GenFile}}
{{$gorumsMessage := use "gorums.Message" .GenFile}}
{{$wrapMessage := use "gorums.WrapMessage" $genFile}}
{{$sendMessage := use "gorums.SendMessage" $genFile}}
{{range .Services -}}
{{$service := .GoName}}
func Register{{$service}}Server(srv *Server, impl {{$service}}) {
	{{- range .Methods}}
	{{- if isBroadcast .}}
	srv.RegisterHandler("{{.Desc.FullName}}", gorums.BroadcastHandler(impl.{{.GoName}}, srv.Server))
	{{- if isBroadcastCall .}}
	srv.RegisterClientHandler("{{.Desc.FullName}}")
	{{- end}}
	{{- else }}
	srv.RegisterHandler("{{.Desc.FullName}}", func(ctx {{$context}}, in *{{$gorumsMessage}}, {{if isOneway .}} _ {{- else}} finished {{- end}} chan<- *{{$gorumsMessage}}) {
		req := in.Message.(*{{in $genFile .}})
		defer ctx.Release()
		{{- if isOneway .}}
		impl.{{.GoName}}(ctx, req)
		{{- else if correctableStream .}}
		err := impl.{{.GoName}}(ctx, req, func(resp *{{out $genFile .}}) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := {{use "proto.Clone" $genFile}}(in.Metadata)
			return {{$sendMessage}}(ctx, finished, {{$wrapMessage}}(md.(*{{use "ordering.Metadata" $genFile}}), resp, nil))
		})
		if err != nil {
			{{$sendMessage}}(ctx, finished, {{$wrapMessage}}(in.Metadata, nil, err))
		}
		{{- else }}
		resp, err := impl.{{.GoName}}(ctx, req)
		{{$sendMessage}}(ctx, finished, {{$wrapMessage}}(in.Metadata, resp, err))
		{{- end}}
	})
	{{- end}}
	{{- end}}
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}
{{- end}}
`

var registerServerBroadcast = `
{{$genFile := .GenFile}}

{{range .Services -}}
{{$service := .GoName}}
{{- range .Methods}}
{{- if isBroadcastOption .}}

func (srv *Server) Broadcast{{.GoName}}(req *{{in $genFile .}}, opts... gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("{{.Desc.FullName}}", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("{{.Desc.FullName}}", req, options)
	}
}

{{- end}}
{{- end}}
{{- end}}
`

var registerMethodConstants = `
{{$genFile := .GenFile}}
{{$gorumsMessage := use "gorums.Message" .GenFile}}
const (
{{range .Services -}}
{{$service := .GoName}}
{{- range .Methods}}
{{- if isBroadcast .}}
	{{$service}}{{.GoName}} string = "{{.Desc.FullName}}"
{{- else }}
	{{- if isBroadcastCall .}}
	{{$service}}{{.GoName}} string = "{{.Desc.FullName}}"
	{{- end}}
{{- end}}
{{- end}}
{{- end}}
)
`

var server = serverVariables + serverInterface + registerServerMethods + registerInterface + registerServerBroadcast + registerMethodConstants







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_static.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// Source files can be found in: ./cmd/protoc-gen-gorums/dev

package gengorums

// pkgIdentMap maps from package name to one of the package's identifiers.
// These identifiers are used by the Gorums protoc plugin to generate import statements.
var pkgIdentMap = map[string]string{"fmt": "Errorf", "github.com/relab/gorums": "BroadcastMetadata", "google.golang.org/grpc": "Server", "google.golang.org/grpc/encoding": "GetCodec", "google.golang.org/protobuf/reflect/protoreflect": "ProtoMessage", "net": "Addr"}

// reservedIdents holds the set of Gorums reserved identifiers.
// These identifiers cannot be used to define message types in a proto file.
var reservedIdents = []string{"Broadcast", "Configuration", "Manager", "Node", "QuorumSpec", "Server"}

var staticCode = `// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

`







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_qspec.go

package gengorums

import (
	"github.com/relab/gorums"
	"google.golang.org/protobuf/compiler/protogen"
)

var qspecInterface = `
{{$genFile := .GenFile}}
{{$configOpt := use "gorums.ConfigOption" .GenFile}}
{{- range qspecServices .Services}}
// QuorumSpec is the interface of quorum functions for {{.GoName}}.
type QuorumSpec interface {
	{{$configOpt}}

{{range qspecMethods .Methods -}}
	{{/* Below . is the method object */}}
	{{$method := .GoName}}
	{{$in := in $genFile .}}
	{{$out := out $genFile .}}
	{{$customOut := customOut $genFile .}}
	// {{$method}}QF is the quorum function for the {{$method}}
	// {{docName .}} call method. The in parameter is the request object
	// supplied to the {{$method}} method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *{{$in}}'.
	{{- if isBroadcastCall .}}
	{{.GoName}}QF(in *{{$in}}, replies []*{{$out}}) (*{{$out}}, bool)
	{{- else}}
	{{$method}}QF(in *{{$in}}, replies map[uint32]*{{$out}}) (*{{$customOut}}{{withCorrectable . ", int"}}, bool)
	{{- end}}
{{end}}
}
{{end}}
`

// qspecMethods returns all Gorums methods that require
// a quorum function; that is, all except multicast and plain gRPC methods.
func qspecMethods(methods []*protogen.Method) (s []*protogen.Method) {
	for _, method := range methods {
		if hasMethodOption(method, gorums.E_Multicast, gorums.E_Unicast) || !hasGorumsCallType(method) {
			// ignore multicast and non-Gorums methods
			continue
		}
		s = append(s, method)
	}
	return s
}

// qspecServices returns all services that have Gorums methods.
func qspecServices(services []*protogen.Service) (s []*protogen.Service) {
	for _, service := range services {
		for _, method := range service.Methods {
			if !hasGorumsCallType(method) {
				// ignore services without Gorums methods
				continue
			}
		}
		s = append(s, service)
	}
	return s
}







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_multicast.go

package gengorums

var multicastRefImports = `
{{if contains $out "."}}
// Reference imports to suppress errors if they are not otherwise used.
var _ {{$out}}
{{end}}
`

var mcVar = `
{{$callData := use "gorums.QuorumCallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
{{$callOpt := use "gorums.CallOption" .GenFile}}
`

var multicastSignature = `func (c *Configuration) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}},` +
	`opts ...{{$callOpt}}) {
`

var multicastBody = `	cd := {{$callData}}{
		Message: in,
		Method:  "{{$fullName}}",
	}
{{- if hasPerNodeArg .Method}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}
`

var multicastCall = commonVariables +
	mcVar +
	multicastRefImports +
	quorumCallComment +
	multicastSignature +
	multicastBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/gorums_func_map.go

package gengorums

import (
	"bytes"
	"fmt"
	"strings"
	"text/template"

	"github.com/relab/gorums"
	"google.golang.org/protobuf/compiler/protogen"
	"google.golang.org/protobuf/proto"
	"google.golang.org/protobuf/runtime/protoimpl"
)

// importMap holds the mapping between short-hand import name
// and full import path for the default package.
var importMap = map[string]protogen.GoImportPath{
	"io":           protogen.GoImportPath("io"),
	"time":         protogen.GoImportPath("time"),
	"fmt":          protogen.GoImportPath("fmt"),
	"log":          protogen.GoImportPath("log"),
	"math":         protogen.GoImportPath("math"),
	"rand":         protogen.GoImportPath("math/rand"),
	"sync":         protogen.GoImportPath("sync"),
	"atomic":       protogen.GoImportPath("sync/atomic"),
	"context":      protogen.GoImportPath("context"),
	"trace":        protogen.GoImportPath("golang.org/x/net/trace"),
	"grpc":         protogen.GoImportPath("google.golang.org/grpc"),
	"codes":        protogen.GoImportPath("google.golang.org/grpc/codes"),
	"status":       protogen.GoImportPath("google.golang.org/grpc/status"),
	"backoff":      protogen.GoImportPath("google.golang.org/grpc/backoff"),
	"proto":        protogen.GoImportPath("google.golang.org/protobuf/proto"),
	"gorums":       protogen.GoImportPath("github.com/relab/gorums"),
	"ordering":     protogen.GoImportPath("github.com/relab/gorums/ordering"),
	"protoreflect": protogen.GoImportPath("google.golang.org/protobuf/reflect/protoreflect"),
	"uuid":         protogen.GoImportPath("github.com/google/uuid"),
	"metadata":     protogen.GoImportPath("google.golang.org/grpc/metadata"),
}

func addImport(path, ident string, g *protogen.GeneratedFile) string {
	pkg := path[strings.LastIndex(path, "/")+1:]
	impPath, ok := importMap[pkg]
	if !ok {
		impPath = protogen.GoImportPath(path)
		importMap[pkg] = impPath
	}
	return g.QualifiedGoIdent(impPath.Ident(ident))
}

var funcMap = template.FuncMap{
	// this function will stop the generator if incorrect input is used
	// the output contains the descriptive strings below to help debug any bad inputs.
	"use": func(pkgIdent string, g *protogen.GeneratedFile) string {
		if strings.Count(pkgIdent, ".") != 1 {
			return "EXPECTED PACKAGE NAME AND IDENTIFIER, but got: " + pkgIdent
		}
		i := strings.Index(pkgIdent, ".")
		path, ident := pkgIdent[0:i], pkgIdent[i+1:]
		pkg, ok := importMap[path]
		if !ok {
			return "IMPORT NOT FOUND: " + path
		}
		return g.QualifiedGoIdent(pkg.Ident(ident))
	},
	"hasPerNodeArg": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_PerNodeArg)
	},
	"perNodeArg": func(method *protogen.Method, arg string) string {
		if hasMethodOption(method, gorums.E_PerNodeArg) {
			return arg
		}
		return ""
	},
	"perNodeFnType": func(g *protogen.GeneratedFile, method *protogen.Method, arg string) string {
		if hasMethodOption(method, gorums.E_PerNodeArg) {
			inType := g.QualifiedGoIdent(method.Input.GoIdent)
			return arg + " func(*" + inType + ", uint32) *" + inType
		}
		return ""
	},
	"correctableStream": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Correctable) && method.Desc.IsStreamingServer()
	},
	"withCorrectable": func(method *protogen.Method, arg string) string {
		if hasMethodOption(method, gorums.E_Correctable) {
			return arg
		}
		return ""
	},
	"withPromise": func(method *protogen.Method, arg string) string {
		if hasMethodOption(method, callTypesWithPromiseObject...) {
			return arg
		}
		return ""
	},
	"docName": func(method *protogen.Method) string {
		return callType(method).docName
	},
	"fullName": func(method *protogen.Method) string {
		return fmt.Sprintf("/%s/%s", method.Parent.Desc.FullName(), method.Desc.Name())
	},
	"serviceName": func(method *protogen.Method) string {
		return string(method.Parent.Desc.Name())
	},
	"in": func(g *protogen.GeneratedFile, method *protogen.Method) string {
		return g.QualifiedGoIdent(method.Input.GoIdent)
	},
	"isOneway": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Multicast, gorums.E_Unicast)
	},
	"isBroadcast": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Broadcast, gorums.E_Broadcastcall)
	},
	"isBroadcastOption": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Broadcast)
	},
	"isBroadcastCall": func(method *protogen.Method) bool {
		return hasMethodOption(method, gorums.E_Broadcastcall)
	},
	"methods": func(services []*protogen.Service) (methods []*protogen.Method) {
		for _, s := range services {
			methods = append(methods, s.Methods...)
		}
		return
	},
	"out":                   out,
	"outType":               outType,
	"internalOut":           internalOut,
	"customOut":             customOut,
	"mapInternalOutType":    mapInternalOutType,
	"mapCorrectableOutType": mapCorrectableOutType,
	"mapAsyncOutType":       mapAsyncOutType,
	"qspecServices":         qspecServices,
	"qspecMethods":          qspecMethods,
	"unexport":              unexport,
	"contains":              strings.Contains,
	"field":                 field,
}

type mapFunc func(*protogen.GeneratedFile, *protogen.Method, map[string]string)

// mapType returns a map of types as defined by the function mapFn.
func mapType(g *protogen.GeneratedFile, services []*protogen.Service, mapFn mapFunc) (s map[string]string) {
	s = make(map[string]string)
	for _, service := range services {
		for _, method := range service.Methods {
			mapFn(g, method, s)
		}
	}
	return s
}

func out(g *protogen.GeneratedFile, method *protogen.Method) string {
	return g.QualifiedGoIdent(method.Output.GoIdent)
}

func outType(method *protogen.Method, out string) string {
	return fmt.Sprintf("%s%s", callType(method).outPrefix, field(out))
}

func internalOut(out string) string {
	return fmt.Sprintf("internal%s", field(out))
}

// customOut returns the output type to be used for the given method.
// This may be the output type specified in the rpc line,
// or if a custom_return_type option is provided for the method,
// this provided custom type will be returned.
func customOut(g *protogen.GeneratedFile, method *protogen.Method) string {
	ext := protoimpl.X.MessageOf(method.Desc.Options()).Interface()
	customOutType := fmt.Sprintf("%v", proto.GetExtension(ext, gorums.E_CustomReturnType))
	outType := method.Output.GoIdent
	if customOutType != "" {
		outType.GoName = customOutType
	}
	return g.QualifiedGoIdent(outType)
}

func mapInternalOutType(g *protogen.GeneratedFile, services []*protogen.Service) (s map[string]string) {
	return mapType(g, services, func(g *protogen.GeneratedFile, method *protogen.Method, s map[string]string) {
		if hasMethodOption(method, callTypesWithInternal...) {
			out := out(g, method)
			intOut := internalOut(out)
			s[intOut] = out
		}
	})
}

func mapAsyncOutType(g *protogen.GeneratedFile, services []*protogen.Service) (s map[string]string) {
	return mapType(g, services, func(g *protogen.GeneratedFile, method *protogen.Method, s map[string]string) {
		if hasAllMethodOption(method, gorums.E_Quorumcall, gorums.E_Async) {
			out := customOut(g, method)
			futOut := outType(method, out)
			s[futOut] = out
		}
	})
}

func mapCorrectableOutType(g *protogen.GeneratedFile, services []*protogen.Service) (s map[string]string) {
	return mapType(g, services, func(g *protogen.GeneratedFile, method *protogen.Method, s map[string]string) {
		if hasMethodOption(method, gorums.E_Correctable) {
			out := customOut(g, method)
			corrOut := outType(method, out)
			s[corrOut] = out
		}
	})
}

// field derives an embedded field name from the given typeName.
// If typeName contains a package, this will be removed.
func field(typeName string) string {
	return typeName[strings.LastIndex(typeName, ".")+1:]
}

func unexport(s string) string { return strings.ToLower(s[:1]) + s[1:] }

func parseTemplate(name, tmpl string) *template.Template {
	return template.Must(template.New(name).Funcs(funcMap).Parse(tmpl))
}

func mustExecute(t *template.Template, data interface{}) string {
	var b bytes.Buffer
	if err := t.Execute(&b, data); err != nil {
		panic(err)
	}
	return b.String()
}







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_broadcast.go

package gengorums

var broadcastVar = `
{{$callData := use "gorums.CallData" .GenFile}}
`

var broadcastSignature = `func (b *Broadcast) {{.Method.GoName}}(req *{{in .GenFile .Method}}, opts... gorums.BroadcastOption) {`

var broadcastBody = `
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.Broadcast{{.Method.GoName}} instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("{{.Method.Desc.FullName}}", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}
`

var broadcastMethod = broadcastVar +
	broadcastSignature + broadcastBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_unicast.go

package gengorums

var unicastVar = rpcVar + `{{$callOpt := use "gorums.CallOption" .GenFile}}`

var unicastSignature = `func (n *Node) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}, opts ...{{$callOpt}}) {
`

var unicastBody = `	cd := {{$callData}}{
		Message:  in,
		Method: "{{$fullName}}",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}
`

var unicastCall = commonVariables +
	unicastVar +
	multicastRefImports +
	quorumCallComment +
	unicastSignature +
	unicastBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_rpc.go

package gengorums

var rpcSignature = `func (n *Node) {{$method}}(` +
	`ctx {{$context}}, in *{{$in}}` +
	`{{perNodeFnType .GenFile .Method ", f"}}) (resp *{{$customOut}}, err error) {
`

var rpcVar = `
{{$callData := use "gorums.CallData" .GenFile}}
{{$genFile := .GenFile}}
{{$unexportMethod := unexport .Method.GoName}}
{{$context := use "context.Context" .GenFile}}
`

var rpcBody = `	cd := {{$callData}}{
		Message:  in,
		Method: "{{$fullName}}",
	}
{{- if hasPerNodeArg .Method}}
	{{$protoMessage := use "protoreflect.ProtoMessage" $genFile}}
	cd.PerNodeArgFn = func(req {{$protoMessage}}, nid uint32) {{$protoMessage}} {
		return f(req.(*{{$in}}), nid)
	}
{{- end}}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*{{$customOut}}), err
}
`

var rpcCall = commonVariables +
	rpcVar +
	quorumCallComment +
	rpcSignature +
	rpcBody







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/template_broadcastcall.go

package gengorums

var clientServerVar = `
{{$callData := use "gorums.CallData" .GenFile}}
{{$context := use "context.Context" .GenFile}}
{{$fmt := use "fmt.FMT" .GenFile}}
{{$time := use "time.TIME" .GenFile}}
{{$protoMessage := use "protoreflect.ProtoMessage" .GenFile}}
`

var clientServerMethodImpl = `
func (srv *clientServerImpl) client{{.Method.GoName}}(ctx context.Context, resp *{{out .GenFile .Method}}, broadcastID uint64) (*{{out .GenFile .Method}}, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

`

var clientServerImplMethod = `
func (c *Configuration) {{.Method.GoName}}(ctx context.Context, in *{{in .GenFile .Method}}, cancelOnTimeout... bool) (resp *{{out .GenFile .Method}}, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout time.Duration
		ok bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.{{.Method.GoName}}QF), "{{.Method.Desc.FullName}}")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*{{out .GenFile .Method}})
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}
`

var broadcastCall = clientServerVar + clientServerMethodImpl + clientServerImplMethod







MasterLab/gorums/cmd/protoc-gen-gorums/gengorums/gorums_test.go

package gengorums

import (
	"testing"
)

//TODO(meling) Test various generator functions that are non-trivial
// methods to tests:
// qspecMethods
// qspecServices

func TestQSpecMethods(t *testing.T) {
	t.Skip("Not implemented yet")
}







MasterLab/gorums/cmd/protoc-gen-gorums/main.go

package main

import (
	"flag"
	"fmt"
	"os"
	"path/filepath"
	"strings"

	"github.com/relab/gorums/cmd/protoc-gen-gorums/gengorums"
	"github.com/relab/gorums/internal/version"

	"google.golang.org/protobuf/compiler/protogen"
	"google.golang.org/protobuf/types/pluginpb"
)

const (
	bundleLen         = len("--bundle=")
	genGorumsDocURL   = "https://github.com/relab/gorums/blob/master/doc/user-guide.md"
	genGoDocURL       = "https://developers.google.com/protocol-buffers/docs/reference/go-generated"
	supportedFeatures = uint64(pluginpb.CodeGeneratorResponse_FEATURE_PROTO3_OPTIONAL)
)

func main() {
	if len(os.Args) == 2 && os.Args[1] == "--version" {
		fmt.Printf("%v %v\n", filepath.Base(os.Args[0]), version.String())
		os.Exit(0)
	}
	if len(os.Args) == 2 && os.Args[1] == "--help" {
		fmt.Printf("See %s for usage information.\n", genGorumsDocURL)
		fmt.Printf("See %s for information about protobuf.\n", genGoDocURL)
		os.Exit(0)
	}
	if len(os.Args) == 2 && strings.HasPrefix(os.Args[1], "--bundle=") {
		bundle := os.Args[1][bundleLen:]
		if bundle != "" {
			fmt.Printf("Generating bundle file: %s\n", bundle)
			gengorums.GenerateBundleFile(bundle)
			os.Exit(0)
		}
		fmt.Printf("%v --bundle flag cannot be empty\n", filepath.Base(os.Args[0]))
		os.Exit(1)
	}

	var (
		flags flag.FlagSet
		dev   = flags.Bool("dev", false, "generate development files in dev folder")
		opts  = &protogen.Options{
			ParamFunc: flags.Set,
		}
	)

	opts.Run(func(gen *protogen.Plugin) error {
		for _, f := range gen.Files {
			if f.Generate {
				switch {
				case *dev:
					gengorums.GenerateDevFiles(gen, f)
				default:
					gengorums.GenerateFile(gen, f)
				}
			}
		}
		gen.SupportedFeatures = supportedFeatures
		return nil
	})
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_types_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

type internalEmpty struct {
	nid   uint32
	reply *empty.Empty
	err   error
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}

// AsyncEmpty is a async object for processing replies.
type AsyncEmpty struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncEmpty) Get() (*empty.Empty, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*empty.Empty), err
}

// AsyncMyResponse is a async object for processing replies.
type AsyncMyResponse struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncMyResponse) Get() (*MyResponse, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*MyResponse), err
}

// AsyncResponse is a async object for processing replies.
type AsyncResponse struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncResponse) Get() (*Response, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*Response), err
}

// CorrectableEmpty is a correctable object for processing replies.
type CorrectableEmpty struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableEmpty) Get() (*empty.Empty, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*empty.Empty), level, err
}

// CorrectableMyResponse is a correctable object for processing replies.
type CorrectableMyResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableMyResponse) Get() (*MyResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*MyResponse), level, err
}

// CorrectableResponse is a correctable object for processing replies.
type CorrectableResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableResponse) Get() (*Response, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*Response), level, err
}

// CorrectableStreamEmpty is a correctable object for processing replies.
type CorrectableStreamEmpty struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamEmpty) Get() (*empty.Empty, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*empty.Empty), level, err
}

// CorrectableStreamMyResponse is a correctable object for processing replies.
type CorrectableStreamMyResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamMyResponse) Get() (*MyResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*MyResponse), level, err
}

// CorrectableStreamResponse is a correctable object for processing replies.
type CorrectableStreamResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamResponse) Get() (*Response, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*Response), level, err
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	ordering "github.com/relab/gorums/ordering"
	codes "google.golang.org/grpc/codes"
	status "google.golang.org/grpc/status"
	proto "google.golang.org/protobuf/proto"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// ZorumsService is the server-side API for the ZorumsService Service
type ZorumsService interface {
	GRPCCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallEmpty(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error)
	QuorumCallEmpty2(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	MulticastWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastInternal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastWithClientHandler1(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastWithClientHandler2(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastWithClientHandlerAndBroadcastOption(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastPerNodeArg(ctx gorums.ServerCtx, request *Request)
	Multicast2(ctx gorums.ServerCtx, request *Request)
	Multicast3(ctx gorums.ServerCtx, request *Request)
	Multicast4(ctx gorums.ServerCtx, request *empty.Empty)
	QuorumCallAsync(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsync2(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallAsyncEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error)
	QuorumCallAsyncEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error)
	Correctable(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectablePerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectableCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectableCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	CorrectableEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error)
	CorrectableEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error)
	CorrectableStream(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamPerNodeArg(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamCustomReturnType(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamCombo(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error
	CorrectableStreamEmpty(ctx gorums.ServerCtx, request *Request, send func(response *empty.Empty) error) error
	CorrectableStreamEmpty2(ctx gorums.ServerCtx, request *empty.Empty, send func(response *Response) error) error
	Unicast(ctx gorums.ServerCtx, request *Request)
	Unicast2(ctx gorums.ServerCtx, request *Request)
}

func (srv *Server) GRPCCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method GRPCCall not implemented"))
}
func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallPerNodeArg not implemented"))
}
func (srv *Server) QuorumCallCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallCustomReturnType not implemented"))
}
func (srv *Server) QuorumCallCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallCombo not implemented"))
}
func (srv *Server) QuorumCallEmpty(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallEmpty not implemented"))
}
func (srv *Server) QuorumCallEmpty2(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallEmpty2 not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) MulticastWithBroadcast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastWithBroadcast not implemented"))
}
func (srv *Server) BroadcastInternal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastInternal not implemented"))
}
func (srv *Server) BroadcastWithClientHandler1(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastWithClientHandler1 not implemented"))
}
func (srv *Server) BroadcastWithClientHandler2(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastWithClientHandler2 not implemented"))
}
func (srv *Server) BroadcastWithClientHandlerAndBroadcastOption(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastWithClientHandlerAndBroadcastOption not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastPerNodeArg(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastPerNodeArg not implemented"))
}
func (srv *Server) Multicast2(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast2 not implemented"))
}
func (srv *Server) Multicast3(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast3 not implemented"))
}
func (srv *Server) Multicast4(ctx gorums.ServerCtx, request *empty.Empty) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast4 not implemented"))
}
func (srv *Server) QuorumCallAsync(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsync not implemented"))
}
func (srv *Server) QuorumCallAsyncPerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncPerNodeArg not implemented"))
}
func (srv *Server) QuorumCallAsyncCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncCustomReturnType not implemented"))
}
func (srv *Server) QuorumCallAsyncCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncCombo not implemented"))
}
func (srv *Server) QuorumCallAsync2(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsync2 not implemented"))
}
func (srv *Server) QuorumCallAsyncEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncEmpty not implemented"))
}
func (srv *Server) QuorumCallAsyncEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallAsyncEmpty2 not implemented"))
}
func (srv *Server) Correctable(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method Correctable not implemented"))
}
func (srv *Server) CorrectablePerNodeArg(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectablePerNodeArg not implemented"))
}
func (srv *Server) CorrectableCustomReturnType(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableCustomReturnType not implemented"))
}
func (srv *Server) CorrectableCombo(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableCombo not implemented"))
}
func (srv *Server) CorrectableEmpty(ctx gorums.ServerCtx, request *Request) (response *empty.Empty, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableEmpty not implemented"))
}
func (srv *Server) CorrectableEmpty2(ctx gorums.ServerCtx, request *empty.Empty) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableEmpty2 not implemented"))
}
func (srv *Server) CorrectableStream(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStream not implemented"))
}
func (srv *Server) CorrectableStreamPerNodeArg(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamPerNodeArg not implemented"))
}
func (srv *Server) CorrectableStreamCustomReturnType(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamCustomReturnType not implemented"))
}
func (srv *Server) CorrectableStreamCombo(ctx gorums.ServerCtx, request *Request, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamCombo not implemented"))
}
func (srv *Server) CorrectableStreamEmpty(ctx gorums.ServerCtx, request *Request, send func(response *empty.Empty) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamEmpty not implemented"))
}
func (srv *Server) CorrectableStreamEmpty2(ctx gorums.ServerCtx, request *empty.Empty, send func(response *Response) error) error {
	panic(status.Errorf(codes.Unimplemented, "method CorrectableStreamEmpty2 not implemented"))
}
func (srv *Server) Unicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Unicast not implemented"))
}
func (srv *Server) Unicast2(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Unicast2 not implemented"))
}

func RegisterZorumsServiceServer(srv *Server, impl ZorumsService) {
	srv.RegisterHandler("dev.ZorumsService.GRPCCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.GRPCCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallPerNodeArg(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallCustomReturnType(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallCombo(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.QuorumCallEmpty(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallEmpty2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("dev.ZorumsService.MulticastWithBroadcast", gorums.BroadcastHandler(impl.MulticastWithBroadcast, srv.Server))
	srv.RegisterHandler("dev.ZorumsService.BroadcastInternal", gorums.BroadcastHandler(impl.BroadcastInternal, srv.Server))
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler1", gorums.BroadcastHandler(impl.BroadcastWithClientHandler1, srv.Server))
	srv.RegisterClientHandler("dev.ZorumsService.BroadcastWithClientHandler1")
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler2", gorums.BroadcastHandler(impl.BroadcastWithClientHandler2, srv.Server))
	srv.RegisterClientHandler("dev.ZorumsService.BroadcastWithClientHandler2")
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", gorums.BroadcastHandler(impl.BroadcastWithClientHandlerAndBroadcastOption, srv.Server))
	srv.RegisterClientHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption")
	srv.RegisterHandler("dev.ZorumsService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.MulticastPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastPerNodeArg(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Multicast2", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast2(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Multicast3", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast3(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Multicast4", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		impl.Multicast4(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsync", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsync(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncPerNodeArg(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncCustomReturnType(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncCombo(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsync2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsync2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncEmpty(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.QuorumCallAsyncEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.QuorumCallAsyncEmpty2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.Correctable", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.Correctable(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectablePerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectablePerNodeArg(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectableCustomReturnType(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectableCombo(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.CorrectableEmpty(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		resp, err := impl.CorrectableEmpty2(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStream", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStream(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamPerNodeArg", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamPerNodeArg(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamCustomReturnType", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamCustomReturnType(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamCombo", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamCombo(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamEmpty", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		err := impl.CorrectableStreamEmpty(ctx, req, func(resp *empty.Empty) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.CorrectableStreamEmpty2", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*empty.Empty)
		defer ctx.Release()
		err := impl.CorrectableStreamEmpty2(ctx, req, func(resp *Response) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
	srv.RegisterHandler("dev.ZorumsService.Unicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Unicast(ctx, req)
	})
	srv.RegisterHandler("dev.ZorumsService.Unicast2", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Unicast2(ctx, req)
	})
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastMulticastWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastInternal(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastInternal", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.BroadcastInternal", req, options)
	}
}

func (srv *Server) BroadcastBroadcastWithClientHandlerAndBroadcastOption(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, options)
	}
}

const (
	ZorumsServiceQuorumCallWithBroadcast                      string = "dev.ZorumsService.QuorumCallWithBroadcast"
	ZorumsServiceMulticastWithBroadcast                       string = "dev.ZorumsService.MulticastWithBroadcast"
	ZorumsServiceBroadcastInternal                            string = "dev.ZorumsService.BroadcastInternal"
	ZorumsServiceBroadcastWithClientHandler1                  string = "dev.ZorumsService.BroadcastWithClientHandler1"
	ZorumsServiceBroadcastWithClientHandler2                  string = "dev.ZorumsService.BroadcastWithClientHandler2"
	ZorumsServiceBroadcastWithClientHandlerAndBroadcastOption string = "dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption"
)







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_broadcast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) MulticastWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastMulticastWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.MulticastWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastInternal(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastInternal instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastInternal", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastWithClientHandlerAndBroadcastOption(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastWithClientHandlerAndBroadcastOption instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_unicast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// Unicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Unicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dev.ZorumsService.Unicast",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Unicast2 is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Unicast2(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dev.ZorumsService.Unicast2",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value string `protobuf:"bytes,1,opt,name=Value,proto3" json:"Value,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_zorums_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_zorums_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_zorums_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result int64 `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_zorums_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_zorums_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_zorums_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

type MyResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value string `protobuf:"bytes,1,opt,name=Value,proto3" json:"Value,omitempty"`
}

func (x *MyResponse) Reset() {
	*x = MyResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_zorums_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *MyResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*MyResponse) ProtoMessage() {}

func (x *MyResponse) ProtoReflect() protoreflect.Message {
	mi := &file_zorums_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use MyResponse.ProtoReflect.Descriptor instead.
func (*MyResponse) Descriptor() ([]byte, []int) {
	return file_zorums_proto_rawDescGZIP(), []int{2}
}

func (x *MyResponse) GetValue() string {
	if x != nil {
		return x.Value
	}
	return ""
}

var File_zorums_proto protoreflect.FileDescriptor

var file_zorums_proto_rawDesc = []byte{
	0x0a, 0x0c, 0x7a, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x03,
	0x64, 0x65, 0x76, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62,
	0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1f,
	0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c,
	0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x22,
	0x22, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x52,
	0x65, 0x73, 0x75, 0x6c, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65, 0x73,
	0x75, 0x6c, 0x74, 0x22, 0x22, 0x0a, 0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73,
	0x65, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09,
	0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x32, 0xae, 0x14, 0x0a, 0x0d, 0x5a, 0x6f, 0x72, 0x75,
	0x6d, 0x73, 0x53, 0x65, 0x72, 0x76, 0x69, 0x63, 0x65, 0x12, 0x29, 0x0a, 0x08, 0x47, 0x52, 0x50,
	0x43, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x22, 0x00, 0x12, 0x2f, 0x0a, 0x0a, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22,
	0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3d, 0x0a, 0x14, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43,
	0x61, 0x6c, 0x6c, 0x50, 0x65, 0x72, 0x4e, 0x6f, 0x64, 0x65, 0x41, 0x72, 0x67, 0x12, 0x0c, 0x2e,
	0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65,
	0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01,
	0xa0, 0xb6, 0x18, 0x01, 0x12, 0x4d, 0x0a, 0x1a, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x43, 0x75, 0x73, 0x74, 0x6f, 0x6d, 0x52, 0x65, 0x74, 0x75, 0x72, 0x6e, 0x54, 0x79,
	0x70, 0x65, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22,
	0x12, 0xa0, 0xb5, 0x18, 0x01, 0xf2, 0xb6, 0x18, 0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x12, 0x46, 0x0a, 0x0f, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c,
	0x6c, 0x43, 0x6f, 0x6d, 0x62, 0x6f, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x22, 0x16, 0xa0, 0xb5, 0x18, 0x01, 0xa0, 0xb6, 0x18, 0x01, 0xf2, 0xb6, 0x18,
	0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x3e, 0x0a, 0x0f, 0x51,
	0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x12, 0x16,
	0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x10, 0x51,
	0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x32, 0x12,
	0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e,
	0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e,
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	0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x12, 0xa8, 0xb5, 0x18, 0x01, 0xf2,
	0xb6, 0x18, 0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x30, 0x01, 0x12,
	0x4f, 0x0a, 0x16, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53, 0x74,
	0x72, 0x65, 0x61, 0x6d, 0x43, 0x6f, 0x6d, 0x62, 0x6f, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76, 0x2e,
	0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65, 0x76, 0x2e, 0x52, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x16, 0xa8, 0xb5, 0x18, 0x01, 0xa0, 0xb6, 0x18, 0x01,
	0xf2, 0xb6, 0x18, 0x0a, 0x4d, 0x79, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x30, 0x01,
	0x12, 0x46, 0x0a, 0x16, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53,
	0x74, 0x72, 0x65, 0x61, 0x6d, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x12, 0x0c, 0x2e, 0x64, 0x65, 0x76,
	0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c,
	0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01, 0x30, 0x01, 0x12, 0x48, 0x0a, 0x17, 0x43, 0x6f, 0x72, 0x72,
	0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53, 0x74, 0x72, 0x65, 0x61, 0x6d, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x32, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f,
	0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x0d, 0x2e, 0x64, 0x65,
	0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01,
	0x30, 0x01, 0x12, 0x2c, 0x0a, 0x07, 0x55, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0c, 0x2e,
	0x64, 0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x64, 0x65,
	0x76, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0x90, 0xb5, 0x18, 0x01,
	0x12, 0x36, 0x0a, 0x08, 0x55, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x32, 0x12, 0x0c, 0x2e, 0x64,
	0x65, 0x76, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x16, 0x2e, 0x67, 0x6f, 0x6f,
	0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x22, 0x04, 0x90, 0xb5, 0x18, 0x01, 0x42, 0x1b, 0x5a, 0x19, 0x63, 0x6d, 0x64, 0x2f,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x63, 0x2d, 0x67, 0x65, 0x6e, 0x2d, 0x67, 0x6f, 0x72, 0x75, 0x6d,
	0x73, 0x2f, 0x64, 0x65, 0x76, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_zorums_proto_rawDescOnce sync.Once
	file_zorums_proto_rawDescData = file_zorums_proto_rawDesc
)

func file_zorums_proto_rawDescGZIP() []byte {
	file_zorums_proto_rawDescOnce.Do(func() {
		file_zorums_proto_rawDescData = protoimpl.X.CompressGZIP(file_zorums_proto_rawDescData)
	})
	return file_zorums_proto_rawDescData
}

var file_zorums_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_zorums_proto_goTypes = []interface{}{
	(*Request)(nil),     // 0: dev.Request
	(*Response)(nil),    // 1: dev.Response
	(*MyResponse)(nil),  // 2: dev.MyResponse
	(*empty.Empty)(nil), // 3: google.protobuf.Empty
}
var file_zorums_proto_depIdxs = []int32{
	0,  // 0: dev.ZorumsService.GRPCCall:input_type -> dev.Request
	0,  // 1: dev.ZorumsService.QuorumCall:input_type -> dev.Request
	0,  // 2: dev.ZorumsService.QuorumCallPerNodeArg:input_type -> dev.Request
	0,  // 3: dev.ZorumsService.QuorumCallCustomReturnType:input_type -> dev.Request
	0,  // 4: dev.ZorumsService.QuorumCallCombo:input_type -> dev.Request
	3,  // 5: dev.ZorumsService.QuorumCallEmpty:input_type -> google.protobuf.Empty
	0,  // 6: dev.ZorumsService.QuorumCallEmpty2:input_type -> dev.Request
	0,  // 7: dev.ZorumsService.QuorumCallWithBroadcast:input_type -> dev.Request
	0,  // 8: dev.ZorumsService.MulticastWithBroadcast:input_type -> dev.Request
	0,  // 9: dev.ZorumsService.BroadcastInternal:input_type -> dev.Request
	0,  // 10: dev.ZorumsService.BroadcastWithClientHandler1:input_type -> dev.Request
	0,  // 11: dev.ZorumsService.BroadcastWithClientHandler2:input_type -> dev.Request
	0,  // 12: dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption:input_type -> dev.Request
	0,  // 13: dev.ZorumsService.Multicast:input_type -> dev.Request
	0,  // 14: dev.ZorumsService.MulticastPerNodeArg:input_type -> dev.Request
	0,  // 15: dev.ZorumsService.Multicast2:input_type -> dev.Request
	0,  // 16: dev.ZorumsService.Multicast3:input_type -> dev.Request
	3,  // 17: dev.ZorumsService.Multicast4:input_type -> google.protobuf.Empty
	0,  // 18: dev.ZorumsService.QuorumCallAsync:input_type -> dev.Request
	0,  // 19: dev.ZorumsService.QuorumCallAsyncPerNodeArg:input_type -> dev.Request
	0,  // 20: dev.ZorumsService.QuorumCallAsyncCustomReturnType:input_type -> dev.Request
	0,  // 21: dev.ZorumsService.QuorumCallAsyncCombo:input_type -> dev.Request
	0,  // 22: dev.ZorumsService.QuorumCallAsync2:input_type -> dev.Request
	0,  // 23: dev.ZorumsService.QuorumCallAsyncEmpty:input_type -> dev.Request
	3,  // 24: dev.ZorumsService.QuorumCallAsyncEmpty2:input_type -> google.protobuf.Empty
	0,  // 25: dev.ZorumsService.Correctable:input_type -> dev.Request
	0,  // 26: dev.ZorumsService.CorrectablePerNodeArg:input_type -> dev.Request
	0,  // 27: dev.ZorumsService.CorrectableCustomReturnType:input_type -> dev.Request
	0,  // 28: dev.ZorumsService.CorrectableCombo:input_type -> dev.Request
	0,  // 29: dev.ZorumsService.CorrectableEmpty:input_type -> dev.Request
	3,  // 30: dev.ZorumsService.CorrectableEmpty2:input_type -> google.protobuf.Empty
	0,  // 31: dev.ZorumsService.CorrectableStream:input_type -> dev.Request
	0,  // 32: dev.ZorumsService.CorrectableStreamPerNodeArg:input_type -> dev.Request
	0,  // 33: dev.ZorumsService.CorrectableStreamCustomReturnType:input_type -> dev.Request
	0,  // 34: dev.ZorumsService.CorrectableStreamCombo:input_type -> dev.Request
	0,  // 35: dev.ZorumsService.CorrectableStreamEmpty:input_type -> dev.Request
	3,  // 36: dev.ZorumsService.CorrectableStreamEmpty2:input_type -> google.protobuf.Empty
	0,  // 37: dev.ZorumsService.Unicast:input_type -> dev.Request
	0,  // 38: dev.ZorumsService.Unicast2:input_type -> dev.Request
	1,  // 39: dev.ZorumsService.GRPCCall:output_type -> dev.Response
	1,  // 40: dev.ZorumsService.QuorumCall:output_type -> dev.Response
	1,  // 41: dev.ZorumsService.QuorumCallPerNodeArg:output_type -> dev.Response
	1,  // 42: dev.ZorumsService.QuorumCallCustomReturnType:output_type -> dev.Response
	1,  // 43: dev.ZorumsService.QuorumCallCombo:output_type -> dev.Response
	1,  // 44: dev.ZorumsService.QuorumCallEmpty:output_type -> dev.Response
	3,  // 45: dev.ZorumsService.QuorumCallEmpty2:output_type -> google.protobuf.Empty
	1,  // 46: dev.ZorumsService.QuorumCallWithBroadcast:output_type -> dev.Response
	3,  // 47: dev.ZorumsService.MulticastWithBroadcast:output_type -> google.protobuf.Empty
	3,  // 48: dev.ZorumsService.BroadcastInternal:output_type -> google.protobuf.Empty
	1,  // 49: dev.ZorumsService.BroadcastWithClientHandler1:output_type -> dev.Response
	1,  // 50: dev.ZorumsService.BroadcastWithClientHandler2:output_type -> dev.Response
	1,  // 51: dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption:output_type -> dev.Response
	1,  // 52: dev.ZorumsService.Multicast:output_type -> dev.Response
	1,  // 53: dev.ZorumsService.MulticastPerNodeArg:output_type -> dev.Response
	1,  // 54: dev.ZorumsService.Multicast2:output_type -> dev.Response
	3,  // 55: dev.ZorumsService.Multicast3:output_type -> google.protobuf.Empty
	3,  // 56: dev.ZorumsService.Multicast4:output_type -> google.protobuf.Empty
	1,  // 57: dev.ZorumsService.QuorumCallAsync:output_type -> dev.Response
	1,  // 58: dev.ZorumsService.QuorumCallAsyncPerNodeArg:output_type -> dev.Response
	1,  // 59: dev.ZorumsService.QuorumCallAsyncCustomReturnType:output_type -> dev.Response
	1,  // 60: dev.ZorumsService.QuorumCallAsyncCombo:output_type -> dev.Response
	1,  // 61: dev.ZorumsService.QuorumCallAsync2:output_type -> dev.Response
	3,  // 62: dev.ZorumsService.QuorumCallAsyncEmpty:output_type -> google.protobuf.Empty
	1,  // 63: dev.ZorumsService.QuorumCallAsyncEmpty2:output_type -> dev.Response
	1,  // 64: dev.ZorumsService.Correctable:output_type -> dev.Response
	1,  // 65: dev.ZorumsService.CorrectablePerNodeArg:output_type -> dev.Response
	1,  // 66: dev.ZorumsService.CorrectableCustomReturnType:output_type -> dev.Response
	1,  // 67: dev.ZorumsService.CorrectableCombo:output_type -> dev.Response
	3,  // 68: dev.ZorumsService.CorrectableEmpty:output_type -> google.protobuf.Empty
	1,  // 69: dev.ZorumsService.CorrectableEmpty2:output_type -> dev.Response
	1,  // 70: dev.ZorumsService.CorrectableStream:output_type -> dev.Response
	1,  // 71: dev.ZorumsService.CorrectableStreamPerNodeArg:output_type -> dev.Response
	1,  // 72: dev.ZorumsService.CorrectableStreamCustomReturnType:output_type -> dev.Response
	1,  // 73: dev.ZorumsService.CorrectableStreamCombo:output_type -> dev.Response
	3,  // 74: dev.ZorumsService.CorrectableStreamEmpty:output_type -> google.protobuf.Empty
	1,  // 75: dev.ZorumsService.CorrectableStreamEmpty2:output_type -> dev.Response
	1,  // 76: dev.ZorumsService.Unicast:output_type -> dev.Response
	3,  // 77: dev.ZorumsService.Unicast2:output_type -> google.protobuf.Empty
	39, // [39:78] is the sub-list for method output_type
	0,  // [0:39] is the sub-list for method input_type
	0,  // [0:0] is the sub-list for extension type_name
	0,  // [0:0] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_zorums_proto_init() }
func file_zorums_proto_init() {
	if File_zorums_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_zorums_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_zorums_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_zorums_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*MyResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_zorums_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_zorums_proto_goTypes,
		DependencyIndexes: file_zorums_proto_depIdxs,
		MessageInfos:      file_zorums_proto_msgTypes,
	}.Build()
	File_zorums_proto = out.File
	file_zorums_proto_rawDesc = nil
	file_zorums_proto_goTypes = nil
	file_zorums_proto_depIdxs = nil
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_broadcastcall_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func (srv *clientServerImpl) clientBroadcastWithClientHandler1(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler1(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler1QF), "dev.ZorumsService.BroadcastWithClientHandler1")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandler2(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandler2(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandler2QF), "dev.ZorumsService.BroadcastWithClientHandler2")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastWithClientHandlerAndBroadcastOption(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastWithClientHandlerAndBroadcastOptionQF), "dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_clientserver_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler1", gorums.ClientHandler(srv.clientBroadcastWithClientHandler1))
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandler2", gorums.ClientHandler(srv.clientBroadcastWithClientHandler2))
	srv.RegisterHandler("dev.ZorumsService.BroadcastWithClientHandlerAndBroadcastOption", gorums.ClientHandler(srv.clientBroadcastWithClientHandlerAndBroadcastOption))
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_qspec_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// QuorumSpec is the interface of quorum functions for ZorumsService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallPerNodeArgQF is the quorum function for the QuorumCallPerNodeArg
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallPerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallPerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallCustomReturnTypeQF is the quorum function for the QuorumCallCustomReturnType
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallComboQF is the quorum function for the QuorumCallCombo
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallEmptyQF is the quorum function for the QuorumCallEmpty
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	QuorumCallEmptyQF(in *empty.Empty, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallEmpty2QF is the quorum function for the QuorumCallEmpty2
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallEmpty2QF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// broadcast call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastWithClientHandler1QF is the quorum function for the BroadcastWithClientHandler1
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastWithClientHandler1 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastWithClientHandler1QF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastWithClientHandler2QF is the quorum function for the BroadcastWithClientHandler2
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastWithClientHandler2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastWithClientHandler2QF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastWithClientHandlerAndBroadcastOptionQF is the quorum function for the BroadcastWithClientHandlerAndBroadcastOption
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastWithClientHandlerAndBroadcastOption method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastWithClientHandlerAndBroadcastOptionQF(in *Request, replies []*Response) (*Response, bool)

	// QuorumCallAsyncQF is the quorum function for the QuorumCallAsync
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsync method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallAsyncPerNodeArgQF is the quorum function for the QuorumCallAsyncPerNodeArg
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncPerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncPerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallAsyncCustomReturnTypeQF is the quorum function for the QuorumCallAsyncCustomReturnType
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallAsyncComboQF is the quorum function for the QuorumCallAsyncCombo
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, bool)

	// QuorumCallAsync2QF is the quorum function for the QuorumCallAsync2
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsync2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsync2QF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallAsyncEmptyQF is the quorum function for the QuorumCallAsyncEmpty
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallAsyncEmptyQF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, bool)

	// QuorumCallAsyncEmpty2QF is the quorum function for the QuorumCallAsyncEmpty2
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QuorumCallAsyncEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	QuorumCallAsyncEmpty2QF(in *empty.Empty, replies map[uint32]*Response) (*Response, bool)

	// CorrectableQF is the quorum function for the Correctable
	// correctable quorum call method. The in parameter is the request object
	// supplied to the Correctable method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectablePerNodeArgQF is the quorum function for the CorrectablePerNodeArg
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectablePerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectablePerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableCustomReturnTypeQF is the quorum function for the CorrectableCustomReturnType
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableComboQF is the quorum function for the CorrectableCombo
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableEmptyQF is the quorum function for the CorrectableEmpty
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableEmptyQF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, int, bool)

	// CorrectableEmpty2QF is the quorum function for the CorrectableEmpty2
	// correctable quorum call method. The in parameter is the request object
	// supplied to the CorrectableEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	CorrectableEmpty2QF(in *empty.Empty, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableStreamQF is the quorum function for the CorrectableStream
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStream method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableStreamPerNodeArgQF is the quorum function for the CorrectableStreamPerNodeArg
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamPerNodeArg method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamPerNodeArgQF(in *Request, replies map[uint32]*Response) (*Response, int, bool)

	// CorrectableStreamCustomReturnTypeQF is the quorum function for the CorrectableStreamCustomReturnType
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamCustomReturnType method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamCustomReturnTypeQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableStreamComboQF is the quorum function for the CorrectableStreamCombo
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamCombo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamComboQF(in *Request, replies map[uint32]*Response) (*MyResponse, int, bool)

	// CorrectableStreamEmptyQF is the quorum function for the CorrectableStreamEmpty
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamEmpty method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	CorrectableStreamEmptyQF(in *Request, replies map[uint32]*empty.Empty) (*empty.Empty, int, bool)

	// CorrectableStreamEmpty2QF is the quorum function for the CorrectableStreamEmpty2
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStreamEmpty2 method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *empty.Empty'.
	CorrectableStreamEmpty2QF(in *empty.Empty, replies map[uint32]*Response) (*Response, int, bool)
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/server.go

package dev

import (
	"fmt"

	"github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_multicast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Multicast with broadcast option enables the server handler to broadcast.
// The handler still works like a regular QuorumCall from the client's
// perpective.
func (c *Configuration) MulticastWithBroadcast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.MulticastWithBroadcast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Multicast plain. Response type is not needed here.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastPerNodeArg with per_node_arg option.
func (c *Configuration) MulticastPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.MulticastPerNodeArg",
	}

	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Multicast2 is testing whether multiple streams work.
func (c *Configuration) Multicast2(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast2",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Multicast3 is testing imported message type.
func (c *Configuration) Multicast3(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast3",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// Reference imports to suppress errors if they are not otherwise used.
var _ empty.Empty

// Multicast4 is testing imported message type.
func (c *Configuration) Multicast4(ctx context.Context, in *empty.Empty, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.Multicast4",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/node.go

package dev

import "github.com/relab/gorums"

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_async_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// QuorumCallAsync plain.
func (c *Configuration) QuorumCallAsync(ctx context.Context, in *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsync",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumCallAsyncPerNodeArg with per_node_arg option.
func (c *Configuration) QuorumCallAsyncPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncPerNodeArg",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncPerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumCallAsyncCustomReturnType with custom_return_type option.
func (c *Configuration) QuorumCallAsyncCustomReturnType(ctx context.Context, in *Request) *AsyncMyResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncCustomReturnType",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncCustomReturnTypeQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncMyResponse{fut}
}

// QuorumCallAsyncCombo with all supported options.
func (c *Configuration) QuorumCallAsyncCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *AsyncMyResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncCombo",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncMyResponse{fut}
}

// QuorumCallAsync2 plain; with same return type: Response.
func (c *Configuration) QuorumCallAsync2(ctx context.Context, in *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsync2",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsync2QF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumCallAsyncEmpty for testing imported message type.
func (c *Configuration) QuorumCallAsyncEmpty(ctx context.Context, in *Request) *AsyncEmpty {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncEmpty",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.QuorumCallAsyncEmptyQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncEmpty{fut}
}

// QuorumCallAsyncEmpty2 for testing imported message type; with same return
// type as QuorumCallAsync: Response.
func (c *Configuration) QuorumCallAsyncEmpty2(ctx context.Context, in *empty.Empty) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallAsyncEmpty2",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallAsyncEmpty2QF(req.(*empty.Empty), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_rpc_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	gorums "github.com/relab/gorums"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// GRPCCall plain gRPC call; testing that Gorums can ignore these, but that
// they are added to the _grpc.pb.go generated file.
func (n *Node) GRPCCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dev.ZorumsService.GRPCCall",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/config.go

package dev

import (
	"fmt"

	"github.com/relab/gorums"
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums.proto

syntax = "proto3";

package dev;

option go_package = "cmd/protoc-gen-gorums/dev";

import "gorums.proto";
import "google/protobuf/empty.proto";

message Request { string Value = 1; }
message Response { int64 Result = 1; }
message MyResponse { string Value = 1; }

// ZorumsService is not meant to be implemented.
// The zorums generated code is placed alongside Gorums static code files
// (without the zorums prefix) because they depend on the generated code.
// The generated code must pass compilation, but no further tests are performed.
// Other tests are provided to test the actual generated code.
// The RPCs in this service aims to test various uses of Gorums's
// options and call types, including imported message types and
// multiple RPCs reusing the same input and output types.
service ZorumsService {

  // GRPCCall plain gRPC call; testing that Gorums can ignore these, but that
  // they are added to the _grpc.pb.go generated file.
  rpc GRPCCall(Request) returns (Response) {}

  // ---------------------------------------------------------------
  // QuorumCall variants
  // ---------------------------------------------------------------

  // QuorumCall plain.
  rpc QuorumCall(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCall with per_node_arg option.
  rpc QuorumCallPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCall with custom_return_type option.
  rpc QuorumCallCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallCombo with all supported options.
  rpc QuorumCallCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallEmpty for testing imported message type.
  rpc QuorumCallEmpty(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
  }
  // QuorumCallEmpty2 for testing imported message type.
  rpc QuorumCallEmpty2(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
  }

  // QuorumCall with broadcast option enables the server handler to broadcast.
  // The handler still works like a regular QuorumCall from the client's 
  // perpective.
  rpc QuorumCallWithBroadcast(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.broadcast) = true;
  }

  // Multicast with broadcast option enables the server handler to broadcast.
  // The handler still works like a regular QuorumCall from the client's 
  // perpective.
  rpc MulticastWithBroadcast(Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
    option (gorums.broadcast) = true;
  }

  // An rpc method with only the broadcast option specified will create a 
  // server handler which can be used to broadcast. The handler will not 
  // be exposed to the client, only to server. Hence, it is named internal.
  rpc BroadcastInternal(Request) returns (google.protobuf.Empty) {
    option (gorums.broadcast) = true;
  }

  // The BroadcastCall is similar to a QuorumCall, but it enables the servers
  // to send the response to a client-side server handler. I.e. the client
  // needs to register a client-side server and register it.
  //
  // NOTE: this will NOT create a broadcast method, meaning servers cannot
  // call this method (only clients)
  rpc BroadcastWithClientHandler1(Request) returns (Response) {
    option (gorums.broadcastcall) = true;
  }

  // The BroadcastCall is similar to a QuorumCall, but it enables the servers
  // to send the response to a client-side server handler. I.e. the client
  // needs to register a client-side server and register it.
  //
  // NOTE: this will NOT create a broadcast method, meaning servers cannot
  // call this method (only clients)
  rpc BroadcastWithClientHandler2(Request) returns (Response) {
    option (gorums.broadcastcall) = true;
  }

  // The BroadcastCall is similar to a QuorumCall, but it enables the servers
  // to send the response to a client-side server handler. I.e. the client
  // needs to register a client-side server and register it.
  //
  // NOTE: this WILL create a broadcast method, meaning servers (and clients)
  // can call this method
  rpc BroadcastWithClientHandlerAndBroadcastOption(Request) returns (Response) {
    option (gorums.broadcastcall) = true;
    option (gorums.broadcast) = true;
  }

  // ------------------------------------------------------------------
  // Multicast variants
  // The multicast call type does not support the 'custom_return_type'
  // option since multicast is one-way and so it doesn't make sense to
  // operate on response types.
  // ------------------------------------------------------------------

  // Multicast plain. Response type is not needed here.
  rpc Multicast(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // MulticastPerNodeArg with per_node_arg option.
  rpc MulticastPerNodeArg(Request) returns (Response) {
    option (gorums.multicast) = true;
    option (gorums.per_node_arg) = true;
  }
  // Multicast2 is testing whether multiple streams work.
  rpc Multicast2(Request) returns (Response) {
    option (gorums.multicast) = true;
  }
  // Multicast3 is testing imported message type.
  rpc Multicast3(Request) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }
  // Multicast4 is testing imported message type.
  rpc Multicast4(google.protobuf.Empty) returns (google.protobuf.Empty) {
    option (gorums.multicast) = true;
  }

  // ---------------------------------------------------------------
  // Async variants
  // ---------------------------------------------------------------

  // QuorumCallAsync plain.
  rpc QuorumCallAsync(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncPerNodeArg with per_node_arg option.
  rpc QuorumCallAsyncPerNodeArg(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
  }
  // QuorumCallAsyncCustomReturnType with custom_return_type option.
  rpc QuorumCallAsyncCustomReturnType(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsyncCombo with all supported options.
  rpc QuorumCallAsyncCombo(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // QuorumCallAsync2 plain; with same return type: Response.
  rpc QuorumCallAsync2(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty for testing imported message type.
  rpc QuorumCallAsyncEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }
  // QuorumCallAsyncEmpty2 for testing imported message type; with same return
  // type as QuorumCallAsync: Response.
  rpc QuorumCallAsyncEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  // ---------------------------------------------------------------
  // Correctable variants
  // ---------------------------------------------------------------

  // Correctable plain.
  rpc Correctable(Request) returns (Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectablePerNodeArg(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableCustomReturnType(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableCombo(Request) returns (Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableEmpty(Request) returns (google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableEmpty2(google.protobuf.Empty) returns (Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // CorrectableStream variants
  // ---------------------------------------------------------------

  // CorrectableStream plain.
  rpc CorrectableStream(Request) returns (stream Response) {
    option (gorums.correctable) = true;
  }
  // CorrectablePerNodeArg with per_node_arg option.
  rpc CorrectableStreamPerNodeArg(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
  }
  // CorrectableCustomReturnType with custom_return_type option.
  rpc CorrectableStreamCustomReturnType(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableCombo with all supported options.
  rpc CorrectableStreamCombo(Request) returns (stream Response) {
    option (gorums.correctable) = true;
    option (gorums.per_node_arg) = true;
    option (gorums.custom_return_type) = "MyResponse";
  }
  // CorrectableEmpty for testing imported message type.
  rpc CorrectableStreamEmpty(Request) returns (stream google.protobuf.Empty) {
    option (gorums.correctable) = true;
  }
  // CorrectableEmpty2 for testing imported message type; with same return
  // type as Correctable: Response.
  rpc CorrectableStreamEmpty2(google.protobuf.Empty) returns (stream Response) {
    option (gorums.correctable) = true;
  }

  // ---------------------------------------------------------------
  // Unicast
  // ---------------------------------------------------------------

  rpc Unicast(Request) returns (Response) { option (gorums.unicast) = true; }

  rpc Unicast2(Request) returns (google.protobuf.Empty) {
    option (gorums.unicast) = true;
  }
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_correctable_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// Correctable plain.
func (c *Configuration) Correctable(ctx context.Context, in *Request) *CorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.Correctable",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableResponse{corr}
}

// CorrectablePerNodeArg with per_node_arg option.
func (c *Configuration) CorrectablePerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectablePerNodeArg",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectablePerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableResponse{corr}
}

// CorrectableCustomReturnType with custom_return_type option.
func (c *Configuration) CorrectableCustomReturnType(ctx context.Context, in *Request) *CorrectableMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableCustomReturnType",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableCustomReturnTypeQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableMyResponse{corr}
}

// CorrectableCombo with all supported options.
func (c *Configuration) CorrectableCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableCombo",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableMyResponse{corr}
}

// CorrectableEmpty for testing imported message type.
func (c *Configuration) CorrectableEmpty(ctx context.Context, in *Request) *CorrectableEmpty {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableEmpty",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.CorrectableEmptyQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableEmpty{corr}
}

// CorrectableEmpty2 for testing imported message type; with same return
// type as Correctable: Response.
func (c *Configuration) CorrectableEmpty2(ctx context.Context, in *empty.Empty) *CorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableEmpty2",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableEmpty2QF(req.(*empty.Empty), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableResponse{corr}
}

// CorrectableStream plain.
func (c *Configuration) CorrectableStream(ctx context.Context, in *Request) *CorrectableStreamResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStream",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamResponse{corr}
}

// CorrectablePerNodeArg with per_node_arg option.
func (c *Configuration) CorrectableStreamPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableStreamResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamPerNodeArg",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamPerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamResponse{corr}
}

// CorrectableCustomReturnType with custom_return_type option.
func (c *Configuration) CorrectableStreamCustomReturnType(ctx context.Context, in *Request) *CorrectableStreamMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamCustomReturnType",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamCustomReturnTypeQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamMyResponse{corr}
}

// CorrectableCombo with all supported options.
func (c *Configuration) CorrectableStreamCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) *CorrectableStreamMyResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamCombo",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamMyResponse{corr}
}

// CorrectableEmpty for testing imported message type.
func (c *Configuration) CorrectableStreamEmpty(ctx context.Context, in *Request) *CorrectableStreamEmpty {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamEmpty",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.CorrectableStreamEmptyQF(req.(*Request), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamEmpty{corr}
}

// CorrectableEmpty2 for testing imported message type; with same return
// type as Correctable: Response.
func (c *Configuration) CorrectableStreamEmpty2(ctx context.Context, in *empty.Empty) *CorrectableStreamResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "dev.ZorumsService.CorrectableStreamEmpty2",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.CorrectableStreamEmpty2QF(req.(*empty.Empty), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamResponse{corr}
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/mgr.go

package dev

import (
	"fmt"
	"net"

	"github.com/relab/gorums"
	"google.golang.org/grpc/encoding"
)

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}







MasterLab/gorums/cmd/protoc-gen-gorums/dev/zorums_quorumcall_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: zorums.proto

package dev

import (
	context "context"
	empty "github.com/golang/protobuf/ptypes/empty"
	gorums "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// QuorumCall plain.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCall with per_node_arg option.
func (c *Configuration) QuorumCallPerNodeArg(ctx context.Context, in *Request, f func(*Request, uint32) *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallPerNodeArg",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallPerNodeArgQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCall with custom_return_type option.
func (c *Configuration) QuorumCallCustomReturnType(ctx context.Context, in *Request) (resp *MyResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallCustomReturnType",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallCustomReturnTypeQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*MyResponse), err
}

// QuorumCallCombo with all supported options.
func (c *Configuration) QuorumCallCombo(ctx context.Context, in *Request, f func(*Request, uint32) *Request) (resp *MyResponse, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallCombo",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallComboQF(req.(*Request), r)
	}
	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*MyResponse), err
}

// QuorumCallEmpty for testing imported message type.
func (c *Configuration) QuorumCallEmpty(ctx context.Context, in *empty.Empty) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallEmpty",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallEmptyQF(req.(*empty.Empty), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallEmpty2 for testing imported message type.
func (c *Configuration) QuorumCallEmpty2(ctx context.Context, in *Request) (resp *empty.Empty, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallEmpty2",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*empty.Empty, len(replies))
		for k, v := range replies {
			r[k] = v.(*empty.Empty)
		}
		return c.qspec.QuorumCallEmpty2QF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*empty.Empty), err
}

// QuorumCall with broadcast option enables the server handler to broadcast.
// The handler still works like a regular QuorumCall from the client's
// perpective.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "dev.ZorumsService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}
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package gorums

import (
	"log/slog"
	"time"

	"github.com/relab/gorums/authentication"
	"github.com/relab/gorums/broadcast"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
	"google.golang.org/grpc/metadata"
)

type managerOptions struct {
	grpcDialOpts    []grpc.DialOption
	nodeDialTimeout time.Duration
	logger          *slog.Logger
	noConnect       bool
	backoff         backoff.Config
	sendBuffer      uint
	metadata        metadata.MD
	perNodeMD       func(uint32) metadata.MD
	machineID       uint64                        // used for generating SnowflakeIDs
	maxSendRetries  int                           // number of times we try to resend a failed msg
	maxConnRetries  int                           // number of times we try to reconnect (in the background) to a node
	auth            *authentication.EllipticCurve // used when authenticating msgs
}

func newManagerOptions() managerOptions {
	return managerOptions{
		backoff:         backoff.DefaultConfig,
		sendBuffer:      100,
		nodeDialTimeout: 50 * time.Millisecond,
		// Provide an illegal machineID to avoid unintentional collisions.
		// 0 is a valid MachineID and should not be used as default.
		machineID:      uint64(broadcast.MaxMachineID) + 1,
		maxSendRetries: 0,
		maxConnRetries: -1, // no limit
	}
}

// ManagerOption provides a way to set different options on a new Manager.
type ManagerOption func(*managerOptions)

// WithDialTimeout returns a ManagerOption which is used to set the dial
// context timeout to be used when initially connecting to each node in its pool.
func WithDialTimeout(timeout time.Duration) ManagerOption {
	return func(o *managerOptions) {
		o.nodeDialTimeout = timeout
	}
}

// WithGrpcDialOptions returns a ManagerOption which sets any gRPC dial options
// the Manager should use when initially connecting to each node in its pool.
func WithGrpcDialOptions(opts ...grpc.DialOption) ManagerOption {
	return func(o *managerOptions) {
		o.grpcDialOpts = append(o.grpcDialOpts, opts...)
	}
}

// WithLogger returns a ManagerOption which sets an optional structured logger for
// the Manager. This will log events regarding creation of nodes and transmission
// of messages.
func WithLogger(logger *slog.Logger) ManagerOption {
	return func(o *managerOptions) {
		o.logger = logger
	}
}

// WithNoConnect returns a ManagerOption which instructs the Manager not to
// connect to any of its nodes. Mainly used for testing purposes.
func WithNoConnect() ManagerOption {
	return func(o *managerOptions) {
		o.noConnect = true
	}
}

// WithBackoff allows for changing the backoff delays used by Gorums.
func WithBackoff(backoff backoff.Config) ManagerOption {
	return func(o *managerOptions) {
		o.backoff = backoff
	}
}

// WithSendBufferSize allows for changing the size of the send buffer used by Gorums.
// A larger buffer might achieve higher throughput for asynchronous calltypes, but at
// the cost of latency.
func WithSendBufferSize(size uint) ManagerOption {
	return func(o *managerOptions) {
		o.sendBuffer = size
	}
}

// WithMetadata returns a ManagerOption that sets the metadata that is sent to each node
// when the connection is initially established. This metadata can be retrieved from the
// server-side method handlers.
func WithMetadata(md metadata.MD) ManagerOption {
	return func(o *managerOptions) {
		o.metadata = md
	}
}

// WithPerNodeMetadata returns a ManagerOption that allows you to set metadata for each
// node individually.
func WithPerNodeMetadata(f func(uint32) metadata.MD) ManagerOption {
	return func(o *managerOptions) {
		o.perNodeMD = f
	}
}

// WithAuthentication returns a ManagerOptions that enables digital signatures for msgs.
func WithAuthentication(auth *authentication.EllipticCurve) ManagerOption {
	return func(o *managerOptions) {
		o.auth = auth
	}
}

// WithMachineID returns a ManagerOption that allows you to set a unique ID for the client.
// This ID will be embedded in broadcast request sent from the client, making the requests
// trackable by the whole cluster. A random ID will be generated if not set. This can cause
// collisions if there are many clients. MinID = 0 and MaxID = 4095.
func WithMachineID(id uint64) ManagerOption {
	return func(o *managerOptions) {
		o.machineID = id
	}
}

// WithSendRetries returns a ManagerOption that allows you to specify how many times the node
// will try to send a message. The message will be dropped if it fails to send the message
// more than the specified number of times.
func WithSendRetries(maxRetries int) ManagerOption {
	return func(o *managerOptions) {
		o.maxSendRetries = maxRetries
	}
}

// WithConnRetries returns a ManagerOption that allows you to specify how many times the node
// will try to reconnect to a node. Default: no limit but it will follow a backoff strategy.
func WithConnRetries(maxRetries int) ManagerOption {
	return func(o *managerOptions) {
		o.maxConnRetries = maxRetries
	}
}
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github.com/golang/protobuf v1.5.4 h1:i7eJL8qZTpSEXOPTxNKhASYpMn+8e5Q6AdndVa1dWek=
github.com/golang/protobuf v1.5.4/go.mod h1:lnTiLA8Wa4RWRcIUkrtSVa5nRhsEGBg48fD6rSs7xps=
github.com/google/go-cmp v0.6.0 h1:ofyhxvXcZhMsU5ulbFiLKl/XBFqE1GSq7atu8tAmTRI=
github.com/google/go-cmp v0.6.0/go.mod h1:17dUlkBOakJ0+DkrSSNjCkIjxS6bF9zb3elmeNGIjoY=
golang.org/x/mod v0.16.0 h1:QX4fJ0Rr5cPQCF7O9lh9Se4pmwfwskqZfq5moyldzic=
golang.org/x/mod v0.16.0/go.mod h1:hTbmBsO62+eylJbnUtE2MGJUyE7QWk4xUqPFrRgJ+7c=
golang.org/x/net v0.22.0 h1:9sGLhx7iRIHEiX0oAJ3MRZMUCElJgy7Br1nO+AMN3Tc=
golang.org/x/net v0.22.0/go.mod h1:JKghWKKOSdJwpW2GEx0Ja7fmaKnMsbu+MWVZTokSYmg=
golang.org/x/sync v0.6.0 h1:5BMeUDZ7vkXGfEr1x9B4bRcTH4lpkTkpdh0T/J+qjbQ=
golang.org/x/sync v0.6.0/go.mod h1:Czt+wKu1gCyEFDUtn0jG5QVvpJ6rzVqr5aXyt9drQfk=
golang.org/x/sys v0.18.0 h1:DBdB3niSjOA/O0blCZBqDefyWNYveAYMNF1Wum0DYQ4=
golang.org/x/sys v0.18.0/go.mod h1:/VUhepiaJMQUp4+oa/7Zr1D23ma6VTLIYjOOTFZPUcA=
golang.org/x/text v0.14.0 h1:ScX5w1eTa3QqT8oi6+ziP7dTV1S2+ALU0bI+0zXKWiQ=
golang.org/x/text v0.14.0/go.mod h1:18ZOQIKpY8NJVqYksKHtTdi31H5itFRjB5/qKTNYzSU=
golang.org/x/tools v0.19.0 h1:tfGCXNR1OsFG+sVdLAitlpjAvD/I6dHDKnYrpEZUHkw=
golang.org/x/tools v0.19.0/go.mod h1:qoJWxmGSIBmAeriMx19ogtrEPrGtDbPK634QFIcLAhc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237 h1:NnYq6UN9ReLM9/Y01KWNOWyI5xQ9kbIms5GGJVwS/Yc=
google.golang.org/genproto/googleapis/rpc v0.0.0-20240318140521-94a12d6c2237/go.mod h1:WtryC6hu0hhx87FDGxWCDptyssuo68sk10vYjF+T9fY=
google.golang.org/grpc v1.62.1 h1:B4n+nfKzOICUXMgyrNd19h/I9oH0L1pizfk1d4zSgTk=
google.golang.org/grpc v1.62.1/go.mod h1:IWTG0VlJLCh1SkC58F7np9ka9mx/WNkjl4PGJaiq+QE=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0 h1:rNBFJjBCOgVr9pWD7rs/knKL4FRTKgpZmsRfV214zcA=
google.golang.org/grpc/cmd/protoc-gen-go-grpc v1.3.0/go.mod h1:Dk1tviKTvMCz5tvh7t+fh94dhmQVHuCt2OzJB3CTW9Y=
google.golang.org/protobuf v1.33.0 h1:uNO2rsAINq/JlFpSdYEKIZ0uKD/R9cpdv0T+yoGwGmI=
google.golang.org/protobuf v1.33.0/go.mod h1:c6P6GXX6sHbq/GpV6MGZEdwhWPcYBgnhAHhKbcUYpos=
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package gorums

import (
	"context"
	"fmt"
	"log/slog"
	"sync"
	"sync/atomic"

	"github.com/relab/gorums/broadcast"
	"github.com/relab/gorums/logging"
	"google.golang.org/grpc"
	"google.golang.org/grpc/backoff"
)

// RawManager maintains a connection pool of nodes on
// which quorum calls can be performed.
//
// This struct is intended to be used by generated code.
// You should use the generated `Manager` struct instead.
type RawManager struct {
	mu        sync.Mutex
	nodes     []*RawNode
	lookup    map[uint32]*RawNode
	closeOnce sync.Once
	logger    *slog.Logger
	opts      managerOptions
	nextMsgID uint64
	snowflake Snowflake
}

// NewRawManager returns a new RawManager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager. This function is meant for internal use.
// You should use the `NewManager` function in the generated code instead.
func NewRawManager(opts ...ManagerOption) *RawManager {
	m := &RawManager{
		lookup: make(map[uint32]*RawNode),
		opts:   newManagerOptions(),
	}
	for _, opt := range opts {
		opt(&m.opts)
	}
	snowflake := broadcast.NewSnowflake(m.opts.machineID)
	if m.opts.logger != nil {
		// a random machineID will be generated if m.opts.machineID is invalid
		mID := snowflake.MachineID
		m.logger = m.opts.logger.With(slog.Uint64("MachineID", mID))
	}
	m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithDefaultCallOptions(
		grpc.CallContentSubtype(ContentSubtype),
	))
	if m.opts.backoff != backoff.DefaultConfig {
		m.opts.grpcDialOpts = append(m.opts.grpcDialOpts, grpc.WithConnectParams(
			grpc.ConnectParams{Backoff: m.opts.backoff},
		))
	}
	m.log("manager: ready", nil)
	m.snowflake = snowflake
	return m
}

func (m *RawManager) closeNodeConns() {
	for _, node := range m.nodes {
		err := node.close()
		if err != nil {
			m.log("manager: error closing node", err, logging.NodeID(node.ID()))
		}
	}
}

// Close closes all node connections and any client streams.
func (m *RawManager) Close() {
	m.closeOnce.Do(func() {
		m.log("manager: closing", nil)
		m.closeNodeConns()
	})
}

// NodeIDs returns the identifier of each available node. IDs are returned in
// the same order as they were provided in the creation of the Manager.
func (m *RawManager) NodeIDs() []uint32 {
	m.mu.Lock()
	defer m.mu.Unlock()
	ids := make([]uint32, 0, len(m.nodes))
	for _, node := range m.nodes {
		ids = append(ids, node.ID())
	}
	return ids
}

// Node returns the node with the given identifier if present.
func (m *RawManager) Node(id uint32) (node *RawNode, found bool) {
	m.mu.Lock()
	defer m.mu.Unlock()
	node, found = m.lookup[id]
	return node, found
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
func (m *RawManager) Nodes() []*RawNode {
	m.mu.Lock()
	defer m.mu.Unlock()
	return m.nodes
}

// Size returns the number of nodes in the Manager.
func (m *RawManager) Size() (nodes int) {
	m.mu.Lock()
	defer m.mu.Unlock()
	return len(m.nodes)
}

// AddNode adds the node to the manager's node pool
// and establishes a connection to the node.
func (m *RawManager) AddNode(node *RawNode) error {
	if _, found := m.Node(node.ID()); found {
		// Node IDs must be unique
		return fmt.Errorf("config: node %d (%s) already exists", node.ID(), node.Address())
	}
	m.log("manager: connecting to node", nil, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	if err := node.connect(m); err != nil {
		m.log("manager: failed to connect to node (retrying later)", err, logging.NodeID(node.ID()), logging.NodeAddr(node.Address()))
	}
	m.mu.Lock()
	defer m.mu.Unlock()
	m.lookup[node.id] = node
	m.nodes = append(m.nodes, node)
	return nil
}

func (m *RawManager) Snowflake() Snowflake {
	return m.snowflake
}

// getMsgID returns a unique message ID.
func (m *RawManager) getMsgID() uint64 {
	return atomic.AddUint64(&m.nextMsgID, 1)
}

func (m *RawManager) log(msg string, err error, args ...slog.Attr) {
	if m.logger != nil {
		args = append(args, logging.Err(err), logging.Type("manager"))
		level := slog.LevelInfo
		if err != nil {
			level = slog.LevelError
		}
		m.logger.LogAttrs(context.Background(), level, msg, args...)
	}
}
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package gorums

import (
	"bytes"
	"context"
	"crypto/elliptic"
	"net"
	"testing"
	"time"

	"github.com/relab/gorums/ordering"
	"github.com/relab/gorums/tests/mock"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type mockSrv struct{}

func (mockSrv) Test(_ ServerCtx, _ *mock.Request) (*mock.Response, error) {
	return nil, nil
}

func dummyMgr() *RawManager {
	return NewRawManager(
		WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
}

var handlerName = "mock.Server.Test"

func dummySrv() *Server {
	mockSrv := &mockSrv{}
	srv := NewServer()
	srv.RegisterHandler(handlerName, func(ctx ServerCtx, in *Message, finished chan<- *Message) {
		req := in.Message.(*mock.Request)
		defer ctx.Release()
		resp, err := mockSrv.Test(ctx, req)
		_ = SendMessage(ctx, finished, WrapMessage(in.Metadata, resp, err))
	})
	return srv
}

func TestChannelCreation(t *testing.T) {
	node, err := NewRawNode("127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}
	mgr := dummyMgr()
	defer mgr.Close()
	// a proper connection should NOT be established here
	_ = node.connect(mgr)

	replyChan := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 1, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}}
		node.channel.enqueue(req, replyChan, false)
	}()
	select {
	case <-replyChan:
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}
}

func TestChannelSuccessfulConnection(t *testing.T) {
	addrs, teardown := TestSetup(t, 1, func(_ int) ServerIface {
		return dummySrv()
	})
	defer teardown()
	mgr := dummyMgr()
	defer mgr.Close()
	node, err := NewRawNode(addrs[0])
	if err != nil {
		t.Fatal(err)
	}

	if err = mgr.AddNode(node); err != nil {
		t.Fatal(err)
	}
	if len(mgr.Nodes()) < 1 {
		t.Fatal("the node was not added to the configuration")
	}
	if !node.channel.isConnected() {
		t.Fatal("a connection could not be made to a live node")
	}
	if node.conn == nil {
		t.Fatal("connection should not be nil")
	}
}

func TestChannelUnsuccessfulConnection(t *testing.T) {
	mgr := dummyMgr()
	defer mgr.Close()
	// no servers are listening on the given address
	node, err := NewRawNode("127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}

	// the node should still be added to the configuration
	if err = mgr.AddNode(node); err != nil {
		t.Fatal(err)
	}
	if len(mgr.Nodes()) < 1 {
		t.Fatal("the node was not added to the configuration")
	}
	if node.conn == nil {
		t.Fatal("connection should not be nil when NOT using WithBlock()")
	}
}

func TestChannelReconnection(t *testing.T) {
	srvAddr := "127.0.0.1:5005"
	// wait to start the server
	startServer, stopServer := testServerSetup(t, srvAddr, dummySrv())
	node, err := NewRawNode(srvAddr)
	if err != nil {
		t.Fatal(err)
	}
	mgr := dummyMgr()
	defer mgr.Close()
	// a proper connection should NOT be established here because server is not started
	_ = node.connect(mgr)

	// send first message when server is down
	replyChan1 := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 1, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}}
		node.channel.enqueue(req, replyChan1, false)
	}()

	// check response: should be error because server is down
	select {
	case resp := <-replyChan1:
		if resp.err == nil {
			t.Error("response err: got <nil>, want error")
		}
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}

	startServer()

	// send second message when server is up
	replyChan2 := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 2, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}, opts: getCallOptions(E_Multicast, nil)}
		node.channel.enqueue(req, replyChan2, false)
	}()

	// check response: error should be nil because server is up
	select {
	case resp := <-replyChan2:
		if resp.err != nil {
			t.Errorf("response err: got %v, want <nil>", resp.err)
		}
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}

	stopServer()

	// send third message when server has been previously up but is now down
	replyChan3 := make(chan response, 1)
	go func() {
		md := &ordering.Metadata{MessageID: 3, Method: handlerName}
		req := request{ctx: context.Background(), msg: &Message{Metadata: md, Message: &mock.Request{}}}
		node.channel.enqueue(req, replyChan3, false)
	}()

	// check response: should be error because server is down
	select {
	case resp3 := <-replyChan3:
		if resp3.err == nil {
			t.Error("response err: got <nil>, want error")
		}
	case <-time.After(3 * time.Second):
		t.Fatal("deadlock: impossible to enqueue messages to the node")
	}
}

func TestAuthentication(t *testing.T) {
	srv := NewServer(EnforceAuthentication(elliptic.P256()))
	node, err := NewRawNode("127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}
	addr, err := net.ResolveTCPAddr("tcp", "127.0.0.1:5000")
	if err != nil {
		t.Fatal(err)
	}
	auth := NewAuth(elliptic.P256())
	_ = auth.GenerateKeys()
	privKey, pubKey := auth.Keys()
	auth.RegisterKeys(addr, privKey, pubKey)
	mgr := NewRawManager(WithAuthentication(auth))
	defer mgr.Close()
	node.mgr = mgr
	config := make(RawConfiguration, 0)
	config = append(config, node)

	md := &ordering.Metadata{MessageID: 0, Method: "test", BroadcastMsg: &ordering.BroadcastMsg{
		IsBroadcastClient: true,
		BroadcastID:       0,
		SenderAddr:        "127.0.0.1:5000",
		OriginAddr:        "127.0.0.1:5000",
		OriginMethod:      "test",
	}}
	msg := &Message{Metadata: md, Message: &mock.Request{}}
	msg1 := &Message{Metadata: md, Message: &mock.Request{}}

	chEncodedMsg, _ := config.encodeMsg(msg1)
	srvEncodedMsg, _ := srv.srv.encodeMsg(msg1)
	if !bytes.Equal(chEncodedMsg, srvEncodedMsg) {
		t.Fatalf("wrong encoding. want: %x, got: %x", chEncodedMsg, srvEncodedMsg)
	}
	pemEncodedPub, err := auth.EncodePublic()
	if err != nil {
		t.Fatal(err)
	}
	signature, err := auth.Sign(chEncodedMsg)
	if err != nil {
		t.Fatal(err)
	}
	valid, err := auth.VerifySignature(pemEncodedPub, chEncodedMsg, signature)
	if err != nil {
		t.Fatal(err)
	}
	if !valid {
		t.Fatal("channel encoded msg not valid")
	}
	valid, err = auth.VerifySignature(pemEncodedPub, srvEncodedMsg, signature)
	if err != nil {
		t.Fatal(err)
	}
	if !valid {
		t.Fatal("srv encoded msg not valid")
	}

	config.sign(msg)

	if pemEncodedPub != msg.Metadata.AuthMsg.PublicKey {
		t.Fatalf("wrong pub key. want: %s, got: %s", pemEncodedPub, msg.Metadata.AuthMsg.PublicKey)
	}

	if err := srv.srv.verify(msg); err != nil {
		t.Fatalf("authentication failed. want: nil, got: %s", err)
	}
}







MasterLab/gorums/version.go

package gorums

import "github.com/relab/gorums/internal/version"

const (
	// MaxVersion is the maximum supported version for generated .pb.go files.
	// It is always the current version of the module.
	MaxVersion = version.Minor

	// GenVersion is the runtime version required by generated .pb.go files.
	// This is incremented when generated code relies on new functionality
	// in the runtime.
	GenVersion = 7

	// MinVersion is the minimum supported version for generated .pb.go files.
	// This is incremented when the runtime drops support for old code.
	MinVersion = 7
)

// EnforceVersion is used by code generated by protoc-gen-gorums
// to statically enforce minimum and maximum versions of this package.
// A compilation failure implies either that:
//	* the runtime package is too old and needs to be updated OR
//	* the generated code is too old and needs to be regenerated.
//
// The runtime package can be upgraded by running:
//	go get github.com/relab/gorums
//
// The generated code can be regenerated by running:
//	protoc --gorums_out=${PROTOC_GEN_GORUMS_ARGS} ${PROTO_FILES}
//
// Example usage by generated code:
//	const (
//		// Verify that this generated code is sufficiently up-to-date.
//		_ = gorums.EnforceVersion(genVersion - gorums.MinVersion)
//		// Verify that runtime/protoimpl is sufficiently up-to-date.
//		_ = gorums.EnforceVersion(gorums.MaxVersion - genVersion)
//	)
//
// The genVersion is the current minor version used to generated the code.
// This compile-time check relies on negative integer overflow of a uint
// being a compilation failure (guaranteed by the Go specification).
type EnforceVersion uint

// This enforces the following invariant:
//	MinVersion ≤ GenVersion ≤ MaxVersion
const (
	_ = EnforceVersion(GenVersion - MinVersion)
	_ = EnforceVersion(MaxVersion - GenVersion)
)







MasterLab/gorums/doc.go

// Package gorums provide protobuf options for gRPC-based quorum calls.
package gorums

//go:generate protoc --go_out=paths=source_relative:. gorums.proto







MasterLab/gorums/tools.go

//go:build tools
// +build tools

package gorums

import (
	_ "golang.org/x/tools/cmd/stress"
	_ "google.golang.org/grpc/cmd/protoc-gen-go-grpc"
	_ "google.golang.org/protobuf/cmd/protoc-gen-go"
)







MasterLab/gorums/tests/broadcast/broadcast.proto

// Test to benchmark quorum functions with and without the request parameter.
syntax = "proto3";
package broadcast;
option go_package = "github.com/relab/gorums/tests/broadcast";

import "gorums.proto";

service BroadcastService {
  rpc QuorumCall(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
  }
  rpc QuorumCallWithBroadcast(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
    option (gorums.broadcast) = true; 
  }
  rpc QuorumCallWithMulticast(Request) returns (Response) { 
    option (gorums.quorumcall) = true; 
  }
  rpc Multicast(Request) returns (Empty) { 
    option (gorums.multicast) = true; 
  }
  rpc MulticastIntermediate(Request) returns (Empty) { 
    option (gorums.multicast) = true; 
  }
  rpc BroadcastCall(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastIntermediate(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Broadcast(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc BroadcastCallForward(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastCallTo(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc BroadcastToResponse(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Search(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc LongRunningTask(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc GetVal(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc Order(Request) returns (Response) { 
    option (gorums.broadcastcall) = true; 
  }
  rpc PrePrepare(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Prepare(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
  rpc Commit(Request) returns (Empty) { 
    option (gorums.broadcast) = true; 
  }
}

message Request { 
  int64 Value = 1; 
  string From = 2;
}

message Response { 
  int64 Result = 1;
  int64 Replies = 2;
  string From = 3;
}

message Empty {}







MasterLab/gorums/tests/broadcast/broadcast_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	codes "google.golang.org/grpc/codes"
	encoding "google.golang.org/grpc/encoding"
	status "google.golang.org/grpc/status"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	net "net"
	time "time"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec     QuorumSpec
	srv       *clientServerImpl
	snowflake gorums.Snowflake
	nodes     []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
	srv *clientServerImpl
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

func (mgr *Manager) Close() {
	if mgr.RawManager != nil {
		mgr.RawManager.Close()
	}
	if mgr.srv != nil {
		mgr.srv.stop()
	}
}

// AddClientServer starts a lightweight client-side server. This server only accepts responses
// to broadcast requests sent by the client.
//
// It is important to provide the listenAddr because this will be used to advertise the IP the
// servers should reply back to.
func (mgr *Manager) AddClientServer(lis net.Listener, clientAddr net.Addr, opts ...gorums.ServerOption) error {
	options := []gorums.ServerOption{gorums.WithListenAddr(clientAddr)}
	options = append(options, opts...)
	srv := gorums.NewClientServer(lis, options...)
	srvImpl := &clientServerImpl{
		ClientServer: srv,
	}
	registerClientServerHandlers(srvImpl)
	go func() {
		_ = srvImpl.Serve(lis)
	}()
	mgr.srv = srvImpl
	return nil
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// register the client server if it exists.
	// used to collect responses in BroadcastCalls
	if m.srv != nil {
		c.srv = m.srv
	}
	c.snowflake = m.Snowflake()
	//var test interface{} = struct{}{}
	//if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
	//	return nil, fmt.Errorf("config: missing required QuorumSpec")
	//}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

type Server struct {
	*gorums.Server
	broadcast *Broadcast
	View      *Configuration
}

func NewServer(opts ...gorums.ServerOption) *Server {
	srv := &Server{
		Server: gorums.NewServer(opts...),
	}
	b := &Broadcast{
		orchestrator: gorums.NewBroadcastOrchestrator(srv.Server),
	}
	srv.broadcast = b
	srv.RegisterBroadcaster(newBroadcaster)
	return srv
}

func newBroadcaster(m gorums.BroadcastMetadata, o *gorums.BroadcastOrchestrator, e gorums.EnqueueBroadcast) gorums.Broadcaster {
	return &Broadcast{
		orchestrator:     o,
		metadata:         m,
		srvAddrs:         make([]string, 0),
		enqueueBroadcast: e,
	}
}

func (srv *Server) SetView(config *Configuration) {
	srv.View = config
	srv.RegisterConfig(config.RawConfiguration)
}

type Broadcast struct {
	orchestrator     *gorums.BroadcastOrchestrator
	metadata         gorums.BroadcastMetadata
	srvAddrs         []string
	enqueueBroadcast gorums.EnqueueBroadcast
}

// Returns a readonly struct of the metadata used in the broadcast.
//
// Note: Some of the data are equal across the cluster, such as BroadcastID.
// Other fields are local, such as SenderAddr.
func (b *Broadcast) GetMetadata() gorums.BroadcastMetadata {
	return b.metadata
}

type clientServerImpl struct {
	*gorums.ClientServer
	grpcServer *grpc.Server
}

func (c *clientServerImpl) stop() {
	c.ClientServer.Stop()
	if c.grpcServer != nil {
		c.grpcServer.Stop()
	}
}

func (b *Broadcast) To(addrs ...string) *Broadcast {
	if len(addrs) <= 0 {
		return b
	}
	b.srvAddrs = append(b.srvAddrs, addrs...)
	return b
}

func (b *Broadcast) Forward(req protoreflect.ProtoMessage, addr string) error {
	if addr == "" {
		return fmt.Errorf("cannot forward to empty addr, got: %s", addr)
	}
	if !b.metadata.IsBroadcastClient {
		return fmt.Errorf("can only forward client requests")
	}
	go b.orchestrator.ForwardHandler(req, b.metadata.OriginMethod, b.metadata.BroadcastID, addr, b.metadata.OriginAddr)
	return nil
}

// Done signals the end of a broadcast request. It is necessary to call
// either Done() or SendToClient() to properly terminate a broadcast request
// and free up resources. Otherwise, it could cause poor performance.
func (b *Broadcast) Done() {
	b.orchestrator.DoneHandler(b.metadata.BroadcastID, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (b *Broadcast) SendToClient(resp protoreflect.ProtoMessage, err error) error {
	return b.orchestrator.SendToClientHandler(b.metadata.BroadcastID, resp, err, b.enqueueBroadcast)
}

// Cancel is a non-destructive method call that will transmit a cancellation
// to all servers in the view. It will not stop the execution but will cause
// the given ServerCtx to be cancelled, making it possible to listen for
// cancellations.
//
// Could be used together with either SendToClient() or Done().
func (b *Broadcast) Cancel() error {
	return b.orchestrator.CancelHandler(b.metadata.BroadcastID, b.srvAddrs, b.enqueueBroadcast)
}

// SendToClient sends a message back to the calling client. It also terminates
// the broadcast request, meaning subsequent messages related to the broadcast
// request will be dropped. Either SendToClient() or Done() should be used at
// the end of a broadcast request in order to free up resources.
func (srv *Server) SendToClient(resp protoreflect.ProtoMessage, err error, broadcastID uint64) error {
	return srv.SendToClientHandler(resp, err, broadcastID, nil)
}

func (b *Broadcast) QuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastQuorumCallWithBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastIntermediate instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Broadcast(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcast instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) BroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastBroadcastToResponse instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) PrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrePrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Prepare(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastPrepare instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (b *Broadcast) Commit(req *Request, opts ...gorums.BroadcastOption) {
	if b.metadata.BroadcastID == 0 {
		panic("broadcastID cannot be empty. Use srv.BroadcastCommit instead")
	}
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	options.ServerAddresses = append(options.ServerAddresses, b.srvAddrs...)
	b.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, b.metadata.BroadcastID, b.enqueueBroadcast, options)
}

func (srv *clientServerImpl) clientBroadcastCall(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCall(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallQF), "broadcast.BroadcastService.BroadcastCall")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallForward(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallForward(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallForwardQF), "broadcast.BroadcastService.BroadcastCallForward")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientBroadcastCallTo(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) BroadcastCallTo(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.BroadcastCallToQF), "broadcast.BroadcastService.BroadcastCallTo")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientSearch(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Search(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.SearchQF), "broadcast.BroadcastService.Search")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientLongRunningTask(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) LongRunningTask(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.LongRunningTaskQF), "broadcast.BroadcastService.LongRunningTask")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientGetVal(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) GetVal(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.GetValQF), "broadcast.BroadcastService.GetVal")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func (srv *clientServerImpl) clientOrder(ctx context.Context, resp *Response, broadcastID uint64) (*Response, error) {
	err := srv.AddResponse(ctx, resp, broadcastID)
	return resp, err
}

func (c *Configuration) Order(ctx context.Context, in *Request, cancelOnTimeout ...bool) (resp *Response, err error) {
	if c.srv == nil {
		return nil, fmt.Errorf("config: a client server is not defined. Use mgr.AddClientServer() to define a client server")
	}
	if c.qspec == nil {
		return nil, fmt.Errorf("a qspec is not defined")
	}
	var (
		timeout  time.Duration
		ok       bool
		response protoreflect.ProtoMessage
	)
	// use the same timeout as defined in the given context.
	// this is used for cancellation.
	deadline, ok := ctx.Deadline()
	if ok {
		timeout = deadline.Sub(time.Now())
	} else {
		timeout = 5 * time.Second
	}
	broadcastID := c.snowflake.NewBroadcastID()
	doneChan, cd := c.srv.AddRequest(broadcastID, ctx, in, gorums.ConvertToType(c.qspec.OrderQF), "broadcast.BroadcastService.Order")
	c.RawConfiguration.BroadcastCall(ctx, cd, gorums.WithNoSendWaiting(), gorums.WithOriginAuthentication())
	select {
	case response, ok = <-doneChan:
	case <-ctx.Done():
		if len(cancelOnTimeout) > 0 && cancelOnTimeout[0] {
			go func() {
				bd := gorums.BroadcastCallData{
					Method:      gorums.Cancellation,
					BroadcastID: broadcastID,
				}
				cancelCtx, cancelCancel := context.WithTimeout(context.Background(), timeout)
				defer cancelCancel()
				c.RawConfiguration.BroadcastCall(cancelCtx, bd)
			}()
		}
		return nil, fmt.Errorf("context cancelled")
	}
	if !ok {
		return nil, fmt.Errorf("done channel was closed before returning a value")
	}
	resp, ok = response.(*Response)
	if !ok {
		return nil, fmt.Errorf("wrong proto format")
	}
	return resp, nil
}

func registerClientServerHandlers(srv *clientServerImpl) {

	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.ClientHandler(srv.clientBroadcastCall))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.ClientHandler(srv.clientBroadcastCallForward))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.ClientHandler(srv.clientBroadcastCallTo))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.ClientHandler(srv.clientSearch))
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.ClientHandler(srv.clientLongRunningTask))
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.ClientHandler(srv.clientGetVal))
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.ClientHandler(srv.clientOrder))
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastIntermediate is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) MulticastIntermediate(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.MulticastIntermediate",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for BroadcastService.
type QuorumSpec interface {
	gorums.ConfigOption

	// QuorumCallQF is the quorum function for the QuorumCall
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithBroadcastQF is the quorum function for the QuorumCallWithBroadcast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithBroadcast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QuorumCallWithMulticastQF is the quorum function for the QuorumCallWithMulticast
	// quorum call method. The in parameter is the request object
	// supplied to the QuorumCallWithMulticast method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// BroadcastCallQF is the quorum function for the BroadcastCall
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCall method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallForwardQF is the quorum function for the BroadcastCallForward
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallForward method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool)

	// BroadcastCallToQF is the quorum function for the BroadcastCallTo
	// broadcastcall call method. The in parameter is the request object
	// supplied to the BroadcastCallTo method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool)

	// SearchQF is the quorum function for the Search
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Search method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	SearchQF(in *Request, replies []*Response) (*Response, bool)

	// LongRunningTaskQF is the quorum function for the LongRunningTask
	// broadcastcall call method. The in parameter is the request object
	// supplied to the LongRunningTask method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool)

	// GetValQF is the quorum function for the GetVal
	// broadcastcall call method. The in parameter is the request object
	// supplied to the GetVal method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	GetValQF(in *Request, replies []*Response) (*Response, bool)

	// OrderQF is the quorum function for the Order
	// broadcastcall call method. The in parameter is the request object
	// supplied to the Order method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	OrderQF(in *Request, replies []*Response) (*Response, bool)
}

// QuorumCall is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCall(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCall",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithBroadcast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithBroadcast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithBroadcast",

		BroadcastID:       c.snowflake.NewBroadcastID(),
		IsBroadcastClient: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithBroadcastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumCallWithMulticast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QuorumCallWithMulticast(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "broadcast.BroadcastService.QuorumCallWithMulticast",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QuorumCallWithMulticastQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// BroadcastService is the server-side API for the BroadcastService Service
type BroadcastService interface {
	QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastIntermediate(ctx gorums.ServerCtx, request *Request)
	BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
	Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast)
}

func (srv *Server) QuorumCall(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCall not implemented"))
}
func (srv *Server) QuorumCallWithBroadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithBroadcast not implemented"))
}
func (srv *Server) QuorumCallWithMulticast(ctx gorums.ServerCtx, request *Request) (response *Response, err error) {
	panic(status.Errorf(codes.Unimplemented, "method QuorumCallWithMulticast not implemented"))
}
func (srv *Server) Multicast(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method Multicast not implemented"))
}
func (srv *Server) MulticastIntermediate(ctx gorums.ServerCtx, request *Request) {
	panic(status.Errorf(codes.Unimplemented, "method MulticastIntermediate not implemented"))
}
func (srv *Server) BroadcastCall(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCall not implemented"))
}
func (srv *Server) BroadcastIntermediate(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastIntermediate not implemented"))
}
func (srv *Server) Broadcast(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Broadcast not implemented"))
}
func (srv *Server) BroadcastCallForward(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallForward not implemented"))
}
func (srv *Server) BroadcastCallTo(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastCallTo not implemented"))
}
func (srv *Server) BroadcastToResponse(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method BroadcastToResponse not implemented"))
}
func (srv *Server) Search(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Search not implemented"))
}
func (srv *Server) LongRunningTask(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method LongRunningTask not implemented"))
}
func (srv *Server) GetVal(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method GetVal not implemented"))
}
func (srv *Server) Order(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Order not implemented"))
}
func (srv *Server) PrePrepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method PrePrepare not implemented"))
}
func (srv *Server) Prepare(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Prepare not implemented"))
}
func (srv *Server) Commit(ctx gorums.ServerCtx, request *Request, broadcast *Broadcast) {
	panic(status.Errorf(codes.Unimplemented, "method Commit not implemented"))
}

func RegisterBroadcastServiceServer(srv *Server, impl BroadcastService) {
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCall", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCall(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", gorums.BroadcastHandler(impl.QuorumCallWithBroadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.QuorumCallWithMulticast", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QuorumCallWithMulticast(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("broadcast.BroadcastService.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.MulticastIntermediate", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastIntermediate(ctx, req)
	})
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCall", gorums.BroadcastHandler(impl.BroadcastCall, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCall")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastIntermediate", gorums.BroadcastHandler(impl.BroadcastIntermediate, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Broadcast", gorums.BroadcastHandler(impl.Broadcast, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallForward", gorums.BroadcastHandler(impl.BroadcastCallForward, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallForward")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastCallTo", gorums.BroadcastHandler(impl.BroadcastCallTo, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.BroadcastCallTo")
	srv.RegisterHandler("broadcast.BroadcastService.BroadcastToResponse", gorums.BroadcastHandler(impl.BroadcastToResponse, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Search", gorums.BroadcastHandler(impl.Search, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Search")
	srv.RegisterHandler("broadcast.BroadcastService.LongRunningTask", gorums.BroadcastHandler(impl.LongRunningTask, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.LongRunningTask")
	srv.RegisterHandler("broadcast.BroadcastService.GetVal", gorums.BroadcastHandler(impl.GetVal, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.GetVal")
	srv.RegisterHandler("broadcast.BroadcastService.Order", gorums.BroadcastHandler(impl.Order, srv.Server))
	srv.RegisterClientHandler("broadcast.BroadcastService.Order")
	srv.RegisterHandler("broadcast.BroadcastService.PrePrepare", gorums.BroadcastHandler(impl.PrePrepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Prepare", gorums.BroadcastHandler(impl.Prepare, srv.Server))
	srv.RegisterHandler("broadcast.BroadcastService.Commit", gorums.BroadcastHandler(impl.Commit, srv.Server))
	srv.RegisterHandler(gorums.Cancellation, gorums.BroadcastHandler(gorums.CancelFunc, srv.Server))
}

func (srv *Server) BroadcastQuorumCallWithBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.QuorumCallWithBroadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastIntermediate(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastIntermediate", req, options)
	}
}

func (srv *Server) BroadcastBroadcast(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Broadcast", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Broadcast", req, options)
	}
}

func (srv *Server) BroadcastBroadcastToResponse(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.BroadcastToResponse", req, options)
	}
}

func (srv *Server) BroadcastPrePrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.PrePrepare", req, options)
	}
}

func (srv *Server) BroadcastPrepare(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Prepare", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Prepare", req, options)
	}
}

func (srv *Server) BroadcastCommit(req *Request, opts ...gorums.BroadcastOption) {
	options := gorums.NewBroadcastOptions()
	for _, opt := range opts {
		opt(&options)
	}
	if options.RelatedToReq > 0 {
		srv.broadcast.orchestrator.BroadcastHandler("broadcast.BroadcastService.Commit", req, options.RelatedToReq, nil, options)
	} else {
		srv.broadcast.orchestrator.ServerBroadcastHandler("broadcast.BroadcastService.Commit", req, options)
	}
}

const (
	BroadcastServiceQuorumCallWithBroadcast string = "broadcast.BroadcastService.QuorumCallWithBroadcast"
	BroadcastServiceBroadcastCall           string = "broadcast.BroadcastService.BroadcastCall"
	BroadcastServiceBroadcastIntermediate   string = "broadcast.BroadcastService.BroadcastIntermediate"
	BroadcastServiceBroadcast               string = "broadcast.BroadcastService.Broadcast"
	BroadcastServiceBroadcastCallForward    string = "broadcast.BroadcastService.BroadcastCallForward"
	BroadcastServiceBroadcastCallTo         string = "broadcast.BroadcastService.BroadcastCallTo"
	BroadcastServiceBroadcastToResponse     string = "broadcast.BroadcastService.BroadcastToResponse"
	BroadcastServiceSearch                  string = "broadcast.BroadcastService.Search"
	BroadcastServiceLongRunningTask         string = "broadcast.BroadcastService.LongRunningTask"
	BroadcastServiceGetVal                  string = "broadcast.BroadcastService.GetVal"
	BroadcastServiceOrder                   string = "broadcast.BroadcastService.Order"
	BroadcastServicePrePrepare              string = "broadcast.BroadcastService.PrePrepare"
	BroadcastServicePrepare                 string = "broadcast.BroadcastService.Prepare"
	BroadcastServiceCommit                  string = "broadcast.BroadcastService.Commit"
)

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}







MasterLab/gorums/tests/broadcast/server.go

package broadcast

import (
	"context"
	"crypto/elliptic"
	"errors"
	net "net"
	"sync"
	"time"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

var leader = "127.0.0.1:5000"

type response struct {
	respChan  chan int64
	messageID int64
}

type testServer struct {
	*Server
	mut            sync.Mutex
	leader         string
	addr           string
	peers          []string
	lis            net.Listener
	mgr            *Manager
	respChan       map[int64]response
	processingTime time.Duration
	val            int64
	order          []string
}

func newtestServer(addr string, srvAddresses []string, _ int, withOrder ...bool) *testServer {
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	var osrv *Server
	if len(withOrder) > 0 {
		osrv = NewServer(gorums.WithListenAddr(address), gorums.WithOrder(BroadcastServicePrePrepare, BroadcastServicePrepare, BroadcastServiceCommit))
	} else {
		osrv = NewServer(gorums.WithListenAddr(address))
	}
	srv := testServer{
		Server:   osrv,
		respChan: make(map[int64]response),
		leader:   leader,
		order:    make([]string, 0),
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 1 * time.Second
	}
	srv.mgr = NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func newAuthenticatedServer(addr string, srvAddresses []string) *testServer {
	address, err := net.ResolveTCPAddr("tcp", addr)
	if err != nil {
		panic(err)
	}
	asrv := NewServer(gorums.WithListenAddr(address), gorums.EnforceAuthentication(elliptic.P256()))
	srv := testServer{
		Server:   asrv,
		respChan: make(map[int64]response),
		leader:   leader,
	}
	RegisterBroadcastServiceServer(srv.Server, &srv)
	srv.peers = srvAddresses
	srv.addr = addr
	if addr != leader {
		srv.processingTime = 100 * time.Millisecond
	}
	auth := gorums.NewAuth(elliptic.P256())
	_ = auth.GenerateKeys()
	privKey, pubKey := auth.Keys()
	auth.RegisterKeys(address, privKey, pubKey)
	srv.mgr = NewManager(
		gorums.WithAuthentication(auth),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	view, err := srv.mgr.NewConfiguration(gorums.WithNodeList(srv.peers))
	if err != nil {
		panic(err)
	}
	srv.SetView(view)
	return &srv
}

func (srv *testServer) start(lis net.Listener) {
	_ = srv.Serve(lis)
}

func (srv *testServer) Stop() {
	srv.Server.Stop()
	srv.mgr.Close()
}

func (srv *testServer) QuorumCall(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	return &Response{Result: req.Value}, nil
}

func (srv *testServer) QuorumCallWithBroadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) QuorumCallWithMulticast(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	done := make(chan int64)
	srv.mut.Lock()
	srv.respChan[req.Value] = response{
		messageID: req.Value,
		respChan:  done,
	}
	srv.mut.Unlock()
	srv.View.MulticastIntermediate(context.Background(), req, gorums.WithNoSendWaiting())
	ctx.Release()
	res := <-done
	return &Response{Result: res}, nil
}

func (srv *testServer) MulticastIntermediate(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.View.Multicast(context.Background(), req, gorums.WithNoSendWaiting())
}

func (srv *testServer) Multicast(ctx gorums.ServerCtx, req *Request) {
	ctx.Release()
	srv.mut.Lock()
	defer srv.mut.Unlock()
	if response, ok := srv.respChan[req.Value]; ok {
		response.respChan <- req.Value
		close(response.respChan)
		delete(srv.respChan, req.Value)
	}
}

func (srv *testServer) BroadcastCall(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.BroadcastIntermediate(req)
}

func (srv *testServer) BroadcastIntermediate(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.Broadcast(req)
}

func (srv *testServer) Broadcast(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	_ = broadcast.SendToClient(&Response{
		Result: req.Value,
	}, nil)
}

func (srv *testServer) BroadcastCallForward(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	if srv.addr != srv.leader {
		_ = broadcast.Forward(req, srv.leader)
		return
	}
	broadcast.Broadcast(req)
}

func (srv *testServer) BroadcastCallTo(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.To(srv.leader).BroadcastToResponse(req) // only broadcast to the leader
}

func (srv *testServer) BroadcastToResponse(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	_ = broadcast.SendToClient(&Response{
		From: srv.addr,
	}, nil)
}

func (srv *testServer) Search(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// make sure the client req reaches all servers first.
	// this is because the cancellation only give weak
	// guarantees. Meaning, cancellations not yet related
	// to a broadcast request (e.g. because the client req has
	// not yet arrived) will be dropped.
	time.Sleep(1 * time.Millisecond)
	select {
	case <-ctx.Done():
		_ = broadcast.Cancel()
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 0,
		}, nil)
	case <-time.After(srv.processingTime):
		_ = broadcast.Cancel()
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, nil)
	}
}

func (srv *testServer) LongRunningTask(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	select {
	case <-ctx.Done():
		srv.val = 1
	case <-time.After(5 * time.Second):
		srv.val = 0
	}
	broadcast.Done()
}

func (srv *testServer) GetVal(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	defer srv.mut.Unlock()
	_ = broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: srv.val,
	}, nil)
}

func (srv *testServer) Order(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	broadcast.PrePrepare(&Request{})
}

func (srv *testServer) PrePrepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	// this will cause the leader to be late to call broadcast.Prepare().
	// Hence, it will receive Prepare and Commit from the other servers
	// before calling Prepare. The order of received msgs will thus be
	// wrong and the msgs need to be stored temporarily.
	if srv.addr == srv.leader {
		time.Sleep(200 * time.Millisecond)
	}
	srv.mut.Lock()
	added := false
	for _, m := range srv.order {
		if m == "PrePrepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "PrePrepare")
	}
	srv.mut.Unlock()
	broadcast.Prepare(&Request{})
}

func (srv *testServer) Prepare(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 1,
		}, errors.New("did not receive PrePrepare before Prepare"))
		srv.mut.Unlock()
		return
	}
	added := false
	for _, m := range srv.order {
		if m == "Prepare" {
			added = true
			break
		}
	}
	if !added {
		srv.order = append(srv.order, "Prepare")
	}
	srv.mut.Unlock()
	broadcast.Commit(&Request{})
}

func (srv *testServer) Commit(ctx gorums.ServerCtx, req *Request, broadcast *Broadcast) {
	srv.mut.Lock()
	if len(srv.order) <= 0 {
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 2,
		}, errors.New("did not receive PrePrepare and Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	if len(srv.order) <= 1 {
		_ = broadcast.SendToClient(&Response{
			From:   srv.addr,
			Result: 3,
		}, errors.New("did not receive Prepare before Commit"))
		srv.mut.Unlock()
		return
	}
	srv.mut.Unlock()
	_ = broadcast.SendToClient(&Response{
		From:   srv.addr,
		Result: 0,
	}, nil)
}
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package broadcast

import (
	"context"
	fmt "fmt"
	net "net"
	_ "net/http/pprof"
	"os"
	"runtime"
	"runtime/pprof"
	"sync"
	"testing"
	"time"
)

func createAuthServers(numSrvs int) ([]*testServer, []string, func(), error) {
	skip := 0
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for _, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		srv := newAuthenticatedServer(addr, srvAddrs)
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func createSrvs(numSrvs int, down ...int) ([]*testServer, []string, func(), error) {
	ordering := false
	skip := 0
	if len(down) > 0 {
		skip = down[0]
		if skip > numSrvs {
			skip = 0
			ordering = true
		}
	}
	srvs := make([]*testServer, 0, numSrvs)
	srvAddrs := make([]string, numSrvs)
	for i := 0; i < numSrvs; i++ {
		srvAddrs[i] = fmt.Sprintf("127.0.0.1:500%v", i)
	}
	for i, addr := range srvAddrs {
		if skip > 0 {
			skip--
			continue
		}
		var srv *testServer
		if ordering {
			srv = newtestServer(addr, srvAddrs, i, true)
		} else {
			srv = newtestServer(addr, srvAddrs, i)
		}
		lis, err := net.Listen("tcp4", srv.addr)
		if err != nil {
			return nil, nil, nil, err
		}
		srv.lis = lis
		go srv.start(lis)
		srvs = append(srvs, srv)
	}
	return srvs, srvAddrs, func() {
		// stop the servers
		for _, srv := range srvs {
			srv.Stop()
		}
	}, nil
}

func TestSimpleBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Errorf("resp is wrong, want: %v, got: %v", val, resp.GetResult())
		}
		cancel()
	}
}

func TestSimpleBroadcastTo(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want a response from the leader, hence qsize = 1
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCallTo(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetFrom() != leader {
			t.Errorf("resp is wrong, want: %v, got: %v", leader, resp.GetFrom())
		}
		cancel()
	}
}

func TestSimpleBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 10)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Search(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCancel(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		_, _ = config.LongRunningTask(ctx, &Request{Value: val}, true)
		cancel()
		// wait until cancel has reaced the servers before asking for the result
		time.Sleep(1 * time.Second)
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
		}
	}
}

func TestBroadcastCancelOneSrvDown(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	// stop one of the servers
	srvs[numSrvs-1].Stop()
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		_, _ = config.LongRunningTask(ctx, &Request{Value: val}, true)
		cancel()
		ctx, cancel = context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.GetVal(ctx, &Request{Value: val})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 1 {
			t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
		}
	}
}

func TestBroadcastCancelOneSrvFails(t *testing.T) {
	numSrvs := 3
	srvs, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", numSrvs-1)
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(100)
	ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
	_, _ = config.LongRunningTask(ctx, &Request{Value: val}, true)
	cancel()

	// stop one of the servers
	srvs[numSrvs-1].Stop()

	ctx, cancel = context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
	}
}

func TestBroadcastCancelOneClientFails(t *testing.T) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	// only want response from the online servers
	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}

	val := int64(100)
	go func() {
		_, _ = config.LongRunningTask(context.Background(), &Request{Value: val}, true)
	}()

	// make sure the request is sent and stop the client
	time.Sleep(100 * time.Millisecond)
	clientCleanup()

	// only want response from the online servers
	config2, clientCleanup2, err2 := newClient(srvAddrs, "127.0.0.1:8081")
	defer clientCleanup2()
	if err2 != nil {
		t.Error(err2)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
	resp, err := config2.GetVal(ctx, &Request{Value: val})
	cancel()
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != 1 {
		t.Errorf("resp is wrong, want: %v, got: %v", 1, resp.GetResult())
	}
}

func TestBroadcastCallOrderingSendToOneSrv(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", len(srvAddrs))
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Errorf("resp is wrong, want: %v, got: %v", 0, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCallOrderingSendToAllSrvs(t *testing.T) {
	numSrvs := 3
	numReqs := 3
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.Order(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != 0 {
			t.Errorf("resp is wrong, want: %v, got: %v", 0, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCallOrderingDoesNotInterfereWithMethodsNotSpecifiedInOrder(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	useOrdering := 2 * numSrvs
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, useOrdering)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		// BroadcastCall is not specified in the order
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Errorf("resp is wrong, want: %v, got: %v", val, resp.GetResult())
		}
		cancel()
	}
}

func TestBroadcastCallRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallClientKnowsOnlyOneServer(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallOneServerIsDown(t *testing.T) {
	numSrvs := 3
	skip := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs, skip)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	start := skip
	if start < 0 {
		start = 0
	}
	end := numSrvs - 1
	if end > len(srvAddrs) {
		end = len(srvAddrs)
	}
	config, clientCleanup, err := newClient(srvAddrs[start:end], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i <= 100; i++ {
		resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForward(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		defer cancel()
		resp, err := config.BroadcastCallForward(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallForwardMultiple(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:], "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 0; i < 10; i++ {
		resp, err := config.BroadcastCallForward(context.Background(), &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
	}
}

func TestBroadcastCallRaceTwoClients(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	client1, clientCleanup1, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup1()

	client2, clientCleanup2, err := newClient(srvAddrs, "127.0.0.1:8081")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup2()

	val := int64(1)
	resp, err := client1.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	resp, err = client2.BroadcastCall(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}

	timeout := 3 * time.Second
	var wg sync.WaitGroup
	for i := 0; i <= 100; i++ {
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client1.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		go func(j int) {
			ctx, cancel := context.WithTimeout(context.Background(), timeout)
			defer cancel()
			resp, err := client2.BroadcastCall(ctx, &Request{Value: int64(j)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(j) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
			}
			wg.Done()
		}(i)
		wg.Add(2)
	}
	wg.Wait()
}

func TestBroadcastCallAsyncReqs(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
		cancel()
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(init) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	var wg sync.WaitGroup
	for i := 0; i < 1; i++ {
		for _, client := range clients {
			go func(j int, c *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := c.BroadcastCall(ctx, &Request{Value: int64(j)})
				cancel()
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(j) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), j)
				}
				wg.Done()
			}(i, client)
			wg.Add(1)
		}
	}
	wg.Wait()
}

func TestQCBroadcastOptionRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatalf("resp is wrong, got: %v, want: %v", resp.GetResult(), val)
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
		resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func TestQCMulticastRace(t *testing.T) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	val := int64(1)
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: val})
	if err != nil {
		t.Error(err)
	}
	if resp.GetResult() != val {
		t.Fatal("resp is wrong")
	}
	for i := 0; i < 100; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 1*time.Second)
		resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != int64(i) {
			t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
		}
		cancel()
	}
}

func BenchmarkQuorumCall(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQF")
	memProfile, _ := os.Create("memprofileQF")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.QuorumCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCMulticast(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithMulticast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCM_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithMulticast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOption(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileQFwithB")
	memProfile, _ := os.Create("memprofileQFwithB")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
			resp, err := config.QuorumCallWithBroadcast(ctx, &Request{Value: int64(i)})
			if err != nil {
				b.Error(err, i)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
			cancel()
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkQCBroadcastOptionManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs, fmt.Sprintf("127.0.0.1:808%v", c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileQCB")
	memProfile, _ := os.Create("memprofileQCB")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("QCB_ManyClients_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				wg.Add(1)
				go func(i int, c *Configuration) {
					defer wg.Done()
					resp, err := c.QuorumCallWithBroadcast(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
				}(i, client)
			}
			wg.Wait()
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallAllServers(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_AllSuccessful_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallToOneServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[0:1], "127.0.0.1:8080", 3)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrv_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneFailedServer(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs, "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneSrvDown_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallOneDownSrvToOneSrv(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3, 1)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newClient(srvAddrs[1:2], "127.0.0.1:8080", 2)
	if err != nil {
		b.Error(err)
	}
	defer clientCleanup()

	init := 1
	resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(init)})
	if err != nil {
		b.Error(err)
	}
	if resp.GetResult() != int64(init) {
		b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	memProfile, _ := os.Create("memprofileBC")
	_ = pprof.StartCPUProfile(cpuProfile)

	b.Run(fmt.Sprintf("BC_OneDownToOne_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := config.BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	pprof.StopCPUProfile()
	_ = pprof.WriteHeapProfile(memProfile)
}

func BenchmarkBroadcastCallManyClients(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	b.Run(fmt.Sprintf("BC_OneClientOneReq_%d", 0), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(i)})
			if err != nil {
				b.Error(err)
			}
			if resp.GetResult() != int64(i) {
				b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
			}
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientAsync_%d", 1), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for j := range clients {
				go func(i, j int, c *Configuration) {
					val := i*100 + j
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(val)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(val) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
					}
					wg.Done()
				}(i, j, clients[0])
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_OneClientSync_%d", 2), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for j := range clients {
				val := i*100 + j
				resp, err := clients[0].BroadcastCall(context.Background(), &Request{Value: int64(val)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(val) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), val)
				}
			}
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsAsync_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.Run(fmt.Sprintf("BC_ManyClientsSync_%d", 4), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			for _, client := range clients {
				resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(i)})
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		}
	})
}

func BenchmarkBroadcastCallTenClientsCPU(b *testing.B) {
	_, srvAddrs, srvCleanup, err := createSrvs(3)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 10
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), 3)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	cpuProfile, _ := os.Create("cpuprofileBC")
	err = pprof.StartCPUProfile(cpuProfile)
	if err != nil {
		b.Error(err)
	}

	b.ResetTimer()
	b.Run(fmt.Sprintf("BC_%d", 3), func(b *testing.B) {
		for i := 0; i < b.N; i++ {
			var wg sync.WaitGroup
			for _, client := range clients {
				go func(i int, c *Configuration) {
					resp, err := c.BroadcastCall(context.Background(), &Request{Value: int64(i)})
					if err != nil {
						b.Error(err)
					}
					if resp.GetResult() != int64(i) {
						b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
					}
					wg.Done()
				}(i, client)
				wg.Add(1)
			}
			wg.Wait()
		}
	})
	b.StopTimer()
	pprof.StopCPUProfile()
	cpuProfile.Close()
}

func BenchmarkBroadcastCallTenClientsMEM(b *testing.B) {
	numSrvs := 3
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	memProfile, _ := os.Create("memprofileBC")
	runtime.GC()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
	_ = pprof.WriteHeapProfile(memProfile)
	memProfile.Close()
}

func BenchmarkBroadcastCallTenClientsTRACE(b *testing.B) {
	numSrvs := 1
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		b.Error(err)
	}
	defer srvCleanup()

	numClients := 1
	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			b.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	for _, client := range clients {
		init := 1
		resp, err := client.BroadcastCall(context.Background(), &Request{Value: int64(init)})
		if err != nil {
			b.Error(err)
		}
		if resp.GetResult() != int64(init) {
			b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
		}
	}

	stop, err := StartTrace("traceprofileBC")
	if err != nil {
		b.Error(err)
	}
	defer func() {
		_ = stop()
	}()

	b.ResetTimer()
	for _, client := range clients {
		b.RunParallel(func(pb *testing.PB) {
			for i := 0; pb.Next(); i++ {
				ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				cancel()
				if err != nil {
					b.Error(err)
				}
				if resp.GetResult() != int64(i) {
					b.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
			}
		})
	}
	b.StopTimer()
}

func TestBroadcastCallManyRequestsAsync(t *testing.T) {
	numSrvs := 3
	numClients := 20
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createSrvs(numSrvs)
	if err != nil {
		t.Error(err)
	}

	clients := make([]*Configuration, numClients)
	for c := 0; c < numClients; c++ {
		config, clientCleanup, err := newClient(srvAddrs[0:1], fmt.Sprintf("127.0.0.1:%v", 8080+c), numSrvs)
		if err != nil {
			t.Error(err)
		}
		defer clientCleanup()
		clients[c] = config
	}

	var wg1 sync.WaitGroup
	for _, client := range clients {
		init := 1
		wg1.Add(1)
		go func(client *Configuration) {
			ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
			defer cancel()
			resp, err := client.BroadcastCall(ctx, &Request{Value: int64(init)})
			if err != nil {
				t.Error(err)
			}
			if resp.GetResult() != int64(init) {
				t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), init)
			}
			wg1.Done()
		}(client)
	}
	wg1.Wait()
	time.Sleep(500 * time.Millisecond)

	var wg sync.WaitGroup
	for r := 0; r < numReqs; r++ {
		for i, client := range clients {
			wg.Add(1)
			go func(i int, client *Configuration) {
				ctx, cancel := context.WithTimeout(context.Background(), 5*time.Second)
				defer cancel()
				resp, err := client.BroadcastCall(ctx, &Request{Value: int64(i)})
				if err != nil {
					t.Error(err)
				}
				if resp.GetResult() != int64(i) {
					t.Errorf("result is wrong. got: %v, want: %v", resp.GetResult(), i)
				}
				wg.Done()
			}(i, client)
		}
	}
	wg.Wait()
	srvCleanup()
}

func TestAuthenticationBroadcastCall(t *testing.T) {
	numSrvs := 3
	numReqs := 10
	_, srvAddrs, srvCleanup, err := createAuthServers(numSrvs)
	if err != nil {
		t.Error(err)
	}
	defer srvCleanup()

	config, clientCleanup, err := newAuthClient(srvAddrs, "127.0.0.1:8080")
	if err != nil {
		t.Error(err)
	}
	defer clientCleanup()

	for i := 1; i <= numReqs; i++ {
		val := int64(i * 100)
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
		resp, err := config.BroadcastCall(ctx, &Request{Value: val})
		if err != nil {
			t.Error(err)
		}
		if resp.GetResult() != val {
			t.Errorf("resp is wrong, want: %v, got: %v", val, resp.GetResult())
		}
		cancel()
	}
}







MasterLab/gorums/tests/broadcast/profiling.go

package broadcast

import (
	"os"
	"runtime/trace"
)

func StartTrace(tracePath string) (stop func() error, err error) {
	traceFile, err := os.Create(tracePath)
	if err != nil {
		return nil, err
	}
	if err := trace.Start(traceFile); err != nil {
		return nil, err
	}
	return func() error {
		trace.Stop()
		err = traceFile.Close()
		if err != nil {
			return err
		}
		return nil
	}, nil
}







MasterLab/gorums/tests/broadcast/client.go

package broadcast

import (
	"crypto/elliptic"
	"log/slog"
	net "net"

	gorums "github.com/relab/gorums"
	grpc "google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testQSpec struct {
	quorumSize    int
	broadcastSize int
}

func newQSpec(qSize, broadcastSize int) QuorumSpec {
	return &testQSpec{
		quorumSize:    qSize,
		broadcastSize: broadcastSize,
	}
}

func (qs *testQSpec) QuorumCallQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithBroadcastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) QuorumCallWithMulticastQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallForwardQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) BroadcastCallToQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			return resp, true
		}
	}
	return nil, false
}

func (qs *testQSpec) SearchQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < qs.quorumSize {
		return nil, false
	}
	numCorrect := 0
	for _, resp := range replies {
		if resp.Result == 1 {
			numCorrect++
		}
	}
	if numCorrect == 1 {
		return &Response{Result: 1}, true
	}
	slog.Info("got wrong res", "replies", replies)
	return &Response{Result: 0}, true
}

func (qs *testQSpec) LongRunningTaskQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		return nil, true
	}
	return nil, false
}

func (qs *testQSpec) GetValQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, reply := range replies {
			// all responses should be cancelled
			if reply.GetResult() != 1 {
				return &Response{Result: 0}, true
			}
		}
		return &Response{Result: 1}, true
	}
	return nil, false
}

func (qs *testQSpec) OrderQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) >= qs.quorumSize {
		for _, resp := range replies {
			if resp.GetResult() != 0 {
				return resp, true
			}
		}
		return &Response{
			Result: 0,
		}, true
	}
	return nil, false
}

func newClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	mgr := NewManager(
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		lis, err := net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
		err = mgr.AddClientServer(lis, lis.Addr())
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}

func newAuthClient(srvAddrs []string, listenAddr string, qsize ...int) (*Configuration, func(), error) {
	quorumSize := len(srvAddrs)
	if len(qsize) > 0 {
		quorumSize = qsize[0]
	}
	var (
		lis net.Listener
		err error
	)
	if listenAddr != "" {
		lis, err = net.Listen("tcp", "127.0.0.1:")
		if err != nil {
			return nil, nil, err
		}
	}
	auth := gorums.NewAuth(elliptic.P256())
	_ = auth.GenerateKeys()
	privKey, pubKey := auth.Keys()
	auth.RegisterKeys(lis.Addr(), privKey, pubKey)
	mgr := NewManager(
		gorums.WithAuthentication(auth),
		gorums.WithGrpcDialOptions(
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	if listenAddr != "" {
		err = mgr.AddClientServer(lis, lis.Addr())
		if err != nil {
			return nil, nil, err
		}
	}
	config, err := mgr.NewConfiguration(
		gorums.WithNodeList(srvAddrs),
		newQSpec(quorumSize, quorumSize),
	)
	if err != nil {
		return nil, nil, err
	}
	return config, func() {
		mgr.Close()
	}, nil
}







MasterLab/gorums/tests/broadcast/broadcast.pb.go

// Test to benchmark quorum functions with and without the request parameter.

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: broadcast/broadcast.proto

package broadcast

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value int64  `protobuf:"varint,1,opt,name=Value,proto3" json:"Value,omitempty"`
	From  string `protobuf:"bytes,2,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() int64 {
	if x != nil {
		return x.Value
	}
	return 0
}

func (x *Request) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result  int64  `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
	Replies int64  `protobuf:"varint,2,opt,name=Replies,proto3" json:"Replies,omitempty"`
	From    string `protobuf:"bytes,3,opt,name=From,proto3" json:"From,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

func (x *Response) GetReplies() int64 {
	if x != nil {
		return x.Replies
	}
	return 0
}

func (x *Response) GetFrom() string {
	if x != nil {
		return x.From
	}
	return ""
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_broadcast_broadcast_proto_msgTypes[2]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_broadcast_broadcast_proto_msgTypes[2]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_broadcast_broadcast_proto_rawDescGZIP(), []int{2}
}

var File_broadcast_broadcast_proto protoreflect.FileDescriptor

var file_broadcast_broadcast_proto_rawDesc = []byte{
	0x0a, 0x19, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2f, 0x62, 0x72, 0x6f, 0x61,
	0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x09, 0x62, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70,
	0x72, 0x6f, 0x74, 0x6f, 0x22, 0x33, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12,
	0x14, 0x0a, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x05,
	0x56, 0x61, 0x6c, 0x75, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18, 0x02, 0x20,
	0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x22, 0x50, 0x0a, 0x08, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x18,
	0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x12, 0x18, 0x0a,
	0x07, 0x52, 0x65, 0x70, 0x6c, 0x69, 0x65, 0x73, 0x18, 0x02, 0x20, 0x01, 0x28, 0x03, 0x52, 0x07,
	0x52, 0x65, 0x70, 0x6c, 0x69, 0x65, 0x73, 0x12, 0x12, 0x0a, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x18,
	0x03, 0x20, 0x01, 0x28, 0x09, 0x52, 0x04, 0x46, 0x72, 0x6f, 0x6d, 0x22, 0x07, 0x0a, 0x05, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x32, 0x82, 0x09, 0x0a, 0x10, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x53, 0x65, 0x72, 0x76, 0x69, 0x63, 0x65, 0x12, 0x3b, 0x0a, 0x0a, 0x51, 0x75, 0x6f,
	0x72, 0x75, 0x6d, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65,
	0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x4c, 0x0a, 0x17, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d,
	0x43, 0x61, 0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65,
	0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01,
	0x90, 0xb8, 0x18, 0x01, 0x12, 0x48, 0x0a, 0x17, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x43, 0x61,
	0x6c, 0x6c, 0x57, 0x69, 0x74, 0x68, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12,
	0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e,
	0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x12, 0x37,
	0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x12, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x43, 0x0a, 0x15, 0x4d, 0x75, 0x6c, 0x74, 0x69,
	0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6d, 0x65, 0x64, 0x69, 0x61, 0x74, 0x65,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x98, 0xb5, 0x18, 0x01, 0x12, 0x3e, 0x0a, 0x0d,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61, 0x6c, 0x6c, 0x12, 0x12, 0x2e,
	0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12, 0x43, 0x0a, 0x15,
	0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x49, 0x6e, 0x74, 0x65, 0x72, 0x6d, 0x65,
	0x64, 0x69, 0x61, 0x74, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73,
	0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61,
	0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18,
	0x01, 0x12, 0x37, 0x0a, 0x09, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x12, 0x12,
	0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65,
	0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45,
	0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x45, 0x0a, 0x14, 0x42, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61, 0x6c, 0x6c, 0x46, 0x6f, 0x72, 0x77, 0x61,
	0x72, 0x64, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18,
	0x01, 0x12, 0x40, 0x0a, 0x0f, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x43, 0x61,
	0x6c, 0x6c, 0x54, 0x6f, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0,
	0xb5, 0x18, 0x01, 0x12, 0x41, 0x0a, 0x13, 0x42, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x54, 0x6f, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f,
	0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10,
	0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x37, 0x0a, 0x06, 0x53, 0x65, 0x61, 0x72, 0x63, 0x68,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12,
	0x40, 0x0a, 0x0f, 0x4c, 0x6f, 0x6e, 0x67, 0x52, 0x75, 0x6e, 0x6e, 0x69, 0x6e, 0x67, 0x54, 0x61,
	0x73, 0x6b, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61,
	0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18,
	0x01, 0x12, 0x37, 0x0a, 0x06, 0x47, 0x65, 0x74, 0x56, 0x61, 0x6c, 0x12, 0x12, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70,
	0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5, 0x18, 0x01, 0x12, 0x36, 0x0a, 0x05, 0x4f, 0x72,
	0x64, 0x65, 0x72, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e,
	0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x13, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xb0, 0xb5,
	0x18, 0x01, 0x12, 0x38, 0x0a, 0x0a, 0x50, 0x72, 0x65, 0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65,
	0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71,
	0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x12, 0x35, 0x0a, 0x07,
	0x50, 0x72, 0x65, 0x70, 0x61, 0x72, 0x65, 0x12, 0x12, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63,
	0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72,
	0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90,
	0xb8, 0x18, 0x01, 0x12, 0x34, 0x0a, 0x06, 0x43, 0x6f, 0x6d, 0x6d, 0x69, 0x74, 0x12, 0x12, 0x2e,
	0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x10, 0x2e, 0x62, 0x72, 0x6f, 0x61, 0x64, 0x63, 0x61, 0x73, 0x74, 0x2e, 0x45, 0x6d,
	0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb8, 0x18, 0x01, 0x42, 0x29, 0x5a, 0x27, 0x67, 0x69, 0x74,
	0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x62, 0x72, 0x6f, 0x61, 0x64,
	0x63, 0x61, 0x73, 0x74, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_broadcast_broadcast_proto_rawDescOnce sync.Once
	file_broadcast_broadcast_proto_rawDescData = file_broadcast_broadcast_proto_rawDesc
)

func file_broadcast_broadcast_proto_rawDescGZIP() []byte {
	file_broadcast_broadcast_proto_rawDescOnce.Do(func() {
		file_broadcast_broadcast_proto_rawDescData = protoimpl.X.CompressGZIP(file_broadcast_broadcast_proto_rawDescData)
	})
	return file_broadcast_broadcast_proto_rawDescData
}

var file_broadcast_broadcast_proto_msgTypes = make([]protoimpl.MessageInfo, 3)
var file_broadcast_broadcast_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: broadcast.Request
	(*Response)(nil), // 1: broadcast.Response
	(*Empty)(nil),    // 2: broadcast.Empty
}
var file_broadcast_broadcast_proto_depIdxs = []int32{
	0,  // 0: broadcast.BroadcastService.QuorumCall:input_type -> broadcast.Request
	0,  // 1: broadcast.BroadcastService.QuorumCallWithBroadcast:input_type -> broadcast.Request
	0,  // 2: broadcast.BroadcastService.QuorumCallWithMulticast:input_type -> broadcast.Request
	0,  // 3: broadcast.BroadcastService.Multicast:input_type -> broadcast.Request
	0,  // 4: broadcast.BroadcastService.MulticastIntermediate:input_type -> broadcast.Request
	0,  // 5: broadcast.BroadcastService.BroadcastCall:input_type -> broadcast.Request
	0,  // 6: broadcast.BroadcastService.BroadcastIntermediate:input_type -> broadcast.Request
	0,  // 7: broadcast.BroadcastService.Broadcast:input_type -> broadcast.Request
	0,  // 8: broadcast.BroadcastService.BroadcastCallForward:input_type -> broadcast.Request
	0,  // 9: broadcast.BroadcastService.BroadcastCallTo:input_type -> broadcast.Request
	0,  // 10: broadcast.BroadcastService.BroadcastToResponse:input_type -> broadcast.Request
	0,  // 11: broadcast.BroadcastService.Search:input_type -> broadcast.Request
	0,  // 12: broadcast.BroadcastService.LongRunningTask:input_type -> broadcast.Request
	0,  // 13: broadcast.BroadcastService.GetVal:input_type -> broadcast.Request
	0,  // 14: broadcast.BroadcastService.Order:input_type -> broadcast.Request
	0,  // 15: broadcast.BroadcastService.PrePrepare:input_type -> broadcast.Request
	0,  // 16: broadcast.BroadcastService.Prepare:input_type -> broadcast.Request
	0,  // 17: broadcast.BroadcastService.Commit:input_type -> broadcast.Request
	1,  // 18: broadcast.BroadcastService.QuorumCall:output_type -> broadcast.Response
	1,  // 19: broadcast.BroadcastService.QuorumCallWithBroadcast:output_type -> broadcast.Response
	1,  // 20: broadcast.BroadcastService.QuorumCallWithMulticast:output_type -> broadcast.Response
	2,  // 21: broadcast.BroadcastService.Multicast:output_type -> broadcast.Empty
	2,  // 22: broadcast.BroadcastService.MulticastIntermediate:output_type -> broadcast.Empty
	1,  // 23: broadcast.BroadcastService.BroadcastCall:output_type -> broadcast.Response
	2,  // 24: broadcast.BroadcastService.BroadcastIntermediate:output_type -> broadcast.Empty
	2,  // 25: broadcast.BroadcastService.Broadcast:output_type -> broadcast.Empty
	1,  // 26: broadcast.BroadcastService.BroadcastCallForward:output_type -> broadcast.Response
	1,  // 27: broadcast.BroadcastService.BroadcastCallTo:output_type -> broadcast.Response
	2,  // 28: broadcast.BroadcastService.BroadcastToResponse:output_type -> broadcast.Empty
	1,  // 29: broadcast.BroadcastService.Search:output_type -> broadcast.Response
	1,  // 30: broadcast.BroadcastService.LongRunningTask:output_type -> broadcast.Response
	1,  // 31: broadcast.BroadcastService.GetVal:output_type -> broadcast.Response
	1,  // 32: broadcast.BroadcastService.Order:output_type -> broadcast.Response
	2,  // 33: broadcast.BroadcastService.PrePrepare:output_type -> broadcast.Empty
	2,  // 34: broadcast.BroadcastService.Prepare:output_type -> broadcast.Empty
	2,  // 35: broadcast.BroadcastService.Commit:output_type -> broadcast.Empty
	18, // [18:36] is the sub-list for method output_type
	0,  // [0:18] is the sub-list for method input_type
	0,  // [0:0] is the sub-list for extension type_name
	0,  // [0:0] is the sub-list for extension extendee
	0,  // [0:0] is the sub-list for field type_name
}

func init() { file_broadcast_broadcast_proto_init() }
func file_broadcast_broadcast_proto_init() {
	if File_broadcast_broadcast_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_broadcast_broadcast_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_broadcast_broadcast_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_broadcast_broadcast_proto_msgTypes[2].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_broadcast_broadcast_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   3,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_broadcast_broadcast_proto_goTypes,
		DependencyIndexes: file_broadcast_broadcast_proto_depIdxs,
		MessageInfos:      file_broadcast_broadcast_proto_msgTypes,
	}.Build()
	File_broadcast_broadcast_proto = out.File
	file_broadcast_broadcast_proto_rawDesc = nil
	file_broadcast_broadcast_proto_goTypes = nil
	file_broadcast_broadcast_proto_depIdxs = nil
}







MasterLab/gorums/tests/dummy/dummy.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: dummy/dummy.proto

package dummy

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_dummy_dummy_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_dummy_dummy_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_dummy_dummy_proto_rawDescGZIP(), []int{0}
}

var File_dummy_dummy_proto protoreflect.FileDescriptor

var file_dummy_dummy_proto_rawDesc = []byte{
	0x0a, 0x11, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2f, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x12, 0x05, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x22, 0x07, 0x0a, 0x05, 0x45, 0x6d,
	0x70, 0x74, 0x79, 0x32, 0x2d, 0x0a, 0x05, 0x44, 0x75, 0x6d, 0x6d, 0x79, 0x12, 0x24, 0x0a, 0x04,
	0x54, 0x65, 0x73, 0x74, 0x12, 0x0c, 0x2e, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2e, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x1a, 0x0c, 0x2e, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79,
	0x22, 0x00, 0x42, 0x25, 0x5a, 0x23, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d,
	0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65,
	0x73, 0x74, 0x73, 0x2f, 0x64, 0x75, 0x6d, 0x6d, 0x79, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x33,
}

var (
	file_dummy_dummy_proto_rawDescOnce sync.Once
	file_dummy_dummy_proto_rawDescData = file_dummy_dummy_proto_rawDesc
)

func file_dummy_dummy_proto_rawDescGZIP() []byte {
	file_dummy_dummy_proto_rawDescOnce.Do(func() {
		file_dummy_dummy_proto_rawDescData = protoimpl.X.CompressGZIP(file_dummy_dummy_proto_rawDescData)
	})
	return file_dummy_dummy_proto_rawDescData
}

var file_dummy_dummy_proto_msgTypes = make([]protoimpl.MessageInfo, 1)
var file_dummy_dummy_proto_goTypes = []interface{}{
	(*Empty)(nil), // 0: dummy.Empty
}
var file_dummy_dummy_proto_depIdxs = []int32{
	0, // 0: dummy.Dummy.Test:input_type -> dummy.Empty
	0, // 1: dummy.Dummy.Test:output_type -> dummy.Empty
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_dummy_dummy_proto_init() }
func file_dummy_dummy_proto_init() {
	if File_dummy_dummy_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_dummy_dummy_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_dummy_dummy_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   1,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_dummy_dummy_proto_goTypes,
		DependencyIndexes: file_dummy_dummy_proto_depIdxs,
		MessageInfos:      file_dummy_dummy_proto_msgTypes,
	}.Build()
	File_dummy_dummy_proto = out.File
	file_dummy_dummy_proto_rawDesc = nil
	file_dummy_dummy_proto_goTypes = nil
	file_dummy_dummy_proto_depIdxs = nil
}







MasterLab/gorums/tests/dummy/dummy.proto

syntax = "proto3";
package dummy;
option go_package = "github.com/relab/gorums/tests/dummy";

service Dummy {
  rpc Test(Empty) returns (Empty) {}
}

message Empty {}







MasterLab/gorums/tests/dummy/dummy_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: dummy/dummy.proto

package dummy

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for Dummy.
type QuorumSpec interface {
	gorums.ConfigOption
}

// Test is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Test(ctx context.Context, in *Empty) (resp *Empty, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "dummy.Dummy.Test",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Empty), err
}

// Dummy is the server-side API for the Dummy Service
type Dummy interface {
	Test(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error)
}

func RegisterDummyServer(srv *gorums.Server, impl Dummy) {
	srv.RegisterHandler("dummy.Dummy.Test", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.Test(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}







MasterLab/gorums/tests/unresponsive/unresponsive_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: unresponsive/unresponsive.proto

package unresponsive

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for Unresponsive.
type QuorumSpec interface {
	gorums.ConfigOption
}

// TestUnresponsive is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) TestUnresponsive(ctx context.Context, in *Empty) (resp *Empty, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "unresponsive.Unresponsive.TestUnresponsive",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Empty), err
}

// Unresponsive is the server-side API for the Unresponsive Service
type Unresponsive interface {
	TestUnresponsive(ctx gorums.ServerCtx, request *Empty) (response *Empty, err error)
}

func RegisterUnresponsiveServer(srv *gorums.Server, impl Unresponsive) {
	srv.RegisterHandler("unresponsive.Unresponsive.TestUnresponsive", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Empty)
		defer ctx.Release()
		resp, err := impl.TestUnresponsive(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}







MasterLab/gorums/tests/unresponsive/unreponsive_test.go

package unresponsive

import (
	context "context"
	"errors"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testSrv struct{}

func (srv testSrv) TestUnresponsive(ctx gorums.ServerCtx, _ *Empty) (resp *Empty, err error) {
	<-ctx.Done()
	return nil, nil
}

// TestUnresponsive checks that the client is not blocked when the server is not receiving messages
func TestUnresponsive(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		gorumsSrv := gorums.NewServer()
		srv := &testSrv{}
		RegisterUnresponsiveServer(gorumsSrv, srv)
		return gorumsSrv
	})
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]

	for i := 0; i < 1000; i++ {
		ctx, cancel := context.WithTimeout(context.Background(), 10*time.Millisecond)
		_, err = node.TestUnresponsive(ctx, &Empty{})
		if err != nil && errors.Is(err, context.Canceled) {
			t.Error(err)
		}
		cancel()
	}
}







MasterLab/gorums/tests/unresponsive/unresponsive.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: unresponsive/unresponsive.proto

package unresponsive

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_unresponsive_unresponsive_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_unresponsive_unresponsive_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_unresponsive_unresponsive_proto_rawDescGZIP(), []int{0}
}

var File_unresponsive_unresponsive_proto protoreflect.FileDescriptor

var file_unresponsive_unresponsive_proto_rawDesc = []byte{
	0x0a, 0x1f, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x2f, 0x75,
	0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x12, 0x0c, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x22,
	0x07, 0x0a, 0x05, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x32, 0x4e, 0x0a, 0x0c, 0x55, 0x6e, 0x72, 0x65,
	0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x12, 0x3e, 0x0a, 0x10, 0x54, 0x65, 0x73, 0x74,
	0x55, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x12, 0x13, 0x2e, 0x75,
	0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x2e, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x1a, 0x13, 0x2e, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65,
	0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x00, 0x42, 0x2c, 0x5a, 0x2a, 0x67, 0x69, 0x74, 0x68,
	0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72,
	0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x75, 0x6e, 0x72, 0x65, 0x73, 0x70,
	0x6f, 0x6e, 0x73, 0x69, 0x76, 0x65, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_unresponsive_unresponsive_proto_rawDescOnce sync.Once
	file_unresponsive_unresponsive_proto_rawDescData = file_unresponsive_unresponsive_proto_rawDesc
)

func file_unresponsive_unresponsive_proto_rawDescGZIP() []byte {
	file_unresponsive_unresponsive_proto_rawDescOnce.Do(func() {
		file_unresponsive_unresponsive_proto_rawDescData = protoimpl.X.CompressGZIP(file_unresponsive_unresponsive_proto_rawDescData)
	})
	return file_unresponsive_unresponsive_proto_rawDescData
}

var file_unresponsive_unresponsive_proto_msgTypes = make([]protoimpl.MessageInfo, 1)
var file_unresponsive_unresponsive_proto_goTypes = []interface{}{
	(*Empty)(nil), // 0: unresponsive.Empty
}
var file_unresponsive_unresponsive_proto_depIdxs = []int32{
	0, // 0: unresponsive.Unresponsive.TestUnresponsive:input_type -> unresponsive.Empty
	0, // 1: unresponsive.Unresponsive.TestUnresponsive:output_type -> unresponsive.Empty
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_unresponsive_unresponsive_proto_init() }
func file_unresponsive_unresponsive_proto_init() {
	if File_unresponsive_unresponsive_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_unresponsive_unresponsive_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_unresponsive_unresponsive_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   1,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_unresponsive_unresponsive_proto_goTypes,
		DependencyIndexes: file_unresponsive_unresponsive_proto_depIdxs,
		MessageInfos:      file_unresponsive_unresponsive_proto_msgTypes,
	}.Build()
	File_unresponsive_unresponsive_proto = out.File
	file_unresponsive_unresponsive_proto_rawDesc = nil
	file_unresponsive_unresponsive_proto_goTypes = nil
	file_unresponsive_unresponsive_proto_depIdxs = nil
}







MasterLab/gorums/tests/unresponsive/unresponsive.proto

syntax = "proto3";
package unresponsive;
option go_package = "github.com/relab/gorums/tests/unresponsive";

service Unresponsive {
  rpc TestUnresponsive(Empty) returns (Empty) {}
}

message Empty {}







MasterLab/gorums/tests/config/config.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: config/config.proto

package config

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Num uint64 `protobuf:"varint,1,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_config_config_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_config_config_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_config_config_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Name string `protobuf:"bytes,1,opt,name=Name,proto3" json:"Name,omitempty"`
	Num  uint64 `protobuf:"varint,2,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_config_config_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_config_config_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_config_config_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetName() string {
	if x != nil {
		return x.Name
	}
	return ""
}

func (x *Response) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

var File_config_config_proto protoreflect.FileDescriptor

var file_config_config_proto_rawDesc = []byte{
	0x0a, 0x13, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2f, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x06, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x1a, 0x0c, 0x67,
	0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1b, 0x0a, 0x07, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x22, 0x30, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70,
	0x6f, 0x6e, 0x73, 0x65, 0x12, 0x12, 0x0a, 0x04, 0x4e, 0x61, 0x6d, 0x65, 0x18, 0x01, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x04, 0x4e, 0x61, 0x6d, 0x65, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d, 0x18,
	0x02, 0x20, 0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x32, 0x3f, 0x0a, 0x0a, 0x43, 0x6f,
	0x6e, 0x66, 0x69, 0x67, 0x54, 0x65, 0x73, 0x74, 0x12, 0x31, 0x0a, 0x06, 0x43, 0x6f, 0x6e, 0x66,
	0x69, 0x67, 0x12, 0x0f, 0x2e, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2e, 0x52, 0x65, 0x71, 0x75,
	0x65, 0x73, 0x74, 0x1a, 0x10, 0x2e, 0x63, 0x6f, 0x6e, 0x66, 0x69, 0x67, 0x2e, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42, 0x26, 0x5a, 0x24, 0x67,
	0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f,
	0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x63, 0x6f, 0x6e,
	0x66, 0x69, 0x67, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_config_config_proto_rawDescOnce sync.Once
	file_config_config_proto_rawDescData = file_config_config_proto_rawDesc
)

func file_config_config_proto_rawDescGZIP() []byte {
	file_config_config_proto_rawDescOnce.Do(func() {
		file_config_config_proto_rawDescData = protoimpl.X.CompressGZIP(file_config_config_proto_rawDescData)
	})
	return file_config_config_proto_rawDescData
}

var file_config_config_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_config_config_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: config.Request
	(*Response)(nil), // 1: config.Response
}
var file_config_config_proto_depIdxs = []int32{
	0, // 0: config.ConfigTest.Config:input_type -> config.Request
	1, // 1: config.ConfigTest.Config:output_type -> config.Response
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_config_config_proto_init() }
func file_config_config_proto_init() {
	if File_config_config_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_config_config_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_config_config_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_config_config_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_config_config_proto_goTypes,
		DependencyIndexes: file_config_config_proto_depIdxs,
		MessageInfos:      file_config_config_proto_msgTypes,
	}.Build()
	File_config_config_proto = out.File
	file_config_config_proto_rawDesc = nil
	file_config_config_proto_goTypes = nil
	file_config_config_proto_depIdxs = nil
}







MasterLab/gorums/tests/config/config_test.go

package config

import (
	"context"
	fmt "fmt"
	"testing"
	"time"

	gorums "github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type (
	cfgSrv struct {
		name string
	}
	cfgQSpec struct {
		quorum int
	}
)

func (srv cfgSrv) Config(ctx gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		Name: srv.name,
		Num:  req.GetNum(),
	}, nil
}

func newQSpec(cfgSize int) *cfgQSpec {
	return &cfgQSpec{quorum: cfgSize/2 + 1}
}

func (q cfgQSpec) ConfigQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

// setup returns a new configuration of cfgSize and a corresponding teardown function.
// Calling setup multiple times will return a different configuration with different
// sets of nodes.
func setup(t *testing.T, mgr *Manager, cfgSize int) (cfg *Configuration, teardown func()) {
	t.Helper()
	srvs := make([]*cfgSrv, cfgSize)
	for i := range srvs {
		srvs[i] = &cfgSrv{}
	}
	addrs, closeServers := gorums.TestSetup(t, cfgSize, func(i int) gorums.ServerIface {
		srv := gorums.NewServer()
		RegisterConfigTestServer(srv, srvs[i])
		return srv
	})
	for i := range srvs {
		srvs[i].name = addrs[i]
	}
	cfg, err := mgr.NewConfiguration(newQSpec(cfgSize), gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}
	teardown = func() {
		mgr.Close()
		closeServers()
	}
	return cfg, teardown
}

// TestConfig creates and combines multiple configurations and invokes the Config RPC
// method on the different configurations created below.
func TestConfig(t *testing.T) {
	callRPC := func(cfg *Configuration) {
		for i := 0; i < 5; i++ {
			resp, err := cfg.Config(context.Background(), &Request{Num: uint64(i)})
			if err != nil {
				t.Fatal(err)
			}
			if resp == nil {
				t.Fatal("Got nil response")
			}
		}
	}
	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	c1, teardown1 := setup(t, mgr, 4)
	defer teardown1()
	fmt.Println("--- c1 ", c1.Nodes())
	callRPC(c1)

	c2, teardown2 := setup(t, mgr, 2)
	defer teardown2()
	fmt.Println("--- c2 ", c2.Nodes())
	callRPC(c2)

	newNodeList := c1.And(c2)
	c3, err := mgr.NewConfiguration(
		newQSpec(c1.Size()+c2.Size()),
		newNodeList,
	)
	if err != nil {
		t.Fatal(err)
	}
	fmt.Println("--- c3 ", c3.Nodes())
	callRPC(c3)

	rmNodeList := c3.Except(c1)
	c4, err := mgr.NewConfiguration(
		newQSpec(c2.Size()),
		rmNodeList,
	)
	if err != nil {
		t.Fatal(err)
	}
	fmt.Println("--- c4 ", c4.Nodes())
	callRPC(c4)
}







MasterLab/gorums/tests/config/config_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: config/config.proto

package config

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for ConfigTest.
type QuorumSpec interface {
	gorums.ConfigOption

	// ConfigQF is the quorum function for the Config
	// quorum call method. The in parameter is the request object
	// supplied to the Config method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	ConfigQF(in *Request, replies map[uint32]*Response) (*Response, bool)
}

// Config is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Config(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "config.ConfigTest.Config",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.ConfigQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// ConfigTest is the server-side API for the ConfigTest Service
type ConfigTest interface {
	Config(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterConfigTestServer(srv *gorums.Server, impl ConfigTest) {
	srv.RegisterHandler("config.ConfigTest.Config", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.Config(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}







MasterLab/gorums/tests/config/config.proto

syntax = "proto3";
package config;
option go_package = "github.com/relab/gorums/tests/config";

import "gorums.proto";

service ConfigTest {
    rpc Config(Request) returns (Response) { option (gorums.quorumcall) = true; }
}

message Request { uint64 Num = 1; }

message Response {
    string Name = 1;
    uint64 Num = 2;
}







MasterLab/gorums/tests/correctable/correctable.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: correctable/correctable.proto

package correctable

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type CorrectableRequest struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *CorrectableRequest) Reset() {
	*x = CorrectableRequest{}
	if protoimpl.UnsafeEnabled {
		mi := &file_correctable_correctable_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *CorrectableRequest) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*CorrectableRequest) ProtoMessage() {}

func (x *CorrectableRequest) ProtoReflect() protoreflect.Message {
	mi := &file_correctable_correctable_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use CorrectableRequest.ProtoReflect.Descriptor instead.
func (*CorrectableRequest) Descriptor() ([]byte, []int) {
	return file_correctable_correctable_proto_rawDescGZIP(), []int{0}
}

type CorrectableResponse struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Level int32 `protobuf:"varint,1,opt,name=Level,proto3" json:"Level,omitempty"`
}

func (x *CorrectableResponse) Reset() {
	*x = CorrectableResponse{}
	if protoimpl.UnsafeEnabled {
		mi := &file_correctable_correctable_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *CorrectableResponse) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*CorrectableResponse) ProtoMessage() {}

func (x *CorrectableResponse) ProtoReflect() protoreflect.Message {
	mi := &file_correctable_correctable_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use CorrectableResponse.ProtoReflect.Descriptor instead.
func (*CorrectableResponse) Descriptor() ([]byte, []int) {
	return file_correctable_correctable_proto_rawDescGZIP(), []int{1}
}

func (x *CorrectableResponse) GetLevel() int32 {
	if x != nil {
		return x.Level
	}
	return 0
}

var File_correctable_correctable_proto protoreflect.FileDescriptor

var file_correctable_correctable_proto_rawDesc = []byte{
	0x0a, 0x1d, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2f, 0x63, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12,
	0x0b, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x1a, 0x0c, 0x67, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x14, 0x0a, 0x12, 0x43, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74,
	0x22, 0x2b, 0x0a, 0x13, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52,
	0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x14, 0x0a, 0x05, 0x4c, 0x65, 0x76, 0x65, 0x6c,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x05, 0x52, 0x05, 0x4c, 0x65, 0x76, 0x65, 0x6c, 0x32, 0xc9, 0x01,
	0x0a, 0x0f, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x54, 0x65, 0x73,
	0x74, 0x12, 0x56, 0x0a, 0x0b, 0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65,
	0x12, 0x1f, 0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x43,
	0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x20, 0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e,
	0x43, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f,
	0x6e, 0x73, 0x65, 0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01, 0x12, 0x5e, 0x0a, 0x11, 0x43, 0x6f, 0x72,
	0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x53, 0x74, 0x72, 0x65, 0x61, 0x6d, 0x12, 0x1f,
	0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x43, 0x6f, 0x72,
	0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x20, 0x2e, 0x63, 0x6f, 0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x2e, 0x43, 0x6f,
	0x72, 0x72, 0x65, 0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73,
	0x65, 0x22, 0x04, 0xa8, 0xb5, 0x18, 0x01, 0x30, 0x01, 0x42, 0x2b, 0x5a, 0x29, 0x67, 0x69, 0x74,
	0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f,
	0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x63, 0x6f, 0x72, 0x72, 0x65,
	0x63, 0x74, 0x61, 0x62, 0x6c, 0x65, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_correctable_correctable_proto_rawDescOnce sync.Once
	file_correctable_correctable_proto_rawDescData = file_correctable_correctable_proto_rawDesc
)

func file_correctable_correctable_proto_rawDescGZIP() []byte {
	file_correctable_correctable_proto_rawDescOnce.Do(func() {
		file_correctable_correctable_proto_rawDescData = protoimpl.X.CompressGZIP(file_correctable_correctable_proto_rawDescData)
	})
	return file_correctable_correctable_proto_rawDescData
}

var file_correctable_correctable_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_correctable_correctable_proto_goTypes = []interface{}{
	(*CorrectableRequest)(nil),  // 0: correctable.CorrectableRequest
	(*CorrectableResponse)(nil), // 1: correctable.CorrectableResponse
}
var file_correctable_correctable_proto_depIdxs = []int32{
	0, // 0: correctable.CorrectableTest.Correctable:input_type -> correctable.CorrectableRequest
	0, // 1: correctable.CorrectableTest.CorrectableStream:input_type -> correctable.CorrectableRequest
	1, // 2: correctable.CorrectableTest.Correctable:output_type -> correctable.CorrectableResponse
	1, // 3: correctable.CorrectableTest.CorrectableStream:output_type -> correctable.CorrectableResponse
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_correctable_correctable_proto_init() }
func file_correctable_correctable_proto_init() {
	if File_correctable_correctable_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_correctable_correctable_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*CorrectableRequest); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_correctable_correctable_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*CorrectableResponse); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_correctable_correctable_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_correctable_correctable_proto_goTypes,
		DependencyIndexes: file_correctable_correctable_proto_depIdxs,
		MessageInfos:      file_correctable_correctable_proto_msgTypes,
	}.Build()
	File_correctable_correctable_proto = out.File
	file_correctable_correctable_proto_rawDesc = nil
	file_correctable_correctable_proto_goTypes = nil
	file_correctable_correctable_proto_depIdxs = nil
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: correctable/correctable.proto

package correctable

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	ordering "github.com/relab/gorums/ordering"
	encoding "google.golang.org/grpc/encoding"
	proto "google.golang.org/protobuf/proto"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// Correctable asynchronously invokes a correctable quorum call on each node
// in configuration c and returns a CorrectableCorrectableResponse, which can be used
// to inspect any replies or errors when available.
func (c *Configuration) Correctable(ctx context.Context, in *CorrectableRequest) *CorrectableCorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "correctable.CorrectableTest.Correctable",
		ServerStream: false,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*CorrectableResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*CorrectableResponse)
		}
		return c.qspec.CorrectableQF(req.(*CorrectableRequest), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableCorrectableResponse{corr}
}

// CorrectableStream asynchronously invokes a correctable quorum call on each node
// in configuration c and returns a CorrectableStreamCorrectableResponse, which can be used
// to inspect any replies or errors when available.
// This method supports server-side preliminary replies (correctable stream).
func (c *Configuration) CorrectableStream(ctx context.Context, in *CorrectableRequest) *CorrectableStreamCorrectableResponse {
	cd := gorums.CorrectableCallData{
		Message:      in,
		Method:       "correctable.CorrectableTest.CorrectableStream",
		ServerStream: true,
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, int, bool) {
		r := make(map[uint32]*CorrectableResponse, len(replies))
		for k, v := range replies {
			r[k] = v.(*CorrectableResponse)
		}
		return c.qspec.CorrectableStreamQF(req.(*CorrectableRequest), r)
	}

	corr := c.RawConfiguration.CorrectableCall(ctx, cd)
	return &CorrectableStreamCorrectableResponse{corr}
}

// QuorumSpec is the interface of quorum functions for CorrectableTest.
type QuorumSpec interface {
	gorums.ConfigOption

	// CorrectableQF is the quorum function for the Correctable
	// correctable quorum call method. The in parameter is the request object
	// supplied to the Correctable method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *CorrectableRequest'.
	CorrectableQF(in *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool)

	// CorrectableStreamQF is the quorum function for the CorrectableStream
	// correctable stream quorum call method. The in parameter is the request object
	// supplied to the CorrectableStream method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *CorrectableRequest'.
	CorrectableStreamQF(in *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool)
}

// CorrectableTest is the server-side API for the CorrectableTest Service
type CorrectableTest interface {
	Correctable(ctx gorums.ServerCtx, request *CorrectableRequest) (response *CorrectableResponse, err error)
	CorrectableStream(ctx gorums.ServerCtx, request *CorrectableRequest, send func(response *CorrectableResponse) error) error
}

func RegisterCorrectableTestServer(srv *gorums.Server, impl CorrectableTest) {
	srv.RegisterHandler("correctable.CorrectableTest.Correctable", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*CorrectableRequest)
		defer ctx.Release()
		resp, err := impl.Correctable(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("correctable.CorrectableTest.CorrectableStream", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*CorrectableRequest)
		defer ctx.Release()
		err := impl.CorrectableStream(ctx, req, func(resp *CorrectableResponse) error {
			// create a copy of the metadata, to avoid a data race between WrapMessage and SendMsg
			md := proto.Clone(in.Metadata)
			return gorums.SendMessage(ctx, finished, gorums.WrapMessage(md.(*ordering.Metadata), resp, nil))
		})
		if err != nil {
			gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, nil, err))
		}
	})
}

type internalCorrectableResponse struct {
	nid   uint32
	reply *CorrectableResponse
	err   error
}

// CorrectableCorrectableResponse is a correctable object for processing replies.
type CorrectableCorrectableResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableCorrectableResponse) Get() (*CorrectableResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*CorrectableResponse), level, err
}

// CorrectableStreamCorrectableResponse is a correctable object for processing replies.
type CorrectableStreamCorrectableResponse struct {
	*gorums.Correctable
}

// Get returns the reply, level and any error associated with the
// called method. The method does not block until a (possibly
// intermediate) reply or error is available. Level is set to LevelNotSet if no
// reply has yet been received. The Done or Watch methods should be used to
// ensure that a reply is available.
func (c *CorrectableStreamCorrectableResponse) Get() (*CorrectableResponse, int, error) {
	resp, level, err := c.Correctable.Get()
	if err != nil {
		return nil, level, err
	}
	return resp.(*CorrectableResponse), level, err
}







MasterLab/gorums/tests/correctable/correctable_test.go

package correctable

import (
	"context"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

// run a test on a correctable call.
// n is the number of replicas, and div is a divider.
// the target level is n, and the level is calculated by the quorum function
// by dividing the sum of levels from the servers with the divider.
func run(t *testing.T, n int, div int, corr func(context.Context, *Configuration) *gorums.Correctable) {
	addrs, teardown := gorums.TestSetup(t, n, func(i int) gorums.ServerIface {
		gorumsSrv := gorums.NewServer()
		RegisterCorrectableTestServer(gorumsSrv, &testSrv{n})
		return gorumsSrv
	})
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)

	cfg, err := mgr.NewConfiguration(qspec{div, n}, gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	ctx, cancel := context.WithTimeout(context.Background(), 100*time.Millisecond)
	defer cancel()
	res := corr(ctx, cfg)

	donech := res.Done()

	for i := 1; i <= n; i++ {
		select {
		case <-res.Watch(i):
		case <-donech:
		}
	}

	<-donech

	_, _, err = res.Get()
	if err != nil {
		t.Error(err)
	}
}

func TestCorrectable(t *testing.T) {
	run(t, 4, 1, func(ctx context.Context, c *Configuration) *gorums.Correctable {
		corr := c.Correctable(ctx, &CorrectableRequest{})
		return corr.Correctable
	})
}

func TestCorrectableStream(t *testing.T) {
	run(t, 4, 4, func(ctx context.Context, c *Configuration) *gorums.Correctable {
		corr := c.CorrectableStream(ctx, &CorrectableRequest{})
		return corr.Correctable
	})
}

type qspec struct {
	div       int
	doneLevel int
}

func (q qspec) q(replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool) {
	sum := 0
	for _, reply := range replies {
		sum += int(reply.Level)
	}
	level := sum / q.div
	return &CorrectableResponse{Level: int32(level)}, level, level >= q.doneLevel
}

// CorrectableStreamQF is the quorum function for the CorrectableStream
// correctable stream quorum call method. The in parameter is the request object
// supplied to the CorrectableStream method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *CorrectableRequest'.
func (q qspec) CorrectableStreamQF(_ *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool) {
	return q.q(replies)
}

// CorrectableQF is the quorum function for the Correctable
// correctable quorum call method. The in parameter is the request object
// supplied to the Correctable method at call time, and may or may not
// be used by the quorum function. If the in parameter is not needed
// you should implement your quorum function with '_ *CorrectableRequest'.
func (q qspec) CorrectableQF(_ *CorrectableRequest, replies map[uint32]*CorrectableResponse) (*CorrectableResponse, int, bool) {
	return q.q(replies)
}

type testSrv struct {
	n int
}

func (srv testSrv) CorrectableStream(_ gorums.ServerCtx, request *CorrectableRequest, send func(response *CorrectableResponse) error) error {
	for i := 0; i < srv.n; i++ {
		err := send(&CorrectableResponse{Level: int32(i + 1)})
		if err != nil {
			return err
		}
	}
	return nil
}

func (srv testSrv) Correctable(_ gorums.ServerCtx, request *CorrectableRequest) (response *CorrectableResponse, err error) {
	return &CorrectableResponse{Level: 1}, nil
}







MasterLab/gorums/tests/correctable/correctable.proto

syntax = "proto3";
package correctable;

option go_package = "github.com/relab/gorums/tests/correctable";

import "gorums.proto";

service CorrectableTest{
  rpc Correctable(CorrectableRequest) returns (CorrectableResponse) {
    option (gorums.correctable) = true;
  }
  rpc CorrectableStream(CorrectableRequest) returns (stream CorrectableResponse) {
    option (gorums.correctable) = true;
  }
}

message CorrectableRequest {}

message CorrectableResponse {
  int32 Level = 1;
}








MasterLab/gorums/tests/mock/mock.proto

syntax = "proto3";
package mock;
option go_package = "github.com/relab/gorums/tests/mock";

message Request {
    string val = 1;
}
message Response {
    string val = 1;
}







MasterLab/gorums/tests/mock/mock.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.32.0
// 	protoc        v3.12.4
// source: mock.proto

package mock

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Val string `protobuf:"bytes,1,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_mock_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_mock_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_mock_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetVal() string {
	if x != nil {
		return x.Val
	}
	return ""
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Val string `protobuf:"bytes,1,opt,name=val,proto3" json:"val,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_mock_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_mock_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_mock_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetVal() string {
	if x != nil {
		return x.Val
	}
	return ""
}

var File_mock_proto protoreflect.FileDescriptor

var file_mock_proto_rawDesc = []byte{
	0x0a, 0x0a, 0x6d, 0x6f, 0x63, 0x6b, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x04, 0x6d, 0x6f,
	0x63, 0x6b, 0x22, 0x1b, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a,
	0x03, 0x76, 0x61, 0x6c, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03, 0x76, 0x61, 0x6c, 0x22,
	0x1c, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x10, 0x0a, 0x03, 0x76,
	0x61, 0x6c, 0x18, 0x01, 0x20, 0x01, 0x28, 0x09, 0x52, 0x03, 0x76, 0x61, 0x6c, 0x42, 0x24, 0x5a,
	0x22, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61,
	0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x6d,
	0x6f, 0x63, 0x6b, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_mock_proto_rawDescOnce sync.Once
	file_mock_proto_rawDescData = file_mock_proto_rawDesc
)

func file_mock_proto_rawDescGZIP() []byte {
	file_mock_proto_rawDescOnce.Do(func() {
		file_mock_proto_rawDescData = protoimpl.X.CompressGZIP(file_mock_proto_rawDescData)
	})
	return file_mock_proto_rawDescData
}

var file_mock_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_mock_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: mock.Request
	(*Response)(nil), // 1: mock.Response
}
var file_mock_proto_depIdxs = []int32{
	0, // [0:0] is the sub-list for method output_type
	0, // [0:0] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_mock_proto_init() }
func file_mock_proto_init() {
	if File_mock_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_mock_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_mock_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_mock_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   0,
		},
		GoTypes:           file_mock_proto_goTypes,
		DependencyIndexes: file_mock_proto_depIdxs,
		MessageInfos:      file_mock_proto_msgTypes,
	}.Build()
	File_mock_proto = out.File
	file_mock_proto_rawDesc = nil
	file_mock_proto_goTypes = nil
	file_mock_proto_depIdxs = nil
}
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// Test to benchmark quorum functions with and without the request parameter.
syntax = "proto3";
package qf;
option go_package = "github.com/relab/gorums/tests/qf";

import "gorums.proto";

service QuorumFunction {
  rpc UseReq(Request) returns (Response) { option (gorums.quorumcall) = true; }
  rpc IgnoreReq(Request) returns (Response) {
    option (gorums.quorumcall) = true;
  }
}

message Request { int64 Value = 1; }
message Response { int64 Result = 1; }
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# Benchmarks for quorum functions with and without the request object

The question we want to answer in this document is:
_Will Gorums be faster if we generate quorum functions without the `request` parameter, when the `request` is not needed by the quorum function?_

Below are three runs of the benchmark for three variants of using the quorum function.

- The `UseReqQF` method actually receive and use the `request` object passed to the quorum function. If your quorum function needs the request object, you anyway have to use this approach.
- The `IgnoreReqQF` method has the same function signature as `UseReqQF`, but ignores the `request` object by using a `_` in the implementation. This would be the recommended approach if we make the quorum function signature always require the request object.
- The `WithoutReqQF` method has a function signature without the `request` object, and as such it should be the fastest, since it does not need to pass the request object on the stack at all.

All three benchmark methods has the same number of allocations, and so we exclude those details from the results below.

The conclusion from the benchmarks below is that `UseReqQF` is always slower, which is to be expected. However, from three runs of the benchmark on the same machine (a mid-2013 MacPro), it is not possible to observe any relevant difference between `WithoutReqQF` and `IgnoreReqQF`. In conclusion, it does not appear to be any value keeping the `qf_with_req` option.

## Running the benchmarks

First compile the qf proto file.

```sh
cd tests
make qf
```

To plot graphs based on the benchmarks, you will need benchgraph:

TODO(meling): fork this repo and fix the go.mod file

```sh
go get -v github.com/AntonioSun/benchgraph
```

To run the benchmarks:

```sh
cd qf
go test -bench=BenchmarkQF | benchgraph -title "Quorum Function Evaluation"
go test -bench=BenchmarkFullStackQF | benchgraph -title "Quorum Function Evaluation (full stack)"
```

To view plots for three separate runs with slice implementation and one with both map and slice implementations:

- [Run 1](plots/benchgraph-run1.html)
- [Run 2](plots/benchgraph-run2.html)
- [Run 3](plots/benchgraph-run3.html)
- [New Run with both slice and map comparison](plots/benchgraph-run-map-and-slice.html)
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: qf/qf.proto

package qf

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for QuorumFunction.
type QuorumSpec interface {
	gorums.ConfigOption

	// UseReqQF is the quorum function for the UseReq
	// quorum call method. The in parameter is the request object
	// supplied to the UseReq method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	UseReqQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// IgnoreReqQF is the quorum function for the IgnoreReq
	// quorum call method. The in parameter is the request object
	// supplied to the IgnoreReq method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	IgnoreReqQF(in *Request, replies map[uint32]*Response) (*Response, bool)
}

// UseReq is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) UseReq(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "qf.QuorumFunction.UseReq",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.UseReqQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// IgnoreReq is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) IgnoreReq(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "qf.QuorumFunction.IgnoreReq",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.IgnoreReqQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// QuorumFunction is the server-side API for the QuorumFunction Service
type QuorumFunction interface {
	UseReq(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	IgnoreReq(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterQuorumFunctionServer(srv *gorums.Server, impl QuorumFunction) {
	srv.RegisterHandler("qf.QuorumFunction.UseReq", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.UseReq(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("qf.QuorumFunction.IgnoreReq", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.IgnoreReq(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}
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package qf

import (
	"context"
	"fmt"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

const requestValue = 0x1001_1001

type testQSpec struct {
	quorum int
}

func (q testQSpec) SliceUseReqQF(in *Request, replies []*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	expected := in.GetValue()
	for _, reply := range replies {
		if expected != reply.GetResult() {
			return reply, true
		}
	}
	return replies[0], true
}

func (q testQSpec) SliceIgnoreReqQF(_ *Request, replies []*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	expected := int64(requestValue)
	for _, reply := range replies {
		if expected != reply.GetResult() {
			return reply, true
		}
	}
	return replies[0], true
}

func (q testQSpec) SliceWithoutReqQF(replies []*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	expected := int64(requestValue)
	for _, reply := range replies {
		if expected != reply.GetResult() {
			return reply, true
		}
	}
	return replies[0], true
}

func (q testQSpec) UseReqQF(in *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	_ = in.GetValue()
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func (q testQSpec) IgnoreReqQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func (q testQSpec) WithoutReqQF(replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func BenchmarkQF(b *testing.B) {
	for n := 3; n < 20; n += 2 {
		quorum := n / 2
		mapSize := n << 1
		qspec := &testQSpec{quorum: quorum}
		request := &Request{Value: 1}

		b.Run(fmt.Sprintf("UseReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make(map[uint32]*Response, mapSize)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.UseReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("IgnoreReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make(map[uint32]*Response, mapSize)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.IgnoreReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("WithoutReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make(map[uint32]*Response, mapSize)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.WithoutReqQF(replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})

		// Slice versions

		b.Run(fmt.Sprintf("SliceUseReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make([]*Response, n)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.SliceUseReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("SliceIgnoreReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make([]*Response, n)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.SliceIgnoreReqQF(request, replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
		b.Run(fmt.Sprintf("SliceWithoutReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				replies := make([]*Response, n)
				for j := 0; j < n; j++ {
					replies[uint32(j)] = &Response{Result: request.Value}
					resp, q := qspec.SliceWithoutReqQF(replies)
					if q {
						_ = resp.GetResult()
					}
				}
			}
		})
	}
}

type testSrv struct{}

func (s testSrv) UseReq(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{Result: req.GetValue()}, nil
}

func (s testSrv) IgnoreReq(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{Result: req.GetValue()}, nil
}

func BenchmarkFullStackQF(b *testing.B) {
	for n := 3; n < 20; n += 2 {
		_, stop := gorums.TestSetup(b, n, func(_ int) gorums.ServerIface {
			srv := gorums.NewServer()
			RegisterQuorumFunctionServer(srv, &testSrv{})
			return srv
		})
		mgr := NewManager(
			gorums.WithDialTimeout(10*time.Second),
			gorums.WithGrpcDialOptions(
				grpc.WithTransportCredentials(insecure.NewCredentials()),
			),
		)
		c, err := mgr.NewConfiguration(
			&testQSpec{quorum: n / 2},
			gorums.WithNodeList([]string{"127.0.0.1:9080", "127.0.0.1:9081", "127.0.0.1:9082"}), // dummy node list; won't actually be used in test
		)
		if err != nil {
			b.Fatal(err)
		}

		b.ReportAllocs()
		b.ResetTimer()

		b.Run(fmt.Sprintf("UseReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				resp, err := c.UseReq(context.Background(), &Request{Value: int64(requestValue)})
				if err != nil {
					b.Fatalf("UseReq error: %v", err)
				}
				_ = resp.GetResult()
			}
		})
		b.Run(fmt.Sprintf("IgnoreReq_%d", n), func(b *testing.B) {
			for i := 0; i < b.N; i++ {
				resp, err := c.IgnoreReq(context.Background(), &Request{Value: int64(requestValue)})
				if err != nil {
					b.Fatalf("IgnoreReq error: %v", err)
				}
				_ = resp.GetResult()
			}
		})
		// close manager and stop gRPC servers;
		// must be done for each iteration
		mgr.Close()
		stop()
	}
}
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// Test to benchmark quorum functions with and without the request parameter.

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: qf/qf.proto

package qf

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Value int64 `protobuf:"varint,1,opt,name=Value,proto3" json:"Value,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_qf_qf_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_qf_qf_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_qf_qf_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetValue() int64 {
	if x != nil {
		return x.Value
	}
	return 0
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Result int64 `protobuf:"varint,1,opt,name=Result,proto3" json:"Result,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_qf_qf_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_qf_qf_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_qf_qf_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetResult() int64 {
	if x != nil {
		return x.Result
	}
	return 0
}

var File_qf_qf_proto protoreflect.FileDescriptor

var file_qf_qf_proto_rawDesc = []byte{
	0x0a, 0x0b, 0x71, 0x66, 0x2f, 0x71, 0x66, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x02, 0x71,
	0x66, 0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22,
	0x1f, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x14, 0x0a, 0x05, 0x56, 0x61,
	0x6c, 0x75, 0x65, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x05, 0x56, 0x61, 0x6c, 0x75, 0x65,
	0x22, 0x22, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x16, 0x0a, 0x06,
	0x52, 0x65, 0x73, 0x75, 0x6c, 0x74, 0x18, 0x01, 0x20, 0x01, 0x28, 0x03, 0x52, 0x06, 0x52, 0x65,
	0x73, 0x75, 0x6c, 0x74, 0x32, 0x69, 0x0a, 0x0e, 0x51, 0x75, 0x6f, 0x72, 0x75, 0x6d, 0x46, 0x75,
	0x6e, 0x63, 0x74, 0x69, 0x6f, 0x6e, 0x12, 0x29, 0x0a, 0x06, 0x55, 0x73, 0x65, 0x52, 0x65, 0x71,
	0x12, 0x0b, 0x2e, 0x71, 0x66, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0c, 0x2e,
	0x71, 0x66, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18,
	0x01, 0x12, 0x2c, 0x0a, 0x09, 0x49, 0x67, 0x6e, 0x6f, 0x72, 0x65, 0x52, 0x65, 0x71, 0x12, 0x0b,
	0x2e, 0x71, 0x66, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0c, 0x2e, 0x71, 0x66,
	0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0, 0xb5, 0x18, 0x01, 0x42,
	0x22, 0x5a, 0x20, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65,
	0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73,
	0x2f, 0x71, 0x66, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_qf_qf_proto_rawDescOnce sync.Once
	file_qf_qf_proto_rawDescData = file_qf_qf_proto_rawDesc
)

func file_qf_qf_proto_rawDescGZIP() []byte {
	file_qf_qf_proto_rawDescOnce.Do(func() {
		file_qf_qf_proto_rawDescData = protoimpl.X.CompressGZIP(file_qf_qf_proto_rawDescData)
	})
	return file_qf_qf_proto_rawDescData
}

var file_qf_qf_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_qf_qf_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: qf.Request
	(*Response)(nil), // 1: qf.Response
}
var file_qf_qf_proto_depIdxs = []int32{
	0, // 0: qf.QuorumFunction.UseReq:input_type -> qf.Request
	0, // 1: qf.QuorumFunction.IgnoreReq:input_type -> qf.Request
	1, // 2: qf.QuorumFunction.UseReq:output_type -> qf.Response
	1, // 3: qf.QuorumFunction.IgnoreReq:output_type -> qf.Response
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_qf_qf_proto_init() }
func file_qf_qf_proto_init() {
	if File_qf_qf_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_qf_qf_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_qf_qf_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_qf_qf_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_qf_qf_proto_goTypes,
		DependencyIndexes: file_qf_qf_proto_depIdxs,
		MessageInfos:      file_qf_qf_proto_msgTypes,
	}.Build()
	File_qf_qf_proto = out.File
	file_qf_qf_proto_rawDesc = nil
	file_qf_qf_proto_goTypes = nil
	file_qf_qf_proto_depIdxs = nil
}







MasterLab/gorums/tests/Makefile

# Tests that should be run each time
RUNTESTS := qf ordering metadata tls unresponsive dummy oneway config correctable broadcast

.PHONY: all qf ordering metadata tls unresponsive dummy oneway config correctable broadcast

all: $(RUNTESTS)

qf: qf/qf.pb.go qf/qf_gorums.pb.go

ordering: ordering/order.pb.go ordering/order_gorums.pb.go

metadata: metadata/metadata.pb.go metadata/metadata_gorums.pb.go

tls: tls/tls.pb.go tls/tls_gorums.pb.go

unresponsive: unresponsive/unresponsive.pb.go unresponsive/unresponsive_gorums.pb.go

dummy: dummy/dummy.pb.go dummy/dummy_gorums.pb.go

oneway: oneway/oneway.pb.go oneway/oneway_gorums.pb.go

config: config/config.pb.go config/config_gorums.pb.go

correctable: correctable/correctable.pb.go correctable/correctable_gorums.pb.go

broadcast: broadcast/broadcast.pb.go broadcast/broadcast_gorums.pb.go

%.pb.go : %.proto
	@protoc -I=..:. --go_out=paths=source_relative:. $<

%_grpc.pb.go : %.proto
	@protoc -I=..:. --go-grpc_out=paths=source_relative:. $<

%_gorums.pb.go : %.proto
	@protoc -I=..:. --gorums_out=paths=source_relative:. $<

clean:
	find . -name '*.pb.go' -exec rm {} \;







MasterLab/gorums/tests/oneway/oneway_test.go

package oneway_test

import (
	context "context"
	"fmt"
	"sync"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/tests/oneway"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type onewaySrv struct {
	benchmark bool
	wg        sync.WaitGroup
	received  chan *oneway.Request
}

func (s *onewaySrv) Unicast(ctx gorums.ServerCtx, r *oneway.Request) {
	if s.benchmark {
		return
	}
	s.received <- r
	s.wg.Done()
}

func (s *onewaySrv) Multicast(ctx gorums.ServerCtx, r *oneway.Request) {
	if s.benchmark {
		return
	}
	s.received <- r
	s.wg.Done()
}

func (s *onewaySrv) MulticastPerNode(ctx gorums.ServerCtx, r *oneway.Request) {
	if s.benchmark {
		return
	}
	s.received <- r
	s.wg.Done()
}

type testQSpec struct{}

func setup(t testing.TB, cfgSize int) (cfg *oneway.Configuration, srvs []*onewaySrv, teardown func()) {
	t.Helper()
	srvs = make([]*onewaySrv, cfgSize)
	for i := 0; i < cfgSize; i++ {
		srvs[i] = &onewaySrv{received: make(chan *oneway.Request, numCalls)}
	}

	addrs, closeServers := gorums.TestSetup(t, cfgSize, func(i int) gorums.ServerIface {
		srv := gorums.NewServer()
		oneway.RegisterOnewayTestServer(srv, srvs[i])
		return srv
	})
	nodeMap := make(map[string]uint32)
	for i, addr := range addrs {
		nodeMap[addr] = uint32(i)
	}

	mgr := oneway.NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	cfg, err := mgr.NewConfiguration(&testQSpec{}, gorums.WithNodeMap(nodeMap))
	if err != nil {
		t.Fatal(err)
	}
	teardown = func() {
		mgr.Close()
		closeServers()
	}
	return cfg, srvs, teardown
}

const numCalls = 50

func TestOnewayCalls(t *testing.T) {
	tests := []struct {
		name     string
		calls    int
		servers  int
		sendWait bool
	}{
		{name: "UnicastSendWaiting____", calls: numCalls, servers: 1, sendWait: true},
		{name: "UnicastNoSendWaiting__", calls: numCalls, servers: 1, sendWait: false},
		{name: "MulticastSendWaiting__", calls: numCalls, servers: 1, sendWait: true},
		{name: "MulticastNoSendWaiting", calls: numCalls, servers: 1, sendWait: false},
		{name: "MulticastSendWaiting__", calls: numCalls, servers: 3, sendWait: true},
		{name: "MulticastNoSendWaiting", calls: numCalls, servers: 3, sendWait: false},
		{name: "MulticastSendWaiting__", calls: numCalls, servers: 9, sendWait: true},
		{name: "MulticastNoSendWaiting", calls: numCalls, servers: 9, sendWait: false},
	}

	f := func(c *oneway.Configuration) func(context.Context, *oneway.Request, ...gorums.CallOption) {
		if c.Size() == 1 {
			return c.Nodes()[0].Unicast
		}
		return c.Multicast
	}

	for _, test := range tests {
		t.Run(fmt.Sprintf("%s/Servers=%d", test.name, test.servers), func(t *testing.T) {
			cfg, srvs, teardown := setup(t, test.servers)
			for i := 0; i < len(srvs); i++ {
				srvs[i].wg.Add(test.calls)
			}

			for c := 1; c <= test.calls; c++ {
				in := &oneway.Request{Num: uint64(c)}
				if test.sendWait {
					f(cfg)(context.Background(), in)
				} else {
					f(cfg)(context.Background(), in, gorums.WithNoSendWaiting())
				}
			}

			// Check that each server received expected oneway messages
			for i := 0; i < len(srvs); i++ {
				srvs[i].wg.Wait()
				close(srvs[i].received)
				expected := uint64(1)
				for r := range srvs[i].received {
					if expected != r.Num {
						t.Errorf("%s(%d) = %d, expected %d", test.name, expected, r.Num, expected)
					}
					expected++
				}
			}
			teardown()
		})
	}
}

func TestMulticastPerNode(t *testing.T) {
	add := func(n uint64, id uint32) uint64 { return n + uint64(id) }

	// simple transformation function
	f := func(msg *oneway.Request, id uint32) *oneway.Request {
		return &oneway.Request{Num: add(msg.Num, id)}
	}
	ignoreNodes := []int{}
	ignore := func(id uint32) bool {
		for _, ignore := range ignoreNodes {
			return id == uint32(ignore)
		}
		return false
	}
	// transformation of all except some nodes
	g := func(msg *oneway.Request, id uint32) *oneway.Request {
		if ignore(id) {
			return nil
		}
		return &oneway.Request{Num: add(msg.Num, id)}
	}
	tests := []struct {
		name        string
		calls       int
		servers     int
		sendWait    bool
		ignoreNodes []int
		f           func(*oneway.Request, uint32) *oneway.Request
	}{
		{name: "MulticastPerNodeNoSendWaiting", calls: numCalls, servers: 1, sendWait: false, f: f},
		{name: "MulticastPerNodeNoSendWaiting", calls: numCalls, servers: 3, sendWait: false, f: f},
		{name: "MulticastPerNodeNoSendWaiting", calls: numCalls, servers: 9, sendWait: false, f: f},
		{name: "MulticastPerNodeSendWaiting", calls: numCalls, servers: 1, sendWait: true, f: f},
		{name: "MulticastPerNodeSendWaiting", calls: numCalls, servers: 3, sendWait: true, f: f},
		{name: "MulticastPerNodeSendWaiting", calls: numCalls, servers: 9, sendWait: true, f: f},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{0}},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{1}},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{0, 1}},
		{name: "MulticastPerNodeNoSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: false, f: g, ignoreNodes: []int{0, 1, 2}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{0}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{1}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{0, 1}},
		{name: "MulticastPerNodeSendWaitingIgnoreNodes", calls: numCalls, servers: 3, sendWait: true, f: g, ignoreNodes: []int{0, 1, 2}},
	}

	for _, test := range tests {
		t.Run(fmt.Sprintf("%s/Servers=%d/IgnoredNodes=%v", test.name, test.servers, test.ignoreNodes), func(t *testing.T) {
			cfg, srvs, teardown := setup(t, test.servers)
			nodeIDs := cfg.NodeIDs()
			// set the ignoreNodes variable used by the ignore() function
			ignoreNodes = test.ignoreNodes

			for i := 0; i < len(srvs); i++ {
				if ignore(nodeIDs[i]) {
					continue // don't check ignored nodes
				}
				srvs[i].wg.Add(test.calls)
			}

			for c := 1; c <= test.calls; c++ {
				in := &oneway.Request{Num: uint64(c)}
				if test.sendWait {
					cfg.MulticastPerNode(context.Background(), in, test.f)
				} else {
					cfg.MulticastPerNode(context.Background(), in, test.f, gorums.WithNoSendWaiting())
				}
			}

			// Check that each server received expected oneway messages
			for i := 0; i < len(srvs); i++ {
				if ignore(nodeIDs[i]) {
					continue // don't check ignored nodes
				}
				expected := add(uint64(1), nodeIDs[i])
				srvs[i].wg.Wait()
				close(srvs[i].received)
				for r := range srvs[i].received {
					if expected != r.Num {
						t.Errorf("%s -> %d, expected %d, nodeID=%d, ignore=%t", test.name, r.Num, expected, nodeIDs[i], ignore(nodeIDs[i]))
					}
					expected++
				}
			}
			teardown()
		})
	}
}

func BenchmarkUnicast(b *testing.B) {
	cfg, srvs, teardown := setup(b, 1)
	for _, srv := range srvs {
		srv.benchmark = true
	}
	node := cfg.Nodes()[0]
	in := &oneway.Request{Num: 0}
	b.Run("UnicastSendWaiting__", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			node.Unicast(context.Background(), in)
		}
	})
	b.Run("UnicastNoSendWaiting", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			node.Unicast(context.Background(), in, gorums.WithNoSendWaiting())
		}
	})
	teardown()
}

func BenchmarkMulticast(b *testing.B) {
	cfg, srvs, teardown := setup(b, 3)
	for _, srv := range srvs {
		srv.benchmark = true
	}
	in := &oneway.Request{Num: 0}
	b.Run("MulticastSendWaiting__", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			cfg.Multicast(context.Background(), in)
		}
	})
	b.Run("MulticastNoSendWaiting", func(b *testing.B) {
		for c := 1; c <= b.N; c++ {
			in.Num = uint64(c)
			cfg.Multicast(context.Background(), in, gorums.WithNoSendWaiting())
		}
	})
	teardown()
}







MasterLab/gorums/tests/oneway/oneway.proto

syntax = "proto3";
package oneway;
option go_package = "github.com/relab/gorums/tests/oneway";

import "gorums.proto";

service OnewayTest {
  rpc Unicast(Request) returns (Empty) {
    option (gorums.unicast) = true;
  }
  rpc Multicast(Request) returns (Empty) {
    option (gorums.multicast) = true;
  }
  rpc MulticastPerNode(Request) returns (Empty) {
    option (gorums.multicast) = true;
    option (gorums.per_node_arg) = true;
  }
}

message Request {
  uint64 Num = 1;
}
message Empty {}







MasterLab/gorums/tests/oneway/oneway_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: oneway/oneway.proto

package oneway

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// Multicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) Multicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "oneway.OnewayTest.Multicast",
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// MulticastPerNode is a quorum call invoked on each node in configuration c,
// with the argument returned by the provided function f, and returns the combined result.
// The per node function f receives a copy of the Request request argument and
// returns a Request manipulated to be passed to the given nodeID.
// The function f must be thread-safe.
func (c *Configuration) MulticastPerNode(ctx context.Context, in *Request, f func(*Request, uint32) *Request, opts ...gorums.CallOption) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "oneway.OnewayTest.MulticastPerNode",
	}

	cd.PerNodeArgFn = func(req protoreflect.ProtoMessage, nid uint32) protoreflect.ProtoMessage {
		return f(req.(*Request), nid)
	}

	c.RawConfiguration.Multicast(ctx, cd, opts...)
}

// QuorumSpec is the interface of quorum functions for OnewayTest.
type QuorumSpec interface {
	gorums.ConfigOption
}

// OnewayTest is the server-side API for the OnewayTest Service
type OnewayTest interface {
	Unicast(ctx gorums.ServerCtx, request *Request)
	Multicast(ctx gorums.ServerCtx, request *Request)
	MulticastPerNode(ctx gorums.ServerCtx, request *Request)
}

func RegisterOnewayTestServer(srv *gorums.Server, impl OnewayTest) {
	srv.RegisterHandler("oneway.OnewayTest.Unicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Unicast(ctx, req)
	})
	srv.RegisterHandler("oneway.OnewayTest.Multicast", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.Multicast(ctx, req)
	})
	srv.RegisterHandler("oneway.OnewayTest.MulticastPerNode", func(ctx gorums.ServerCtx, in *gorums.Message, _ chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		impl.MulticastPerNode(ctx, req)
	})
}

// Unicast is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) Unicast(ctx context.Context, in *Request, opts ...gorums.CallOption) {
	cd := gorums.CallData{
		Message: in,
		Method:  "oneway.OnewayTest.Unicast",
	}

	n.RawNode.Unicast(ctx, cd, opts...)
}







MasterLab/gorums/tests/oneway/oneway.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: oneway/oneway.proto

package oneway

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Num uint64 `protobuf:"varint,1,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_oneway_oneway_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_oneway_oneway_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_oneway_oneway_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

type Empty struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Empty) Reset() {
	*x = Empty{}
	if protoimpl.UnsafeEnabled {
		mi := &file_oneway_oneway_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Empty) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Empty) ProtoMessage() {}

func (x *Empty) ProtoReflect() protoreflect.Message {
	mi := &file_oneway_oneway_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Empty.ProtoReflect.Descriptor instead.
func (*Empty) Descriptor() ([]byte, []int) {
	return file_oneway_oneway_proto_rawDescGZIP(), []int{1}
}

var File_oneway_oneway_proto protoreflect.FileDescriptor

var file_oneway_oneway_proto_rawDesc = []byte{
	0x0a, 0x13, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2f, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x06, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x1a, 0x0c, 0x67,
	0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1b, 0x0a, 0x07, 0x52,
	0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d, 0x18, 0x01, 0x20,
	0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x22, 0x07, 0x0a, 0x05, 0x45, 0x6d, 0x70, 0x74,
	0x79, 0x32, 0xae, 0x01, 0x0a, 0x0a, 0x4f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x54, 0x65, 0x73, 0x74,
	0x12, 0x2f, 0x0a, 0x07, 0x55, 0x6e, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0f, 0x2e, 0x6f, 0x6e,
	0x65, 0x77, 0x61, 0x79, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x6f,
	0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04, 0x90, 0xb5, 0x18,
	0x01, 0x12, 0x31, 0x0a, 0x09, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73, 0x74, 0x12, 0x0f,
	0x2e, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a,
	0x0d, 0x2e, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x04,
	0x98, 0xb5, 0x18, 0x01, 0x12, 0x3c, 0x0a, 0x10, 0x4d, 0x75, 0x6c, 0x74, 0x69, 0x63, 0x61, 0x73,
	0x74, 0x50, 0x65, 0x72, 0x4e, 0x6f, 0x64, 0x65, 0x12, 0x0f, 0x2e, 0x6f, 0x6e, 0x65, 0x77, 0x61,
	0x79, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x6f, 0x6e, 0x65, 0x77,
	0x61, 0x79, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x22, 0x08, 0x98, 0xb5, 0x18, 0x01, 0xa0, 0xb6,
	0x18, 0x01, 0x42, 0x26, 0x5a, 0x24, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d,
	0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65,
	0x73, 0x74, 0x73, 0x2f, 0x6f, 0x6e, 0x65, 0x77, 0x61, 0x79, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x33,
}

var (
	file_oneway_oneway_proto_rawDescOnce sync.Once
	file_oneway_oneway_proto_rawDescData = file_oneway_oneway_proto_rawDesc
)

func file_oneway_oneway_proto_rawDescGZIP() []byte {
	file_oneway_oneway_proto_rawDescOnce.Do(func() {
		file_oneway_oneway_proto_rawDescData = protoimpl.X.CompressGZIP(file_oneway_oneway_proto_rawDescData)
	})
	return file_oneway_oneway_proto_rawDescData
}

var file_oneway_oneway_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_oneway_oneway_proto_goTypes = []interface{}{
	(*Request)(nil), // 0: oneway.Request
	(*Empty)(nil),   // 1: oneway.Empty
}
var file_oneway_oneway_proto_depIdxs = []int32{
	0, // 0: oneway.OnewayTest.Unicast:input_type -> oneway.Request
	0, // 1: oneway.OnewayTest.Multicast:input_type -> oneway.Request
	0, // 2: oneway.OnewayTest.MulticastPerNode:input_type -> oneway.Request
	1, // 3: oneway.OnewayTest.Unicast:output_type -> oneway.Empty
	1, // 4: oneway.OnewayTest.Multicast:output_type -> oneway.Empty
	1, // 5: oneway.OnewayTest.MulticastPerNode:output_type -> oneway.Empty
	3, // [3:6] is the sub-list for method output_type
	0, // [0:3] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_oneway_oneway_proto_init() }
func file_oneway_oneway_proto_init() {
	if File_oneway_oneway_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_oneway_oneway_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_oneway_oneway_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Empty); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_oneway_oneway_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_oneway_oneway_proto_goTypes,
		DependencyIndexes: file_oneway_oneway_proto_depIdxs,
		MessageInfos:      file_oneway_oneway_proto_msgTypes,
	}.Build()
	File_oneway_oneway_proto = out.File
	file_oneway_oneway_proto_rawDesc = nil
	file_oneway_oneway_proto_goTypes = nil
	file_oneway_oneway_proto_depIdxs = nil
}







MasterLab/gorums/tests/ordering/order.proto

syntax = "proto3";
package ordering;
option go_package = "github.com/relab/gorums/tests/ordering";

import "gorums.proto";

service GorumsTest {
  rpc QC(Request) returns (Response) { option (gorums.quorumcall) = true; }

  rpc QCAsync(Request) returns (Response) {
    option (gorums.quorumcall) = true;
    option (gorums.async) = true;
  }

  rpc UnaryRPC(Request) returns (Response) {}
}

message Request { uint64 Num = 1; }

message Response { bool InOrder = 1; }







MasterLab/gorums/tests/ordering/order_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: ordering/order.proto

package ordering

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QCAsync asynchronously invokes a quorum call on configuration c
// and returns a AsyncResponse, which can be used to inspect the quorum call
// reply and error when available.
func (c *Configuration) QCAsync(ctx context.Context, in *Request) *AsyncResponse {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "ordering.GorumsTest.QCAsync",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QCAsyncQF(req.(*Request), r)
	}

	fut := c.RawConfiguration.AsyncCall(ctx, cd)
	return &AsyncResponse{fut}
}

// QuorumSpec is the interface of quorum functions for GorumsTest.
type QuorumSpec interface {
	gorums.ConfigOption

	// QCQF is the quorum function for the QC
	// quorum call method. The in parameter is the request object
	// supplied to the QC method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QCQF(in *Request, replies map[uint32]*Response) (*Response, bool)

	// QCAsyncQF is the quorum function for the QCAsync
	// asynchronous quorum call method. The in parameter is the request object
	// supplied to the QCAsync method at call time, and may or may not
	// be used by the quorum function. If the in parameter is not needed
	// you should implement your quorum function with '_ *Request'.
	QCAsyncQF(in *Request, replies map[uint32]*Response) (*Response, bool)
}

// QC is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (c *Configuration) QC(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.QuorumCallData{
		Message: in,
		Method:  "ordering.GorumsTest.QC",
	}
	cd.QuorumFunction = func(req protoreflect.ProtoMessage, replies map[uint32]protoreflect.ProtoMessage) (protoreflect.ProtoMessage, bool) {
		r := make(map[uint32]*Response, len(replies))
		for k, v := range replies {
			r[k] = v.(*Response)
		}
		return c.qspec.QCQF(req.(*Request), r)
	}

	res, err := c.RawConfiguration.QuorumCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// UnaryRPC is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) UnaryRPC(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "ordering.GorumsTest.UnaryRPC",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// GorumsTest is the server-side API for the GorumsTest Service
type GorumsTest interface {
	QC(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	QCAsync(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
	UnaryRPC(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterGorumsTestServer(srv *gorums.Server, impl GorumsTest) {
	srv.RegisterHandler("ordering.GorumsTest.QC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("ordering.GorumsTest.QCAsync", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.QCAsync(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("ordering.GorumsTest.UnaryRPC", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.UnaryRPC(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}

type internalResponse struct {
	nid   uint32
	reply *Response
	err   error
}

// AsyncResponse is a async object for processing replies.
type AsyncResponse struct {
	*gorums.Async
}

// Get returns the reply and any error associated with the called method.
// The method blocks until a reply or error is available.
func (f *AsyncResponse) Get() (*Response, error) {
	resp, err := f.Async.Get()
	if err != nil {
		return nil, err
	}
	return resp.(*Response), err
}







MasterLab/gorums/tests/ordering/order.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: ordering/order.proto

package ordering

import (
	_ "github.com/relab/gorums"
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Num uint64 `protobuf:"varint,1,opt,name=Num,proto3" json:"Num,omitempty"`
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_order_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_order_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_ordering_order_proto_rawDescGZIP(), []int{0}
}

func (x *Request) GetNum() uint64 {
	if x != nil {
		return x.Num
	}
	return 0
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	InOrder bool `protobuf:"varint,1,opt,name=InOrder,proto3" json:"InOrder,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_ordering_order_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_ordering_order_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_ordering_order_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetInOrder() bool {
	if x != nil {
		return x.InOrder
	}
	return false
}

var File_ordering_order_proto protoreflect.FileDescriptor

var file_ordering_order_proto_rawDesc = []byte{
	0x0a, 0x14, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72,
	0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x08, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67,
	0x1a, 0x0c, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x22, 0x1b,
	0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x12, 0x10, 0x0a, 0x03, 0x4e, 0x75, 0x6d,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x04, 0x52, 0x03, 0x4e, 0x75, 0x6d, 0x22, 0x24, 0x0a, 0x08, 0x52,
	0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x18, 0x0a, 0x07, 0x49, 0x6e, 0x4f, 0x72, 0x64,
	0x65, 0x72, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52, 0x07, 0x49, 0x6e, 0x4f, 0x72, 0x64, 0x65,
	0x72, 0x32, 0xb0, 0x01, 0x0a, 0x0a, 0x47, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x54, 0x65, 0x73, 0x74,
	0x12, 0x31, 0x0a, 0x02, 0x51, 0x43, 0x12, 0x11, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e,
	0x67, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65,
	0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x04, 0xa0,
	0xb5, 0x18, 0x01, 0x12, 0x3a, 0x0a, 0x07, 0x51, 0x43, 0x41, 0x73, 0x79, 0x6e, 0x63, 0x12, 0x11,
	0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73,
	0x74, 0x1a, 0x12, 0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x73,
	0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x08, 0xa0, 0xb5, 0x18, 0x01, 0xd0, 0xb5, 0x18, 0x01, 0x12,
	0x33, 0x0a, 0x08, 0x55, 0x6e, 0x61, 0x72, 0x79, 0x52, 0x50, 0x43, 0x12, 0x11, 0x2e, 0x6f, 0x72,
	0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x12,
	0x2e, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e,
	0x73, 0x65, 0x22, 0x00, 0x42, 0x28, 0x5a, 0x26, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63,
	0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f,
	0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x6f, 0x72, 0x64, 0x65, 0x72, 0x69, 0x6e, 0x67, 0x62, 0x06,
	0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_ordering_order_proto_rawDescOnce sync.Once
	file_ordering_order_proto_rawDescData = file_ordering_order_proto_rawDesc
)

func file_ordering_order_proto_rawDescGZIP() []byte {
	file_ordering_order_proto_rawDescOnce.Do(func() {
		file_ordering_order_proto_rawDescData = protoimpl.X.CompressGZIP(file_ordering_order_proto_rawDescData)
	})
	return file_ordering_order_proto_rawDescData
}

var file_ordering_order_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_ordering_order_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: ordering.Request
	(*Response)(nil), // 1: ordering.Response
}
var file_ordering_order_proto_depIdxs = []int32{
	0, // 0: ordering.GorumsTest.QC:input_type -> ordering.Request
	0, // 1: ordering.GorumsTest.QCAsync:input_type -> ordering.Request
	0, // 2: ordering.GorumsTest.UnaryRPC:input_type -> ordering.Request
	1, // 3: ordering.GorumsTest.QC:output_type -> ordering.Response
	1, // 4: ordering.GorumsTest.QCAsync:output_type -> ordering.Response
	1, // 5: ordering.GorumsTest.UnaryRPC:output_type -> ordering.Response
	3, // [3:6] is the sub-list for method output_type
	0, // [0:3] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_ordering_order_proto_init() }
func file_ordering_order_proto_init() {
	if File_ordering_order_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_ordering_order_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_ordering_order_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_ordering_order_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_ordering_order_proto_goTypes,
		DependencyIndexes: file_ordering_order_proto_depIdxs,
		MessageInfos:      file_ordering_order_proto_msgTypes,
	}.Build()
	File_ordering_order_proto = out.File
	file_ordering_order_proto_rawDesc = nil
	file_ordering_order_proto_goTypes = nil
	file_ordering_order_proto_depIdxs = nil
}
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package ordering

import (
	"context"
	"errors"
	"sync"
	"testing"
	"time"

	"github.com/relab/gorums"
	"github.com/relab/gorums/internal/leakcheck"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials/insecure"
)

type testSrv struct {
	sync.Mutex
	lastNum uint64
}

func (s *testSrv) isInOrder(num uint64) bool {
	s.Lock()
	defer s.Unlock()
	if num > s.lastNum {
		s.lastNum = num
		return true
	}
	return false
}

func (s *testSrv) QC(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		InOrder: s.isInOrder(req.GetNum()),
	}, nil
}

func (s *testSrv) QCAsync(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		InOrder: s.isInOrder(req.GetNum()),
	}, nil
}

func (s *testSrv) UnaryRPC(_ gorums.ServerCtx, req *Request) (resp *Response, err error) {
	return &Response{
		InOrder: s.isInOrder(req.GetNum()),
	}, nil
}

type testQSpec struct {
	quorum int
}

func (q testQSpec) qf(replies map[uint32]*Response) (*Response, bool) {
	if len(replies) < q.quorum {
		return nil, false
	}
	for _, reply := range replies {
		if !reply.InOrder {
			return reply, true
		}
	}
	var reply *Response
	for _, r := range replies {
		reply = r
		break
	}
	return reply, true
}

func (q testQSpec) QCQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	return q.qf(replies)
}

func (q testQSpec) QCAsyncQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	return q.qf(replies)
}

func (q testQSpec) AsyncHandlerQF(_ *Request, replies map[uint32]*Response) (*Response, bool) {
	return q.qf(replies)
}

func setup(t *testing.T, cfgSize int) (cfg *Configuration, teardown func()) {
	t.Helper()
	addrs, closeServers := gorums.TestSetup(t, cfgSize, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer()
		RegisterGorumsTestServer(srv, &testSrv{})
		return srv
	})
	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	cfg, err := mgr.NewConfiguration(&testQSpec{cfgSize}, gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}
	teardown = func() {
		mgr.Close()
		closeServers()
	}
	return cfg, teardown
}

func TestUnaryRPCOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 1)
	defer teardown()
	node := cfg.Nodes()[0]
	// begin test
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		i++
		resp, err := node.UnaryRPC(context.Background(), &Request{Num: uint64(i)})
		if err != nil {
			t.Fatalf("RPC error: %v", err)
		}
		if resp == nil {
			t.Fatal("Got nil response")
		}
		if !resp.GetInOrder() {
			t.Fatalf("Message received out of order.")
		}
	}
}

func TestQCOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 4)
	defer teardown()
	// begin test
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		i++
		resp, err := cfg.QC(context.Background(), &Request{Num: uint64(i)})
		if err != nil {
			t.Fatalf("QC error: %v", err)
		}
		if resp == nil {
			t.Fatal("Got nil response")
		}
		if !resp.GetInOrder() {
			t.Fatalf("Message received out of order.")
		}
	}
}

func TestQCAsyncOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 4)
	defer teardown()
	ctx, cancel := context.WithCancel(context.Background())
	// begin test
	var wg sync.WaitGroup
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		i++
		promise := cfg.QCAsync(ctx, &Request{Num: uint64(i)})
		wg.Add(1)
		go func(promise *AsyncResponse) {
			defer wg.Done()
			resp, err := promise.Get()
			if err != nil {
				if errors.Is(err, context.Canceled) {
					return
				}
				t.Errorf("QC error: %v", err)
			}
			if resp == nil {
				t.Errorf("Got nil response")
			}
			if !resp.GetInOrder() && !t.Failed() {
				t.Errorf("Message received out of order.")
			}
		}(promise)
	}
	wg.Wait()
	cancel()
}

func TestMixedOrdering(t *testing.T) {
	defer leakcheck.Check(t)
	cfg, teardown := setup(t, 4)
	defer teardown()
	nodes := cfg.Nodes()
	// begin test
	stopTime := time.Now().Add(5 * time.Second)
	i := 1
	for time.Now().Before(stopTime) {
		resp, err := cfg.QC(context.Background(), &Request{Num: uint64(i)})
		i++
		if err != nil {
			t.Fatalf("QC error: %v", err)
		}
		if resp == nil {
			t.Fatal("Got nil response")
		}
		if !resp.GetInOrder() {
			t.Fatalf("Message received out of order.")
		}
		var wg sync.WaitGroup
		wg.Add(len(nodes))
		for _, node := range nodes {
			go func(node *Node) {
				defer wg.Done()
				resp, err := node.UnaryRPC(context.Background(), &Request{Num: uint64(i)})
				if err != nil {
					t.Errorf("RPC error: %v", err)
					return
				}
				if resp == nil {
					t.Error("Got nil response")
				}
				if !resp.GetInOrder() {
					t.Errorf("Message received out of order.")
					return
				}
			}(node)
		}
		wg.Wait()
		i++
	}
}
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// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: metadata/metadata.proto

package metadata

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for MetadataTest.
type QuorumSpec interface {
	gorums.ConfigOption
}

// IDFromMD returns the 'id' field from the metadata.
func (n *Node) IDFromMD(ctx context.Context, in *emptypb.Empty) (resp *NodeID, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "metadata.MetadataTest.IDFromMD",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*NodeID), err
}

// WhatIP returns the address of the client that calls it.
func (n *Node) WhatIP(ctx context.Context, in *emptypb.Empty) (resp *IPAddr, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "metadata.MetadataTest.WhatIP",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*IPAddr), err
}

// MetadataTest is the server-side API for the MetadataTest Service
type MetadataTest interface {
	IDFromMD(ctx gorums.ServerCtx, request *emptypb.Empty) (response *NodeID, err error)
	WhatIP(ctx gorums.ServerCtx, request *emptypb.Empty) (response *IPAddr, err error)
}

func RegisterMetadataTestServer(srv *gorums.Server, impl MetadataTest) {
	srv.RegisterHandler("metadata.MetadataTest.IDFromMD", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*emptypb.Empty)
		defer ctx.Release()
		resp, err := impl.IDFromMD(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
	srv.RegisterHandler("metadata.MetadataTest.WhatIP", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*emptypb.Empty)
		defer ctx.Release()
		resp, err := impl.WhatIP(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}
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package metadata

import (
	"context"
	"fmt"
	"strconv"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/codes"
	"google.golang.org/grpc/credentials/insecure"
	"google.golang.org/grpc/metadata"
	"google.golang.org/grpc/peer"
	"google.golang.org/grpc/status"
	"google.golang.org/protobuf/types/known/emptypb"
)

type testSrv struct{}

func (srv testSrv) IDFromMD(ctx gorums.ServerCtx, _ *emptypb.Empty) (resp *NodeID, err error) {
	md, ok := metadata.FromIncomingContext(ctx)
	if !ok {
		return nil, status.Error(codes.NotFound, "Metadata unavailable")
	}
	v := md.Get("id")
	if len(v) < 1 {
		return nil, status.Error(codes.NotFound, "ID field missing")
	}
	id, err := strconv.Atoi(v[0])
	if err != nil {
		return nil, status.Errorf(codes.InvalidArgument, "Got '%s', but could not convert to integer", v[0])
	}
	return &NodeID{ID: uint32(id)}, nil
}

func (srv testSrv) WhatIP(ctx gorums.ServerCtx, _ *emptypb.Empty) (resp *IPAddr, err error) {
	peerInfo, ok := peer.FromContext(ctx)
	if !ok {
		return nil, status.Error(codes.NotFound, "Peer info unavailable")
	}
	return &IPAddr{Addr: peerInfo.Addr.String()}, nil
}

func initServer(t *testing.T) *gorums.Server {
	srv := gorums.NewServer()
	RegisterMetadataTestServer(srv, &testSrv{})
	return srv
}

func TestMetadata(t *testing.T) {
	want := uint32(1)

	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface { return initServer(t) })
	defer teardown()

	md := metadata.New(map[string]string{
		"id": fmt.Sprint(want),
	})

	mgr := NewManager(
		gorums.WithMetadata(md),
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	resp, err := node.IDFromMD(context.Background(), &emptypb.Empty{})
	if err != nil {
		t.Fatalf("RPC error: %v", err)
	}

	if resp.GetID() != want {
		t.Fatalf("IDFromMD() == %d, want %d", resp.GetID(), want)
	}
}

func TestPerNodeMetadata(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 2, func(_ int) gorums.ServerIface { return initServer(t) })
	defer teardown()

	perNodeMD := func(nid uint32) metadata.MD {
		return metadata.New(map[string]string{
			"id": fmt.Sprintf("%d", nid),
		})
	}

	mgr := NewManager(
		gorums.WithPerNodeMetadata(perNodeMD),
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	for _, node := range mgr.Nodes() {
		resp, err := node.IDFromMD(context.Background(), &emptypb.Empty{})
		if err != nil {
			t.Fatalf("RPC error: %v", err)
		}

		if resp.GetID() != node.ID() {
			t.Fatalf("IDFromMD() == %d, want %d", resp.GetID(), node.ID())
		}
	}
}

func TestCanGetPeerInfo(t *testing.T) {
	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface { return initServer(t) })
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(time.Second),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(insecure.NewCredentials()),
		),
	)
	_, err := mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	ip, err := node.WhatIP(context.Background(), &emptypb.Empty{})
	if err != nil {
		t.Fatalf("RPC error: %v", err)
	}

	if ip.GetAddr() == "" {
		t.Fatalf("WhatIP() == '%s', want non-empty string", ip.GetAddr())
	}
}
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// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: metadata/metadata.proto

package metadata

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	emptypb "google.golang.org/protobuf/types/known/emptypb"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type NodeID struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	ID uint32 `protobuf:"varint,1,opt,name=ID,proto3" json:"ID,omitempty"`
}

func (x *NodeID) Reset() {
	*x = NodeID{}
	if protoimpl.UnsafeEnabled {
		mi := &file_metadata_metadata_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *NodeID) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*NodeID) ProtoMessage() {}

func (x *NodeID) ProtoReflect() protoreflect.Message {
	mi := &file_metadata_metadata_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use NodeID.ProtoReflect.Descriptor instead.
func (*NodeID) Descriptor() ([]byte, []int) {
	return file_metadata_metadata_proto_rawDescGZIP(), []int{0}
}

func (x *NodeID) GetID() uint32 {
	if x != nil {
		return x.ID
	}
	return 0
}

type IPAddr struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	Addr string `protobuf:"bytes,1,opt,name=Addr,proto3" json:"Addr,omitempty"`
}

func (x *IPAddr) Reset() {
	*x = IPAddr{}
	if protoimpl.UnsafeEnabled {
		mi := &file_metadata_metadata_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *IPAddr) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*IPAddr) ProtoMessage() {}

func (x *IPAddr) ProtoReflect() protoreflect.Message {
	mi := &file_metadata_metadata_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use IPAddr.ProtoReflect.Descriptor instead.
func (*IPAddr) Descriptor() ([]byte, []int) {
	return file_metadata_metadata_proto_rawDescGZIP(), []int{1}
}

func (x *IPAddr) GetAddr() string {
	if x != nil {
		return x.Addr
	}
	return ""
}

var File_metadata_metadata_proto protoreflect.FileDescriptor

var file_metadata_metadata_proto_rawDesc = []byte{
	0x0a, 0x17, 0x6d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x2f, 0x6d, 0x65, 0x74, 0x61, 0x64,
	0x61, 0x74, 0x61, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12, 0x08, 0x6d, 0x65, 0x74, 0x61, 0x64,
	0x61, 0x74, 0x61, 0x1a, 0x1b, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2f, 0x70, 0x72, 0x6f, 0x74,
	0x6f, 0x62, 0x75, 0x66, 0x2f, 0x65, 0x6d, 0x70, 0x74, 0x79, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f,
	0x22, 0x18, 0x0a, 0x06, 0x4e, 0x6f, 0x64, 0x65, 0x49, 0x44, 0x12, 0x0e, 0x0a, 0x02, 0x49, 0x44,
	0x18, 0x01, 0x20, 0x01, 0x28, 0x0d, 0x52, 0x02, 0x49, 0x44, 0x22, 0x1c, 0x0a, 0x06, 0x49, 0x50,
	0x41, 0x64, 0x64, 0x72, 0x12, 0x12, 0x0a, 0x04, 0x41, 0x64, 0x64, 0x72, 0x18, 0x01, 0x20, 0x01,
	0x28, 0x09, 0x52, 0x04, 0x41, 0x64, 0x64, 0x72, 0x32, 0x7c, 0x0a, 0x0c, 0x4d, 0x65, 0x74, 0x61,
	0x64, 0x61, 0x74, 0x61, 0x54, 0x65, 0x73, 0x74, 0x12, 0x36, 0x0a, 0x08, 0x49, 0x44, 0x46, 0x72,
	0x6f, 0x6d, 0x4d, 0x44, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f, 0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72,
	0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70, 0x74, 0x79, 0x1a, 0x10, 0x2e, 0x6d,
	0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x2e, 0x4e, 0x6f, 0x64, 0x65, 0x49, 0x44, 0x22, 0x00,
	0x12, 0x34, 0x0a, 0x06, 0x57, 0x68, 0x61, 0x74, 0x49, 0x50, 0x12, 0x16, 0x2e, 0x67, 0x6f, 0x6f,
	0x67, 0x6c, 0x65, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x62, 0x75, 0x66, 0x2e, 0x45, 0x6d, 0x70,
	0x74, 0x79, 0x1a, 0x10, 0x2e, 0x6d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61, 0x2e, 0x49, 0x50,
	0x41, 0x64, 0x64, 0x72, 0x22, 0x00, 0x42, 0x28, 0x5a, 0x26, 0x67, 0x69, 0x74, 0x68, 0x75, 0x62,
	0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62, 0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d,
	0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x6d, 0x65, 0x74, 0x61, 0x64, 0x61, 0x74, 0x61,
	0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_metadata_metadata_proto_rawDescOnce sync.Once
	file_metadata_metadata_proto_rawDescData = file_metadata_metadata_proto_rawDesc
)

func file_metadata_metadata_proto_rawDescGZIP() []byte {
	file_metadata_metadata_proto_rawDescOnce.Do(func() {
		file_metadata_metadata_proto_rawDescData = protoimpl.X.CompressGZIP(file_metadata_metadata_proto_rawDescData)
	})
	return file_metadata_metadata_proto_rawDescData
}

var file_metadata_metadata_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_metadata_metadata_proto_goTypes = []interface{}{
	(*NodeID)(nil),        // 0: metadata.NodeID
	(*IPAddr)(nil),        // 1: metadata.IPAddr
	(*emptypb.Empty)(nil), // 2: google.protobuf.Empty
}
var file_metadata_metadata_proto_depIdxs = []int32{
	2, // 0: metadata.MetadataTest.IDFromMD:input_type -> google.protobuf.Empty
	2, // 1: metadata.MetadataTest.WhatIP:input_type -> google.protobuf.Empty
	0, // 2: metadata.MetadataTest.IDFromMD:output_type -> metadata.NodeID
	1, // 3: metadata.MetadataTest.WhatIP:output_type -> metadata.IPAddr
	2, // [2:4] is the sub-list for method output_type
	0, // [0:2] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_metadata_metadata_proto_init() }
func file_metadata_metadata_proto_init() {
	if File_metadata_metadata_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_metadata_metadata_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*NodeID); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_metadata_metadata_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*IPAddr); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_metadata_metadata_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_metadata_metadata_proto_goTypes,
		DependencyIndexes: file_metadata_metadata_proto_depIdxs,
		MessageInfos:      file_metadata_metadata_proto_msgTypes,
	}.Build()
	File_metadata_metadata_proto = out.File
	file_metadata_metadata_proto_rawDesc = nil
	file_metadata_metadata_proto_goTypes = nil
	file_metadata_metadata_proto_depIdxs = nil
}







MasterLab/gorums/tests/metadata/metadata.proto

syntax = "proto3";
package metadata;
option go_package = "github.com/relab/gorums/tests/metadata";

import "google/protobuf/empty.proto";

service MetadataTest {
  // IDFromMD returns the 'id' field from the metadata.
  rpc IDFromMD(google.protobuf.Empty) returns (NodeID) {}
  // WhatIP returns the address of the client that calls it.
  rpc WhatIP(google.protobuf.Empty) returns (IPAddr) {}
}

message NodeID { uint32 ID = 1; }

message IPAddr { string Addr = 1; }







MasterLab/gorums/tests/tls/cert.go

package tls

import (
	"bytes"
	"crypto/ecdsa"
	"crypto/elliptic"
	"crypto/rand"
	"crypto/x509"
	"crypto/x509/pkix"
	"encoding/pem"
	"math/big"
	"net"
	"time"
)

func generateCert() (cert, privKey []byte, err error) {
	sn, err := rand.Int(rand.Reader, new(big.Int).Lsh(big.NewInt(1), 128))
	if err != nil {
		return nil, nil, err
	}

	caTmpl := &x509.Certificate{
		SerialNumber: sn,
		Subject: pkix.Name{
			CommonName: "Gorums TLS Test",
		},
		IPAddresses:           []net.IP{net.IPv4(127, 0, 0, 1), net.IPv6loopback},
		NotBefore:             time.Now(),
		NotAfter:              time.Now().AddDate(0, 0, 1),
		ExtKeyUsage:           []x509.ExtKeyUsage{x509.ExtKeyUsageServerAuth},
		KeyUsage:              x509.KeyUsageDigitalSignature | x509.KeyUsageKeyEncipherment,
		BasicConstraintsValid: true,
	}

	caPK, err := ecdsa.GenerateKey(elliptic.P256(), rand.Reader)
	if err != nil {
		return nil, nil, err
	}

	caBytes, err := x509.CreateCertificate(rand.Reader, caTmpl, caTmpl, caPK.Public(), caPK)
	if err != nil {
		return nil, nil, err
	}

	pkBytes, err := x509.MarshalECPrivateKey(caPK)
	if err != nil {
		return nil, nil, err
	}

	caPEM := new(bytes.Buffer)
	err = pem.Encode(caPEM, &pem.Block{
		Type:  "CERTIFICATE",
		Bytes: caBytes,
	})
	if err != nil {
		return nil, nil, err
	}

	pkPEM := new(bytes.Buffer)
	err = pem.Encode(pkPEM, &pem.Block{
		Type:  "ECDSA PRIVATE KEY",
		Bytes: pkBytes,
	})
	if err != nil {
		return nil, nil, err
	}

	return caPEM.Bytes(), pkPEM.Bytes(), nil
}







MasterLab/gorums/tests/tls/tls_test.go

package tls

import (
	context "context"
	"crypto/tls"
	"crypto/x509"
	"testing"
	"time"

	"github.com/relab/gorums"
	"google.golang.org/grpc"
	"google.golang.org/grpc/credentials"
	"google.golang.org/grpc/peer"
)

type testSrv struct{}

func (t testSrv) TestTLS(ctx gorums.ServerCtx, in *Request) (resp *Response, err error) {
	peerInfo, ok := peer.FromContext(ctx)
	if !ok || peerInfo.AuthInfo.AuthType() != "tls" {
		return &Response{OK: false}, nil
	}
	return &Response{OK: true}, nil
}

func TestTLS(t *testing.T) {
	cert, key, err := generateCert()
	if err != nil {
		t.Errorf("Failed to generate certificate: %v", err)
	}

	cp := x509.NewCertPool()
	if !cp.AppendCertsFromPEM(cert) {
		t.Errorf("Failed to add cert to pool.")
	}

	tlsCert, err := tls.X509KeyPair(cert, key)
	if err != nil {
		t.Errorf("Failed to parse cert: %v", err)
	}

	addrs, teardown := gorums.TestSetup(t, 1, func(_ int) gorums.ServerIface {
		srv := gorums.NewServer(gorums.WithGRPCServerOptions(grpc.Creds(credentials.NewServerTLSFromCert(&tlsCert))))
		RegisterTLSServer(srv, &testSrv{})
		return srv
	})
	defer teardown()

	mgr := NewManager(
		gorums.WithDialTimeout(100*time.Millisecond),
		gorums.WithGrpcDialOptions(
			grpc.WithBlock(),
			grpc.WithTransportCredentials(credentials.NewClientTLSFromCert(cp, "")),
			grpc.WithReturnConnectionError(),
		),
	)
	_, err = mgr.NewConfiguration(gorums.WithNodeList(addrs))
	if err != nil {
		t.Fatal(err)
	}

	node := mgr.Nodes()[0]
	resp, err := node.TestTLS(context.Background(), &Request{})
	if err != nil {
		t.Fatalf("RPC error: %v", err)
	}

	if !resp.GetOK() {
		t.Fatalf("TestTLS() == %t, want %t", resp.GetOK(), true)
	}
}







MasterLab/gorums/tests/tls/tls.pb.go

// Code generated by protoc-gen-go. DO NOT EDIT.
// versions:
// 	protoc-gen-go v1.33.0
// 	protoc        v4.25.3
// source: tls/tls.proto

package tls

import (
	protoreflect "google.golang.org/protobuf/reflect/protoreflect"
	protoimpl "google.golang.org/protobuf/runtime/protoimpl"
	reflect "reflect"
	sync "sync"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(20 - protoimpl.MinVersion)
	// Verify that runtime/protoimpl is sufficiently up-to-date.
	_ = protoimpl.EnforceVersion(protoimpl.MaxVersion - 20)
)

type Request struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields
}

func (x *Request) Reset() {
	*x = Request{}
	if protoimpl.UnsafeEnabled {
		mi := &file_tls_tls_proto_msgTypes[0]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Request) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Request) ProtoMessage() {}

func (x *Request) ProtoReflect() protoreflect.Message {
	mi := &file_tls_tls_proto_msgTypes[0]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Request.ProtoReflect.Descriptor instead.
func (*Request) Descriptor() ([]byte, []int) {
	return file_tls_tls_proto_rawDescGZIP(), []int{0}
}

type Response struct {
	state         protoimpl.MessageState
	sizeCache     protoimpl.SizeCache
	unknownFields protoimpl.UnknownFields

	OK bool `protobuf:"varint,1,opt,name=OK,proto3" json:"OK,omitempty"`
}

func (x *Response) Reset() {
	*x = Response{}
	if protoimpl.UnsafeEnabled {
		mi := &file_tls_tls_proto_msgTypes[1]
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		ms.StoreMessageInfo(mi)
	}
}

func (x *Response) String() string {
	return protoimpl.X.MessageStringOf(x)
}

func (*Response) ProtoMessage() {}

func (x *Response) ProtoReflect() protoreflect.Message {
	mi := &file_tls_tls_proto_msgTypes[1]
	if protoimpl.UnsafeEnabled && x != nil {
		ms := protoimpl.X.MessageStateOf(protoimpl.Pointer(x))
		if ms.LoadMessageInfo() == nil {
			ms.StoreMessageInfo(mi)
		}
		return ms
	}
	return mi.MessageOf(x)
}

// Deprecated: Use Response.ProtoReflect.Descriptor instead.
func (*Response) Descriptor() ([]byte, []int) {
	return file_tls_tls_proto_rawDescGZIP(), []int{1}
}

func (x *Response) GetOK() bool {
	if x != nil {
		return x.OK
	}
	return false
}

var File_tls_tls_proto protoreflect.FileDescriptor

var file_tls_tls_proto_rawDesc = []byte{
	0x0a, 0x0d, 0x74, 0x6c, 0x73, 0x2f, 0x74, 0x6c, 0x73, 0x2e, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x12,
	0x03, 0x74, 0x6c, 0x73, 0x22, 0x09, 0x0a, 0x07, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x22,
	0x1a, 0x0a, 0x08, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x12, 0x0e, 0x0a, 0x02, 0x4f,
	0x4b, 0x18, 0x01, 0x20, 0x01, 0x28, 0x08, 0x52, 0x02, 0x4f, 0x4b, 0x32, 0x2f, 0x0a, 0x03, 0x54,
	0x4c, 0x53, 0x12, 0x28, 0x0a, 0x07, 0x54, 0x65, 0x73, 0x74, 0x54, 0x4c, 0x53, 0x12, 0x0c, 0x2e,
	0x74, 0x6c, 0x73, 0x2e, 0x52, 0x65, 0x71, 0x75, 0x65, 0x73, 0x74, 0x1a, 0x0d, 0x2e, 0x74, 0x6c,
	0x73, 0x2e, 0x52, 0x65, 0x73, 0x70, 0x6f, 0x6e, 0x73, 0x65, 0x22, 0x00, 0x42, 0x23, 0x5a, 0x21,
	0x67, 0x69, 0x74, 0x68, 0x75, 0x62, 0x2e, 0x63, 0x6f, 0x6d, 0x2f, 0x72, 0x65, 0x6c, 0x61, 0x62,
	0x2f, 0x67, 0x6f, 0x72, 0x75, 0x6d, 0x73, 0x2f, 0x74, 0x65, 0x73, 0x74, 0x73, 0x2f, 0x74, 0x6c,
	0x73, 0x62, 0x06, 0x70, 0x72, 0x6f, 0x74, 0x6f, 0x33,
}

var (
	file_tls_tls_proto_rawDescOnce sync.Once
	file_tls_tls_proto_rawDescData = file_tls_tls_proto_rawDesc
)

func file_tls_tls_proto_rawDescGZIP() []byte {
	file_tls_tls_proto_rawDescOnce.Do(func() {
		file_tls_tls_proto_rawDescData = protoimpl.X.CompressGZIP(file_tls_tls_proto_rawDescData)
	})
	return file_tls_tls_proto_rawDescData
}

var file_tls_tls_proto_msgTypes = make([]protoimpl.MessageInfo, 2)
var file_tls_tls_proto_goTypes = []interface{}{
	(*Request)(nil),  // 0: tls.Request
	(*Response)(nil), // 1: tls.Response
}
var file_tls_tls_proto_depIdxs = []int32{
	0, // 0: tls.TLS.TestTLS:input_type -> tls.Request
	1, // 1: tls.TLS.TestTLS:output_type -> tls.Response
	1, // [1:2] is the sub-list for method output_type
	0, // [0:1] is the sub-list for method input_type
	0, // [0:0] is the sub-list for extension type_name
	0, // [0:0] is the sub-list for extension extendee
	0, // [0:0] is the sub-list for field type_name
}

func init() { file_tls_tls_proto_init() }
func file_tls_tls_proto_init() {
	if File_tls_tls_proto != nil {
		return
	}
	if !protoimpl.UnsafeEnabled {
		file_tls_tls_proto_msgTypes[0].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Request); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
		file_tls_tls_proto_msgTypes[1].Exporter = func(v interface{}, i int) interface{} {
			switch v := v.(*Response); i {
			case 0:
				return &v.state
			case 1:
				return &v.sizeCache
			case 2:
				return &v.unknownFields
			default:
				return nil
			}
		}
	}
	type x struct{}
	out := protoimpl.TypeBuilder{
		File: protoimpl.DescBuilder{
			GoPackagePath: reflect.TypeOf(x{}).PkgPath(),
			RawDescriptor: file_tls_tls_proto_rawDesc,
			NumEnums:      0,
			NumMessages:   2,
			NumExtensions: 0,
			NumServices:   1,
		},
		GoTypes:           file_tls_tls_proto_goTypes,
		DependencyIndexes: file_tls_tls_proto_depIdxs,
		MessageInfos:      file_tls_tls_proto_msgTypes,
	}.Build()
	File_tls_tls_proto = out.File
	file_tls_tls_proto_rawDesc = nil
	file_tls_tls_proto_goTypes = nil
	file_tls_tls_proto_depIdxs = nil
}







MasterLab/gorums/tests/tls/tls.proto

syntax = "proto3";
package tls;
option go_package = "github.com/relab/gorums/tests/tls";

service TLS {
  rpc TestTLS(Request) returns (Response) {}
}

message Request {}

message Response { bool OK = 1; }







MasterLab/gorums/tests/tls/tls_gorums.pb.go

// Code generated by protoc-gen-gorums. DO NOT EDIT.
// versions:
// 	protoc-gen-gorums v0.7.0-devel
// 	protoc            v4.25.3
// source: tls/tls.proto

package tls

import (
	context "context"
	fmt "fmt"
	gorums "github.com/relab/gorums"
	encoding "google.golang.org/grpc/encoding"
)

const (
	// Verify that this generated code is sufficiently up-to-date.
	_ = gorums.EnforceVersion(7 - gorums.MinVersion)
	// Verify that the gorums runtime is sufficiently up-to-date.
	_ = gorums.EnforceVersion(gorums.MaxVersion - 7)
)

// A Configuration represents a static set of nodes on which quorum remote
// procedure calls may be invoked.
type Configuration struct {
	gorums.RawConfiguration
	qspec QuorumSpec
	nodes []*Node
}

// ConfigurationFromRaw returns a new Configuration from the given raw configuration and QuorumSpec.
//
// This function may for example be used to "clone" a configuration but install a different QuorumSpec:
//
//	cfg1, err := mgr.NewConfiguration(qspec1, opts...)
//	cfg2 := ConfigurationFromRaw(cfg1.RawConfig, qspec2)
func ConfigurationFromRaw(rawCfg gorums.RawConfiguration, qspec QuorumSpec) (*Configuration, error) {
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	newCfg := &Configuration{
		RawConfiguration: rawCfg,
		qspec:            qspec,
	}
	// initialize the nodes slice
	newCfg.nodes = make([]*Node, newCfg.Size())
	for i, n := range rawCfg {
		newCfg.nodes[i] = &Node{n}
	}
	return newCfg, nil
}

// Nodes returns a slice of each available node. IDs are returned in the same
// order as they were provided in the creation of the Manager.
//
// NOTE: mutating the returned slice is not supported.
func (c *Configuration) Nodes() []*Node {
	return c.nodes
}

// And returns a NodeListOption that can be used to create a new configuration combining c and d.
func (c Configuration) And(d *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.And(d.RawConfiguration)
}

// Except returns a NodeListOption that can be used to create a new configuration
// from c without the nodes in rm.
func (c Configuration) Except(rm *Configuration) gorums.NodeListOption {
	return c.RawConfiguration.Except(rm.RawConfiguration)
}

func init() {
	if encoding.GetCodec(gorums.ContentSubtype) == nil {
		encoding.RegisterCodec(gorums.NewCodec())
	}
}

// Manager maintains a connection pool of nodes on
// which quorum calls can be performed.
type Manager struct {
	*gorums.RawManager
}

// NewManager returns a new Manager for managing connection to nodes added
// to the manager. This function accepts manager options used to configure
// various aspects of the manager.
func NewManager(opts ...gorums.ManagerOption) *Manager {
	return &Manager{
		RawManager: gorums.NewRawManager(opts...),
	}
}

// NewConfiguration returns a configuration based on the provided list of nodes (required)
// and an optional quorum specification. The QuorumSpec is necessary for call types that
// must process replies. For configurations only used for unicast or multicast call types,
// a QuorumSpec is not needed. The QuorumSpec interface is also a ConfigOption.
// Nodes can be supplied using WithNodeMap or WithNodeList, or WithNodeIDs.
// A new configuration can also be created from an existing configuration,
// using the And, WithNewNodes, Except, and WithoutNodes methods.
func (m *Manager) NewConfiguration(opts ...gorums.ConfigOption) (c *Configuration, err error) {
	if len(opts) < 1 || len(opts) > 2 {
		return nil, fmt.Errorf("config: wrong number of options: %d", len(opts))
	}
	c = &Configuration{}
	for _, opt := range opts {
		switch v := opt.(type) {
		case gorums.NodeListOption:
			c.RawConfiguration, err = gorums.NewRawConfiguration(m.RawManager, v)
			if err != nil {
				return nil, err
			}
		case QuorumSpec:
			// Must be last since v may match QuorumSpec if it is interface{}
			c.qspec = v
		default:
			return nil, fmt.Errorf("config: unknown option type: %v", v)
		}
	}
	// return an error if the QuorumSpec interface is not empty and no implementation was provided.
	var test interface{} = struct{}{}
	if _, empty := test.(QuorumSpec); !empty && c.qspec == nil {
		return nil, fmt.Errorf("config: missing required QuorumSpec")
	}
	// initialize the nodes slice
	c.nodes = make([]*Node, c.Size())
	for i, n := range c.RawConfiguration {
		c.nodes[i] = &Node{n}
	}
	return c, nil
}

// Nodes returns a slice of available nodes on this manager.
// IDs are returned in the order they were added at creation of the manager.
func (m *Manager) Nodes() []*Node {
	gorumsNodes := m.RawManager.Nodes()
	nodes := make([]*Node, len(gorumsNodes))
	for i, n := range gorumsNodes {
		nodes[i] = &Node{n}
	}
	return nodes
}

// Node encapsulates the state of a node on which a remote procedure call
// can be performed.
type Node struct {
	*gorums.RawNode
}

// QuorumSpec is the interface of quorum functions for TLS.
type QuorumSpec interface {
	gorums.ConfigOption
}

// TestTLS is a quorum call invoked on all nodes in configuration c,
// with the same argument in, and returns a combined result.
func (n *Node) TestTLS(ctx context.Context, in *Request) (resp *Response, err error) {
	cd := gorums.CallData{
		Message: in,
		Method:  "tls.TLS.TestTLS",
	}

	res, err := n.RawNode.RPCCall(ctx, cd)
	if err != nil {
		return nil, err
	}
	return res.(*Response), err
}

// TLS is the server-side API for the TLS Service
type TLS interface {
	TestTLS(ctx gorums.ServerCtx, request *Request) (response *Response, err error)
}

func RegisterTLSServer(srv *gorums.Server, impl TLS) {
	srv.RegisterHandler("tls.TLS.TestTLS", func(ctx gorums.ServerCtx, in *gorums.Message, finished chan<- *gorums.Message) {
		req := in.Message.(*Request)
		defer ctx.Release()
		resp, err := impl.TestTLS(ctx, req)
		gorums.SendMessage(ctx, finished, gorums.WrapMessage(in.Metadata, resp, err))
	})
}







MasterLab/gorums/logging/logging.go

package logging

import (
	"log/slog"
	"time"
)

// the log entry used in slog with correct types and json mapping
type LogEntry struct {
	Time            time.Time `json:"time"`
	Level           string    `json:"level"`
	Msg             string    `json:"msg"`
	MsgType         string    `json:"msgType"`
	BroadcastID     uint64    `json:"BroadcastID"`
	Err             error     `json:"err"`
	Method          string    `json:"method"`
	From            string    `json:"from"`
	Cancelled       bool      `json:"cancelled"`
	MachineID       uint64    `json:"MachineID"`
	MsgID           uint64    `json:"msgID"`
	NodeID          uint64    `json:"nodeID"`
	NodeAddr        string    `json:"nodeAddr"`
	Type            string    `json:"type"`
	Reconnect       bool      `json:"reconnect"`
	RetryNum        float64   `json:"retryNum"`
	MaxRetries      int       `json:"maxRetries"`
	NumFailed       int       `json:"numFailed"`
	Stopping        bool      `json:"stopping"`
	IsBroadcastCall bool      `json:"isBroadcastCall"`
	Started         time.Time `json:"started"`
	Ended           time.Time `json:"ended"`
}

// funcs: used to get type safety on fields when logging
func MsgType(msgType string) slog.Attr {
	return slog.String("msgType", msgType)
}

func BroadcastID(broadcastID uint64) slog.Attr {
	return slog.Uint64("BroadcastID", broadcastID)
}

func Err(err error) slog.Attr {
	return slog.Any("err", err)
}

func Method(m string) slog.Attr {
	return slog.String("method", m)
}

func From(from string) slog.Attr {
	return slog.String("from", from)
}

func Cancelled(cancelled bool) slog.Attr {
	return slog.Bool("cancelled", cancelled)
}

func MachineID(machineID uint64) slog.Attr {
	return slog.Uint64("MachineID", machineID)
}

func MsgID(msgID uint64) slog.Attr {
	return slog.Uint64("msgID", msgID)
}

func NodeID(nodeID uint32) slog.Attr {
	return slog.Uint64("nodeID", uint64(nodeID))
}

func NodeAddr(nodeAddr string) slog.Attr {
	return slog.String("nodeAddr", nodeAddr)
}

func Type(t string) slog.Attr {
	return slog.String("type", t)
}

func Reconnect(reconnect bool) slog.Attr {
	return slog.Bool("reconnect", reconnect)
}

func RetryNum(num float64) slog.Attr {
	return slog.Float64("retryNum", num)
}

func MaxRetries(maxRetries int) slog.Attr {
	return slog.Int("maxRetries", maxRetries)
}

func NumFailed(num int) slog.Attr {
	return slog.Int("numFailed", num)
}

func Stopping(stopping bool) slog.Attr {
	return slog.Bool("stopping", stopping)
}

func IsBroadcastCall(isBroadcastCall bool) slog.Attr {
	return slog.Bool("isBroadcastCall", isBroadcastCall)
}

func Started(started time.Time) slog.Attr {
	return slog.Time("started", started)
}

func Ended(ended time.Time) slog.Attr {
	return slog.Time("ended", ended)
}







MasterLab/gorums/gorums.proto

syntax = "proto3";
package gorums;
option go_package = "github.com/relab/gorums";

import "google/protobuf/descriptor.proto";

extend google.protobuf.MethodOptions {
  // call types
  bool rpc = 50001;
  bool unicast = 50002;
  bool multicast = 50003;
  bool quorumcall = 50004;
  bool correctable = 50005;
  bool broadcastcall = 50006;
  // options for call types
  bool async = 50010;
  bool per_node_arg = 50020;
  string custom_return_type = 50030;
  bool broadcast = 50050;
}







MasterLab/Makefile

.PHONY: proto docker clean eval

network:
	docker network create --gateway 10.0.0.1 --subnet 10.0.0.0/16 MasterLab

docker:
	docker compose up --build

eval:
	docker compose down
	docker compose up

wd := $(shell pwd)
csv_path := $(wd)/csv

histogram:
	@cd src/util/; go run util.go -num=$(NUM) -bench=$(BENCH) -path=$(csv_path) -t=$(T)







MasterLab/logs/logs.md

# Logs

Log files will be stored in this directory if logging is enabled.

Files will be stored after this convention:

- Servers: log.**IP**.json
- Clients: log.Clients.json







